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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.

Thle procedures used to develop this document and those intended for its further maijntepance are
degcribed in the ISO/IEC Directives, Part 1. In particular the different approval criterianeeded for the
diffferent types of ISO documents should be noted. This document was drafted in accordancg with the
edjtorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Atfention is drawn to the possibility that some of the elements of this document'may be the|subject of
patent rights. ISO shall not be held responsible for identifying any or all such patent rights. [Details of
any patent rights identified during the development of the document wilk’be'in the Introduction and/or
on|the ISO list of patent declarations received (see www.iso.org/patents);

Anly trade name used in this document is information given for the convenience of users angl does not
copstitute an endorsement.

Fol an explanation on the meaning of ISO specific terms “and expressions related to cpnformity
asgessment, as well as information about ISO’s adherénce to the WTO principles in the|Technical
Bafriers to Trade (TBT) see the following URL: Forewoxd - Supplementary information

Thle committee responsible for this document is ISO/TC 292, Security and resilience.
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Introduction

This Technical Specification provides detailed guidance for establishing, implementing, and maintaining
a business impact analysis (BIA) process consistent with the requirements in ISO 22301. This Technical
Specification is applicable to the performance of any BIA process, whether part of a business continuity
management system (BCMS) or business continuity programme (BC programme). Hereinafter, BC
programme means either BCMS or BC programme.

Figure 1 notes the relationship of the BIA process to the BC programme as a whole. The organization

should co ﬂp]pfp a r‘y{‘]p of the BIA process befare business continuity strategies are selected

Business impact
analysis and
risk assessment

Exercising Operational Business

and testing planning continuity
and control strategy

Establish and
implement business
continuity
procedures

St
N—

Figure 1 — Elements of business continuity management
(Source: ISO 22313)

The BIA pfocess analyses the consequences of a disruptive incident on the organization. The outcomg¢ is
a statemept and justification,of business continuity requirements.

The BIA process consists.ofa number of individual BIAs, each focusing of a sub-set of the BC programme
scope. Th¢ BIA processprioritizes products and services, and continues with prioritizing processes gnd
activities that togethercover the entire scope of the BC programme. After a period of time determinjed
by the organizatieh, individual BIAs are repeated to ensure that the BC requirements remain current.

NOTE In this Technical Specification, business continuity requirements has the same meaning as continyity
and recoverypriorities, objectives, and targets (ISO 22301:2012, 8.2.2).

The purposes of this Technical Specification are the following:

— provide a basis for understanding, developing, implementing, reviewing, maintaining, and
continually improving an effective BIA process within an organization;

— provide guidance for planning, conducting, and reporting on a BIA;
— assist the organization with conducting a BIA in a consistent manner that reflects good practices;

— enable proper coordination between the BIA process and the overarching BC programme.
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The outcomes of the BIA process include the following:
— endorsement or modification of the organization’s BC programme scope;

— identification of legal, regulatory, and contractual requirements (obligations) and their effect on
business continuity requirements;

— evaluation of impacts on the organization over time, which serves as the justification for business
continuity requirements (time and capability);

— identification and confirmation of product/service delivery requirements following a disruptive
incident, which then sets the prioritized timeframes for activities and resources; (0

N
—| identification and establishment of the relationships between products/seryb@s, brocesses,
activities, and resources; /\ .

—| determination of the resources needed to perform prioritized activities«]g@g. facilitigs; people;
equipment; information, communication and technology assets; supplies;q;; financing)

— | understanding of the dependencies on other activities, suppl ’&qains, partners, and other
interested parties; 6

—| determination of how up to date the information needs to be.

@)
\
Cs)\

NOTE For purposes of this Technical Specification, supply Aﬁgs produce supplies of goods, Wworks, and
senjvices, which are referred to as ‘supplies‘ throughout the rema@ r of this document.

The following diagram displays the BIA process, tog:&%ler with prerequisites and its reflationship
to |strategy identification. The clauses referenceck'k@the diagram are subsections of this|Technical
Specification. $’\,

¥
BusinessJympact Analysis Process

Product & Service
Prioritization

R
O.
6 (Clause 4) (Clause 5.3)

g \‘h.e BIQA r Obtain Top Management Process Prioritization
Business Continuity Endorsement of BIA Results Project Planning
Strategy Selection Business Continuity Requirements and Management @ )
ause 5.
(Clause 5.7) (Clause 5.2)

(Clause 5.8)

Analysis & Consolidation Activity Prioritization

(Clause 5.6) (Clause 5.5)

Figure 2 — Business impact analysis process
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Societal security — Business continuity management
systems — Guidelines for business impact analysis (BIA)

1

Thg hiea S : stda 3 Satza 3 :
mdintain a formal and documented business impact analysis (BIA) process. This Technical Sp¢cification

do

BIA process that is appropriate to its needs.

Scope

ment, and

bs not prescribe a uniform process for performing a BIA, but will assist an organization tp design a

Thiis Technical Specification is applicable to all organizations regardless of type, size, and nature,
whether in the private, public, or not-for-profit sectors. The guidance can be 'ddapted to the needs,

ob

Iti

2

ectives, resources, and constraints of the organization.

5 intended for use by those responsible for the BIA process.

Normative references

The following documents, in whole or in part, are normaftively referenced in this document and are
indispensable for its application. For dated references,~only the edition cited applies. Fol undated

references, the latest edition of the referenced document-(including any amendments) applieq.

ISQ 22300, Societal security — Terminology

Fo

Terms and definitions

" the purposes of this document, theterms and definitions in ISO 22300 apply.

NOTE All terms and definitions.contained in ISO 22300 are available on the ISO Online Browsing Platform:

www.iso.org/obp.

4,

As
us

1 General

Prerequisites

noted in the-Introduction, this Technical Specification is consistent with ISO 22301, but it could be
ed to develop, implement, review, maintain, and continually improve a BIA process addresging other

stgndardsror regulatory requirements. Whether part of a BCMS or a BC programme, the organization

sthld consider a number of prerequisites before starting the BIA process. Clause 4 summarjizes these

pr

requisites, many of which are from 1SQ 22301

The organization should take a number of steps within the BC programme before beginning the BIA
process, which include the following:

define the context and scope (4.2);

define and communicate roles and responsibilities (4.3);

obtain leadership commitment (4.4);

allocate adequate resources (4.5).

NOTE For additional information, see Annex A for a mapping of each step to ISO 22301.

©lI
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4.2 BC programme context and scope

4.2.1 BC programme context

Successful BIA process outcomes are dependent on the organization understanding the following:

— the external environment in which it operates so that it can achieve its purpose by delivering its
products and services to customers;

— the intern

pote
— Jlaws 4

NOTE
an oversee

4.2.2 Sq

Before de
the BC prq

The BIA p

Following]
scope wh
undertakg

NOTE
prioritizat

4.3 BC

43.1 B

Prior to j
authoritie

432 B

Following
to perfornl

— the p4g
— BIA st

ind regulations mandating the BIA process and how it is performed.

In organizations operating within a non-commercial environment, the ‘customer’ can he the publi
ng authority, such as government.

ope of the BC programme

fermining the BIA process scope, the organization should define and document the scope
gramme in terms of its products and services.

Focess may assist the organization to review the scope of theeBGprogramme.

the definition of the BC programme scope, the organization can determine the BIA proc
ch may be conducted as a single BIA to cover the whole scope of the BC programme;
n in a number of phases that, over time, covers the whole scope of the BC programme.

If the organization chooses to undertake the BIA*process in phases, it should first determine
on of all products and services (see 5.2) and then-¢ontinue with the remaining individual BIAs.

programme roles

C programme roles and responsibilities

erforming the BIA process,\top management should ensure that the responsibilities 3
s for relevant roles are as§ighed and communicated within the organization.

A process-specific-roles and competencies

the assignment-0fBC programme roles, top management should provide resources necessg
 the BIA pragess, which may include appointing the following roles:

rson sponsoring the BIA process;

eering committee;

al operating environment, inclusive of processes, activities, and resources, as well as the

or

of

ESS
or

the

nd

Wy

— thep

TSSO teading the BIAprocess;

— the person managing the BIA project (project manager);

— proce

SS Owners;

— activity managers.

The perso

— bean

n sponsoring the BIA process should

executive representing top management,

— be well respected within the organization by other members of top management,

— have an organization-wide perspective,

2
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have the authority to commit the organization to action, and

make final decisions regarding the BIA process.

The BIA steering committee should

represent top management,
provide ongoing advice and guidance on the conduct of the BIA process,

agree on the methods and outcomes,

Th

Pr

make decisions regarding business continuity requirements, and

assist the person leading the BIA process and project manager in determining the competences
required for BIA process-specific roles and responsibilities and the awareness, khowledge,
understanding, skills, and experience needed to fulfil them.

e person leading the BIA process should

have an understanding of the organization, in particular produgts, services, procg¢sses, and
activities, and

have experience in conducting a BIA process.

e person managing the BIA project should

plan for and manage the BIA process,

have an understanding of project planning tasksyand
be familiar with the BIA process.

bcess owners should have a relatively-detailed understanding of the process they represent in

orgler to assist the project manager inidentifying subject matter experts, organizational hnits, and

im

Ac

NO|

pacts of downtime.
fivity managers should

have very detailed understanding of the activity in which they represent, including|all of the
resources that enable the activity to operate, and

be aware of alterhate processes and resources that could be available in the event of a loss of
primary resqurces.

TE In smaller organizations, these roles can be combined.

The organizdtion should ensure the competence of persons leading or participating in the BIA process.

Co

mpetences should include skills and abilities related to the following:

project/programmeplanningandmanagement;
information gathering;

analysis;

effective communication and collaboration;
translating organizational objectives to business continuity requirements and resource needs;
applying BIA concepts in the specific organization’s context;

knowledge of the organization, its products and services, processes, activities, and resources.

© IS0 2015 - All rights reserved 3
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4.4 BCprogramme commitment

Top management commitment to the BIA process is necessary to ensure effective participation. To
obtain this support, the organization may consider communicating the BIA process’ value that includes

the follow

ing:

— ensuring the appropriate and most cost effective strategies are selected by determining the correct
business continuity requirements;

— providing evidence to management that business continuity requirements align with

orga

izational objectives;

— ensuy
disru

— identifying linkages between products and services and process, activities, and resources;

— provi
oppot

4.5 BC
The organ
— achiey

— make
proce]

— meet

— provi
proce]

5 Perfq

5.1 Ger

The BIAp
can be re
interested
and servig

ing the organization meets its legal, contractual, and customer requirements during
btive incident;

ling an overview of the organization that can be used to improve its efficiendy or explore n
tunities (see Annex D).

programme resources
ization should provide resources to the BIA process that aresufficient to the following:
e its BC policy and objectives;

adequate provision for people and people-related resources, including the time to fulfil B
ss-specific roles and responsibilities, and training and awareness;

the changing requirements of the organization;

e for ongoing operation and continual improvement of the BC programme, as well as the |
SS.

prming the business impact analysis

jeral

Focess prioritizes thé various organizational components so that product and service delive
sumed in a predetermined timeframe following a disruptive incident to the satisfaction
parties. For purposes of this Technical Specification and consistent with ISO 22301, produ
es are creatédby processes that are made up of activities.

The prodjs

process prioritization. If required by the complexity of the organization, the processes can then
separated[ into.their constituent activities for prioritization.

icts and’services are prioritized first; this sets the time and service level parameters

p

BIA

Ty
of
cts

for
be

Suitable, adequate, and effective outcomes of subsequent phases of the BC programme depend on the
accuracy of the BIA process. Each BIA should be completed consistently, carefully, and thoroughly.

Figure 3 shows how the various elements of the BIA process relate to each other. The diagram illustrates

that there

can be overlap between the timing of these constituent phases of the process.

© ISO 2015 - All rights reser
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Business Impact Analysis Relationships

TOP MANAGEMENT:
Product & Service Prioritization

(Clause 5.3)

:2015(E)

Obtain Top After the BIA -

Analysis and Management

PROCESS OWNERS: Consolidation Endorsement of Strateav Sel

FrOCEss riiviuzativi BIA Resuits

(Clause 5.4) {Cause S £l (Clause 5.7) (Clause

ACTIVITY MANAGERS:
Activity Prioritization
(Resources & Interdependencies)

(Clause 5.5)

Project Planning and Management (Clause 5.2)

TIME
N
W
§2
Figure 3 — Business impaté}\‘nalysis relationships
b\
ccessful BIA process outcomes may depend@%w following:

identifying customers and other j{'@erested parties, and anticipating their react
disruptive incident; N~

QS
engaging all relevant intereste@}\arties with an appropriate mandate;

developing appropriate sl@s and competencies within the organization or project to cc
analysis and present t sults;

poorly unders‘%\ confidential or withheld, thus identifying areas for further work);

ensuringt @mse contributing to the BIA information gathering process have sufficient K
and authegity to speak on behalf of the organization, process, or activity;

ensuring management representatives have sufficient authority to approve BIA results.

A

5.

Business Continuity

ection

i.8)

jons to a

nduct the

gathering generaQUDQ)Omplete and accurate information (some information may be unavailable,

nowledge

) O.Project planning and management

5.2.1 General

Although BIA is a process, organizations may use project management methods for a phase of the
BIA process. As the BIA process is potentially complex, using project management methods allows
organizations to coordinate resources and timelines.

Project planning tasks may include the following:

deciding on the scope of this phase of the BIA process;

communicating expectations to BIA process participants;

© ISO 2015 - All rights reserved
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Project m

5.2.2 In

An organi

identifying the person sponsoring the BIA process and top management participation;

establishing BIA process-specific roles and responsibilities (including competencies);

establishing the project plan;

allocating resources for the BIA project;

gaining acceptance of the project approach and plan;

establishing or sourcing the skills necessary to meet BIA process objectives.

imple
monit

devel
to imj

perfo
and e

colled

hnagement tasks may include the following:
menting the BIA process (see 5.2 through 5.6);

oring the implementation of the BIA process (see through 5.6);

bping periodic reports on the status, noting performance expectations and recommendati
prove performance in line with top management expectations (see 5.2);

'ming modifications ofthe BIA processapproach and scope to meet topmanagement expectati
kternal (regulatory, statutory, customer, contractual) requirements\(see Clause 6);

ting and reviewing lessons learned (see Clause 6);

making recommendations regarding BIA process improvemeént for future implementation (|

Claus

b 6).

itial BIA considerations

zation undertaking a BIA for the first time should plan additional time to

identify products and services,

creatg

b awareness and ensure education;

identify atop managementrepresentative to sponsor the BIA process and/or BIA steering committ

deter
deter
ident
ident
docur

comp

mine impact categories and/criteria,

mine importance of-the organization’s business/political environment,
fy the organization’s structure to an appropriate level of detail,

fy and selectthe right information sources for information gathering,
hent the-work flow to a process and activity level, and

ete, “information gathering through document review, interviews, workshops, 4

ns

ns

pee

nd

quest

UIII4dIT TS,

During the initial BIA, the organization may use the BIA results to prioritize subsequent business
continuity phases, including strategy selection.

5.3 Product and service prioritization

5.3.1 Overview

As the first step in the BIA process, top management should agree on the priority of products and
services following a disruptive incident which may threaten the achievement of their objectives.

© ISO 2015 - All rights reserved
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[t is top management’s responsibility to make these decisions because they

set the objectives of the organization,

have the ultimate responsibility for ensuring the continuity of the organization and the fulfilment

of its objectives,

have the widest view of the entire organization from which to assess priorities,

can choose to override contractual and other obligations in setting priorities in exceptional

circumstances, and

If gn organization has too many products and services to identify individually, the‘organiz
group together products and services when they have similar priorities. Conversely; it may be

forn

difffering delivery timeframe expectations, or their value to the organizatiefdiffers.

Fol each group of products and services, the organization should understand the impactg

res

Other interested parties and their reaction to a disrujptive incident may include the following

Th organizatigh.may use the examples in Table 1 to understand the impacts of a disruptive i

thd

are aware of planned future changes and other factors which may affect the business
requirements.

the organization to identify customers that, despite sharing the same prédicts and sery

ult from a disruptive incident by

identifying customer expectations and obligations, and the penalties associated with
meet them and

taking into account the views of other interested parties in assessing impacts.

partner organizations: their willingness to continue to cooperate;
media and society: brand value and publit opinion;

potential customers: loss of currentand future market share;
shareholders: effect on currentshare price and future investment;
competitors: who may attempt to take advantage of the situation;
staff: retention;

regulators and,gevernment: penalties and rule changes.

organization over time:

Table 1 — Product and service level impact category examples

continuity

ation may
necessary
ices, have

that may

failing to

hcident on

Ini

pact categories Examples of impacts

Financial Financial losses due to fines, penalties, lost profits, or diminished market share

Reputational Negative opinion or brand damage

Legal and regulatory Litigation liability and withdrawal of license to trade

Contractual Breach of contracts or obligations between organizations

Bu

siness objectives Failure to deliver on objectives or take advantage of opportunities

Impacts almost always increase over time. However, impacts may not increase at the same rate. For
instance, financial impacts can suddenly increase as contract penalties are incurred or as customers
are lost, and reputational damage can occur suddenly at a point during the disruptive incident. See
Figure 4 for an example of how different impact categories increase over time.
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Impact of a Disruptive Incident on an Organization Over Time

Cumulative Impact

IMPACT

Foreach g
— time
becay
(see A

— Treaso

Possible point in time at which organization
decides that impacts would be unacceptable

Contractual Penalties
[ Financial Loss
B Regulatory Fines

B Reputation

Minutes Hour Hours Day Days Week Weeks

Figure 4 — Impact of a disruptive incident on an organization over time

roup of products and services, the top management should decide and document the followi

after which continued failure to deliver them becomes unacceptable to the organizat
se the impacts noted above threaten its survival or make its objectives no longer achieva
nnex B for related terms);

hg:

on
ble

h(s) why this timep€riod has been identified with reference to the growing impacts over time.

The organpization may,~based on the example timeframe in Figure 4, set a target time for resum
g ;E \Y p Figure 4 g

delivery

5.3.2 In

products aifd services at specified minimum levels (see Annex B for related terms).

puts

Top manalgement may consider the following information in setting business continuity requireme

ng

nts

for products and services:

— current organizational mission, objectives, and strategic direction;

— current BC programme scope;

— assessment of product and service priorities from a previous top management review;

— listoflegal and regulatory requirements to which the organization or specific products and services
are subject (as well as an assessment of the consequences of breaching each requirement);

— contractual requirements, including penalties for failure to deliver;

— assessment of reputational, financial, or other impacts for failure to deliver;

© ISO 2015 - All rights reserved
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— recent post-incident reports which describe the impact associated with the disruptive incident.

5.3.3 Outcomes

Th

Th

e outcomes of the product and service prioritization process should be
endorsement or modification of the organization’s BC programme scope,
identification of legal, regulatory and contractual requirements (obligations),

evaluation of impacts over time as it relates to a failure to deliver products or services, w

ich serves

as the justification for business continuity requirements,

confirmation of product and service delivery requirements (that may include time quality
service levels, and capability specifications) following a disruptive incident“that the
priorities for activities and resources,

identification of processes (that deliver the products and services),

nomination of lead personnel to assist in identifying which praocesses deliver pro
services, and

documentation of a list of prioritized products and services (grouped by timeframe or cu

e organization may retain documentation describing thé deécisions made during the pr

seyfvice prioritization process.

5.4 Process prioritization

5.4.1 General

A

process is a set of interrelated or interacting activities which transform inputs int

(IS0 22300). Its priority is determined by the priority of the products and services which are

De

pending on its complexity, the drganization may choose to omit process prioritization an

directly to activity prioritizatien. If the organization chooses to perform a process prioritiz
organization should determinetactivities that make up those processes.

5.4.2 Inputs

Th information required for process prioritization includes the following:

the scope 6f this BIA;

productand service delivery requirements (which may include time, quality, quantity, sery
and\eapability specifications);

, quantity,
W sets the

Hucts and

stomer).

bduct and

D outputs
ts output.

d proceed
ation, the

Fice levels,

processes and the products and services they deliver;

impacts over time of a failure to deliver products and services;

legal, regulatory, and contractual requirements (obligations).

5.4.3 Outcomes

The outcomes of process prioritization should be the following:

— identification of the relationship between product and services, processes, and activities;

©lI

identification of dependencies on other business processes;

SO 2015 - All rights reserved
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— evaluation of impacts over time of a process failure (the impact categories in Table 1 could be used
to confirm the impacts of process disruption);

— priorities of processes;

— interdependency analysis of the processes that deliver products and services to customers;

— interdependency analysis of the activities that deliver processes;

— documented list of prioritized processes that deliver products and services; and

— initia

5.5 Actjvity prioritization

551 O

An activit
by the pri

The organization should perform activity level prioritization to understand;the resources needed,

operate e
with a dis

Organizatfions should perform activity level prioritization to obtaifia‘detailed understanding of day-

day resou

necessary| for recovery and to help confirm impact-related conclusions developed at the process ley
Resourceqrelated information includes the following:

— peopl

— facilitjies;

— equipment;

— Trecor

— finan

— inforrpation and communications technologies (including applications, data, telephony, and networ}

— suppl

— dependencies on ather processes and activities;

— speci

— limitdtions imposed on resources by logistics or regulations.

In additiom to tire Tmpacts atready considered 1M 1dabie 1, tie OrganiZation may CONSIder evatuat

1 11 rad . L 1 1 1.
UOCUIIICIILEU TIST O dCLIVILIES LIIdU UCIIVET PI'OCCESSES.

verview
y is a set of one or more tasks with a defined output. The priority of the activity is determir

brity of the processes of which it forms a part.

hch activity following a disruptive incident, and to confirm théipotential impact associaf
Fuptive incident.

Irce requirements, enabling the organization to identify:the quantity and timing of resour

e /skills/roles;

s;

[ing;

es, supply chains,and partners;

] tools, Spdre parts, and consumables;

ed

to
ed

to-
Ces
rel.

(s);

ng

operational impact, such as delays due to backlog of workload or manual workarounds or impacts to
interrelated activities.

5.5.2 Inputs

The input

s required to undertake activity prioritization include the following:

— scope of this BIA;

— process priorities;

— organizational chart;

10
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constituent activities of processes.

5.5.3 Information collection

:2015(E)

The organization needs to collect the following information to perform the activity level BIA, including
activity detail, resource requirements, and interdependencies.

5.5.3.1 Activity detail

The organization may collect the following details during activity prioritization:

the processes that this activity supports;

the operational methods of the activity;

the duration or lead-time of this activity;
fluctuations in demand or peak operating periods;

factorsnotalready discovered that may affect the determination of business continuity req
(e.g. backlogs or legal and regulatory requirements of this activity),

5.3.3.2 Resource requirements

The resource information to be collected during an activity-prioritization may include the fol

staff and contractors (including minimum acceptable level for required service, and k
skills or qualifications required);

workplace requirements;
IT applications and communications (noting special requirements);
records (e.g. electronic or hard copyy;

equipment (e.g. information— and communications technology (ICT), office e
manufacturing equipment);

components and raw materials.

5.3.3.3 Interdependencies

Th

e interdependency information required to be collected during an activity prioritizatio

the followings

reliafice on other internal activities and resources, or supply chains;

feliance on other internal activities on the outputs of this activity.

llirements

owing:

nowledge,

quipment,

h includes

For the specification of ICT requirements, the following additional information may be collected:

©lI

ICT asset name, location, and configuration (e.g. memory, capacity, processor speed, and disk

drive space);
dependencies on other ICT assets;
end user profiles and usage characteristics;

unique legal or regulatory requirements regarding the use of the ICT asset.

SO 2015 - All rights reserved
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5.5.4 Outcomes

The outcomes of activity prioritization should be the following:

— confirmation ofimpacts over time, which serves asjustification for business continuity requirements

(time

and capability);

— resource needs to perform each prioritized activity (including facilities, people, equipment, ICT
assets, supplies, finance and information);

— how up to date the information needs to be (see Annex B for related terms);

— deper]
— analy
— docur

— docut
5.6 An:

56.1 O

While ana
(or conso
drawing g

The orgarn
which ma
constrain

Regardleg
— corre
— credil
— consi
— curre

— comp

5.6.2 In

The orgar
process in

dencies on other activities, supply chains, partners, and other interested parties;
Kis of dependencies on the resources needed to deliver each activity;
nented list of activities and their prioritized timeframes that support processés;

hented list of resources and their prioritized timeframes that enable actiyitiés.
lysis and consolidation

verview

lysis occurs during the entire BIA process, the organization should perform a final analy
idation of analyses). This involves reviewing the oUtcomes from the prioritization, 3
onclusions that lead to business continuity requirenyénts.

ization should choose the appropriate quantitative and/or qualitative analytic approach(g
iy be influenced by the type, size, or nature ofithe organization, as well as resource and s
s. The approach(es) selected will also depend on the type of information gathered.

Ct: accurate and reliable,

le: believable and reasonable,

stent: clear and repeatable;

ht: up-to-date and available in a timely manner, and

ete: comprehensive.

puts

ization-should obtain validated and approved information gathered from all levels of the §
erder to perform analyses.

sis
nd

‘S),
kill

s of approach, the organization should challenge and check the information to ensure that it is

BIA

563 M

ethods

The organization may use a combination of quantitative and qualitative techniques to analyze the
information collected. Table 2 contains examples of analytic techniques.

12
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Quantitative analytic techniques Qualitative analytic techniques

Int

Financial analysis approaches

Common sense and cross checks
) Stress testing

erdependency analysis ) o ) )
Review of post-incident reviews and recommendations

Supplier-Input-Process-Output-Customer (SIPOC)

Fishbone (Ishikawa) diagrams

5.6

The outcomes of applying analysis techniques and consolidating information are the\followinig:

5.7
Th
pr

Th
up

.7 Obtain top management endorsement of BIA results

4 Outcomes

confirmation of impacts over time;
review and confirmation of resource dependencies and requirements;
consolidation of resource requirements (e.g. across processes, organizdtional structures, or

review and confirmation of the interdependencies of processes and activities, and their
the delivery of products and services, that serve as the inputto business continuity strategy

.1 General

e organization should seek management endorsement of results, including product an
cess, activity, and resource prioritization feHowing one or more individual BIAs.

e organization should compile BIA resuilts to ensure the information collected can be maint
Hated on a periodic basis before seeking management endorsement. The presentation of B

Th
anj

NOTE The organization can choose to receive this endorsement during a management review (se

5.7.2- "Inputs

catbe in a variety of media and may contain different levels of detail depending on the audie

organization should provide the following key BIA results to top management for the
endment (if necessary), and endorsement before moving on to next steps:

product and servic€ prioritization (if changed from original determination);
process prioritization; and

pctivity prigritization (including resources and interdependencies).

ocations);

relation to

selection.

d service,

ained and
IA results
hce.

ir review,

e Annex A).

The person responsible for the BIA process should use outputs from 5.2 to 5.6 as inputs into top
management endorsement.

5.7.3 Methods

The organization should include at least the following topics in the BIA summary report:

an overview of the BIA process, including objectives and scope;

impacts influencing the assignment of business continuity requirements (see 5.3.1);

— recommended prioritized timeframes for products and services, processes, activities, and resources;

© ISO 2015 - All rights reserved
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— conclusions and next steps.

The organization may develop materials to be presented to top management following the completion

of the BIA

summary report, by performing the following methods:

— summarizing information to top management by facilitating one-on-one meetings with top
management members or facilitating a group meeting with top management;

— extracting and providing the executive summary, which highlights key findings and conclusions; and

— facilitating one-on-one meetings with top management to review the summary report in detail.

574 O

The endor
document
strategy s

5.8 Aftq

Following]
selection.
select app
disruptivg

— altern
— altern
— ICT r¢
— altery
— altern

— work

litcomes

sement of the BIA results by top management should be documented according te’establish
management practices. The BIA results can then be passed to the busimess continu
election process.

er the BIA — Business continuity strategy selection

the completion of the BIA, the organization should continue to business continuity strate
Approved business continuity requirements enable the organization to determine 4
ropriate business continuity strategies to enable an effective response and recovery fror
incident. Examples include the following:

ate workplace arrangements;
ate supply chain arrangements;
covery options;

ate sources of people;

ate sources of equipment;

irounds and alternate procedures:

The BIA may also lead to a reconsideration of how the organization delivers its products and servi

(see Anne

6 BIA)

Organizaf]
of organiz

Top mang
organizat

k D).

process monitering and review

ion should reyiew/perform the BIA process on a periodic basis (typically annually) or as p
ational change that may affect the accuracy of business continuity requirements.

igemeént may publish an annual strategic plan or review that confirms or revises
on’s'strategic objectives. A change in the strategic objectives of the organization may be

ed
ity

gy
nd

na

fes

art

he

— reflected in the business continuity policy by a change in the scope of the BC programme, by adding
or removing certain products and services or

— a change in the priorities of products and services which may initiate a review of each BIA at the

proce

ss and activity levels.

A review of different components of the BIA process may be triggered by the following considerations:

— annual review;

— strategic directional change;

— product or service change;

14
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— regulatory change;
— customer and/or contractual change;

— operational change, including new/change application/ICT, supply chain (insourcing/outsourcing),
and site/facility resources;

— structural change;

— following a business continuity exercise;

£l . 1 . . -1
— | 10IIOWIIlg 4 UISTUptuive HHICIUCIIL.

In preas of the organization which have changed little since the last BIA, it may be appropriate to check
anfl confirm the previous results rather than conduct a full review.
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Annex A
(informative)

Business impact analysis within an ISO 22301 business continuity
management system

Table A.1 — Business impact analysis within an ISO 22301 business continuity managemeént
system
ISO/TS 22317 IS0 22301
Introductipn 0.3 Components of PDCA in this International Standqrd

4.2 BC programme context and scope

4 Context of the organization

4.3 BC programme roles

5.4 Organizational roles, respensibilities and
authorities

7.2 Competence

4.4 BC pro

pramme commitment

5 Commitment

4.5 BC programme resources

7.1 Resources

5 Perform

ng the business impact analysis

8.2 Business impact analysis and risk assessment

5.8 Next sfep — Business continuity strategy selection

8.3 Busineéss continuity strategy

16
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Annex B
(informative)

Business impact analysis terminology mapping

Somne of these ISO 22301 terms are not used in this Technical Specification. However,.these [terms are
comnmon with respect to the performance of the BIA process.
Table B.1 — Business impact analysis terminology mapping
Nymber |Term Definition I1SO/TS|22317
refererjces
Maximum Acceptable
Outage (MAO) or Time it would take for adverse impacts, which might
1 Maximum Tolerable arise as a result of not providing-a product/service |5.3.1
Period of Disruption or performing an activity,4o,become unacceptable.
(MTPoD or MTPD)
Minimum level of services and/or products that is
L . acceptable to the prganization to achieve its
Minimum Business business objectives during a disruption.
2 Continuity Objective 5.3.1
(MBCO) Note: This sliould not be confused with BC
objectivesin SO 22301:2012, 6.2 which refer to
BC programme objectives
Target time following an incident for:
Product or service delivery resumption, or
Activity resumption, or
Recovery Time Objective |Resources recovery
3 (RTO) 5.3.1
NOTE For products, services and activities, the
recovery time objective must be less than the time it
would take for the adverse impacts that would arise
as aresult of not providing a product/service or
performing an activity to become unacceptable.
Recovery Point Objective |Point to which information used by an activity must
4 (RPO) or Maximum Data |be restored to enable the activity to operate on 5.4
Loss (MDL) resumption.
© IS0 2015 - All rights reserved 17
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C.1 Buj

This Anng
No matte
informati

The orga
method o

In general

The methlods to ensure information consistency, regardless of information collection method,

Annex C
(informative)

Business impact analysis information collecting methods

siness tmpactamalysts information cottecting methods
- how information is collected, it should be collected in a consistent mannerso ‘that

bn can be compared across the organization.

nization should consider the following factors which may influence thé|sélection of {
r methods:

the irﬂformation needed: Is the information required to perform the analysis quantifiable/discr

or su
previ

the n

contifuity an understood concept and are its outcomes known among interested parties?;

the cd

BIA |
pract

BIA pfrocess participant availability and geographic location: What are the physical locations 3

time

docur
intery
surve

work

jective?;
bus experience with performing a BIA: Is this the first BIA petrformed?;

bed to create business continuity awareness with BC programme participants: Is busin

mplexity of the business: How complex are the activities within the scope of the BIA proces

brocess participant competency: What skills and experiences do business continu
tioners have with implementing the BIA preeess?;

onstraints for those representing.activities?
the five most common methods of BIA information gathering are
hentation review,
iew,
y/questionnaire;

hop, and

scen

magnjitudes,of impact).

io-based /exercise (caution is advised as different scenarios may result in differ

x summarizes common methods to collect information necessary to reach BIA contlusiopns.

he

he

pte

£SS

ity

nd

ent

ire

the following:

18

provide training for those who are leading or participating;

identify information requirements;

provide oversight or quality assurance of outputs;

perform a trial of information collection method before implementing on a whole scale.
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C.2 Documentation review
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The organization should review the following documentation as an essential step in preparing for
interviews, developing survey questions, and eventually performing analysis-related work:

strategy documents;
marketing materials;

annual reports;

C.]

Or
ne
to

A

—_—

1

business performance metrics;

standard operating procedures describing day-to-day task execution;
equipment and information and communications technology (ICT) lists;
insurance policies;

post-incident reports;

training materials;

prior BIA information;

process documentation;

organizational charts;

roles and responsibilities;

customer-related service level agreements;

contractual requirements.

3 Interview

banizations may perform interviews to enable discussion regarding day-to-day operations
bds, obligations, and possjble‘impacts if a disruptive incident were to affect the activity’s
Heliver processes, and products or services.

hough many ways to'structure an interview exist, topics should include the following:

BIA process pvérview, objectives, desired outcomes, and the relationship of the BIA prod
remainingdusiness continuity planning process;

BIA pafticipant expectations;

the relationship of activities to processes;

, resource
capability

ess to the

Th

activity distussion;
next steps, including a review of the interview summary, comments and corrections, and
e activity discussion may cover the following topics:

activity overview and relationship to products and services and processes, with empha

approval.

sis on key

tasks and the timeframes necessary to perform the activity as a whole or the subordinate tasks

(including fluctuations in demand or peak operating periods);

resource dependencies and requirements (see 5.5.1), including existing workarounds and how long

they remain viable;

known impact associated with process downtime (see 5.3.1);

© ISO 2015 - All rights reserved

19


https://standardsiso.com/api/?name=2a382ecc526874e6718922db380b1eb9

ISO/TS 22317:2015(E)

— known activity-specific obligations.
Interview good practice includes the following:

— prepare adequately, which often includes an agenda with instructions for the interview participant
on preparing for the interview;

— research on the activity in order to inform interview questions;

— repeat key information to ensure it was heard accurately;

. . 1 L} L 1l 1 1 1 - 1
- dOCUI ICIIU dIT HTILET VIEW SUIIIIIAly, SOLICIL 1ICCUDdLK, dIIO ODLAIll dppPlovdl.

C.4 Sunvey/Questionnaire

Organizatlions may use surveys or questionnaires to effectively collect discrete information, meanjng
informatipn with a finite number of possibilities or information that can be quantified/Organizatigns
can choosg to deliver surveys as

— hard-popy documents,
— electrjonic documents, or
— onling¢ survey service.

[t is important that the questions be clear in their intent and language, and a contact should be provided
to resolve|questions that the interviewee may have.

Common gurvey content may include the following:

— validation of the impacts associated with a-disruptive incident, including how the impact
changes over time;

— identification of additional legal, regulatotys-or contractual obligations specific to the activity;

— identification of resource dependencies’and requirements, as well as recovery timeline followinlg a
disruptive incident.

C.5 Workshops

Workshogs with participantsirépresenting different activities or processes may be used to collect simillar
informati¢n to interviewsbut in addition may develop and share outcomes with the group in order to

— prodyce additional, more complete information and

— resolye competing, possibly unrealistic expectations.

C.6 Scenario-based exercise

Using a scenario-based exercise enables participants to decide on the priority of products and services,
processes, and/or activities within the context of a simulated disruptive incident. At a top management
level, the exercise should be sufficiently challenging that the tolerance of customers is stretched
to breaking point so that impacts can be identified and evaluated and difficult decisions about
priorities can be made. At a process and activity level, an exercise can explore the logistics, timing and
dependencies on other activities and supply chains.

For a top management exercise, scenarios should be kept simple so that participants concentrate on
priorities prompted by information injects relating to external pressures such as complaints from
customers and media pressure. Time should be allowed for priorities to be debated rather than
following a strict incident timeline.
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