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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the

work.

The prodedures used to develop this document and those intended for its further maintenan
are descfibed in the ISO/IEC Directives, Part 1. In particular, the different approval (Criteri
r the different types of document should be noted. This document was .drafted |i
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Introduction

Trusted computing is a kind of security technology based on hardware trusted modules, which aims to
ensure that a computer behaves as expected. The trusted computing technology has been developing
fast since its establishment in the 1980s.

The emergence of cloud computing provides a new application scenario for trusted computing
technology. Trust can be established in VMs using a RoT on the physical machine and a virtualized RoT
in the VM and mechanism to bind them together to provide assurance they are on the same machine.
The-trusted-migrationofa V¥ M-reottdtusetrusted-computing-toestablishtrustinthe-state-ofthe source
arld destination physical machines (including their VMM software) and components involyed in the
migration process. In the cloud computing environment, a single physical RoT only pfoyides limited
repources and computing efficacy, which is not enough for the large number of VMslon one server.
Tq address this issue, virtualized RoTs are used. Using virtualization technologf\ to creatd multiple
virtualized RoTs on a single physical platform, providing a virtualized RoT for eachVM, combjned with
criyptographic technology to support secure and trusted migration of VMs, thepeby building|a trusted
clgud computing environment. The establishment procedure of virtualized_RoTs consists of multiple
steps, and any security problem in any step diminishes the trustwerthiness of virtualized RoTs,
repulting in an inability to establish trust using the virtualized RoTs.

The goal of the document is to provide a unified approach to virtualize RoTs based on hardware trusted
modules.

© ISO/IEC 2021 - All rights reserved v
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Information technology — Security techniques —
Requirements for establishing virtualized roots of trust

1 Scope

Thisdocumentspecifies TequiTemennts forestablisthing virtuatized Toots of trust:

2| Normative references

TRere are no normative references in this document.

3| Terms and definitions

Far the purposes of this document, the following terms and definitions-apply.
ISP and IEC maintain terminology databases for use in standardization at the following addresses:
— SO Online browsing platform: available at https://www#iSo.or

— IEC Electropedia: available at https://www.electropedia.org/

3.1
atkestation key
AK
pdrticular type of trusted module (3.7) signing key that has a restriction on its use, in order tpo prevent
forgery

3.2
enidorsement key
E

key that is used in a process-for the issuance of attestation key (3.1) credentials and to egtablish a
platform owner

3.
inftegrity measurement
prpcess of calculating the hash value of the measured object using the cryptographic hash algprithm

3.

rgot of trust
RoT
component that needs to always behave in the expected manner because its misbehaviour ¢annot be

tamtad
\Sanwreanwyvy

Note 1 to entry: The complete set of roots of trust has atleast the minimum set of functions to enable a description
of the platform characteristics that affect the trust of the platform.

[SOURCE: ISO/IEC 11889-1, 3.59, modified — The abbreviated term has been added.]

3.5

remote attestation

RA

process of evaluating integrity measurements generated using a root of trust (3.4) for measurement,
storage and reporting to establish trust in a platform remotely

© ISO/IEC 2021 - All rights reserved 1
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3.6

sensitive information

information is sensitive that the trusted module (3.7) does not allow access to the information without
proper authority

Note 1 to entry: An example of sensitive information in a trusted module is the private of an asymmetric key.

3.7

trusted module

™

module for—trasted——computine—providine aphic

service, fandom number generation, secure storage functions and a set of platform configusatipn
registers

Note 1 to ¢ntry: There are several implementations of trusted module, such as TPM, TCM, etc.

3.8
virtual machine
VM
virtualiz¢d hardware environment in which an operating system can execute;but whose functions gqre
accomplighed by sharing the resources of a real data processing system

3.9
virtual trusted module
vIM
componeht associated with a single virtual machine (3.8) that prevides the functionality described if a
trusted module (3.7)

3.10
virtual platform configuration register
vPCR
one or mqre platform configuration registers within a virtual trusted module (3.9)

4 Symbols and abbreviated terms

BIOS basic input/output systein

CPU central processingunit

CRTM core root of trust-for measurement
GPT globally ufiique identifier partition table
KEK key enxcryption key

MBR master boot record

0S operating system

PCR platform configuration register
PCA privacy certificate authority

PI platform initialization

ROM read-only memory

SRK storage root key

TPM trusted platform module

2 © ISO/IEC 2021 - All rights reserved
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TCM trusted cryptography module

TSS trusted software stack

UEFI unified extensible firmware interface
VMM virtual machine monitor

vCRTM virtual core root of trust for measurement
VRTM virttatrootoftrustformeastrement
vHTR virtual root of trust for reporting
vRTS virtual root of trust for storage

v§RK virtual storage root key

WK work key

5| Functional view

5.1 Overview

T}

computing activities in the cloud computing environnient. It also presents the functional anc

is clause provides a neutral architectural view of:functional components required b

reguirements for key components.

y trusted
| security

Figure 1 shows a framework of the required functional components, where specific types of ffunctions
arg grouped into each layer.
VM Cloud OS Layer
Guest OS
Unified TSS-2 RA server
VM Layer
PCA
vTM instance RA client L
Baseline library
vTM manager Migration engine
Migration controller
Unified TSS-1
VMM Layer
Power ™ CPU BIOS || -
Hardware Layer
Figure 1 — Framework of functional components
3

© ISO/IEC 2021 - All rights reserved


https://standardsiso.com/api/?name=cbf4384050bceadd15031d451b760443

ISO/IEC 27070:2021(E)

5.2 Hardware layer components

521 G

eneral

At the bottom of the architecture, the hardware layer that includes hardware resources and devices is
the base for building a trusted computing platform. This layer provides a RoT for the physical machine

that typic
NOTE

ally offers trusted platform services for the VMM layer.

The VMM layer is also known as the hypervisor layer.

This laye
trust for |

The hardare layer components include but are not limited to:

— powe
cont

fails against a policy;

— TM: A trusted module on a special co-processor or chip with capabilities thatinclude but not limit|
to infegrity measurement, integrity reporting, generation of signatures-for measured integr]

value

The TM shall support a root of trust for measurement, implementa root of trust for reporting a

provi

— BIOS

providing runtime services to the OS;

— CPU:

The powg
RoTs. Her
5.2.3.

5.2.2 F
A TM sha

— Supp
and 1

— Supp

— Supp
aren

— Prote

aiso nctudes the CRT M, the nitiat setof Imstructions executed for estabiisiing a new chain
ntegrity measurement.

r: Powering the computer system for booting and running. The Trusted Medule (TM) c
ol power such that it can increase security by turning off the power if verification of the ba

s, key management, secure storage, identity verification, etc.;

de a root of trust for storage. See TM standards for details:

UEFI: A firmware with capabilities of initializing«¢he platform, starting an OS loader a

The operating centre of the computing system.

r, BIOS/UEFI and CPU have no special functional or security features to support virtualiz
ce, this document only lists the functiehal and security requirements for the TM in 5.2.2 a

unctional requirements of key components
| provide the following funétions.

brt the integrity meaSurement, storing, generation of signatures for measured integrity valy
eporting measured-¥alues for platform.

brt key generdtion for use as signature keys.

brt cryptographic algorithms, such as hash algorithm, encryption/decryption algorithm,
pt limit-te"any specific sets of algorithms.

ctintegrity measurements in the PCR.

of

An
ot

ed
hd

ut

5.2.3 Security requirements of key components

A TM shall meet the following security requirements.

— Ensure the security of a TM itself.

— Ensure the security of confidential information, such as keys.

— Provide the secure storage area to store an SRK to ensure the security of the key information.

© ISO/IEC 2021 - All rights reserved
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The VMM layer provides virtualization services to VMs and ensures that VMs can operate independently.

This layer also provides virtualized RoTs for VMs, which includes virtual vRTM, vRTR and vRTS.

The VMM layer components include but are not limited to:

VMM: It virtualizes the underlying hardware platform to enable multiple VMs to run in isolated

environments and share the hardware resources;

Th
Vi
m

unified TSS-1: It provides a unified interface for upper layer applications to utilize TM
without considering heterogeneous TSS implementations specifically;

vIM manager: It establishes and maintains the binding list between each vTM instdnce 3
is responsible for creation, instantiation, deletion, start, stop and migration of the vI'M
associated with each VM;

vTM instance: It emulates a hardware TM. Each vTM instance imitates'interfaces and fu
the TM;

RA client: It retrieves and transmits the integrity evidence of hgst and VMM layer. It doe
the sensitive information during communication with RA server;

migration engine: It provides capabilities of package, serialization and protection for vIiM
during transmission. [t guarantees that only one vT M instdnce is active during transmissid
vI'M instance is removed once it has been successfullyzmigrated.

e VMM, unified TSS-1 and RA client have no_spécial functional or security features t
rtualized RoTs. Hence, this document only listS\the functional and security requirement
hnager, VI'M instance and migration engine in-5:3.1 and 5.3.2.

.B.1 Functional requirements of key‘components

5.8.1.1 vTM manager

VTM manager shall provide.the following functions.

Create a new vI'M instance along with the new VM creation.

Establish a one-gnyone correspondence between a VM and a vTM instance to ensure that
instance only provides services for a dedicated VM.

Instantiate@previous (saved) vI'M instance when the VM reboot.
Initialize the vTM instance that is expected to be reset during VM reboot.

Maintain the non-volatile vTM instance when power on/off or VM reboot.

functions

nd VM. It
instance

nctions of

5 not leak

btate data
n and the

support
t for vIM

each vTM

Delete the vTM instance once the associated VM has been removed or migrated.
Protect the vTM instance confidentiality and integrity.

Bind the vT'M instance exclusively with a VM’s lifecycle until the VM is migrated to another

5.3.1.2 vTM instance

A VvTM instance shall provide the following functions.

The vTM instance implementation shall be functionally compatible with the TM.

© ISO/IEC 2021 - All rights reserved
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— The vTM instance implementation shall ensure that only the authorized VM associated with the
vTM instance has access to the vT'M instance’s external interfaces.

— ThevTM instance shall be designed in such a way that the VM is unable to directly access the internal

state

of the vT M instance unless through its external interfaces.

— VTM instances associated with different VMs shall have capabilities for independent updates, if
updatable.

5.3.1.3

Migration engine

A migratilon engine shall provide the following functions.

— Liste

— Notif]
mang

— Tran

— Tran
insta

— Retu

— Notif]
recei

— Instr|
of mi

532 S

5.3.21
A vTM mj
— Data
— Ensu

— Encr)
being

— Decr
insta

NOTE

h for a VM migration notification from the migration controller.

y the vTM Manager that the vTM instance of a particular VM is to be migrated\and the v1
ger shall package up the vTM state information.

fer a vI' M state package to the destination platform over the network.

htiation.
'm successful completion status to the sender migration engihe that resides at the source sit]

y the vT M manager atthe source site, once a transferred yI'M state package hasbeen successfu
yed by a destination platform.

lict the vITM Manager to delete the associated vT M-ifistance and notify the migration control
bration completion.

pcurity requirements of key components

vTM manager

nager shall meet the following security requirements.

encryption keys within the vIM manager should be protected by the TM.
[e the integrity of thé M manager based on chain of trust.

Fpt the content of the vTM state prior to storing it on persistent storage to prevent secrets frd
stolen or modified.

ipt the VEM state when it leaves the persistent storage and verify its integrity prior to 1
htiating-itin the VM platform.

M

fer the received vT M state package to the vTM manager that resides‘at the destination site for

®

er

m

e-

comp

vTM state.

For example, the VvTM manager recalculate the hash value of the decrypted vTM state ajnd
| lenlated hash val ith 1] sinal hash val FUTM hei . Ellhle

— Provide an access control mechanism for the TM to prevent the vTM instance from accessing any
sensitive information or restricted resources in the TM.

— Provide a mechanism to authenticate the vTM identity.

NOTE For example, the PCA verifies the virtual EK of a vTM before issuing the identity certificate.

© ISO/IEC 2021 - All rights reserved
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A VvTM instance shall implement the TM security requirements and meet the following additional
security requirements.

During the start-up and shut-down processes, the sensitive information within a v M instance shall

be protected against tampering or leakage.

When the vTM instance is no longer used, the data within the vTM instance shall be encrypted and

stored.

5.8.2.3 Migration engine

At
a (
in

T}

migration engine shall meet the following security requirements.

A VM layer components

the top layer of the architecture, the VM layer is the location where VMs reside. Each VM o]
ompartment isolatedfrom each other. The resources for the VM layer are provided by the V
Cluding virtualized(€PU, virtualized memory, virtualized devices and vI'M instances.

e VM layer comaponents include but are not limited to:

During the operation of the vTM instance, an access control mechanism shall be provided o prevent

unauthorized access to the VM state data and other sensitive information stored in theyI'M
Ensure that the VM can only access to the vTM instance through the trusted interface.
vTM instance failure should not prevent the VM running.

Generate keys to protect sensitive information following security best practices and tran|
via a secure channel, such as HTTPS, TLS, etc.

When deleting a vTM Instance after the associated VM instance has been removed or mig
associated cache entries and other residual data traces shouldbe eliminated.

Provide encryption and decryption mechanism-for vI'M state.

Provide anti-rollback mechanism to prevent'the vTM state from rolling back during the
process.

After the completion of the migration,the migration engine shall free the memory used for
vI'M instance to avoid duplicate instance.

VM: It provides a necessary environment for software execution, including an operating sy
applications;

guest OS: The operating system that runs within the VM;

instance.

smit keys

rated, the

migration

any local

berates in
MM layer,

stem and

unified TSS-2: It provides a unified interface for VMs to utilize vTM instance functions.

NOTE TSS-1 is generally deployed in the host OS and provides an interface for the host to ac
TSS-2 is generally deployed in the guest OS and provides an interface for the VM to access a vT M.

cess a TM.

The VM, guest OS and unified TSS-2 have no special functional or security features to support
virtualized RoTs. Hence, this document does not list requirements for them.
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ud OS layer components

eneral

The cloud OS layer components include but are not limited to:

— RA server: It sends a challenge to the RA client and receives measured values from the RA client,
then determines the trust of the VM layer, the VMM layer, and the hardware layer;

— PCA: It is a trusted thlI‘d party that prov1des authentlcatlon services for 1nteract10ns between the

— baseline library: It provides capabilities of storing and maintaining some important data, such

the ix

— migr
whic

The RA s
virtualizg

controller

5.5.2 F

51gn1ng an AK certlflcate issuing an AK cert1f1cate to the RA client and verifying the valid
AK certificate sent by the RA client to the RA server. Figure 2 shows the relationship-betwe

CA, RA client and RA server;
PCA
N 1. Challenge (
[ RA client < RA server ]
J . \

4. Return PCR signature, nonce
and AK certificate

Figure 2 — Relationship between the PCA, RA client and RA server

itegrity measurement resultsybaseline values, etc.;

htion controller: It establishes a migration policy and instructs the migration engine to perfol
1 operations.

erver, PCA and baseline library have no special functional or security features to suppq
d RoTs. Hencejthis document only lists the functional and security requirements for migrati
in 5.5.2 and$.5.3.

unctional requirements of key components

A migration’eontroller shall provide the following functions.

asS

rt

— Determine the scenario when a vTM instance needs to be migrated to a new platform.

— Instruct the migration engine to initiate the migration.

— Listen for notification of a vTM instance migration completion.

5.5.3 Security requirements of key components

A migrati

on controller shall meet the following security requirements.

— The migration controller shall be authenticated by an external entity to ensure that it is trusted.

© ISO/IEC 2021 - All rights reserved
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Ensure that migration controller is protected from network vulnerabilities and runs in an

environment that is remotely verifiable.

The migration controller shall support polices allowing a vTM that is cryptographically protected

by an underlying TM to be moved to another platform.

The migration controller shall have access to information about the trustworthiness of each system

so it can optionally enforce restrictions on where the migration is allowed to occur.

festation, data protection and vTM migration. These activities are required fin the cloud c
vironment supporting virtualized RoT. The logical relationship between. the activity viey
hctional view is illustrated in this document (see Annex A).

2 Transitive trust

.1  General

ansitive trust is a process that the RoT is used to establish the trust of an initial executable
d trust in that function is then used to establish the‘trust of the hardware platform, OS, ap
pich extends a chain of trust to the entire computing system.

this transitive trust activity, the CRTM measures the hardware layer as the start po|
e hardware layer is measured, the chain oftrust is extended to the VMM layer via meas

\Y
T
th
ar|

C}nponents of the VMM layer. After the VMM layer is measured, the chain of trust is extend
1

layer. The measured values of hardware layer and VMM layer are extended into PCRs v
, and the measured values of VM:layer are extended into vPCRs within the vTM. In this d
e PCR definitions are presented.in Table 1. The vPCR definitions in the virtualization eny
e similar to the PCRs.

Table 1 — PCR definition

1 General
is clause describes how the functional components defined in Clause 5 are”used to H?plement
e essential trusted computing activities such as transitive trust, integrity/ineéasuremenft, remote

pmputing
v and the

function,
plication,

int. After
uring the
ed to the
Fithin the
ocument,
ironment

NOTE

PCR index PCR usage
0 SRTM, BIOS, host platform extensions, embedded option ROMs and PI drivers
1 Host platform configuration
2 UEFI driver and application code
3 UEFI driver and application configuration and data
4 UEFI boot manager code (usually the MBR) and boot attempts
T Boot Auauascl'\,.udc cotfigtrationrandBatatfor-use by the bootmanagercode)
and GPT/partition table
6 Host platform manufacturer specific
7 Secure boot policy
8~15 Defined for use by the static OS
16 Debug
23 Application support

its platform reset.

© ISO/IEC 2021 - All rights reserved
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Figure 3 shows a general transitive trust activity to illustrate where measurements should be processed

as well as

the relationship between components.

VMM

la 2a 3a 4a S5a
CRTM Boot loader OS kernel > » VM

A

v
o]
—
o
w2
v

A 4

~ \ P Config. file I

This tran
— trans
— trang

— trans

6.2.2 T

— Aften
the P

— The |
— Theh
— The (

6.2.3 T
The VMM

6.24 T

The trans
trustinh

NOTE

~ s
p~_ Y 3, 4b — 5p !
S \ _ - - |
Na ¥ X a— v
TM(PCR) vIM (vPCR)
— Measure — —» Extension

Figure 3 — Flowchart of transitive trust activity

Kitive trust activity consists of three steps:
itive trust in host;
itive trust in VMM;

itive trust in VM.

ransitive trust in host

the system is powered on, the CRTM measures_ thé’BIOS, and stores the measured result in
CR.

I0S measures the boot loader, and stores.the measured result into the PCR.
oot loader measures the OS kernel, and'stores the measured result into the PCR.

S kernel measures the VMM, and stores the measured result into the PCR.

ransitive trust in VMM

measures the vTM manager and other files, and stores these measured results into PCRs.

ransitive trust innVM

itive trust.cliain in VM is built based on the vI'M instance, which is similar to the transiti
Dst.

The vERTM implementation is out of scope.

ve

6.3 Int

egrity measurement

In integrity measurement activity, the CRTM first measures a component and then generates a
measurement event. A measurement event consists of measured values and event description. The
measured values are hash digests that represent the embedded data or program code in a component.
The measured values are stored in PCRs and the event description is stored in a measurement log.
Figure 4 shows the process of integrity measurement with two components.

10
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All PCRs are reset to their default initial condition on TM reset or TM restart. Other than reset, the only

way to change a PCR value is to extend it. The extend operation on a PCR is defined as:

PCR[n]« Hash(PCR[n-1]||digest)

where Hash() is a collision resist hash function defined in ISO/IEC 10118-3.

After extending, the PCR value is a unique for specific order and combination of digest values that were
extended. Once the one of measured values in the sequence is changed, the subsequent extended results
are changed. In particular, the measured value of the BIOS is stored in PCR[O0].

CRTM

log

la. Measure

Component 1

Code

4a. Measure
—_—

%

™
PCR

2’% Event 1

@[] 7
N Measured
values
Measurement Event
3. Store descriptioft

S.

6. Store

|| Event

Component 2

Code

Data

. Oe
&
1‘6 [G

Event 2

description

Measured
values

Figure 4 — Flowchart of integrity measurement activity

6.4 Remote attestation

TH
Th
th
th
ce

e remote attestation activity inuélves three major components: the RA server, RA client
e RA client running in the VMM:-is responsible for listening for an integrity challenge. After
is integrity challenge fromthe RA server, the RA client executes the attestation process

and PCA.
receiving
[o ensure
pry of EK

igure 5.

at a VM is running on & trusted environment. A trusted entity maintains an asset invent
rtificates to confirm the AK exists in a TM. The remote attestation activity is illustrated in }
1
RAclient h > RA server
r' N
8
7
10
Measurement » Measurementlog »
'y
6 AKgeneration |,
— 5 4
AK certificate >
X PCA
3

™

Figure 5 — Flowchart of remote attestation activity
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The general remote attestation activity process is as follows.

— The RA server sends a remote attestation request and a random value (nonce) to the RA client.

— The RA client requests the TM to generate a new AK.

— The RA client sends the AK certificate request to the PCA.

— The PCA verifies the validity of the request and issues the AK certificate to the RA client.

— The RA client requests the TM to sign the PCR values and the nonce by using the private key in the

AK cdrtificate, then sends the measurement log, signature and AK certificate to the RA server.

— The
PCA

— The
PCR
PCR

A server requests the PCA to verify the validity of the AK certificate sent by RA client,.then t
eturns the verification result.

A server uses the public key in the AK certificate to obtain the PCR value, and recalculates t
alue according to the measurement log, finally compares the recalculated PCR'value with t
alue sent by the RA client to determine the integrity of host.

— The RA server checks the integrity of the measurement log sent by the RAclient by referring to t
baseliine values in the baseline library.

6.5 Da

651 G

In the cld
VM, whic
encryptid

In this su

— SRK
seed
syste

— KEK
of the

- WK: y
TM/v

NOTE

mana|
efficig
a mid|

[a protection

eneral

ud computing environment, the TM/vITM can preotect sensitive data stored in a host and
h processes the data in specific protection waysbased on a key management mechanism. T
n and decryption operations are executed inside the TM/vTM.

bclause, there are three typical keys as follows.

he

he
he

vSRK: A key is located at the bottomofthe key hierarchy and is generated by a storage primary

in the TM/VTM. It is used to encrypt the upper layer key to build a hierarchical key protecti
m in TM/vTM.

:|A key is used to encrypt the'work key. It is also generated in the TM/vITM and it is the sub-K

SRK/VSRK.

A key is used to engtypt sensitive data. It can be generated in the TM/vTM or imported into t
TM. It is the subckey of the KEK.

There cattbe many WKs imported into the TM from an external source. If all of them are direc

pn

ey

Data prot

ection activity consists of two ways:

— data binding;

— data sealing.

6.5.2 Data binding

Encrypt sensitive data (e.g. symmetric key) by using a TM/vTM internal key. The data binding is
illustrated in Figure 6.
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The general data binding process is shown as follows.
— The TM/vTM uses the SRK/vSRK to encrypt the KEK.
— The TM/vTM uses the KEK to encrypt the WK.

— The TM/vTM uses the WK to encrypt the sensitive data to generate the encrypted data.

~ , s
Sensitive data ( Asymmetric encryption ) —  Encrypted data

>
»

y

A

SRK/VSRK

T™/vTM

Figure 6 — Flowchart.of data binding activity

6.5.3 Data sealing

Erfcrypt sensitive data (e.g. symmetri¢€ key) by using the TM/vTM internal key and PCR values| Once the
computer status changes (e.g. software/firmware tampering), the sensitive data cannot be decrypted.
The data sealing is illustrated in Figure 7.

The data sealing process is.shown as follows.
— The TM/VTM uses the'SRK/vSRK to encrypt the KEK.
—{ The TM/vTM.tses the KEK to encrypt the WK.

—{ The TM/¥TM binds the sensitive data and PCR value to use the WK to generate the encrypted data.
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o 1 /\ 5
Sensitive data > Asymmetric enirﬁtion/

A

Encrypted data

A 4

1 PCRvalue SRK/VvSRK

T™M/VTM

Figure 7 — Flowchart of data sealing activity

6.6 VvTM migration

When miprating a VM from the source side to the destination-Side, a number of steps are required|to
migrate the associated vI'M instance. Source side and destination side should verify the measured
values of each side to establish trust, and the measuredvalues should be the values of total VMM laygr.
It is criti¢al that the sensitive data housed within the associated vI'M are well protected during the
migration. The vTM migration activity is illustrated in Figure 8 and these steps are initiated by the
migration controller.

Sourceside ! Destination side

I Mutual
I'verification

Migration
cortroller

vTM manager || Migration engine

Migration engine vTM manager

1. Make migration deciSion

» 2. Send migrationrequest |3, Requesta new
vIM instance

A 4

A 4

4. Return a new
5. Return new vTM VvTM instance
6. Requesta vTM instance creation message [

state package

A

"7 Return avTM | 8- Send encrypted 9. Pass the decrypted
state package symmetric key and vTM  [vTM state package
» state package for initiating the new

Eor
PV IIVIETTISUAIICE

A 4

10. Return the

e initiated vTM instance
12. Request to 11. Inform the initiation P

delete thevTM | SUCCESS
instance A

<

13. Inform the vTM migration
~completion

Figure 8 — Flowchart of vIiM migration activity
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