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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrot

echnical

Commission) form the specialized system for worldwide standardization. National bodies that are

members of ISO or IEC participate in the development of International Standards through t
committees established by the respective organization to deal with particular fields of t
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other inter

echnical
echnical
national

organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the

work

he procedures used to develop this document and those intended for its further mair
re described in the ISO/IEC Directives, Part 1. In particular, the different approeval
eeded for the different types of document should be noted. This document/was dr

tenance
criteria
hfted in
tives or

ccordance with the editorial rules of the ISO/IEC Directives, Part 2 (see www.iSo.org/dire
ww.iec.ch/members_experts/refdocs).

IO and IEC draw attention to the possibility that the implementation of this decument may iny
se of (a) patent(s). ISO and IEC take no position concerning the evidence;validity or applic3
ny claimed patent rights in respect thereof. As of the date of publicationof this document, ISO

ad not received notice of (a) patent(s) which may be required to implement this document. K

mplementers are cautioned that this may not represent the latest iniformation, which may be

Fom the patent database available at www.iso.org/patents and https://patents.iec.ch. [SO and

ot be held responsible for identifying any or all such patent-rights.

el Nt

ny trade name used in this document is information given for the convenience of users and
onstitute an endorsement.

Q o

or an explanation of the voluntary nature of‘standards, the meaning of ISO specific tel
xpressions related to conformity assessmeunt, as well as information about ISO's adhe;
he World Trade Organization (WTO) principles in the Technical Barriers to Trade (T
yww.iso.org/iso/foreword.html. In the IEC;'see www.iec.ch/understanding-standards.

< o D

This document was prepared by Joint Technical Committee ISO/IEC JTC 1, Information ted
Subcommittee SC 27, Information sectirity, cybersecurity, and privacy protection.

This second edition cancels and replaces the first edition (ISO/IEC 27036-3:2013), which h
technically revised.

The main changes are-as follows:

- the structure-and content have been aligned with the most recent version of ISO/IEC/IEEE

— former Afbhék A has been removed;

—  AnnexB has been added.

A listof all parts in the ISO/IEC 27036 series can be found on the ISO and IEC websites.

rolve the
bility of
and IEC
[owever,
btained
EC shall

Hoes not

'ms and
ence to
BT) see

hnology,

as been

15288;

ANy IeedbacCk or questions on this document should be directed to the user s national standards

body. A complete listing of these bodies can be found at www.iso.org/members.html and

www.iec.ch/national-committees.
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Introduction

Hardware and software products and information technology services are developed, integrated, and
delivered globally through deep and physically dispersed supply chains. The supply chain can be a
point-to-point or a many-to-many structure and can also be referred to as a supply network. Hardware
and software are assembled from many components provided by many suppliers. Information
technology services throughout the entire supplier relationship are also delivered through multiple
tiers of outsourcing and supply chaining. Acquirers do not have visibility into the practices of hardware,
software, and service providers beyond first or possibly second link of the supply chain. With the
substantial increase in the number of organizations and people who “touch” a hardware, softwarg,
or service, the visibility into the practices by which these products and services are put togethdr
has decyeased dramatically. This lack of visibility, transparency, and traceability into the hardwarg,
softwarg and service supply chain poses risks to acquiring organizations.

This doqument provides guidance to hardware, software and service acquirers and suppliers to redud
or manage information security risk. This document identifies the business case for hardware, softwar¢
and seryice supply chain security, specific risks and relationship types, as well as,how to develop a
organizgtional capability to manage information security aspects and incorporate a life cycle approac
to manape risks supported by specific controls and practices. Its applications,expected to result in:

D

> = <

D

— incrleased hardware, software, and services supply chain visibility“and traceability to enhand
infojrmation security capability;

— incrfeased understanding by the acquirers of where their prodiicts or services are coming from, anfd
of the practices used to develop, integrate, or operate these‘products or services, to enhance the
impJementation of information security requirements;

[

— incése of an information security compromise, the availability of information about what may hay
been compromised and who the involved actors may be.

This do¢ument is intended to be used by all types of organizations that acquire or supply hardware¢
softwarg, and services. The guidance is primatily focused on the initial link of the first acquirer an
supplier] but the principal steps should be applied throughout the chain, starting when the first supplig
becomes an acquirer. This change of roles'and applying the same steps for each new acquirer-supplieg
link in the chain is the essential intention of this document. By following this document, informatio
security] implications can be communicated among organizations in the chain. This helps identif
information security risks and their ‘causes, and may enhance the transparency throughout the chain.
Informafion security concerns‘\related to supplier relationships cover a broad range of scenarios.
Organizptions desiring to improve trust within their hardware, software, and services supply chai
should define their trust-boundaries. They should evaluate the risk associated with their supply chai
activities, and then defineé and implement appropriate risk identification and mitigation techniques
to redude the vulnerabilities being introduced through their hardware, software and services suppl
chain.

ST

The framework.and controls outlined in ISO/IEC 27001 and ISO/IEC 27002 provide a useful startin|
point for identifying appropriate requirements for acqulrers and supphers The ISO/IEC 27036 serigs
provide her detail on h blish and li 1 hi hisd

structured to be harmonized with ISO/IEC/IEEE 15288 and ISO/IEC/IEEE 12207
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Cybersecurity — Supplier relationships —

Part 3:

Guidelines for hardware, software, and services supply
chain security

1 Scope

—

his document provides guidance for product and service acquirers, as well as sippliers of hgrdware,
bftware and services, regarding:

W

d) gaining visibility into and managing the information security risks catised by physically d|spersed
and multi-layered hardware, software, and services supply chains;

H) responding to risks stemming from this physically dispersed andantlti-layered hardware, spftware,
and services supply chain that can have an information secutity impact on the organizations using
these products and services;

d integrating information security processes and praetices into the system and software life cycle
processes, as described in ISO/IEC/IEEE 15288:and ISO/IEC/IEEE 12207, while supporting
information security controls, as described in ISQ/EC 27002.

]

his document does not include business continuity management/resiliency issues involved with
he hardware, software, and services supply chain. ISO/IEC 27031 addresses informatfion and
dommunication technology readiness for businiess continuity.

—

2 Normative references

The following documents are referred to in the text in such a way that some or all of their| content
onstitutes requirements of.this document. For dated references, only the edition cited applies. For
yndated references, the latest edition of the referenced document (including any amendments)|applies.

Q

]

5O/1IEC 27000, Inforimation technology — Security techniques — Information security manpgement
ystems — Overviewand vocabulary

N%)

Yt

50/1EC 27036+1,/)Cybersecurity — Supplier relationships — Part 1: Overview and concepts

3 TermsS and definitions

1

or-the purposes of this document, the terms and definitions given in ISO/IEC 27000, ISO/IEC|27036-1

Jel £-11 H 1
U LT TUTIOWIITg dPpPly.

ISO and [EC maintain terminology databases for use in standardization at the following addresses:

— ISO Online browsing platform: available at https://www.iso.org/obp

— IEC Electropedia: available at https://www.electropedia.org/

31

software bill of materials

SBoM

inventory of software components, sub-components and dependencies with associated information

© ISO/IEC 2023 - All rights reserved 1
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3.2
system element
member of a set of elements that constitute a system

EXAMPLE Hardware, software, data, humans, processes (e.g. processes for providing service to users),
procedures (e.g. operator instructions), facilities, materials, and naturally occurring entities or any combination.

Note 1 to entry: A system element is a discrete part of a system that can be implemented to fulfil specified
requirements.

[SOURCI" ICO/IDC/IDED 107200.29N010 A4 1 471
IO TG TR TOZ00. ZUTY, - L 17

3.3

traceabijlity
property that allows the tracking of the activity of an identity, process, or an element throughout the
supply chain

34
transpdrency
property of a system or process to imply openness and accountability

3.5
validation
confirmption, through the provision of objective evidence, that the requirements for a specific intendefd
use or application have been fulfilled

Note 1 tp entry: A system is able to accomplish its intended use,.goals and objectives (i.e. meet stakeholdg
requirenjents) in the intended operational environment. The right system was built.

—

[SOURCE: ISO/IEC/IEEE 15288:2015, 4.1.53]

verification
confirmption, through the provision of objective evidence, that specified requirements have beep
fulfilled

Note 1 td entry: Verification is a set of activitiés that compares a system or system element against the required
charactefistics. This includes, but is notlimited to, specified requirements, design description and the systemn
itself. The system was built right.

[SOURCE: ISO/IEC/IEEE 15288:2015, 4.1.54]

4 Structure

The strlicture of _this document is harmonized with ISO/IEC/IEEE 15288 and ISO/IEC/IEEE 12207.
Clause ¢ mirrors/life cycle processes provided in those two standards. This document is alsp
harmonjzed with ISO/IEC 27002 and references relevant information security controls within the life
cycle processes with the mapping provided in Annex A.

5 Key concepts

5.1 Business case for hardware, software, and services supply chain security

Organizations acquire hardware, software, and services from numerous suppliers who can in turn
acquire components from other suppliers. The information security risks associated with these
dispersed and multi-layered hardware, software, and services supply chains can be managed through
the application of risk management practices and trusted relationships, thereby increasing visibility,
traceability and transparency in the hardware, software, and services supply chain.

2 © ISO/IEC 2023 - All rights reserved
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For example, increased visibility into the hardware, software, and services supply chain is obtained by
defining adequate information security and quality requirements, and ongoing monitoring of suppliers
and their products and services once a supplier relationship is in operation. Identifying and tracking
supply chain entities accountable for quality and security for critical elements provides greater
traceability. Establishing contractual requirements and expectations, as well as reviewing processes
and practices provides much needed transparency.

Acquirers should establish an understanding within their organizations regarding the hardware,
software, and services supply chain risks and their possible impacts on businesses. Specifically, the
cquirer’s management should he aware that practices of suppliers throughout the supply chain can
Have impacts on whether resulting products and services can be trusted to protect theagquirer’s
Rusiness, information, and information systems.

3.2 Hardware, software, and services supply chain risks and associated threats

h a supply chain, information security management of an individual organization-(acquirer or gupplier)
b not sufficient to maintain information security of hardware, software, and'services throughput their
upply chain. The acquirer’s management of the sourcing of suppliers, products or services is ¢ssential
pbr information security.

— ) e

cquiring hardware, software, and services presents special infofmation security risks to a¢quirers.
s supply chains get more complex and physically dispersed and traverse multiple internatipnal and
rganizational boundaries, specific manufacturing and operation practices applied to individual
lements (hardware, software, services, and their components) become more difficult to trace, including
lentifying the individuals who are accountable for the“quality and security of those elements. This
reates a general lack of traceability throughout the supply chain which in turn results in highgr risk of
ompromise to the acquirers’ information security and therefore to business operations, from:

Q0O = 0 O o

- intentional events such as malicious code.insertion and presence of counterfeit products in the
supply chain;

-1 unintentional events, such as poor seftware development practices or software vulnerabilfties.

Hoth intentional and unintentionalCevents can result in a compromise to the acquirer’s data and
dperations including intellectual property theft, data leakage, and reduced ability by acquirers to
fgerform their business functigris. Any of these identified concerns, if they were to occur, can Harm the
reputation of the organizatidn; leading to further impacts such as loss of business.

3.3 Acquirer and Supplier relationship types

Hardware, software, and services acquirers and suppliers can involve multiple entities in a variety of
upply chain-based relationships, including but not limited to:

wn

d) information or operational system management support where systems are owned by the pcquirer
andsmanaged by the supplier;

H) cinformation or operational systems or services providers where systems or resources arg owned

nnnnnnnnnnnnnnnnn

and v itha
aIrru ulauas\,u U_y CIIcC Out.ll,lll\.ml,

c) productdevelopment, design, engineering, etc. where the supplier provides all or part of the service
associated with creating hardware and software;

d) commercial-off-the-shelf product suppliers;
e) open source product suppliers and distributors.

When acquirers grant suppliers access to acquirers' information and information systems, acquirers
assume greater dependency on the supplied hardware, software, and services. By doing so, they assume
more risk and therefore require greater trust from suppliers. For example, acquiring information or
operational system management support has sometimes higher risk than acquiring open source or

© ISO/IEC 2023 - All rights reserved 3
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commercial off-the-shelf products. From the supplier’s perspective, any compromises to the acquirer’s
information can harm the supplier's reputation and trust with the specific acquirer whose information
and information systems have been compromised.

To help manage the uncertainty and risks associated with supplier relationships, acquirers and
suppliers should establish a dialogue and reach an understanding regarding mutual expectations about
protecting each other's information and information systems.

5.4 Organizational capability

To manpge risks associated with the hardware, software, and services supply chain throughoyt
their lif¢ cycle, acquirers and suppliers should implement an organizational capability for maniaging
information security aspects of supplier relationships. This capability should establish and-monitdr
hardware, software, and services supply chain security objectives for the acquirer organization anfd
monitorfachievement of these objectives, including at least the following:

a) Define, select, and implement the strategy for management of information security'risks caused bjy
har@lware, software, and services supply chain vulnerabilities:

1) |[Establish and maintain a plan for identifying potential hardware, software, and services suppl
chain-related vulnerabilities before they are exploited; in additiofizhave a plan for mitigati
adverse impacts.

2) |ldentify and document information security risks associatéd with the supply chain-related
threats and vulnerabilities (see 6.3.4).

b) Estgblish and adhere to baseline information security contiols as a prerequisite to robust supplieg
relafionships (see Annex A for a mapping of Clause 6 to;ISO/IEC 27002).

—

—

c) Estgblish and adhere to baseline system and software life cycle processes and practices fo
estgdblishing robust supplier relationships in régard to hardware, software, and services supplly
chain information security risk management concerns (see Clause 6).

[72)

d) Havg a set of baseline information security requirements that apply to all supplier relationship
and|tailor them for specific suppliers-as-needed.

e) Estgblish a repeatable and testable process for establishing information security requirement
assq@ciated with new supplier relationships, managing existing supplier relationships, verifying an
valiflating that suppliers afe)complying with acquirer’s information security requirements, an
end|ng supplier relationships.

= wn

(i

f) Estgblish change mahagement processes to ensure that changes which potentially affed
infopmation security are approved and applied in a timely manner.

=}

g) Define metheds for identifying and managing incidents related to or caused by the supply chai
and|for sharing information about the incidents with suppliers and acquirers.

5.5 System life cycle processes

Life cycle processes can help set expectations between acquirers and suppliers for rigor and
accountability with regards to information security. Acquirers can implement life cycle processes
internally, to increase the rigor with which they establish and manage supplier relationships. Suppliers
can implement life cycle processes to help demonstrate rigor that suppliers apply to system and
software processes with respect to supplier relationships. While having those processes in place is
helpful for both acquirers and suppliers to begin addressing supply chain risks, additional hardware,
software, and services supply chain security activities should be integrated into those processes.

Systems and software present many of the supply chain risks. Using a life cycle approach provided
in ISO/IEC/IEEE 15288 and ISO/IEC/IEEE 12207 offers an established way of managing those risks.
Both ISO/IEC/IEEE 15288 and ISO/IEC/IEEE 12207 provide a set of the same processes as they apply
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to the specific context of systems or software. ISO/IEC/IEEE 12207 is a special case of applying
ISO/IEC/IEEE 15288. Both documents allow for the use of any life cycle or life cycle model and present
a set of processes that can be used within any life cycle or any life cycle phase, as appropriate. For
example, the Configuration Management process can be used both during system or software
development and in operations and maintenance life cycle phases. This document adopts the same
approach as ISO/IEC/IEEE 15288 and ISO/IEC/IEEE 12207, describing each process at a summary level
by a statement of purpose and then decomposing each process into practices.

Suppher relatlonshlps between acqulrers and suppliers are achleved documented and enforced using
ppliers of

quirers

echnical management processes are concerned with rigorous projectmanagement and project{support
fpr system and software engineering projects, including those that span across hardware, software, and
services supply chain or multiple hardware, software, and sertices supply chains. Unless sp¢cifically
stated, these processes are applicable to both acquirers and-suppliers.

—

he technical processes define the requirements, transform the requirements into prodycts and
ervices, and address the use and sustainment of\products and services until disposall Unless
pecifically stated, these processes are applicable to’both acquirers and suppliers.

wn_Wn

.8 provides a summary of specific hardware,ssoftware, and services supply chain security pfractices.
lause 6 provides a mapping of these hardwate, software, and services supply chain security dctivities
br each life cycle process. Acquirers and suppliers should select those activities that are relevant to
heir organization’s supplier relationship” capabilities, as well as to individual supplier relationships,
ased on the level of risk presented by 'suppliers or acquirers described in 5.1.

oot =i o

50/IEC 27002 provides additiondl specific guidance regarding setting expectations during the life
ycle processes described in«Clause 6. The mapping of Clause 6 to ISO/IEC 27002 controls is prqvided in
nnex A.

e Q =

.6 ISMS processes’in relation to system life cycle processes

L

50/IEC 27001<provides a risk-based process for implementing an information security manhgement
ystem (ISMS)-within a defined scope. Existence of an ISMS within both acquirer and |supplier
rganizations helps acquirers and suppliers to begin addressing hardware, software, and [services
upply €hain risks and realizing the need for specific information security controls and processes
eeded’to address these risks.

=S 0 O wn —

QTFE This assumesthatthe scope of the ISMS includes the cpp(‘ifir‘ part of the nrgani7nfinn that edtablishes
and maintains acquirer and supplier relationships.

If an organization defines risks inherent in the hardware, software, and services supply chain, specific
controls that mitigate these risks should be selected, potentially with extended controls added to ensure
that the organization fully addresses these risks. 5.5 addresses use of information security controls.
Annex A maps specific information security controls to the individual life cycle processes in Clause 6.

Suppliers can demonstrate to acquirers that they have a certain level of rigor through demonstrating
ISO/IEC 27001 conformance.

© ISO/IEC 2023 - All rights reserved 5
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When acquirers and suppliers establish ISMSs according to ISO/IEC 27001, the information generated
should be used to communicate the status of information security management between an acquirer
and a supplier. This can include:

a) scope of the ISMS;

b) statement of applicability;

c) risk assessment procedures,

d) audjtptan;

e) awdreness programmes;

f) inciflent management;

g) medsurement programmes;

h) information classification scheme;

i) chahge management;

j) otheér relevant specific controls applied.

5.7 ISMS controls in relation to hardware, software, and sérvices supply chain security
ISO/IEC| 27002 includes a number of controls that specifically target external parties, including

suppliers. Specific guidance for supplier relationships can be fofrhd in ISO/IEC 27002:2022, 5.19 to 5.22.

These a

help acquirers in validating specific supplier practices‘fo ensure information security of acquirers’

informa

Annex Almaps specific ISO/IEC 27002 controls to individual life cycle processes.

5.8 Egsential hardware, software, and;services supply chain security practices

Some off the hardware, software, and-sefvices supply chain risks can be addressed by applying thie

standar
for esta

controlg/treatments to address these practices include:

a)

b)

c)

d)

f)

g)

cha
dur

leas|t privilege access: personnel can access critical information and information systems with onlly

the

sepqration of duties: control the process of creation, modification, or deletion of data or the proceg

ofd

nd additional extended controls can be used within'the context of the life cycle processes t

[=]

fion and information systems.

s providing life cycle processes (ISO/IEC/IEEE 15288 and ISO/IEC/IEEE 12207), requirements
blishing ISMS (ISO/IEC,27001), and information security controls (ISO/IEC 27002). Specific

n of custody: the acquirer and supplier have the confidence that each change and handoff made
ng the element’s lifetime is authorized, transparent and verifiable;

privileges needed to do their jobs;

[72)

bvelopment, operation, or removal of hardware and software by ensuring that no one person g

—

role alone can complete a high-risk task;

tamper resistance and evidence: attempts to tamper are obstructed, and when they occur they are
evident and reversible;

persistent protection: critical data and information are protected in ways that remain effective
even if the data or information are transferred from the location where it was created or modified;

compliance management: the success of the protections within the agreement can be continually

and

independently confirmed;

code assessment and verification: methods for code inspection are applied and suspicious code is
detected;

© ISO/IEC 2023 - All rights reserved
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software Bill of Materials (SBoM) that documents components of various software packages that
are part of the hardware, software, or service (more information about the essential elements of
SBoM can be found in Annex B);

hardware, software, and services supply chain security training: organization’s ability to effectively
train relevant personnel on information security practices. This should include secure development
practices, recognition of tampering, etc. as appropriate;

vulnerability assessment and response: a formal understanding by the acquirer of how well their
suppliers are equipped with the capability to collect input on vulnerabilities from researchers,

.1 Agreementprocesses

.1.1 Acquisition process

customers, or sources, and produce a meaningful impact analysis and appropriate remedips in the
short time frame involved. This should include an agreement between the acquirer and stpplier on
systematic repeatable vulnerability response processes;

defined expectations: clear language regarding the requirements to be met by the elenient and
design/development environment is set forth in the agreement. This should include commifment to
provide information security testing, code fixes and warranties about the development, int¢gration,
and delivery processes used;

ownership and responsibilities: the acquirer’s and supplier’s ownership of intellectual property
rights and the other party’s responsibilities for protecting the_intellectual property rights are
identified in the agreement;

avoidance of unauthentic and unverified components:many hardware, software, and [services
supply chain risks can be avoided by requiring verification of authenticity for system components;

anonymous acquisition: when appropriate and, feasible, practice anonymous acquisitiopn; when
acquirer identity is sensitive, obscure the connection between the hardware, software, and|services
supply chain and the acquirer;

all-at-once acquisition: components for, lgng-life systems (durable automatic controls) can|become
obsolete and increase hardware, software, and services supply chain risk, acquiring all spqre parts
within a specified time-frame reducés these risks;

recursive requirements for sugpliers: contracts can establish that suppliers place and |validate
hardware, software, and serviges supply chain requirements on their upstream suppliers.

Hardware, software, and services supply chain security in life cycle processes

he purpese of the acquisition process is to obtain a product or service in accordance yith the
cquirer's requirements. See ISO/IEC/IEEE 15288 for guidance regarding implementing an acquisition
rocess. Acquirers should include the following as a part of the acquisition process, to ensure they are
appropriately managing hardware, software, and services supp hain risks:

a) Prepare for the acquisition

1) Establish a strategy for how the acquisition will be conducted;

— establish sourcing strategies based on information security risk tolerance regarding
hardware, software, and services supply chain risks,

— specify a set of baseline information security requirements that apply to all relationships
with suppliers.
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2)

Tailor the set of baseline information security requirements for specific relationships with
suppliers to prepare a request for the supply of a product or service that includes the following:

establish information security requirements for suppliers including hardware, software,
and services-related regulatory (i.e. telecommunications or IT) requirements, technical
requirements, chain of custody, transparency and visibility (e.g. SBoM), sharing information
on information security incidents throughout the supply chain, rules for disposal or
retention of elements such as components, data, or intellectual property, and other relevant
requirements;

b) Adv
1

2)

ertise the acquiisition and select the supplier

Commuunicate the request for the supply of a product or service to identified suppliers;

Seléct one or mare anpliprc;

establish requirements for the suppliers managing their suppliers in the hardware,
software, and services supply chain when appropriate;

define requirements for suppliers in the hardware, software, and services supply.chain t
provide credible evidence that they have fulfilled information security requirénients;

o

define requirements for suppliers of critical elements in the hardware,~-software, and
services supply chain to demonstrate a capability to remediate emerging vulnerabilitig
based on information gathered from acquirers and other sources_-and to respond t
incidents and remediate the underlying vulnerabilities that led to‘the incident;

[©N77)

identify requirements for intellectual property ownership-and responsibilities of t
acquirer and suppliers for elements such as software code, data and information, t
manufacturing/development/integration environment,designs,and proprietary processes;

[Y)

define physical security requirements of the acquirer e.g. suppliers only utilizing da]
centres that meet the acquirer’s expectations for security including availability;

define requirements for suppliers to identify~the expected life span of the element to help
the acquirer plan for any migration that can be required in support of continued syster
and mission operations;

=3

define requirements for suppliersto demonstrate to the acquirer that the supplier ha
robust software supply chain practices;

[72)

define requirements for auditing of suppliers’ information systems where applicable;

define requirements far\monitoring suppliers’ work processes and work products where
applicable;

to share the acquipér’s requirements throughout the supply chain, define requirements fqr
communicatingto upstream suppliers what is expected of them.

there should be no activity specific to hardware, software, and services supply chain.

select suppliers based on an evaluation of their ability to meet specified requirements
including those for hardware, software, and services supply chain,

use established evaluation methods and results for hardware, software, and services,
components or their suppliers (e.g. ISO/IEC 15408 repositories for components or ISMS
certification for suppliers) as criteria to evaluate conformance to specified requirements,

employ consideration of suppliers past performance regarding personnel policies,
procedures, and information security practices as part of source selection requirements
and processes.
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c) Initiate an agreement

1) Negotiate an agreement with the supplier;

negotiate an agreement with the selected supplier or suppliers and stipulate agreed
requirements applicable to hardware, software, and services supply chain in the agreement.

2) Commence the agreement with the supplier;

establish and maintain a plan for ensuring the integrity of acquired software and hardware

d) Monitor the agreement

1) Assess the execution of the agreement;

2) Provide data needed by the supplier and resolve issues in a timely manner;

g) Acceptthe product or service

1) Confirm that the delivered.progduct or service complies with the agreement;

4.1.2 Supplyprocess

| i A | i R PR S | 1.1 | £ | 3 ~ l
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chain.

establish and maintain verification procedures and criteria for delivered prodiicts and
services,

audit suppliers’ information systems where applicable,

monitor and evaluate the suppliers’ processes (e.g. design, delivery practices) apd work
products where applicable.

report information security weakness and:ulnerabilities detected in the use of hgrdware,
software, or services provided through the'supply chain.

3) Evaluate suppliers for their ability to méet specified hardware, software, and services supply
chain requirements.

there should be no activity specific to hardware, software, and services supply chain.

2) Make payment or provide other agreed consideration to the supplier for the product of service
rendered to close ¢f the agreement;

there sheuld be no activity specific to hardware, software, and services supply chain.

The purpése'of the supply process is to provide an acquirer with a product or service that meetp agreed
requirements (see ISO/IEC/IEEE 15288). Suppliers in the hardware, software, and services supply
dhain should include the following as a part of the supply process to ensure and demonstrate that they
are-appropriately managing hardware, software, and services supply chain risks:

a) Identify opportunities

1) Determine the existence and identity of an acquirer who has, or who represents an organization
or organizations having, a need for a product or service;

— there should be no activity specific to hardware, software, and services supply chain.
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b) Respond to a tender

<)

d)

10

1

2)

Init

1

2)

Exe

1y

2)

Delilver and support the product or service

1y

2)

Evaluate a request for the supply of a product or service to determine feasibility and how to
respond;

— specify a set of baseline information security requirements that apply to all relationships
with acquirers with tailoring as needed.

Prepare a response that satisfies the solicitation;

acquirer’s information security requirements including hardware, software, and services-
related (i.e. telecommunications or IT) regulatory requirements, technical requirements,
chain of custody, transparency and visibility (e.g. SBoM), sharing information op
information security incidents throughout the supply chain, rules for componentdisposal
or retention of elements such as components, data, or intellectual propefrty, and othe
relevant requirements,

—

— tailor the set of baseline information security requirements for specifig relationships with
acquirers as needed,

[72)

— specify requirements for providing credible evidence for. adlierence to the acquirer
requirements.

ate an agreement

Negotiate an agreement with the acquirer;

— there should be no activity specific to hardwage, software, and services supply chain.
Commence the agreement with acquirer;

— establish and maintain a plan for ensuking the integrity of included and delivered softwarje
and hardware products and compe@hnents,

— establish and maintain a planfor ensuring the protection of intellectual property right
such as those of data and information, designs, processes, environments, etc.

[%2)

Cute the agreement

It is expected that the-agreement will be executed according to the supplier's establishefd
project plans;

— there showld®Be no activity specific to hardware, software, and services supply chain.
Assess thetexecution of the agreement;

— there’should be no activity specific to hardware, software, and services supply chain.

Deliver the product or service in accordance with the agreement criteria;
— there should be no activity specific to hardware, software, and services supply chain.

Provide assistance to the acquirer in support of the delivered system or service in accordance
with the agreement criteria;

— respond to inquiries about status of ongoing security obligations (e.g. audits),

— provide assistance with incident response queries.
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3) Accept and acknowledge payment or other agreed consideration;

— there should be no activity specific to hardware, software, and services supply chain.

f) Close the agreement

1) Itis expected that the responsibility for the product or service is transferred to the acquirer, or

other party, as directed by the agreement to obtain closure of the agreement;

— there should be no activity specific to hardware, software, and services supply chain.

2) Ensure that agreed security measures are executed or maintained upon terminatig
agreement.

6.2 Organizational project-enabling processes

(@1

.2.1 Life cycle model management process

he purpose of the life cycle model management process is to define, maintain, and ensure avz
f policies, life cycle processes, life cycle models, and procedures for“\se by the organizat
50/IEC/IEEE 15288). Hardware, software, and services supply chain security should be col
n this process, but there is no specific guidance in addition to whatis provided in ISO/IEC/IEE
and ISO/IEC 27036-2.

== 0 3

4.2.2 Infrastructure management process

= =]

ardware, software, and services supply chain to-stipport acquirers and suppliers throughou
ycle (see ISO/IEC/IEEE 15288).

Q

cquirers and suppliers should include the following, where appropriate, as a part of infras
hanagement process to address information security risks in the hardware, software, and
upply chain:

1% Millen Hla >~

d) establish and maintain visibility into their processes, environment, third party 5
components (e.g. SBoM), and relevant assets for manufacturing or operating the pro
services;

h) establish and maintain visibility into their development, integration, and production envir
including having an’inventory of assets in the environment;

n of the

lilability
ion (see
hsidered
E 15288

he purpose of the infrastructure management process is to provide the enabling infrastructure to

[ the life

[ructure
services

oftware
Hucts or

bnments

d establish physical security processes and capability for hardware components, and media,
includingduring delivery, removal and maintenance;

d) establish code repository security including hosting all code-related assets in secure soufce code
repogsitories with controlled and audited access;

) C-establish design/development environment security including automated build environments, with

few owners and high traceability of actions on build SCripts and access to code fites during build, as
well as the same protections for the build scripts as other code assets (including being checked into
the code repository);

f) establish a malware and application security scanning program for both the code under
development and for the environment, at least to the level described in ISO/IEC 27002;

g) implement code exchange processes that ensure integrity and authenticity using e.g. hashes or
digital signatures;

h) for delivery of physical goods, implement tamper evident methods and packaging;

i) specify the ways for demonstrating the existence of robust software supply chain processes.
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NOTE This process defines, provides and maintains the facilities, tools, and communications and
information technology assets needed for the organization’s business with respect to the scope of this document
(see ISO/IEC/IEEE 15288).

6.2.3 Project portfolio management process

The purpose of the project portfolio management process is to initiate and sustain necessary,
sufficient and suitable projects in order to meet the strategic objectives of the organization (see
ISO/IEC/IEEE 15288). Acquirers and suppliers should consider hardware, software, and services supply
chain security in this process and cnpp]iprc should start as early as can he feasible for the cnpp]ipr
during the product life cycle. Otherwise, there is no specific guidance in addition to what is providedip
ISO/IECYIEEE 15288 and ISO/IEC 27036-2.

6.2.4 Human resource management process

The purpose of the human resource management process is to ensure the organization is provide
with neg¢essary human resources and to maintain their competencies, consistent with'strategic need
(see ISO/IEC/IEEE 15288). In addition to implementing the human resource mdnagement process i
ISO/IECJIEEE 15288 and people controls in ISO/IEC 27002, acquirers and suppliers should educat
staff on[specific hardware, software, and services supply chain concerns and how to address thenp.
Specifically, acquirers and suppliers should do the following in consideratioh with requirements to be
shared gmong the acquirer and suppliers in the hardware, software, and'services supply chain:

o = »n =

a) estgblish organizational policy and general contractual requirements to address awareness and
traihing on hardware, software, and services supply chain risk management;

b) defipe and require roles throughout the hardware, software, and services supply chain and system|
element life cycle to limit opportunities and means awvdilable to individuals performing these rolg
that can result in adverse consequences;

[72)

%)

c) develop a comprehensive awareness and traihing programme that promotes the organization
hardlware, software, and services supply chain security policy and procedures;

d) traip quality assurance and informatigh'security personnel on hardware, software, and services
supply chain threat and vulnerability assessment methodologies;

Nt

e) traih receiving personnel (suchsas-technical personnel, equipment specialists, and item managers
on dorrect processes for receipt of elements/services (including spare parts), including any know
parts anomalies (which canindicate counterfeits, subversion, or quality issues);

—

f) traip software developers on use of secure coding practices and its importance for addressi
infomation security_risks associated with hardware, software, and services supply chain risks
and|reducing the’nivmber of vulnerabilities in delivered code;

g) estgblish and)enforce requirements for personnel security reviews and assessments. Thes
reviews and assessments should include personnel who have exposure or access to elements,
element\processes, or business activities that allows an opportunity to apply technical knowled
or understanding of business processes to obtain unauthorized exposure of, or access to, elements
or processes that can result in compromise or loss;

h) define processes by which general hardware, software, and services supply chain information is
collected, lessons learned extracted, and shared between the acquirer's and supplier's personnel as
scoped within the contract;

i) implementidentity management, access controls, and process monitoring to permit timely detection
and classification of anomalous behaviours or personnel that can result in adverse consequences
for both physical and logical access in hardware, software, and services supply chain;

j) establish and enforce requirements for the assignment of unique identities to all individuals (e.g.
logon account, user ID) including requirements under what circumstances such items can be reused
(e.g. employee termination, name change);
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k) establish screening requirements for relevant personnel.

6.2.5 Quality management process

The purpose of the quality management processis to ensure that products, services and implementations
of life cycle processes of a hardware, software, and services supply chain meet organization quality

objectives and achieve customer satisfaction (see ISO/IEC/IEEE 15288).

Acquirers and suppliers should include the following as a part of the quality management pr
dressinformation security risksin hardware software _and services cnpp]y chain:

ocess to

d) active vulnerability management programme at a minimum comparable to what is-desqg
ISO/IEC 27002;

NOTE1 General vulnerability management activities are addressed under 6.3.4.

h) integration of testing for weaknesses and vulnerabilities into quality’\management 3
throughout the system development life cycle including design and’ architecture
documentation reviews, and a variety of testing that software and-hardware underg
delivery and installation and whenever upgrades take place;

d specific guidelines and timelines for addressing identified critical security vulnerabilities.

=z

cpnsidered, if appropriate.

4.2.6 Knowledge management process

The purpose of the knowledge management progess is to create the capability and assets thg
the organization to exploit opportunities to re-apply existing knowledge (see ISO/IEC/IEEE
Acquirers and suppliers should consider hardware, software, and services supply chain securit
drocess but there is no specific guidance in addition to what is provided in ISO/IEC/IEEE 15
IFO/IEC 27036-2.

6.3 Technical management(processes

4.3.1 Project planning process

The purpose of the project planning process is to produce and coordinate effective and v
fglans (see ISO/IEC/ZIEEE 15288). For projects involving hardware, software, and services
and delivered acfess geographically dispersed supply chains controlled by multiple entit
recommended.that acquirers and suppliers consider and integrate the following aspects into th
dlans during the project planning process:

d) how-the need for securing acquirer and supplier information impacts project plans and sch

h) ~any aspects of hardware, software, and services supply chain information security risk man

OTE2 Integration of testing for reliability and resilience into”quality management activities$

ribed in

ctivities
reviews,
b before

can be

t enable
15288).
y in this
288 and

borkable
created
es, it is
b project

edules;

hgement

that should be infngrnfpd in prnjprf rn]pc, rpcpnncihi]ifiﬂc’ :\r‘(‘nnnf:\]m']ih'pc, and authoritie R

c) different legal requirements of multiple jurisdictions relevant to the hardware, software, and

services supply chain;

d) resources for ensuring protection of acquirer and supplier information across hardware, software,

and services supply chain(s) including staffing requirements;

e) integrationinto continuousintegration (CI)/continuous deployment (CD) pipeline, code repositories,
security automation for the product or development environment, including associated costs;

f) applicable project roles, responsibilities, accountabilities, and authorities.
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6.3.2

Project assessment and control process

The purpose of the project assessment and control process is to assess if the plans are aligned and

feasible;

determine the status of the project's technical and process performance; and direct execution

to help ensure that the performance is according to plans and schedules, within projected budgets, to
satisfy project objectives (see ISO/IEC/IEEE 15288). In addition to implementing the project assessment
and control process in ISO/IEC/IEEE 15288 and ISO/IEC 27036-2, acquirers should implement the
following:

a) Periodically perform compliance audits of supplier products or services to determine if suppliers

are
aud

iderjtified hardware, software, and services supply chain security risk and risk tolerance of t
acqtiirer.

6.3.3

The pur
objectiv
the life

supplierfs should consider hardware, software, and services supply chaintsecurity in this process by

thereis

6.3.4

The puipose of the risk management process is to identify,analyse, treat and monitor the risk
continudlly (see ISO/IEC/IEEE 15288). In addition to implementing the risk management process i

ISO/IEC

in ISO/IEC 27005, acquirers and suppliers should imiplement the following to address informatio
security|risks in hardware, software, and services sapply chain including:

a) identify threats, vulnerabilities, and consequences related to hardware, software, and services;

b) identify and document hardware, software, and services supply chain risks associated with thie
identified threats and vulnerabilities;

c) identify legal requirements efimultiple jurisdictions relevant to the hardware, software, and
seryices supply chain;

d) defipe and select strategyfor management of hardware, software, and services supply chain risks
due|to unintentionaland intentional weaknesses and vulnerabilities;
e) denjarcate responsibilities in mitigating hardware, software, and services supply chain risks

amgng acquirers-and suppliers;
f) estgblishiisk communication processes among acquirers and suppliers;

g) identify effectiveness of past corrective actions by suppliers throughout the supply chain in othgr

continuing to be compliant with the acquirer's requirements. Document results of thes
ts in compliance reports. Periodicity of compliance audits should be determined based on t

PDecision management process

pose of the decision management process is to provide a structured, analytical framework fqg
ely identifying, characterizing and evaluating a set of alternatives for aidecision at any point i
fycle and select the most beneficial course of action (see ISO/IEC/IEEE 15288). Acquirers an

= = =2 =

o specific guidance in addition to what is provided in ISO/IEC/IEEE'15288 and ISO/IEC 27036-2.

Risk management process

IEEE 15288, ISO/IEC 27036-2 and information,sécurity risk management approach describe

= ="R=

products or services and apply to future activities;

h) establish a process by which SBoM can be used to identify and inform the system owner of
remediation options associated with weaknesses and vulnerabilities;

i) determine root causes of weaknesses and vulnerabilities that are identified during development,
delivery, and operations. Implement countermeasures and mitigations, as appropriate;

j)  monitor hardware, software, and services supply chain for potential concerns, identify and analyse
resulting information security risks, and update risk assessment and risk treatment strategies
accordingly;

14
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k) manage risks associated with use of open-source modules by:

1) performing a security evaluation of each open-source module before it is incorporated into
solution,

2) where specialist methods such as cryptography are employed in the module, ensuring that the
implementation of such mechanisms is reviewed by a subject matter expert,

3) ensuring that the risks in using such modules are carefully monitored by the acquirer's ISMS,

including regular checking of published vulnerability lists and industry advisories pertinent to

those modules.

(@)

.3.5 Configuration management process

self, including who makes these changes. To ensure that hardware, software, and services supp
oncerns are appropriately addressed, acquirers and suppliers should“include the following
appropriate, as a part of the CM process to address specific information security risks in h3
spftware, and services supply chain:

Q = 0D 0o o =

including design, manufacturing, testing, operations,maintenance, and disposal;

d approve and manage changes to delivery metheds, both logical and physical;

and values;

security and to access control;

appropriately protect these servers to the sensitivity of housed code;

observed, and elevated access only granted when necessary;

and only grant access privileges based on least privilege and need-to-know;

j) preserve changes to the code repository, including review and approval for future analysis;

k) record file names, account name of a person checking in the file, check-in time stamp, and
that was changed in the change logs;

he purpose of configuration management (CM) is to manage system and syStém elemgnts and
onfigurations over their life cycle. CM also manages consistency between a product and its associated
onfiguration definition (see ISO/IEC/IEEE 15288). CM is critical for understanding what chapges are
hade to products, systems, product and system elements, relevant documentation, and supgly chain

ly chain
, Where
rdware,

d) control access and changes to all hardware and hardware elements throughout the life cycle,

H) control access and changes to documentation associated with hardware, software, and serjvices;

d) approve and manage changes to systems-and software, including source code, database stfuctures

g) house all relevant assets in source code repositories to enable additional attention to infqrmation

f) house the servers that hast the source code repositories securely, configure them to be s¢cure by
default (e.g. with least-iecessary privileges, disabled services that are not widely needged), and

g) define and use secure baseline configurations as a starting point for supply chain components
including containers, build servers, code repositories and other infrastructure or cloud components;

H) control aceess to source code repositories through the use of corporate identity systems with strict
control ‘tmaintained over access to any system account; segregation of duties principle should be

i) _/manage access privileges to the repositories, including access to branches, work areas or cpde sets;

the line

1) maintain and manage a manifest of all code assets contributing to a product, including those

developed in house and by suppliers;

m) establish and preserve chain of custody for each element through code signing, time stamp
other appropriate techniques.

© ISO/IEC 2023 - All rights reserved
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ISO/IEC 27002 provides additional specific guidance regarding setting expectations during the
Configuration management process.

6.3.6 Information management process

The purpose of the information management process is to generate, obtain, confirm, transform, retain,
retrieve, disseminate and dispose of information, for designated stakeholders during and, as appropriate,
after the life cycle of hardware, software, and services supply chain (see ISO/IEC/IEEE 15288).

In addition-to imp]pmpnfing the information management process described in IQOI/IF’(‘I/IF‘F’F‘ 15288

number|of controls outlined in ISO/IEC 27002 provide additional guidance.

6.3.7 Measurement process

The purpose of the measurement process is to collect, analyse, and report objective data and informatio
to suppart effective management and demonstrate the quality of the products, services,.and processe
(see ISOfIEC/IEEE 15288). There are no hardware, software, and services supply chainsecurity aspect
to the nleasurement process. ISO/IEC 27004 provides guidance on information secuirity measuremer
that can|be applied to develop and implement specific measures to address information security risk
in hardware, software, and services supply chain.

N +un n S

6.3.8 [Quality assurance process

The pugpose of the quality assurance process is to help enstce the effective application of the
organizjtion’s quality management process to the acquired.anid supplied hardware, software, and
services|(see ISO/IEC/IEEE 15288). Acquirers and suppliers should include the following as a part of thie
quality fissurance process to address information security,risks in hardware, software, and services
supply dhain:

a) compare requirements in the agreement againstdelivered products and services;

b) assgss the effectiveness of controls to confirm they are operating effectively, e.g. supporting
progesses are being followed by personnel;

c) congluct assurance reviews regularly.
6.4 Technical processes

6.4.1 PBusiness or missipn-analysis process

The purpose of the business or mission analysis process is to define the business or mission probler
or oppoftunity, chafaeterize the solution space, and determine potential solution class(es) that ca
address|a problem. ot take advantage of an opportunity (see ISO/IEC/IEEE 15288). Business or missio
analysis| process,also ensures that applicable business and mission-related information securit
considefationg~are addressed by the hardware, software, or service. Acquirers and suppliers shoul

considef hardware, software, and services supply chain security in this process but there is no specif
guidanc‘%mmmﬁm%%ﬂ%f&ﬁe%_

6.4.2 Stakeholder needs and requirements definition process

A<= = =

(9]

The purpose of the stakeholder needs and requirements definition process in the context of hardware,
software, and services supply chain is to define the requirements for a hardware, software, or service
that can provide the capabilities needed by users and other stakeholders in a defined environment while
appropriately managing acquirer’s hardware, software, and services supply chain-related information
security risk (see ISO/IEC/IEEE 15288). Acquirers and suppliers should include the following as a part
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of stakeholder requirements definition process to address specific hardware, software, and services
supply chain-related risks:

a)

b)

define and document information protection requirements based on acquirer needs, compliance
requirements, and available risk assessment and risk treatment information and documentation;

clarify risks and threats to missions and incorporate this knowledge in defining supplier security-
related requirements;

define and document data and information integrity requirements for suppliers, including code

p—

(@1

WV = — Q0 QO 0

4.3 System requirements definition process

tegrity and SBoM;

define and document system integrity requirements for hardware, software, and services products
and services suppliers;

define and document information and system availability requirements forrhardware, spftware,
and services suppliers;

define and document information confidentiality requirements fof" hardware, software, and
services suppliers;

define and document information security aspects of hardware; software, and service |delivery
requirements including functional (e.g. role-based access ¢control, logging) and non-functional
security requirements;

define and document consequences of violations 9of/information security requiremgnts for
hardware, software, and service delivery.

50/IEC 27002 provides additional specific guidance regarding setting expectations dufing the
stakeholder requirements definition process.

he purpose of the system requirements definition process in the context of hardware, software, and
ervices supply chain is to transformythe stakeholder, user-oriented view of desired capabilities into
technical view of a solution that meets operational needs of the user while appropriately nlanaging
cquirer’s hardware, software,.and services supply chain-related information security ifisk (see
50/1EC/IEEE 15288). Acquirers and suppliers should include the following as a part of thg system
equirements definition~process to address specific information security risks in the hgrdware,
pftware, and services-supply chain:

ensure that elemeénts are assigned varying degrees of criticality depending on the purposegand use
of each element;

incorporate hardware, software, and services supply chain risk considerations and assessments
into'all management, operational and technical requirements and business processes tq protect
elemients, processes, requirements, and business practices against compromise of confid¢ntiality,
integrity and availability;

d)

)

incorporate defensive design criteria in all technical requirements to result in design options for
elements, systems, and processes that protect mission capabilities, system performance, or element
confidentiality, integrity, and availability;

protect requirements and supporting documentation from exposure or access that can result in the
loss of the confidentiality, integrity or availability of the elements and systems through a hardware,
software, and services supply chain-related compromise;

monitor and reassess evolving technical requirements and adjust, following approved change
management procedures, requirements for protection of critical elements and processes
throughout the element’s life cycle;

identify operational concepts and associated scenarios for misuse and abuse cases.
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ISO/IEC 27002 provides additional specific guidance that can be used during the system requirements
definition process.

6.4.4 System architecture definition process

The purpose of the system architecture definition process in the context of hardware, software, and
services supply chain is to generate system architecture alternatives, to select one or more alternative(s)
that frame stakeholder concerns and meet system requirements, and to express this in a consistent
set of views, while appropriately managing acquirer’s hardware, software, and services supply chain-
related i s eetrH e eerrirersand—<sormliers<hord tmebud

the following as a part of architecture design process to address specific information security risks;ih
hardware, software, and services supply chain:

a) use[defensive design techniques to anticipate maximum possible ways the hardware, software, o
seryice can be misused and abused or to protect the product or system from suckiises; ensur
architecture and design address intended and unintended use scenarios; choose‘and implemer
designs based on the acquirer’s stated risk tolerance and document for mdnagement sign-o
accgptance of risks that are not fully mitigated;

- =+ (D =

b) limI the number, size, and privileges of critical elements;

c) redifice complexity of design, production processes, and design implémentation. Complexity ha
mulkiple negative effects, including introducing effort or the possibility of effort which in turn cap
cause confidentiality, integrity or availability issues; cascading failures due to tight coupling
elements; and impediments to root cause analysis of faults afid‘incidents;

[72)

=)

d) use|security mechanisms or controls to reduce oppértunities to exploit hardware, softwar¢
and|services supply chain vulnerabilities. Examples dnclude encryption, access control, identitly
management, and detection measures such as thosefor discovering malware or tampering;

e) isolate elements (using techniques such as virtual machines, quarantines, jails, sandboxes, and one
way| gateways) to reduce the damage one elemént can do to another;

f) desllgn countermeasures and mitigations against potential exploitations of weaknesses an{d
vulferabilities in hardware, software; and services; design elements including programminlg
techniques or configurations;

g) identify unique software cofponents and their origins to ensure SBoM can be created thgt
docpiments all components;

h) inclpde the ability to configure increased system or system element isolation, even if this reduces
sys]em capability (efg)counter attacks until a patch is available);

i) design elementsto withstand out-of-bounds inputs (e.g. excessive voltages, numbers out of rangg,
and|so on);

j) design elements so they are hard to disable and, if disabled, trigger notification methods such as
aud(tdrails, tamper evidence or alarms, and so on;

k) design delivery mechanisms to avoid exposure or access to the system and element delivery
processes and use of the element during the delivery process;

1) include fail-over/redundant or alternative systems or system elements where appropriate; ensure
that the fail-over and redundant mechanisms are not subject to common mode failures;

m) define and/or use standards-based technical interfaces and process requirements to provide
options for the modification of processes or modification/replacement of elements should a supply
chain compromise occur;

n) design relevant validation controls to be used during implementation and operation;
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o) design mechanisms for tracing and tracking supply chain events and incidents. These should be

access controlled and tamper-resistant;

p) use certified products (where available) e.g. common criteria (CC) evaluated products which

provide a level of assurance (when implemented as per the terms of evaluation);

q) follow recognized architecture principles e.g. the Open Group Architecture Framework (TOGAF)

making sure the environment is documented and follows set rules;

r) separate development and production environments to minimize incidents from occur

ring e.g.

transrter or vulnerabilities, Inadvertent iInformation disclosure.

4.5 Design definition process

he purpose of the design definition process is to provide sufficient detailed data’ and infq

rmation

out the system and its elements to realize the solution in accordance with the-system requirements

nd architecture (see ISO/IEC/IEEE 15288). Design definition process is critical to ensuring
sulting system is designed securely, including the strategy and plan for assuring security thr
the system’s life cycle. To ensure that hardware, software, and serviees;supply chain conc
propriately addressed, acquirers and suppliers should do the following, when appropriate, 4
f design definition process to address specific information security,risks in hardware, softw
ervices supply chain:

wn_ o

d) determine security technologies required for each element composing the system;

H) determine the necessary security considerations.for the design such as least privile
functionality, restricted access to systems or services, and defence-in-depth;

d identify how security considerations will be~“addressed through the evolution of thg
throughout the system life cycle to include “planning for obsolescence of system elemg
technologies and their replacement during the life cycle;

d) ensure that security considerations.ave integrated throughout design definition activities;

¢) identify dependent software camponents through an SBoM.

(@

4.6 System analysis process

he purpose of the systenis analysis process is to provide a rigorous basis of data and infq
br technical understanding to aid decision-making across the life cycle (see ISO/IEC/IEEE
cquirers and suppliers should consider hardware, software, and services supply chain securit
rocess but theré-is' no specific guidance in addition to what is provided in ISO/IEC/IEEE 15
50/1EC 2703652,

s e =h

(@1

4.7 _Implementation process

The\purpose of the implementation process is to realize a specified system elemsg

that the
oughout
brns are
1S a part
are, and

be, least

e design
nts and

rmation
15288).
y in this
288 and

ent  (see

IBOZEC/IEEE 15288). Suppliers should include the following as a part of implementation pn

ocess to

address information security risks in hardware, software, and services supply chain:

a) implement architecture and design that address hardware, software, and services supply chain-

related requirements for products and services;

b) identify deviations from hardware, software, and services supply chain-related requi
implement appropriate mitigations and document this information;

rements

c) when possible and appropriate, implement hardware and software design using programming
languages that avoid inherently insecure coding constructs to reduce the likelihood of weaknesses

and hardware, software, and services supply chain-related compromise;

© ISO/IEC 2023 - All rights reserved
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d) identify and implement interface standards wherever practical to promote system and element
sustainability and element reusability;

e) validate the implementation at appropriate and defined stages using the designed validation tests
such as:

1y

2)

use a variety of testing techniques including fuzz testing, static analysis testing, and dynamic
testing to identify and address software weaknesses and vulnerabilities,

use positive and appropriate negative tests to verify that the system or element operates in

3)

f) prot
prot

g) enSJlre availability of required elements and continued supply in the event/of compromise to thie

sys
com

h) ens&re the removal or disabling of any unnecessary functions, prevalent in commercial-off-the

she

left
fun
i) cha
of e
j) doc
con
k) doc
ISO/IEC
Implemg
6.4.8
The pur
(produc
Acquire
informa
a) inte
cha

accordance with requirements and without extra runctionality,

[s9)

monitor for unexpected or undesirable behaviour during test, such as network behaviouf (e’g.
surprise “call home” or opening of network port), file system behaviour (e.g. readingor writinig
information to unexpected files/directories), race conditions, and deadlocks;

o

ect access to test cases and results. Store test cases and results in a source control system an
ect similarly to how source code and build scripts are protected;

em/element through diversity of supply (especially on commodity functions or in the event gf
promise to or disruption of delivery mechanisms);

-

product implementations which are designed to supportmultiple applications or purposes.
hctive, these functions can permit unauthorized access @p éxposure of the system or perform
tion that reduces the availability of other functions;

(Y]

ige any default credentials such as usernames and’passwords to minimize their vulnerabilitly
kploitation;

ment the system build to provide a record.ef the configuration that is able to be reviewed anfd
irmed;

hment products and/or elements specific for the implementation according to the agreement.

27002 provides additional specific guidance regarding setting expectations during the
ntation process.

Integration process

bose of the integration process is to synthesize a set of system elements into a realized syster]
L or service) thatsatisfies the system requirements (see ISO/IEC/IEEE 15288).

—

's and suppliers should include the following as part of integration process to addregs
fion security risks in hardware, software, and services supply chain:

rdeteristics of the integration;

oration” with existing systems should include activities listed in 6.4.4 depending on thle

b) documentation should be made on how the activities listed in 6.4.4 are applied during integration

and

the integrated existing systems that were in place prior to the implementation.

6.4.9 Verification process

The pur
element

This sho

pose of the verification process is to provide objective evidence that the system or system
fulfils its specified requirements and characteristics (see ISO/IEC/IEEE 15288).

uld include verifying the pre-acquisition information shared between the supplier and acquirer

and developing verification requirements based on 6.2, 6.3 and 6.4.

20
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Suppliers should include the following as a part of the verification process to address specific
information security risks in hardware, software, and services supply chain:

a) verify and validate that hardware, software, and services supply chain security requirements have
been addressed;

b) verify that supplier support activities align with the acquirer's information and product security
objectives;

c) verify that sufficient supplier-required security practices are in place, and personnel are trained to
Tmplement them,

d) verify that the supplier's security features and functionality documentation links préduct ffeatures
to architecture, design, requirements, code, tests, and test results;

g) verify the supplier's claims about their software supply chain security processes;

f) verify that the supplier implements verification and validation activitiesto ensure contrdls are in
place, working as intended and that they meet the acquirer's requirements;

g) verify that chain of custody is maintained between organizations;

H) conduct code assessment and verification using a variety of\tools and techniques such|as peer
reviews, manual code inspections, static code analysis, dynamic code analysis, binary code gnalysis,
code coverage tools;

i} conduct network, container, and web application vulnérability scanning;

j] conduct malware scanning;

K) run compliance validation tools;

1) conduct stress testing;

m) examine attestations or certifications provided by suppliers:

1) regarding the suppliers/claims of conformance to security or business procedures,|product
integrity, or chain of custody;

2) awarded to the pfoduct to assess the impact of the claims toward acquirer risk, or|product
fitness to a particular purpose relative to the acquirers intended use.

IBO/IEC 27002 prodvides additional specific guidance regarding setting expectations dufing the

verification procéss.

4.4.10 Tramsition process

The purpose of the transition process is to establish a capability for a system to provide [services

specified by stakeholder requirements in the operational environment (see ISO/IEC/IEEE 15288).

cquirers should include the following as a part of the transition process to address specific information
security risks in hardware, software, and services supply chain:

a)

b)

include, in inventory management policies and processes, how to request replacements, appropriate
stocking (including spare locations and protection of spares), receipt policies (knowing to whom
the inventory should go, when it arrives, who handled it, where it is located, and if the received
inventory is reconciled with what was ordered), and inventory counting/accounting policies.

incorporate products and elements into the organization’s inventory management system;

design mechanisms to reduce the risks of unauthorized access to the products or services during
the delivery process;
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d) implement delivery processes for the intended logical and physical transfer and receipt of elements
to be done by authorized personnel;

e) establish non-destructive techniques or mechanisms to determine if there is any unauthorized
access throughout the delivery process;

f) stipulate acceptable levels of information security and quality for monitoring logical delivery
of products and services, requiring downloading from approved, verification-enhanced sites.
Consider requiring encryption of elements (software, software patches, etc.) in transit and at rest

throughout delivery;

g) estgblish a process and capability for protecting software products from malware;

h) estgblish a process and capability for verifying marks such as digital signatures and hologram tags
for ¢ritical elements;

Suppliers should include the following as a part of the transition process to address specific informatiop

securityrisks in hardware, software, and services supply chain:

i) estdblish a process and capability for protecting software products from malware;

j) consider encrypting elements (software, software patches, etc.) in transit and at rest throughoyt
deliyery;

k) doc
1) tor
diff
maf
m) dep
on g
n) estd
is cq

0) estd

tampper-evident packaging (e.g. tamper tape or seals). These should not be easy to remove an

repl
ISO/IEC

transitic

6.4.11

The pur
to provi
stakeho

hment and provide to the acquirer SBoM for all software comfiponents;

[72)

educe risks of counterfeiting and to allow verification by acquirers, use techniques such a
cult-to-forge marks (such as digital signatures and helogram tags) for critical elements, digits
kings that include software vendor’s identity, or hash'functions;

—_—

oy specific delivery processes for both online and offline software delivery. Provide information
ode signing and hash functions to the acquirer;

(i

blish the products delivery process in suich a way that the acquirer can confirm that the produc
ming from the specific supplier;

blish anti-tamper mechanisms for prevention and discovery, including tamper-resistant an

jeFgen

ace without leaving evidence of such activity.

27002 provides additional specific guidance regarding setting expectations during thie
n process.

Validation process

bose of theyalidation process in the context of hardware, software, and services supply chain i
e objective evidence that the system, when in use, fulfils its business or mission objectives an
der§’\requirements, achieving its intended use in its intended operational environment (se

D 2w

ISO/IEC

IEEE 15288).

This should include determining whether the product received is genuine, and unaltered based on the

supplier
provide

’s product description or requirements, and agreement between the acquirer and supplier to
the acquirer confidence that the product is unaltered. It should also include development of

tests that provide validation throughout the acquirer’s use of the product. Specifically, acquirers should
include the following as a part of the validation process to address specific information security risks in
hardware, software, and services supply chain:

a) veri

fy and validate that hardware, software, and services supply chain security requirements have

been addressed;

22
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b) develop processesto use, where appropriate, practices to institute original equipment manu

facturer

(OEM) product and software validation tools that are non-invasive and can detect counterfeits or

product intrusions;

c) conduct tests upon receipt, and during the acquirer’s system development and operations phases.

Attempt to detect counterfeit or product intrusions including:

1) conduct hardware and software inspections for genuine components using guidance and tools

provided by the supplier, third parties, or the acquirer (e.g. manual code inspections),

ZJ_conduct anti-malware Inspections,
3) conduct vulnerability scans;
d) use product documentation and acquirer plans to identify and test critical componénts;

g) conductcode assessment and verification using a variety of tools and techniques such as st
analysis, dynamic code analysis, binary code analysis, code coverage tools;

f) conduct stress testing;

g) execute tools to gather evidence of changes resulting from remoete maintenance activities.

4.4.12 Operation process

|

he purpose of the operation process is to use the system’to provide its products or serv
50/1EC/IEEE 15288).

[l

cquirers and suppliers should include the following as a part of operation process to address
ardware, software, and services supply chain-risks:

o uille Y

job)

include applicable system integration and custom code extension activities as part of the
and maintenance efforts in system opérational requirements;

low

) perform all applicable informatien security activities and implement applicable infd
security requirements in operations.

Suppliers should include the following as a part of operation process to address specific h3
spftware, and services supply-chain-risks:

d ship elements “segured by default” at a level appropriate to acquirer’s requirements.

]

50/IEC 27002 provides additional specific guidance regarding setting expectations du
peration procéss:

(an)

4.4.13 Maintenance process

The purpose of the maintenance process in the context of hardware, software, and service
dhain'is to sustain the capability of the system and its hardware, software, and services compdg

htic code

ces (see

specific

upgrade

rmation

rdware,

[ing the

5 supply
nents to

provide a productorservice white appropriatety mamaging acquirer's hardware, software, amd
supply chain-related information security risk (see ISO/IEC/IEEE 15288). Acquirers and s
should include the following as a part of maintenance process to address specific information
risks in hardware, software, and services supply chain:

services
uppliers
security

a) use procurement clauses to reduce hardware, software, and services supply chain risk in formal

service and maintenance agreements with suppliers;

b) when acquiring OEM elements, including refurbished elements, establish a contractual relationship
with the original manufacturer or originator that provides vetted, competent support where

possible;
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f)

g)

h)

j)
k)

D)

m)

n)

ISO/IEC| 27002 provides additional specific guidance regarding setting expectations during the
Maintenfance process.

6.4.14 Pisposal process

The purjpose of thesdisposal process in the hardware, software, and services supply chain is to end
the exisfence of hardware, software, and services supply chain elements for a specified intended us¢
approprijately-handle replaced or retired elements, and to properly attend to identified critical dispos3
needs (4.g./per an agreement, organizational policy, or environmental, legal, safety, security aspects).
See ISOAIEC/IEEE 15288 for further information.

consider advance purchase and inventory of spare parts while they are widely available and
verifiable, and can be installed by trained and knowledgeable authorized service personnel;

consider the risks that trained and knowledgeable authorized service personnel are not available,
especially late in the element’s life;

consider hardware, software, and services supply chain risks when acquiring replacement
components or field additions/modifications/upgrades, particularly if they do not go through
traditional acquisition processes that examine supply chain risks;

o

prefer formalized service/maintenance agreement(s) where possibIe €.g. USe speciiied or qualilie
spare parts suppliers, provide a complete record of changes performed during maintenance(e/§
audjt trail or change log), review changes made during maintenance;

CA ]

estgblish and implement agreements for competent and suitable support including-refurbished
andjor salvaged elements; consider requiring the original manufacturer to certify the’equipmer
as spitable;

(s

iderjtify methods of verifying that service personnel are authenticated and authorized to perforr
the fervice work needed at the time, as well as visitor management protocols.for and monitoring d
seryice personnel when undertaking maintenance on-site (e.g. visitor escorts);

— =

o

develop and implement an approach for handling and processing reported hardware, software, an
seryices supply chain anomalies while in operation; establish a2 method for submitting a servid
reqyiest and securely sharing log and error information with stappliers;

D

morjitor the supplier’s business health, including whether they are a candidate for merger angd
acqrisition or in financial difficulties;

implement and enforce policies on software updates.and patch management;

-

estgblish an adequate supply of trusted spare aiid maintenance parts for well beyond the life spa
of the element;

pregerve documentation for any in-service element that is no longer supported by the supplier;

estgblish processes for purchasing of faulty elements that cannot be securely erased that would
othg¢rwise go back to the suppliefi\(e.g. a faulty hard drive) to securely physically destroy.

-

—_—

Disposal can happen at any point in the system or element life cycle and includes both electronic and
non-electronic media. Acquirers and suppliers should include the following as a part of the disposal
process to address information security risks in hardware, software, and services supply chain,
specifically the risk of counterfeit products contaminating the supply chain:

a)

b)

24

preserve a chain of custody for elements to be disposed to reduce risks of compromise, for example,
of personally identifiable data or intellectual property;

encourage the selection of elements that can be disposed of in a way that does not expose protected
information, for example, elements that permit offloading of data prior to disposal or elements that
are easy to wipe clean prior to disposal;
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c) prohibit transmission or distribution of acquirer’s sensitive data or sensitive elements to
unauthorized or unspecified parties during disposal activities;

d) when required for forensic investigation or for later comparison for detection of counterfeits, store
elements for disposal to a dedicated repository and maintain the chain of custody;

e) implement procedures for the secure and permanent destruction of elements, such as using
certified destruction providers and receiving a certificate of destruction after the acquirer’s
information has been securely disposed;

f—_engage trustworthy, trained disposal Service personnel and set expectations for the prqcedures
that conform to the disposal policy; verify through assessments that the procedures dfe being
followed.

et

b0/IEC 27002 provides additional specific guidance regarding setting expectations-during the disposal
drocess.

© ISO/IEC 2023 - All rights reserved 25


https://standardsiso.com/api/?name=c57e98d3eae316c975bcb737ef293ad1

ISO/IEC 27036-3:2023(E)

Annex A
(informative)

Correspondence between the controls in ISO/IEC 27002 and this

document
Table AJ]1 shows the correspondence between the controls contained in ISO/IEC 27002 and )this
documept.

Table A.1 — Correspondence between controls in ISO/IEC 27002 and this document
ISO/IEC Subclause -
27002:2022 . number ‘1/ .
Subcla‘:re ISO/IEC 27002:2022 controls from this |1S9/1EC 27036-%2/@,(: ause heading
numbe document A\\

51 Policies for information security 6.1 Agreement’processes
Information security roles and respon-
5.2 sibilities 6.1 Agreement processes
521 Managing information security in the
' ICT supply chain 6.1 Agreement processes
536 Compliance with policies and stand-
' ards for information security 6.1 Agreement processes
Monitoring, review and change man-
5.22 agement of supplier services 61 Agreement processes
521 Managing information security in the
' ICT supply chain 6.1.1 Acquisition process
521 Managing information securitj~in the
' ICT supply chain 6.1.2 Supply process
53 Information security in project man- Organizational project-enabling process-
' agement 6.2 es
53 Information security/in project man-
' agement 6.2.1 Life cycle model management process
59 Inventory ofinrformation and other
' associated.assets 6.2.2 Infrastructure management process
5.15 Access'control 6.2.2 Infrastructure management process
8.24 Useof cryptography 6.2.2 Infrastructure management process
7.4 Physical security monitoring 6.2.2 Infrastructure management process
8.6 Capacity management 6.2.2 Infrastructure management process
8.21 Security of network services 6.2.2 Infrastructure management process
8.9 Configuration management 6.2.2 Infrastructure management process
524 Information security incident manage-
' ment planning and preparation 6.2.2 Infrastructure management process
529 Information security during disrup-
' tion 6.2.2 Infrastructure management process
58 Information security in project man-
' agement 6.2.3 Portfolio management process
6.1 Screening 6.2.4 Human resource management process
Secure system architecture and engi-
8.27 : o .
neering principles 6.2.5 Quality management process
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Table A.1 (continued)
ISO/IEC Subclause
guopzzzz ISO/IEC 27002:2022 controls number_ ISO/IEC 27036-2 subclause heading
subclause from this
number document
8.25 Secure development life cycle 6.2.5 Quality management process
5.6 Contact with special interest groups |6.2.6 Knowledge management process
6.3 Information security awareness, edu-
: LatiUll, aud tl dillills U.Z.U I{llUVV}CdSC ulauascuu-:ut PIruLtcss
L 6 Confidentiality or non-disclosure
- agreements 6.2.6 Knowledge management progess
! Information security in project man-
b.8 .
agement 6.3 Technical managemént processeq
! Information security in project man-
b.8 . .
agement 6.3.1 Project planning‘process
) Information security in project man-
8 agement 6.3.2 Project.asSessment and control pfocess
! Information security in project man-
.8 ~
agement 6.3.3 Decision management process
/A Not addressed in ISO/IEC 27002. See
ISO/IEC 27005 6.3.4 Risk management process
$.32 Change management 6.3.5 Configuration management procgss
$.9 Configuration management 6.5 Configuration management procgss
b.12 Classification of information 6.3.6 Information management procesg
b.15 Access control 6.3.6 Information management procesg
$.24 Use of cryptography 6.3.6 Information management procesg
$.13 Information backup 6.3.6 Information management process
b.14 Information transfer 6.3.6 Information management process
! Confidentiality and ndn-disclosure
b.6 .
agreements 6.3.6 Information management process
N/A ISO/IEC 27004 6.3.7 Measurement process
$.25 Secure development life cycle 6.3.8 Quality assurance process
i% Technological controls 6.4 Technical processes
b.1 Policiesfor information security 6.4.1 Business or mission analysis progess
b.4 Management responsibilities 6.4.1 Business or mission analysis progess
b.12 Classification of information 6.4.1 Business or mission analysis progess
Stakeholder needs and requiremgnts
$.26 Application security requirements 6.4.2 definition process
13.26 Application security requirements 6.4.3 System requirements definition grocess
$.25 Secure development life cycle 6.4.4 Architectural design process
Secure system architecture and engi-
8.27 neering principles 6.4.4 Architectural design process
Secure system architecture and engi-
8.27 neering principles 6.4.5 Design definition process
Secure system architecture and engi-
8.27 neering principles 6.4.6 System analysis process
8.28 Secure coding 6.4.7 Implementation process
8.31 Separation of development, test and
’ production environments 6.4.7 Implementation process
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