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Foreword

ISO (the

International Organization for Standardization) and IEC (the International Electrotechnical

Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees

establishe

h_\,/ the respective nrgani7afinn to deal with particular fields of technical Qr‘fi\/ih/ 1ISQ _and IEC

technical gommittees collaborate in fields of mutual interest. Other international organizations, governmental

and non-g

technology, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

International Standards are drafted in accordance with the rules given in the ISO/IEC Directives,Part 2.

The main
Standardg

an Interngtional Standard requires approval by at least 75 % of the national bodies gasting a vote.

overnmental, in liaison with ISO and IEC, also take part in the work. In the field of infermation

task of the joint technical committee is to prepare International Standards.,Draft Internatiofal
adopted by the joint technical committee are circulated to national bodies fér yoting. Publication jas

Attention s drawn to the possibility that some of the elements of this document'may be the subject of patent

rights. 1SC

and IEC shall not be held responsible for identifying any or all such_patent rights.

ISO/IEC 27006 was prepared by Joint Technical Committee ISO/NEC JTC 1, Information technology,

Subcomm|

This seco
revised.

ittee SC 27, IT Security techniques.

nd edition cancels and replaces the first edition (ISO/MHEC 27006:2007), which has been technicglly
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Introduction

ISO/IEC 17021 sets out criteria for bodies operating audit and certification of organizations' management
systems. If such bodies are to be accredited as complying with ISO/IEC 17021 with the objective of auditing
and certifying information security management systems (ISMS) in accordance with ISO/IEC 27001:2005,

SOWWMW%W%&QJMS&&MM by this
Infernational Standard.

THe text in this International Standard follows the structure of ISO/IEC 17021, and the additional’ ISMS-specific
requirements and guidance on the application of ISO/IEC 17021 for ISMS certification-ate identifled by the
letters “IS”.

THe term “shall” is used throughout this International Standard to indicate those™provisions which| reflecting
the requirements of ISO/IEC 17021 and ISO/IEC 27001, are mandatory. The térm“should” is used [o indicate
regommendation.

One aim of this International Standard is to enable accreditation bodies-to more effectively harmgnize their
application of the standards against which they are bound to assess certification bodies.

NOTE Throughout this International Standard, the terms “management/system” and “system” are used interghangeably.
The definition of a management system can be found in ISO 9000:2005. The management system as used in this
International Standard is not to be confused with other types of system, such as IT systems.

© ISO/IEC 2011 — All rights reserved Vv
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INTERNATIONAL STANDARD ISO/IEC 27006:2011(E)

Information technology — Security techniques — Requirements
for bodies providing audit and certification of information
security management systems

1| Scope

THis International Standard specifies requirements and provides guidance for bodies’ providing |audit and
certification of an information security management system (ISMS), in addition to_the-requirements|contained
within ISO/IEC 17021 and ISO/IEC 27001. It is primarily intended to support thé_dccreditation of cprtification
badies providing ISMS certification.

THe requirements contained in this International Standard need to be demonstrated in terms of cgmpetence
and reliability by any body providing ISMS certification, and the guidance contained in this Infernational
Standard provides additional interpretation of these requirements fgr any body providing ISMS certification.

NQTE This International Standard can be used as a criteria doeument for accreditation, peer assessmént or other
aufit processes.

2| Normative references
THe following referenced documents are indispensable for the application of this document. For dated
references, only the edition cited appliesi-For undated references, the latest edition of the referenced
dgcument (including any amendments) applies.

ISP/IEC 17021:2011, Conformity asseéssment — Requirements for bodies providing audit and cerfffication of
management systems

ISP/IEC 27001:2005, Information technology — Security techniques — Information security mgnagement
sygtems — Requirements

ISP 19011, Guidelines for auditing management systems

3| Terms.and definitions

Fqr the\purposes of this document, the terms and definitions given in ISO/IEC 17021, ISO/IEC 2701)1 and the

foIJ_nwing apply

3.1

certificate

certificate issued by a certification body in accordance with the conditions of its accreditation and bearing an
accreditation symbol or statement

3.2

certification body

third party that assesses and certifies the ISMS of a client organization with respect to published ISMS
standards, and any supplementary documentation required under the system

© ISO/IEC 2011 — All rights reserved 1


https://standardsiso.com/api/?name=0156027482840f50826cdd4e8797994a

ISO/IEC 27006:2011(E)

3.3

certification document
document indicating that a client organization's ISMS conforms to specified ISMS standards and any
supplementary documentation required under the system

3.4
mark

legally registered trade mark or otherwise protected symbol which is issued under the rules of an accreditation
body or of a certification body, indicating that adequate confidence in the systems operated by a body has
been demonstrated or that relevant products or individuals conform to the requirements of a specified

standard

3.5

organizatjon
company,| corporation, firm, enterprise, authority or institution, or part or combination theréof,” whetH

incorpora
informatio

4 Prin

The princi

5 Gen

51 Leg

h security is exercised

Ciples

bles from ISO/IEC 17021:2011, Clause 4 apply.

bral requirements

al and contractual matter

The requifements from ISO/IEC 17021:2011, Clause 5.1 apply.

5.2 Ma

The requ
requireme

521 IS

Certificatic
a potentia

a) certifi
intern

b) arran

nagement of impartiality

rements from ISO/IEC 17021:2011,(Clause 5.2 apply. In addition, the following ISMS-spec
nts and guidance apply.

5.2 Conflicts of interest

n bodies can carry outthe following duties without them being considered as consultancy or havi
conflict of interest;

al ISMS auditing or internal security reviews) and follow up of non-conformities;

jing and-participating as a lecturer in training courses, provided that, where these courses relate

er

d or not, public or private, that has its own functions and administration and is ablete’ensure that

=h

c

ng

Cation, including, information meetings, planning meetings, examination of documents, auditing (pot

to
all

informatian\security management, related management systems or auditing, certification bodies sh

confir

public

eCthemselves to the provision of generic information and advice which is freely available in

c) below;

c) making available or publishing on request information describing the certification body’s interpretation of
the requirements of the certification audit standards (see 9.1.1.1);

d) activities prior to audit, solely aimed at determining readiness for certification audit; however, such
activities shall not result in the provision of recommendations or advice that would contravene this clause
and the certification body shall be able to confirm that such activities do not contravene these
requirements and that they are not used to justify a reduction in the eventual certification audit duration;

© ISO/IEC 2011 — All rights reserved
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performing second and third party audits according to standards or regulations other than th
part of the scope of accreditation;

ose being

adding value during certification audits and surveillance visits, e.g., by identifying opportunities for
improvement, as they become evident during the audit, without recommending specific solutions.

The certification body shall be independent from the body or bodies (including any individuals) which provide
the internal ISMS audit of the client organization’s ISMS subject to certification.

5.3 Liability and financing

TH

TH

TH

TH
re

7.

TH

manage those individuals whose skills and collective competence is appropriate to the activities to

an

7.

Th
to

TH

.1 Organizational structure and top management

.2 Committee for safeguarding impartiality

.1 Competence of management and personnel

e requirements from ISO/IEC 17021:2011, Clause 5.3 apply.

Structural requirements

e requirements from ISO/IEC 17021:2011, Clause 6.1 apply.

e requirements from ISO/IEC 17021:2011, Clause 6.2 apply.

Resource requirements

e requirements from ISO/IEC 17021:2019, Clause 7.1 apply. In addition, the following ISM
huirements and guidance apply.

.1 IS 7.1.1 General considerations
e essential elements of competence required to perform ISMS certification are to select, pr|

d the related information security issues.

.11 Competence analysis and contract review

e certification body shall ensure that it has knowledge of the technological and legal developmen
the ISMS of the client organization, which it assesses.

S-specific

pvide and
pe audited

s relevant

nformation

se
op

e-certification body shall have an effective system for the analysis of the competencies in i
: hich | | i it Lt ical /

erates.

n which it

For each client, the certification body shall be able to demonstrate that it has performed a competence
analysis (assessment of skills in response to evaluated needs) of the requirements of each relevant sector
prior to undertaking the contract review. The certification body shall then review the contract with the client
organization, based on the results of this competence analysis. In particular, the certification body shall be
able to demonstrate that it has the competence to complete the following activities:

a)

understand the areas of activity of the client organization and the associated business risks;

© ISO/IEC 2011 — All rights reserved
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b) define the competencies needed in the certification body to certify in relation to the identified activities,
and information security related threats to assets, vulnerabilities and impacts on the client organization;

c) confirl

71.1.2

m the availability of the required competencies.

Resources

The management of the certification body shall have the necessary processes and resources to enable it to
determine whether or not individual auditors are competent for the tasks they are required to perform within
the scope of certification in which they are operating. The competence of auditors may be established by

verified bdlCKgl’OUﬂd experience and specific training or briefing (see also Annex B). The certification bd

shall be a

71.2 IS

Additional
ISO/IEC 1

ble to communicate effectively with all those clients it provides services to.

7.1.2 Determination of Competence Criteria

information on knowledge and skills is provided in Annex B to support the competence criteria
7021.

7.2 Pensonnel involved in the certification activities

The requ
requireme

721 IS
Certificatid
a) selec
b) brief |

c) decid

rements from ISO/IEC 17021:2011, Clause 7.2 apply. In addition, ‘the following ISMS-spec
nts and guidance apply.

7.2 Competence of certification body personnel

n bodies shall have personnel competent to

and verify the competence of ISMS auditors for audit teams appropriate for the audit;
ISMS auditors and arrange any necessary training;

b on the granting, maintaining, withdrawing, suspending, extending, or reducing of certifications;

d) setup and operate an appeals and complaints process.

7211

The certifi
a) knowl
b) under

c) under

Training of audit teams

cation body shall haye.criteria for the training of audit teams that ensures
bdge of the ISMS, Standard and other relevant normative documents;
standing of information security;

standing of risk assessment and risk management from the business perspective;

calknowledge of the activity to be audited:;

dy

of

=h

Cc

d) techni

e) general knowledge of regulatory requirements relevant to ISMSs;

f) knowledge of management systems;

g) understanding of the principles of auditing based on ISO 19011;

h) knowledge of ISMS effectiveness review and measurement of control effectiveness.

These training requirements apply to all members of the audit team, with the exception of d), which can be
shared among members of the audit team.

© ISO/IEC 2011 — All rights reserved
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body shall ensure that the skills brought to each assignment are appropriate. The team shall

a)

b)

c)

7.
sp
ex
in

pr

a)

b)

7.5
TH

de
IS

7.
ay

7.1

have appropriate technical knowledge of the specific activities within the scope of the ISMS

When selecting the audit team to be appointed for a specific certification audit the certification

for which

certification is sought and, where relevant, with associated procedures and their potential information

security risks (technical experts who are not auditors may fulfil this function);

have a sufficient degree of understanding of the client organization to conduct a reliable certification audit

of its ISMS in managing the information security aspects of its activities, products and services;

ISMS.

P.1.1.2 When required, the audit team may be complemented by technical experts who .can deg
ecific competence in a field of technology appropriate to the audit. Note should bé taken tha
perts cannot be used in place of ISMS auditors but could advise auditors on mattets-ef technical

bcedure for

experience;

initially assessing the conduct of auditors and technical ,experts during certification a
subsequently monitoring the performance of auditors and te€hnical experts.

P.1.2 Management of the decision taking process
e management function shall have the technical cempetence and ability in place to manage the

cision-making regarding the granting, maintaining, extending, reducing, suspending and withg
MS certification to the requirements of ISO/IEC27001.

ditors conducting ISMS audits

p.1.3.1  The following criteriatshall be applied for each auditor in the ISMS audit team. The audit
have an education at secondary level;

have at least fourCyears full time practical workplace experience in information technology, o
least two years@fre in a role or function relating to information security;

have successfully completed five days of training, the scope of which covers ISMS audits
management shall be considered appropriate;

have™~gained experience in the entire process of assessing information security prior to

responsibility for performing as an auditor. This experience should have been gained by partici

—have—appropriate—understanding—of-the—regutatoryrequirements—appticabte—to—the—ctent-organization’s

monstrate
technical
adequacy

the context of the management system being subjected to audit. The certification body shall have a

selecting auditors and technical experts on the basis of their compétence, training, qualifications and

udits and

process of
rawing of

2.1.3  Pre-requisite levels of education, work experience, auditor training and audit experience for

br shall

f which at

and audit

assuming
pation in a

H £ L R o i alid £, batal £ | 2. 00 ol H | N H H £ ol
mrmmTmurTT UT TUUT UCTUNLativiT aUUlts TUT a tuldl UT at i©asl 2U Udyo, TTTUTUuUnTy TTVITW UT UUCUTTITI

risk analysis, implementation assessment and audit reporting;

have experience which is reasonably current;

tation and

be able to put complex operations in a broad perspective and to understand the role of individual units in

larger client organizations;

keep their knowledge and skills in information security and auditing up to date through
professional development.

Technical experts shall comply with criteria a), b), e) and f).

©lI
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7.21.3.2

In addition to the requirements in 7.2.1.3.1, audit team leaders shall fulfil the followi

requirements, which shall be demonstrated in audits under guidance and supervision:

a) have
b) have

c) have

knowledge and skills to manage the certification audit process;
been an auditor in at least three complete ISMS audits;

demonstrated the capability to communicate effectively, both orally and in writing.

7.3 Use of individual external auditors and external technical experts

The requ

ng

rements from ISO/IEC 17021:2011, Clause 7.3 apply. In addition, the following ISMS-spec

requirements and guidance applies.

731 IS

7.3 Using external auditors or external technical experts as part of the audit team

When using individual external auditors or external technical experts as part of the audit team; the certificati

body shal
are not in

ensure that they are competent and comply with the applicable provisions,of _this publication a
olved, either directly or through its employer with the design, implementation.6r maintenance of

ISMS or r¢lated management system(s) in such a way that impartiality could be compromised.

7.3.11

Technical
legislation

Use of technical experts

experts with specific knowledge regarding the process,and information security issues 4
affecting the client organization, but who do not satisfy all of the criteria in 7.2, may be part of {

audit tean). Technical experts shall work under the supervision of athyauditor.

7.4 Pensonnel records

The requifements from ISO/IEC 17021:2011, Clause 7.4-apply.

7.5 Outsourcing

The requifements from ISO/IEC 17021:2011-Clause 7.5 apply.

8 Information requirements

8.1 Publicly accessibleinformation

The requ

rements from ISO/IEC 17021:2011, Clause 8.1 apply. In addition, the following ISMS-spec

requirements and guidance apply.

8.1.1 IS
certificati

8,1 Procedures for granting, maintaining, extending, reducing, suspending and withdrawin

=h

c

on
nd
an

nd
he

=h

c

on

The certification body shall require the client organization to have a documented and implemented ISMS

which con

The certifi

forms to ISO/IEC 27001 and other documents required for certification.

cation body shall have documented procedures for

a) the initial certification audit of a client organization's ISMS, in accordance with the provisions of
ISO/IEC 17021 and other relevant documents;

b) surveillance and recertification audits of a client organization's ISMS in accordance with ISO/IEC 17021
on a periodic basis for continuing conformity with relevant requirements and for verifying and recording
that a client organization takes corrective action on a timely basis to correct all nonconformities.

© ISO/IEC 2011 — All rights reserved
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8.2 Certification documents

The requirements from ISO/IEC 17021:2011, Clause 8.2 apply. In addition, the following ISMS-specific
requirements and guidance apply.

8.2.1 IS 8.2 ISMS Certification documents

The certification body shall provide to each of its client organizations whose ISMS is certified, certification
documents such as a letter or a certificate signed by an officer who has been assigned such responsibility. For
the client organization and each of its information systems covered by the certification, these documents shall
idgntify the scope of the certification granted and the ISMS standard ISO/IEC 27001 to which ,the ISMS is
certified. In addition, the certificate shall include a reference to the specific version of therStdtement of
Applicability.

NQTE A change to the Statement of Applicability which does not change the coverage of the\controls of the scope of
ceftification need not require an update of the certificate.

8.8 Directory of certified clients

THe requirements from ISO/IEC 17021:2011, Clause 8.3 apply.

8.4 Reference to certification and use of marks

THe requirements from ISO/IEC 17021:2011, Clause 8.4 -apply. In addition, the following ISMS-specific
requirements and guidance applies.

8.4.1 IS 8.4 Control of certification marks

THe certification body shall exercise proper contrel over ownership, use and display of its ISMS cgrtification
rks. If the certification body confers the-right to use a mark to indicate certification of an |SMS, the
ification body shall ensure that the client‘erganization uses the specified mark only as authorised in writing
by| the certification body. The certificatian,"body shall not entitle the client organization to use this nark on a
product, or in a way that may be interpreted as denoting product conformity.

Confidentiality

THe requirements from~ASO/IEC 17021:2011, Clause 8.5 apply. In addition, the following 1SMS-specific
requirements and guidance applies.

.1 IS 8.5 Access to organizational records

Begfore the<certification audit, the certification body shall ask the client organization to report if pny ISMS
regords_cannot be made available for review by the audit team because they contain confidential of sensitive
information. The certification body shall determine whether the ISMS can be adequately audifed in the
absence of these records. If the certification body concludes that it is not possible to adequately audit the
ISMS Without reviewing the identiiied confidential or sensitive records, It shall advise the client organization
that the certification audit cannot take place until appropriate access arrangements are granted.

8.6 Information exchange between a certification body and its clients

The requirements from ISO/IEC 17021:2011, Clause 8.6 apply.

© ISO/IEC 2011 — All rights reserved 7
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9 Process requirements

9.1 General requirements

The requirements from ISO/IEC 17021:2011, Clause 9.1 apply. In addition, the following ISMS-specific
requirements and guidance apply.

9.1.1 IS 9.1.1 General ISMS audit requirements

9.1.1.1 rCertificatiomauditTriteria

The criterja against which the ISMS of a client are audited shall be those outlined in the ISMS.-standgrd
ISO/IEC 27001 and other documents required for certification relevant to the function performed. If pn
explanatidn is required as to the application of these documents to a specific certification programme, then
such an pxplanation shall be given by a relevant and impartial committee or persons/possessing the
necessary technical competence and published by the certification body.

=

9.1.1.2 [Policies and procedures

The documentation of the certification body shall include the policy and proecedures for implementing Ige
certificatign process, including checks of the use and application of documents. used in certification of ISMSs
and the prjocedures for auditing and certifying the client organization’s ISMS.

9.1.1.3 Audit team

The audit feam shall be formally appointed and provided with the>appropriate working documents. The plan for
and the date of the audit shall be agreed to with the client organization. The mandate given to the audit team
shall be ¢learly defined and made known to the client.organization, and shall require the audit team|to
examine the structure, policies and procedures of the ¢lient organization, and confirm that these meet all the
requirements relevant to the scope of certification and that the procedures are implemented and are such fas
to give confidence in the ISMS of the client organization.

9.1.2 1S9.1.2 Scope of certification

The audit] team shall audit the ISMSZof ‘the client organization covered by the defined scope against [all
applicablg certification requirements: ‘The certification body shall ensure that the scope and boundaries of me
ISMS of the client organization-are clearly defined in terms of the characteristics of the business, the
organizatipn, its location, assets-and technology. The certification body shall confirm, in the scope of their
ISMS, tha client organizations.address the requirements stated in Clause 1.2 of ISO/IEC 27001:2005.

Certification bodies shall~ensure that the client organization’s information security risk assessment and r|sk
treatment |properly reflects its activities and extends to the boundaries of its activities as defined in the ISMS
standard [SO/IEC27001. Certification bodies shall confirm that this is reflected in the client organization’s
scope of their ISMS and Statement of Applicability.

Certification-badies shall ensure that interfaces with services or activities that are not completely within the
scope of the ISMS are addressed within the ISMS subject to certification and are included in the client
organization's information security risk assessment. An example of such a situation is the sharing of facilities
(e.g. IT systems, databases and telecommunication systems) with other organizations.

9.1.3 IS 9.1.3 Audit time

Certification bodies shall allow auditors sufficient time to undertake all activities relating to an initial audit,
surveillance audit or recertification audit. The time allocated shall consider the following on factors:

a) the size of the ISMS scope (e.g. number of information systems used, number of employees);
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complexity of the ISMS (e.g. criticality of information systems, risk situation of the ISMS),
Annex A;

the type(s) of business performed within scope of the ISMS;

extent and diversity of technology utilized in the implementation of the various components of

see also

the ISMS

(such as the implemented controls, documentation and/or process control, corrective/preventive action,

etc);

number of sites;

A

amount of time used in any initial audit, surveillance audits and recertification audit.

9.
9.
de
cri
cel

a)

b)
c)

9.
en

previously demonstrated performance of the ISMS;
extent of outsourcing and third party arrangements used within the scope of the ISMS;

the standards and regulations which apply to the certification.

nex C provides guidance on audit time. The certification body shall be prepared tosubstantiate or

.4 IS 9.1.4 Multiple sites

.4.1 Multiple site sampling decisions in the area of ISMS certification are more complex than
cisions are for quality management systems. Where a client organization has a number of sites n
teria from a) to c) below, certification bodies may consider using a sample-based approach to m
rtification audit:

all sites are operating under the same ISMS, which,is*centrally administered and audited and
central management review;

all sites are included within the client organization’s internal ISMS audit programme;
all sites are included within the client organisation’s ISMS management review programme.

.4.2 The certification body wishing:to use a sample-based approach shall have procedures i
sure the following.

The initial contract review identifies, to the greatest extent possible, the difference between sites
an adequate level of sampling is determined.

A representative number of sites have been sampled by the certification body, taking into accou
1) the results of internal audits of head office and the sites,
2) the-results of management review,

3), wvariations in the size of the sites,

justify the

the same
eeting the
ultiple-site

subject to

N place to

such that

4) variations in the business purpose of the sites,

©lI

5) complexity of the ISMS,
6) complexity of the information systems at the different sites,
7) variations in working practices,

8) variations in activities undertaken,

9) potential interaction with critical information systems or information systems processing sensitive

information,

10) any differing legal requirements.
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c)

d)

f)

A representative sample is selected from all sites within the scope of the client organization’s ISMS; this
selection shall be based upon judgmental choice to reflect the factors presented in item b) above as well
as a random element.

Every site included in the ISMS which is subject to significant risks is audited by the certification body
prior to certification.

The audit programme has been designed in the light of the above requirements and covers
representative samples of the scope of the ISMS certification within the three years period.

In the case of a nonconformity being observed, either at the head office or at a single site, the corrective
action procedure applies to the head office and all sites covered by the certificate.

The audit|described in IS 9.1.5 below shall address the client organization's head office activitiesto-ensure
that a single ISMS applies to all sites and delivers central management at the operational level. Theyaudit sHall

address all the issues outlined above.

9.1.5 1S[9.1.5 Audit Methodology

The certification body shall have procedures, which require the client organization-to\be able to demonstrate
that the internal ISMS audits are scheduled, and the programme and procedures-are operational and can pe

shown to be operational.

The certification body’s procedures shall not presuppose a particular manner of implementation of an ISMS|or
a particulgr format for documentation and records. Certification procedures shall focus on establishing thaf a
client organization’s ISMS meets the requirements of ISO/IEC 27004 and the policies and objectives of the

client orggnization.

The audit|plan shall identify the network-assisted auditing te€hniques that will be utilized during the audit, fas

appropriate.

NOTE Network assisted auditing techniques may include, for example, teleconferencing, web meeting, interactjve
web-based|communications and remote electronic access:to the ISMS documentation and/or ISMS processes. The fogus
of such techniques should be to enhance audit effectiveness and efficiency, and should support the integrity of the aydit

process.

9.1.6 1S9.1.6 Certification Audit Report

9.1.6.1 Tlhe certification body's reporting procedures shall ensure that

a)

b)

=)

a meeting takes place between the audit team and the client organization's management prior to leavi
the cljent organization'spremises at which the audit team provides

g

1) g written oryoral indication regarding the conformity of the client organization's ISMS with the
darticular, Certification requirements,

2) gn opportunity for the client organization to ask questions about the findings and their basis;

the audii tUdIII plUVidCb t; I L;UIAL;II;bdt;UII bUUIy VVitil dall auu'it ICIJUI-Il. Uf Iib ﬂlld;l IYs do tU ti 1< bUIIIIUIIII;ty Uf the
client organization's ISMS with all of the certification requirements.

9.1.6.2 The audit report shall provide the following information or a reference to it:

a)

10

an account of the audit including a summary of the document review;
an account of the certification audit of the client organization's information security risk analysis;

total audit time used and detailed specification of time spent on document review, assessment of risk
analysis, on-site audit, and audit reporting;

audit enquiries which have been followed, rationale for their selection, and the methodology employed.
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9.1.6.3 The audit report shall be of sufficient detail to facilitate and support the certification decision. It shall

co

ntain

areas covered by the audit (e.g. the certification requirements and the sites that were audited)
significant audit trails followed and audit methodologies utilized (see IS 9.1.5);

, including

observations made, both positive (e.g. noteworthy features) and negative (e.g. potential nonconformities);

details of any nonconformities identified, supported by objective evidence and a reference of these
nonconformities to the requirements of ISO/IEC 27001 or other documents required for certification;

Cq
ad
eV
be

TH
or

TH
re

TH
Cl
Su

TH

comments on the conformity of the client organization's ISMS with the certification requiremjnts with a

clear statement of nonconformity, a reference to the version of the Statement of Applicability,
applicable, any useful comparison with the results of previous certification audits of the client or

mpleted questionnaires, checklists, observations, logs, or auditor notes might forman integral

nd, where
panization.

part of the

dit report. If these methods are used, these documents shall be submitted to the certification body as

dence to support the certification decision. Information about the samples eyvaluated during the
included in the audit report, or in other certification documentation.

e report shall consider the adequacy of the internal organization and)procedures adopted by
hanization to give confidence in the ISMS.

addition to the requirements for reporting in ISO/IEC 17021:2011,Clause 9.1.10, the report shall
the degree of reliance that can be placed on the internal ISMS audits and management reviews

a summary of the most important observations, pesitive as well as negative, regarding the implg
and effectiveness of the ISMS;

the audit team’s recommendation as to whether the client organization’s ISMS should be certif
with information to substantiate this recommendation.

.2 Initial audit and certification

e requirements from ISO/IEC¥17021:2011, Clause 9.2 apply. In addition, the following ISM
huirements and guidance apply.

2.1 1S 9.2.1 Audit team competence

e following requirements apply to certification assessment, in addition to the requirements that a
puse 7.2. For/~surveillance activities only those requirements which are relevant to the
rveillance-activity apply.

e following requirements apply to the audit team as a whole.

hudit shall

the client

over

mentation

ed or not,

S-specific

e listed in
5cheduled

a)

In - each of the followina areas-at least one-audit team- - member shall eol’iefy the certification-bao

for taking responsibilit;within the team:

1) managing the team,

2) management systems and process applicable to ISMS,

3) knowledge of the legislative and regulatory requirements in the particular information securi

4) identifying information security related threats and incident trends,
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10) lJnowIedge about tangible and intangible information assets and impact analysis,
11) Knowledge of the current technology where security might be relevant or an issue,
12) knowledge of risk management processes and methods.

b) The 3audit team shall be competent to trace indications of security incidents in the_client organization
ISMS|back to the appropriate elements of the ISMS.

identifying the vulnerabilities of the client organization and understanding the likelihood of their
exploitation, their impact and their mitigation and control,

knowledge of ISMS controls and their implementation,
knowledge of ISMS effectiveness review and measurement of controls,
related and/or relevant ISMS standards, industry best practices, security policies and procedures,

knowledge of incident handling methods and business continuity,

S

c) The dudit team shall have appropriate work experience and practical application of the items above (this
does jnot mean that an auditor needs a complete range of experience of all areas of information security,
but the audit team as whole shall have enough appreciation and experience to cover the ISMS scope

being|audited).

An audit t¢am may consist of one person provided that the person meets all the criteria set out in a) above.

9.21.1

IS 9.2.1.1 Demonstration of auditor competence

Auditors shall be able to demonstrate their knowledge andexperience, as outlined above, for example through

a) recoghised ISMS-specific qualifications;
b) registration as auditor;
c) apprdved ISMS training courses;

d) up todate continuous professional development records;

e) practical demonstration_thtough witnessing auditors going though the ISMS audit process on real clignt

systemns.

9.2.2

1S 9.2.2 General preparations for the initial audit

The certifjcation>body shall require that a client organization makes all necessary arrangements for the
conduct of the cer’uflcatlon audlt including provision for examlnlng documentatlon and the access to aII aregs,

records (i

personnel for the purposes of certification audit, recert|f|cat|on audit and resolution of complaints.

At least the following information shall be provided by the client prior to the onsite certification audit:

a) general information concerning the ISMS and the activities it covers;

b) a copy of the ISMS documentation required in ISO/IEC 27001:2005, Clause 4.3.1 and, where required,
associated documentation.

12
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9.2.3 1S 9.2.3 Initial certification audit

9.2.31 1S 9.2.3.1 Stage 1 audit

In this stage of the audit, the certification body shall obtain documentation on the design of the ISMS covering
the documentation required in Clause 4.3.1 of ISO/IEC 27001.

The objective of the stage 1 audit is to provide a focus for planning the stage 2 audit by gaining an
understanding of the ISMS in the context of the client organization's ISMS policy and objectives, and, in
particular, of the client organization's state of preparedness for the audit.

THe stage 1 audit shall include, but should not be restricted to, the document review. The certificJation body
shill agree with the client organization when and where the document review is conducted. In‘every case, the
dgcument review shall be completed prior to the commencement of the stage 2 audit.

THe results of the stage 1 audit shall be documented in a written report. The certification-body shall review the
stage 1 audit report before deciding on proceeding with the stage 2 audit and for selecting the stage 2 audit
te@dm members with the necessary competence.

THe certification body shall make the client organization aware of the further types of information apd records
that may be required for detailed examination during the stage 2 audit.

3.2 1S 9.2.3.2 Stage 2 audit
9.2.3.21 The stage 2 audit always takes place at the site(s) of the client organization. On thg basis of
findings documented in the stage 1 audit report, the certification body drafts an audit plan for the ¢onduct of
stage 2 audit. The objectives of the stage 2 audit are

a)| to confirm that the client organization adheres.te.its own policies, objectives and procedures;

b)| to confirm that the ISMS conforms to all the'requirements of the normative ISMS standard ISO/IEC 27001
and is achieving the client organization’s:policy objectives.

9.2.3.2.2 To do this, the audit shall"focus on the client organization's

a)| assessment of information.security related risks, and that the assessments produce compdgrable and
reproducible results;

b)] documentation requirements listed in Clause 4.3.1 of ISO/IEC 27001:2005;
c)| selection of centrol objectives and controls based on the risk assessment and risk treatment processes;

d)| reviews_ of~the effectiveness of the ISMS and measurements of the effectiveness of the ipformation
security.controls, reporting and reviewing against the ISMS objectives;

e)| ,internal ISMS audits and management reviews;

f)  management responsibility for the information security policy;

g) correspondence between the selected and implemented controls, the Statement of Applicability, and the
results of the risk assessment and risk treatment process, and the ISMS policy and objectives;

h) implementation of controls (see Annex D), taking into account the organization's measurements of
effectiveness of controls [see d) above], to determine whether controls are implemented and effective to
achieve the stated objectives;

i) programmes, processes, procedures, records, internal audits, and reviews of the ISMS effectiveness to
ensure that these are traceable to management decisions and the ISMS policy and objectives.
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9.2.3.3 1S 9.2.3.3 Specific elements of the ISMS audit

The role of the certification body is to establish that client organizations are consistent in establishing and
maintaining procedures for the identification, examination and evaluation of information security related
threats to assets, vulnerabilities and impacts on the client organization. Certification bodies shall

a) require the client organization to demonstrate that the analysis of security related threats is relevant and
adequate for the operation of the client organization;

NOTE  The client organization is responsible for defining criteria by which information security related risks of the

client prgamizatiormare Tdentifredas sigmificant; amd-todevetop procedure(s) for doimg-this:

b) estabjish whether the client organization’s procedures for the identification, examination and evalUation| of
information security related threats to assets, vulnerabilites and impacts and the resulisiof their
appligation are consistent with the client organization’s policy, objectives and targets.

The certification body shall also establish whether the procedures employed in analysis ©f,significance are
sound andl properly implemented. If an information security related threat to assets, @ yulnerability, or an
impact on[the client organization is identified as being significant, it shall be managed within the ISMS.

=1

9.2.3.3.1 | Legal and regulatory compliance

The maintenance and evaluation of legal and regulatory compliance{is the responsibility of the clignt
organizatipn. The certification body shall restrict itself to checks and samples in order to establish confidence
that the I$MS functions in this regard. The certification body shall verify that the client organization hag a
managemgnt system to achieve legal and regulatory compliance applicable to the information security rigks
and impagts.

9.2.3.3.2 | Integration of ISMS documentation with that-for other management systems

The clienf] organization can combine the documentation for ISMS and other management systems (such jas
quality, hegalth and safety, and environment) as long“as the ISMS can be clearly identified together with the
appropriate interfaces to the other systems.

9.2.3.3.3 [ Combining management system audits

A certificalion body may offer other ,management system certification linked with the ISMS certification, or may
offer ISM$ certification only.

The ISMS audit can be combijned with audits of other management systems. This combination is possible
provided it can be demonstrated that the audit satisfies all requirements for certification of the ISMS. All the
elements [important to<an"ISMS shall appear clearly, and be readily identifiable, in the audit reports. The
quality of {he audit shalfl'not be adversely affected by the combination of the audits.

9.2.4 1S(9.2,4 Information for granting initial certification

| d t H o 4 4o ki ' <l e Ll ki ' loerel ool H 1 oy I, ,\h
n oraer MTUVIUT a Uasis TUT UTT LCTUTTLAUiUTT UTUISTUTT, T LCTUTTUAUUTT DOUU Y STiall TCUYUITT Litcal TCTPUTLS, WITT

provide sufficient information to make this decision.
Reports from the audit team to the certification body are required at various stages in the certification audit

process. In combination with information held on file, these reports shall at least contain the information
required in IS 9.1.6.

9.2.5 18 9.2.5 Certification decision

The entity, which may be an individual, which takes the decision on granting/withdrawing a certification within
the certification body, shall incorporate a level of knowledge and experience in all areas which is sufficient to
evaluate the audit processes and associated recommendations made by the audit team.
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The decision whether or not to certify a client organization's ISMS shall be taken by the certification body on
the basis of the information gathered during the certification process and any other relevant information.
Those who make the certification decision shall not have participated in the audit. This decision shall be based
upon the findings and certification recommendation of the audit team as provided in their certification audit
report (see IS 9.1.6) and any other relevant information available to the certification body.

The entity which takes the decision on granting certification should not normally overturn a negative
recommendation of the audit team. If such a situation does arise, the certification body shall document and
justify the basis for the decision to overturn the recommendation.

one com shall have
taken place. The certification body may specify such a period. Irrespective of whether the certification body
has chosen to specify a minimum frequency, measures shall be established by the certification-body| to ensure
the¢ effectiveness of the client organization’s management review and internal ISMS audit-processes

Caertification shall not be granted to the client organization until there is sufficient evidence to demonstrate that

the arrangements for management reviews and internal ISMS audits have been implemented, arg effective,
and will be maintained.

9.8 Surveillance activities

THe requirements from ISO/IEC 17021:2011, Clause 9.3 apply{ In~ addition, the following ISMS-specific
regquirements and guidance apply.

9.3.1 IS 9.3 Surveillance audits

9.3.1.1 Surveillance audit procedures shall be consistent with those concerning the certification audit of the
client organization's ISMS as described in this International Standard.

THe purpose of surveillance is to verify that the approved ISMS continues to be implemented, to cgnsider the
implications of changes to that system injtiated as a result of changes in the client organization’s| operation
and to confirm continued compliance. with certification requirements. Surveillance audit programmes shall
cover

a)| the system maintenance elements which are internal ISMS audit, management review and preventive
and corrective action;

b)] communications from) external parties as required by the ISMS standard ISO/IEC 27001 fand other
documents required/for certification;

c)| changes to/the’documented system;
d)| areas‘subject to change;

e)| ,selected elements of ISO/IEC 27001;

f)  other selected areas as appropriate.
9.3.1.2 As a minimum, surveillance by the certification body shall review the following:

a) the effectiveness of the ISMS with regard to achieving the objectives of the client organization's
information security policy;

b) the functioning of procedures for the periodic evaluation and review of compliance with relevant
information security legislation and regulations;

c) action taken on nonconformities identified during the last audit.
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9.3.1.3 Surveillance by the certification body shall cover the points required for surveillance audit
ISO/IEC 17021. In addition, the following issues shall be covered.

a) The certification body shall be able to adapt its surveillance programme to the information security issu

in

es

related threats to assets, vulnerabilities and impacts on to the client organization and justify this

programme.

b) The surveillance programme of the certification body shall be determined by the certification body.

Specific dates for visits may be agreed with the certified client organization.

C) SUrVE i”al 1T quu'itb Iridy IL)G CUII IIlJiI IUL.II VVit: I qudita Uf Ut: ITT THartaycllicl It DyDtGI 1S, T: 1T IUpUIAl.iI LI®) D;
clearly indicate the aspects relevant to each management system.

d) The certification body shall supervise the appropriate use of the certificate.

During surveillance audits, certification bodies shall check the records of appeals and complaints broug
before thg certification body and, where any nonconformity or failure to meet the requirements of certificati

all

ht
on

is revealeg, that the client organization has investigated its own ISMS and procedures,and taken approprigte

correctivelaction.
A surveillgnce report shall contain, in particular, information on clearing of nonconformities revealed previou

As a minifnum, the reports arising from surveillance shall build up to cover in‘totality the requirement of po
a) above.

9.4 Reg¢ertification

The requjrements from ISO/IEC 17021:2011, Clause 9.4 apply.® In addition, the following ISMS-spec
requirements and guidance apply.

9.4.1 1S[9.4 Recertification audits

specified fequirements.

9.5 Special audits

The requjrements’ from ISO/IEC 17021:2011, Clause 9.5 apply. In addition, the following ISMS-spec

1y
int

=h

c

tion audit procedures shall be consistent-with those concerning the certification audit of the cli¢nt

ch
St,

or

=h

c

requirements.and guidance apply.

9.5.1 IS 9.5 Special cases

The activities necessary to perform special audits shall be subject to special provision if a client organizati

on

with a certified ISMS makes major modifications to its system or if other changes take place which could affect

the basis of its certification.

9.6 Suspending, withdrawing or reducing scope of certification

The requirements from ISO/IEC 17021:2011, Clause 9.6 apply.
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9.7 Appeals

The requirements from ISO/IEC 17021:2011, Clause 9.7 apply.

9.8 Complaints

The requirements from ISO/IEC 17021:2011, Clause 9.8 apply. In addition, the following ISMS-specific
requirements and guidance apply.

9.8.T 1S 9.8 Complaints
Caomplaints represent a source of information as to possible nonconformity. The certification body sHall require
the certified client organization that, on receipt of a complaint, the certified client organization” shalll establish,
and where appropriate report on, the cause of the complaint, including any predetermining (or predisposing)
fag¢tors within the client organization’s ISMS.

THe certification body shall ensure that the client organization is using such’investigations tp develop
refnedial/corrective action, which shall include measures for

a)| notification to appropriate authorities if required by regulation;

b)| restoring conformity;

c)| preventing recurrence;

d)| evaluating and mitigating any adverse security incidents and their associated impacts;
e)| ensuring satisfactory interaction with other components of the ISMS;

f) | assessing the effectiveness of the remedialy corrective measures adopted.

THe certification body shall require each-¢lient organization whose ISMS is certified to make availgble to the

certification body, when requested, the records of all complaints and corrective action taken in apcordance
with the requirements of ISO/IEC 27001.

9.9 Records of applicants and clients

THe requirements from-ASO/IEC 17021:2011, Clause 9.9 apply.

10 Management system requirements for certification bodies

10.1 Options

THerequirements from ISO/IEC 17021:2011, Clause 10.1 apply.

10.2 Option 1 — Management system requirements in accordance with ISO 9001

The requirements from ISO/IEC 17021:2011, Clause 10.2 apply.

10.3 Option 2 — General management system requirements

The requirements from ISO/IEC 17021:2011, Clause 10.3 apply. In addition, the following ISMS-specific
requirements and guidance apply.
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10.3.1 IS 10.3 ISMS implementation

It is recommended that certification bodies implement an ISMS in accordance with ISO/IEC 27001.
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Annex A
(informative)

Analysis of a client organization’s complexity and
sector-specific aspects

Al Urganlzatlon S rIsSK potential

THe complexity of the ISMS scope needs to be considered when deciding audit time and auditor competence.
THis annex provides an example in analyzing the complexity of a client organization for this.pufpose

THe complexity category assigned to an ISMS scope can then be used to decide
a)| the auditors’ competence requirements for the ISMS audit (an example of which is given in Anngx B);
b)| the audit time requirements for the ISMS audit (an example of which js'given in Annex C).
T4ble A.1 is a general indication of the possible factors to be considered when determining an ISMS scope’s
complexity. It might need to be adapted to specific circumstances or have any special factors in¢luded, as
seen appropriate.
By using the Complexity Criteria (in Table A.1) individually; aspects of an ISMS scope’s complexity can be
classified into three categories: “high”, “medium”, and “low”, using a number of different factors. Tlhe overall

effective category of complexity can be taken as the maximum category of all the factors considered, and the
outcome is the category, i.e. “high”, “medium” or “low".
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Table A.1 — Criteria for ISMS Scope Complexity

signature-/ PKI
requirements

standard facilities
and without

digital signature /
PKI requirements

digital signature /
PKI requirements

Complexity Category Significance
Factor High Medium Low

Number of >1,000 > 200 <200 Scale of ISMS implementation

employees + Management information system

contractor staff
Production management-related systems
Sales/distribution/general service-related
systems
Information technology/information servicgs
and related systems
Construction/ship-building/plant
engineering-related systems

Number offusers [> 1million > 200,000 < 200,000 Financial systems
Governments, Schools, Medicals/hospitalg
systems

Number off sites |>5 >2 1 Scale of ISMS,implementation
Physical and-environmental security
(ISO/IEC:27001:2005, A.9)

Number of >100 >10 <10 Scale offSMS implementation

servers PRysical and environmental security (A.9)
Access control (ISO/IEC 27001:2005, A.1[1)
Telecommunications and operation
management (ISO/IEC 27001:2005, A.10

Number of > 300 >50 <50 Access control (ISO/IEC 27001:2005, A.1{1)

workstatiops +

PC + laptgps

Number of >100 >20 <.20 Information systems acquisition,

applicatior] development and maintenance

development and (ISO/IEC 27001:2005, A.12)

maintenance

staff

Network & External / External/ External / Telecommunications and operation

encryption internet internet internet management (ISO/IEC 27001:2005, A.10

technology cqnneotion . connection with cqnnection Access control (ISO/IEC 27001:2005, A.1/1)

with encryption. fuse of encryption | without
/ digital in built in encryption /

sector-specific
risk (refer to A.2
for examples of

law and
regulation
applies

sector-specific
law and
regulation but

sector-specific
law and
regulation and no

Significange in Incompliance | Incompliance Incompliance Laws and guidelines (ISO/IEC 27001:200p,
legal comgliante ‘| leads to leads to leads to A.15)
possible significant insignificant
prosecution financial penalty | financial penaity
or goodwill or goodwill
damage damage
Applicability of Sector-specific | No applicable No applicable Scale of ISMS implementation

Laws and guidelines (ISO/IEC 27001:2005,

A.15)

sector-specific significant sector- | applicable

categories of specific risk sector-specific

information applies risk applies

security risk)
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The numbers in the table are there for illustrative purpose only and certification bodies should determine their
own values.

A.2 Sector-specific categories of information security risk

Risks to information may be specific to the type of information considered or the sector in which an
organisation operates. The following examples illustrate different categories of risk.

Specific categories applicable to all organisations:

e salaries, pensions, health and safety, organizational records, internal and interdepartmental
information, etc.;

e any other personally identifiable information;

e any other commercially sensitive/critical information, such as research &/development information,
design information, customers details, financial results and forecasts, business plans, intellectual
property rights, manufacturing processes, etc.

Government sensitive/critical information:

e public information;

e e-government applications;

¢ information held about citizens (e.g. health, benefititaxes, records, etc.);

e information handled by suppliers and manufacturers of government, such as ICT designs} facilities,
products, services, etc.

Specific categories applicable to classes of organisation:

e corporate governance — listed cempanies (possibly also other large entities).
Specific categories applicable to business sectors:

e healthcare;

e education;

e aerospace;

o telecoms;

e A financial services;

e charities and non-profit organizations.
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Annex B
(informative)

Example areas of auditor competence

B.1 General competence considerations

There arg several ways by which an auditor can prove their knowledge and experience. Knowledge “a
experiencg can be evaluated, for example, by using recognised qualifications. Registration records(tnde
personnel| certification scheme can also be used to evaluate the required knowledge and experience. T
required qompetence level for the audit team should be established, corresponding with the organizatio

industry/tgchnological field and complexity factor.

B.2 Specific competence considerations

B.2.1 Krowledge of ISO/IEC 27001:2005, Annex A controls

The following describes the typical knowledge in relation to ISMS auditifog. Tn addition to the control are
from ISO/|EC 27001:2005, Annex A, which are listed in the following table, auditors should also be aware

the other $tandards in the ISO/IEC 27000 family of standards.

Kngwledge and experience of policies and business
reqyiirements for information security

Security policy

General knowledge and experience of business
progesses, practices and organizational structurées

Organization of information security

Kngwledge  of asset valuation, inventories,
clagsifications, and acceptable use policies

Asset management

Genjeral knowledge and experience .of the processes
and|procedures used by human-fesources departments

Human resources security

Kngwledge of physical and-environmental security

Physical and environmental security

Up-jo-date knowledge.and experience of the standards,
prog¢esses, techniqies and methods used for

Communications and operations
management

infofmation security,”including management measures
as \ell as an_appropriate level of technical expertise.

Access control

Thig includes/ current knowledge of some of the
common business practices.

Information systems acquisition,
development and maintenance

as
of

Up— o-date klluwicdgc arnd U)\pUIiUI rceof the PTOCESSES
and procedures for incident management

il IfUI IIIdiiUII SCCUUI Ii.y il IbiUIUI Ii.
management

Up-to-date knowledge and experience of the standards,
processes, plans and testing procedures for business
continuity

Business continuity management

Up-to-date knowledge of business contractual issues,
and common laws and regulations related to ISMS

Compliance

22
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B.2.2 Typical knowledge related to ISMS

Auditors should have knowledge and understanding of the following auditing and ISMS subjects:

audit programming and planning,
audit type and methodologies,

audit risk,

information security processes analysis,
Deming cycle (PDCA) for continual improvement,

internal auditing for information security.

Additors should have knowledge and understanding of the following regulatory requirements:

intellectual property,

content, protection and retention of organizational records,
data protection and privacy,

regulation of cryptographic controls,

anti-terrorism,

electronic commerce,

electronic and digital signatures,

workplace surveillance,

telecommunications interception and monitoring of data (e.g. e-mail),
computer abuse,

electronic evidénce collection,

penetration.testing,

intefnational and national sector-specific requirements (e.g. banking).

Additors'should have knowledge and understanding of the following management requirements:

treatment of information security risks,
ICT outsourcing security risks,

supply chain information security risks.

© ISO/IEC 2011 — All rights reserved
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C.1 Intredusction

Annex C
(informative)

Audit time

This anngx contains further information related to Clauses 9.1, 9.2, 9.3 and 9.4 of ISO/IEC 170212011/ It
should algo be read in conjunction with Clauses 1S.9.1.2, 1S 9.1.3,1S 9.1.5,1S 9.1.6, IS 9.2.3.1, 1S.9.23.2 and

IS 9.2.3.3| of this International Standard. This annex provides guidance for a certification chedy on Ime
development of its own procedures for determining the amount of time required for the certification of cli
organizatipns’ ISMS scopes of differing sizes and complexity over a broad spectrum of activities.

nt

Certificatipn bodies need to identify the amount of auditor time to be spent on initial Ceftification, surveillance
and recerfification for each client and certified ISMS. Using this annex at the audit-planning phase can lead|to
a consistgnt approach to the determination of appropriate auditor time. At the samg time, the guidance given
in this annex allows for flexibility in the light of what is found during the course of the audit, especially during

the stage [ audit and the complexity of the ISMS scope considered.

C.2 Procedure to determine audit time

Experience has shown that the scope of the ISMS, and there:the’number of employees (as in the auditor tifne
chart in C{3 below), the size, characteristics, complexity and, significance of potential information security rigks
(as explaiped in more detail below) will govern the amount of time taken for any given ISMS audits. Clause
IS 9.1.3, gnd also Clauses IS 9.2.3.1, IS 9.2.3.2 and 1819.2.3.3 list criteria, which should be considered whien
establishing the amount of auditor time needed. These and other factors need to be examined during the
certificatign body’s contract review process fortheir potential impact on the amount of auditor time to pe
allocated.

It is important to note that all these factors should be taken into account when determining the audit time, and
that the apditor time chart in C.3 below\Cannot be used in isolation. The following examples illustrate factgrs
that can influence the audit time and elaborates on the list of factors given in Clause IS 9.1.3:

24

fadtors related to the Size of the ISMS scope (e.g. number of information systems used, volume|of
information processéed, *number of users, number of privileged users, number of IT platforms, number
of hetworks, and-heir size);

fadtors related to the complexity of the ISMS (e.qg. criticality of information systems, risk situation of the
ISMS, volumes and types of sensitive and critical information handled and processed, number and
tyges /f\electronic transactions, number and size of any development projects, extent of remagte
worKing taking place, extent of the ISMS documentation);

the type(s) of business performed within scope of the ISMS, and the security, legal, regulatory,
contractual and business requirements related to these types of business;

extent and diversity of technology utilized in the implementation of the various components of the ISMS
(such as the implemented controls, documentation and/or process control, corrective/preventive action,
information systems, IT systems, networks, e.g. whether these are fixed, mobile, wireless, external,
internal);

number of sites within the ISMS scope, how similar or different these sites are, and whether all of the
sites or a sample will be audited;
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e previously demonstrated performance of the ISMS;

¢ extent of outsourcing and third party arrangements used within the scope of the ISMS and dependency
on these services;

e the standards, legislation and regulations which apply to the certification, and any sector-specific
requirements that might apply.

The certification of an ISMS usually consumes more time than certification of a quality management system or

an environmental management system, due to increased requirements on an information security

mfnagement system through the speciic demands of an ISMS, such as the ISMVS policy, fisk mahagement,

and the ISMS control objectives and controls. The certification body is required to

a)| audit the soundness and consistency of the method by which the client organization“determines the
significance of its information security risks and impacts;

b)| confirm that the system designed to achieve compliance (with all relevapt legislation fgnd other
requirements which apply to the ISMS) is capable to do so and that this\system is implemgnted and
maintained,;

c)| confirm that the control objectives and controls have been correctly. selected and implemented| that their
effectiveness is measured, and that the process for achieving “prevention of and appropriate rgsponse to
security failures” is sound and adhered to;

d)| confirm that the document requirements of the client organization’s ISMS are fulfilled;

e)| react to increased demands arising from the stage 1. audit.

CJ|3 Auditor time chart

C.

TH
fol
sh
de

TH

3.1 General

e auditor time chart provided below sets out an average number of initial audit days (here and in the
owing, this number includes the days for the stage 1 audit and the stage 2 audit), which expetience has
own to be appropriate for_an'ISMS scope with a given number of employees. Experience| has also
monstrated that for ISMS scopes of a similar size, some will need more time and some less.

e variation of time spent on each certification depends on a number of factors including the sizg, scope of

the

T
p
in

T
st

audit, logistics, cemplexity of the organization and its state of preparedness for audit (see also (0.2 above).
ese and other factors need to be examined during the certification body’s contract review procegs for their
ential impact.on'the amount of auditor time to be allocated. Therefore the auditor time chart canngt be used
solation.

e auditor time chart below provides the framework that could be used for audit planning by idéentifying a
rting pomt based on the total number of employees for all sh|fts and adJustmg this based on the [significant
Jubtractive

weighting to modlfy the base figure. The terms used in this chart are explamed in C.3.2 below.
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Auditor Time Chart

QMS Auditor EMS Auditor ISMS Auditor Total
Number of Time for Initial Time for Initial '!'i_me _ Addit_ive and Auditor
Employees Audit (auditor Audit(auditor for In_|t|al Audit | Subtractive Factors Time
days) days) (auditor days)
1~10 2 3 5 See Annex C.2
11~25 3 7 See Annex C.2
26145 4 6 85 SeeAnnex€2
46165 5 10 See Annex C.2
66185 6 11 See Annex C.2
86~{125 7 8 12 See Annex C.2
1264175 8 13 See Annex C.2
1761275 9 14 See Annex/C:2
2761425 10 15 See Annex C.2
4261625 11 12 16.5 SeeAnnex C.2
6261875 12 17.5 See Annex C.2
876~11,175 13 18.5 See Annex C.2
1,17611,550 14 19.5 See Annex C.2
1,551+12,025 15 18 21 See Annex C.2
2,02612,675 16 22 See Annex C.2
2,67613,450 17 23 See Annex C.2
3,451+4,350 18 24 See Annex C.2
4,35115,450 19 25 See Annex C.2
5,451~+6,800 20 26 See Annex C.2
6,801-+8,500 21 27 See Annex C.2
8,501~10,700 22 28 See Annex C.2
Follow. Follow
>10,700 progression progression See Annex C.2
above above
C.3.2 Explanation of terms

“Employegs”’as referenced in the auditor time chart refers to all individuals whose work activities relate to the
scope of the ISMS. The total number of employees for all shifts is the starting point for determination of audit
time.

The effective number of employees includes non-permanent (seasonal, temporary, and subcontracted) staff
that will be present at the time of the audit. A certification body should agree with the organization to be
audited the timing of the audit which will best demonstrate the full scope of the organization. The
consideration could include season, month, day/date and shift as appropriate.

Part-time employees should be treated as full-time-equivalent employees. This determination will depend
upon the number of hours worked as compared with a full-time employee.
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“Auditor time” includes the time spent by an auditor or audit team in stage 1 audit, stage 2 audit and planning
(including off-site document review, if appropriate); interfacing with organization, personnel, records,
documentation and process; and report writing. It is expected that the “Auditor time” involved in such planning
and report writing combined should not typically reduce the total on-site “auditor time” to less than 70 % of the
time shown in the auditor time chart. Where additional time is required for planning and/or report writing, this
will not be justification for reducing on-site auditor time. Auditor travel time is not included in this calculation,
and is additional to the Auditor time referenced in the chart.

NOTE 1 70 % is a factor based on experience of ISMS audits.

nferences
anization,
s partially

If the certification body plans an audit plan for which the remote auditing activities represent more than 30 %
of[the planned on-site auditor time, the certification body should justify the audityplan and obtajn specific
approval from the accreditation body prior to its implementation.

NOTE 2  On-site auditor time refers to the on-site auditor time allocated for individual Sites. Electronic audits of remote
sites are considered to be remote audits, even if the electronic audits are physically carried out on the organization’s
preémises.

“Alditor time” as referenced in the chart is stated in terms of “Auditor Days” spent on the audit. An “Auditor
D3gy” is typically a full normal working day.

Fdr the initial certification audit cycle, surveillance time for a‘given organization should be proportipnal to the
tizlle spent at initial audit with the total amount of time spent annually on surveillance being about|1/3 of the
tinpe spent on the initial audit. The planned surveillance\time should be reviewed from time-to-time {o account
fof changes in the organization, system maturity, etc., and at least at the time of re-certification audit

THe total amount of time spent performing the re-certification audit will depend upon the findings of fhe review
as| defined in Clause IS 9.1.6 of this International Standard and 9.4 of ISO/IEC 17021:2011. The pmount of
time spent at re-certification audit should\be proportional to the time that would be spent at initial certification
audit of the same organization andsshould be about 2/3 of the time that would be required| for initial
certification audit of the same organization at the time that it is to be audited for re-certification. Re-cgrtification
aydit time is spent as the abovetand beyond the routine surveillance time, but, when re-certificatipn audit is
carried out at the same timerasa planned routine Surveillance visit, the re-certification audit will| suffice to
meet the requirement for Surveillance as well. Regardless of what conclusion is made, the gdidance in
1S[9.1.2 applies.

scppe with the nmber of employees indicated, some adjustments need to be considered to accopnt for the
differences that'€ould affect the actual auditor time required to perform an effective audit for the spgcific ISMS
to [be audited in addition to those listed in C.2.

O:E]ce the general starting point for determining the required auditor time has been made for the typical ISMS

EXample/factors requiring additional auditor time could be

IH ol ¢ H H | NPH o [ PN H ] EH H 4o £ Ll
hd \JUIIIVII\/GLCU IUHIOLIUO IIIVUIVIIIH more urdarr UIie Uullulllg Ul 1UeAatvurt imr unTe OUUVU Ul uTre

e staff speaking in more than one language (requiring interpreter(s) or preventing individual auditors from
working independently);

e high degree of regulation;
e ISMS covers highly complex processes or relatively high number or unique activities;
e processes involve a combination of hardware, software, process, and service;

e activities that require visiting temporary sites to confirm the activities of the permanent sites(s) whose
management system is subject to certification (see Note 3 below).
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Example factors permitting less auditor time could be
e no/low risk product/processes;

e prior knowledge of the organization (for example, if the organization has already been certified to
another standard by the same certification body);

e client preparedness for certification (for example, already certified or recognized by another 3rd party
scheme);

e prgcesses involve a single general activity (e.g. service only);
e mgdturity of the management system in place;
¢ high percentage of employees performing the same simple tasks.

NOTE 3 |In situations where the certification client or certified organization provides their product(s) or service| at
temporary pites it is important that evaluations of such sites are incorporated into the certification.audit and surveillarjce
programs.

A temporary site is a location other than the sites/locations identified in the«cértification document where
activities, [within the scope of certification, are implemented for a defined period of time. These sites colild
range from major project management sites to minor service/installation sites."The need to visit such sites and
the extent of sampling should be based on an evaluation of the risks of the failure of a product or service|to
meet neefls/expectations due to system nonconformity. The sample™of sites selected should represent the
range of the organization’s competency needs and service variations*having given consideration to sizes anhd
types of agtivities, and the various stages of projects in progress.

All attributes of the ISMS scope, processes, and products/services should be considered and a fair adjustmgnt
made for those factors that could justify more or less auditor time for an effective audit. Additive factors may
be off-site| by subtractive factors. In all cases where adjustments are made to the time provided in the audifor
time table| sufficient evidence and records should belmaintained to justify the variation.
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The following graphic illustrates the potential interaction of additive and subtractive Factors on the Auditor

Time found in the chart above.

< - Organization/system Complexity + -->
Large Simple Large Complex
Multi-site Multi-site
T Few processes Many processes
5 Repetitive processes Large.'scope
<
%. Small scope Unique’ processes
QO
S High risk‘product/processes
) Starting point from Many Drocesses
= auditor time chart yp
o
%_ Few processes High risk product/processes
=}
' Small scope Large scope
J Repetitive processes Unique processes

Small Simple

Small Complex
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