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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrot

echnical

Commission) form the specialized system for worldwide standardization. National bodies that are

members of ISO or IEC participate in the development of International Standards through t
committees established by the respective organization to deal with particular fields of t
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other inter

echnical
echnical
national

organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the

work

jhe procedures used to develop this document and those intended for its further, maiy
re described in the ISO/IEC Directives, Part 1. In particular, the different approeval
eeded for the different types of document should be noted. This document’\was dr

tenance
criteria
hfted in
tives or

1
dccordance with the editorial rules of the ISO/IEC Directives, Part 2 (see www.ise.org/dire
www.iec.ch/members_experts/refdocs).

ttention is drawn to the possibility that some of the elements of this document may be the
f patent rights. ISO and IEC shall not be held responsible for identifying any or all sucl
ights. Details of any patent rights identified during the development\0of'the document will &
htroduction and/or on the ISO list of patent declarations received (see-www.iso.org/patents) o
st of patent declarations received (see patents.iec.ch).

=== o %

Any trade name used in this document is information given4or the convenience of users and
gonstitute an endorsement.

or an explanation of the voluntary nature of standards, the meaning of ISO specific tel
xpressions related to conformity assessment, as well as information about ISO's adhei
he World Trade Organization (WTO) principles in the Technical Barriers to Trade (T
rww.iso.org/iso/foreword.html. In the IEC, seelwww.iec.ch/understanding-standards.

< o D

This document was prepared by Joint Teehnical Committee ISO/IEC JTC 1, Information ted
Subcommittee SC 37, Biometrics.

—

his third edition cancels and replaces the second edition (ISO/IEC 19794-7:2014), which |
bchnically revised. It also incorperates the Amendment ISO/IEC 19794-7:2014/Amd 1:2015.

(e

The main changes are as folows:

- inclusion of ISO/IEC'19794-7:2014/Amd 1:2015, XML encoding, and correction of technica
therein.

list of all partstin‘the ISO/IEC 19794 series can be found on the ISO and IEC websites.

ny feedbatk-or questions on this document should be directed to the user’s national st

subject
h patent
e in the
r the IEC

Hoes not

'ms and
ence to
BT) see

hnology,

as been

defects

andards
ml and

ody. A<complete listing of these bodies can be found at www.iso.org/members.hf

yww.iecich /national-committees.

< o o>y
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Information technology — Biometric data interchange
formats —

Part 7:

i it s d

1 Scope

his document specifies data interchange formats for signature/sign behavioupal data cap
he form of a multi-dimensional time series using devices such as digitizing tablets or advar

ange of application areas where handwritten signs or signatures are inyolved. No application
equirements or features are addressed in this document.

lon e T 7 M o O |

—

his document contains:
-+ adescription of what data can be captured;

+ threebinary data formats for containing the data: a fulbfermat for general use, a compressio
capable of holding the same amount of informationias'the full format but in compressed fi

decompression but conveys less information th@n the full format;

—+ an XML schema definition; and

- examples of data record contents and best practices in capture.

tured in
ced pen

ystems. The data interchange formats are generic, in that they can be applied and used in a wide

Lspecific

n format
rm, and

a compact format for use with smart cards and‘ether tokens that does not require compfession/

ecifying which of the format types'and which options defined in this document are to be applied in

particular application is out ofsscope; this needs to be defined in application-specific requirements

sjpecifications or application profiles.

It is advisable that cryptographic techniques be used to protect the authenticity, integtity, and

nfidentiality of stored(and transmitted biometric data; yet such provisions are beyond the
this document.

his document alsg*specifies elements of conformance testing methodology, test assertions
rocedures as-applicable to this document. It establishes test assertions on the structure and

scope of

and test
internal

nsistency.of the signature/sign time series data formats defined in this document (type 4 level 1

nd 2 as.defined in ISO/IEC 19794-1) and semantic test assertions (type A level 3 as defined in
0794-1:

he-conformance testing methodology specified in this document does not establish:

ISO/IEC

— tests of other characteristics of biometric products or other types of testing of biometric products

(e.g. acceptance, performance, robustness, security); or

— tests of conformance of systems that do not produce data records claimed to conform to the

requirements of this document.

2 Normative references

The following documents are referred to in the text in such a way that some or all of their content
constitutes requirements of this document. For dated references, only the edition cited applies. For

undated references, the latest edition of the referenced document (including any amendments)

© ISO/IEC 2021 - All rights reserved
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ISO/IEC

8825-1, Information technology — ASN.1 encoding rules — Part 1: Specification of Basic Encoding

Rules (BER), Canonical Encoding Rules (CER) and Distinguished Encoding Rules (DER)

ISO/IEC

19794-1, Information technology — Biometric data interchange formats — Part 1: Framework

3 Terms and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 19794-1 and the following

apply.

ISO and
— 1ISO
— [EC

3.1
channe

data item (captured, intermediate, or processed) recorded in form of a time seriés

EXAMPL
y-axis (3.

3.2
compre
process

Note 1 td
schemes

3.3

pen azijnuth

angle m
writing

Note 1 to

3.4

pen-doyn event

event fr

3.5
pen eley
angle be

Note 1 to

3.6

[EC maintain terminology databases for use in standardization at the following addresses:

Online browsing platform: available at https://www.iso.org/obp

Electropedia: available at https://www.electropedia.org/

F Pen tip position x and y coordinates, pen tip force, pen tilt along the'x-axis (3.7), pen tilt along tH
B), pen azimuth (3.3), pen elevation (3.5), pen rotation (3.6).

3

Ssion
that reduces the size of a digital file with or without losséf information

entry: The compression format defined in Clause 10 includes data compressed by lossless compression

pasured clockwise from the positive y:axis to the perpendicular projection of the pen onto thie
plane

entry: The pen azimuth may range(fnom 0° to 360°.
bm which on the pen tip\is touching the writing plane
yation

tween the peppendicular projection of the pen onto the writing plane and the pen

entry: The pen elevation may range from 0° to 90°.

pen rotg

tion

angle of
specific

the rotation of the pen about Its longitudinal axis measured counter-clockwise from a device-
rotational reference position

Note 1 to entry: The pen rotation may range from 0° to 360°.

3.7
pen tilt

along the x-axis

angle measured clockwise from the positive z-axis to the perpendicular projection of the pen onto the

xz plane

Note 1 to entry: The pen tilt along the x-axis may range from -90° to +90°.

© ISO/IEC 2021 - All rights reserved


https://www.iso.org/obp/ui
https://www.electropedia.org/
https://standardsiso.com/api/?name=06d031dc810248dcbea7a65696e48010

ISO/IEC 19794-7:2021(E)

3.8
pen tilt along the y-axis

angle measured clockwise from the positive z-axis to the perpendicular projection of the pen onto the

yz plane
Note 1 to entry: The pen tilt along the y-axis may range from -90° to +90°.

3.9
pen-up event
event from which on the pen tip is not touching the writing plane, after a pen-down event (3.4)

10

ampling rate

umber of samples per second (or per another unit) taken from a continuous signal t6, make a
ignal

w5 U

311
signature/sign representation
data recorded from a single signature/sign

3.12
jitter
spmple standard deviation of at least 100 x-coordinate samples frem a stationary pen

A3
jitter

sample standard deviation of at least 100 y-coordinate samples from a stationary pen
14

pixel density
umber of dots per millimetre that the capture‘device resolves in the x (horizontal) direction

=

(F%]

A5
pixel density
umber of dots per millimetre that:ithe capture device resolves in the y (vertical) direction

= =

4 Abbreviated terms

ASCII American Standard Code for Information Interchange
HDB biometric:data block

BDIR biomtetric data interchange record

BHT biometric header template

BIR biometric information record

BIT biometric information template

CBEFF  Common Biometric Exchange Formats Framework

IBIA International Biometrics & Identification Association
ICS implementation conformance statement

Isb least significant bit

msb most significant bit

© ISO/IEC 2021 - All rights reserved
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5 Conformance

A binary biometric data record conforms to this document if it satisfies the format requirements with
respect to its structure, with respect to relations among its fields, and with respect to relations between
its fields and the underlying input that are specified within Clauses 6 to 10 of this document.

An XML document conforms to this document if it satisfies the format requirements with respect to its
structure, relations among its fields, and relations between its fields and the underlying input that are
specified within Annex E.

Biometrjic data interchange format conformance tests conform to this document if they satisfy all of the
normatifve requirements set forth in Annex A. Specifically, all level-1, level-2, and level-3 tests shall us
the test(assertions defined in Table A.2, Table A.3, and Table A.4 of this document in conformity“wit
the condept and rules set out in ISO/IEC 19794-1.

>

Implem¢ntations of this document tested according to the specified methodology shall belable to clair
conformance only to those biometric data record requirements specified in this dé¢ument that are
tested b the test methods established by this methodology.

-

=)

Implem¢ntations of this document are not necessarily required to conform to.all possible aspects (
this docpment, but only to those requirements that are claimed to be supporited by the implementatio
in an implementation conformance statement (ICS), filled out in accordance’with ISO/IEC 19794-1 an
Table A.] of this document.

2=

6 Conventions

6.1 Cogordinate system

The coqrdinate system used to express the pen position shall be a three-dimensional Cartesia
coordingte system. The x-axis shall be the horizontal axis of the writing plane, with x-coordinate
increasipg to the right. The y-axis shall be thevertical axis of the writing plane, with y-coordinatg
increasihg upwards. The z-axis shall be the axis-perpendicular to the writing plane, with z-coordinatg
increasipg upwards out of the writing planestarting from 0. For an illustration see Figure 1.

v n v S

Z
Y
P
’ X

Key

P writing plane

Figure 1 — Coordinate system

NOTE The origin of x and y-coordinates is not specified here. Depending on the used technology, it can be,

for instance, in the centre of the writing pad, at its lower left corner, or at the pen position at the first pen-down
event.

4 © ISO/IEC 2021 - All rights reserved
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6.2 Octet and bit order

The more significant bytes of any multi-byte quantity are stored at lower addresses in memory than
(and are transmitted before) less significant bytes.

Within a byte, the bits are numbered from 8 to 1, where bit 8 is the ‘most significant bit’ (msb) and bit 1
the ‘least significant bit’ (Isb).

6.3 Registered format type identifiers

he data records specified in this document may be embedded in a CBEFF-compliant bjometric
hformation record (BIR) (see ISO/IEC 19785-1). This subclause lists the BDB (biometrie, datia block)
brmat owner identifier and the BDB format type identifiers that shall be used if embedded infa CBEFF
IR. These identifiers are registered with IBIA, the CBEFF Registration authority (see.ISO/IE( 19785-

).

he format owner of the formats defined in the ISO/IEC 19794 series is ISO/IECJTC 1/SC 37. The format
whner identifier is 257 (0101y,,). Table 1 lists the format type identifiers fof the formats defingd in this
document.

D b eh =

o

Table 1 — Format type identifiers

CBEFF BDB format
type identifier

14 (000ey;,,)

Short name Full object identifier

signature-sign-time-
series-full

{iso(1) registration-authority(1) cbeff(19785) biometrid-organ-
ization(0) jtcI-sc37(257) bdbs(0) signature-sign-time-sgeries-
full(14)}

15 (000fy,,)

signature-sign-time-
series-compact

{iso(1)tegistration-authority(1) cbeff(19785) biometric
zation(0) jtcl-sc37(257) bdbs(0) signature-sign-time-ser
pact(15)}

organi-
es-com-

30 (001ey,,)

signature-sign-time-
series-compression

{iso(1) registration-authority(1) cbeff(19785) biometric
zation(0) jtcl-sc37(257) bdbs(0) signature-sign-time-ser

organi-
es-com-

pression(30)}

38 (0026y,,) {iso(1) registration-authority(1) cbeff(19785) biometrig-organ-
ization(0) jtc1-sc37(257) bdbs(0) XML-signature-sign-tjme-se-

ries(38)}

XML-signature-sign-
timeésseries

NOTE1 The format type.dentifier for the full format defined in this document (ISO/IEC 19794-7:20P1) is the
hme as the one for the full format defined in ISO/IEC 19794-7:2007. An indication of which version qf the full
fprmat applies can be determined from the version number included in the general header.

[%2)

NOTE 2 The<onipact format defined in this document (ISO/IEC 19794-7:2021) is the same as the onf defined
in ISO/IEC 19794-7:2007. Hence, the format type identifier for the compact format defined in this editign of ISO/
IEC 19794745 also the same as the one for the compact format defined in ISO/IEC 19794-7:2007.

~y

1 -~ Channels

7.1 General

Table 2 lists the channel names and their meanings. Signature/sign time series data captured with
different capture devices or used in different applications may contain data from different channels.
Either the T channel or the DT channel shall be present, or uniform sampling (constant time difference
between adjacent sample points) shall be indicated (see 7.6). Inclusion of at least one other channel is
mandatory.

Annex B provides recommendations for ensuring the quality of signature/sign time series data.

© ISO/IEC 2021 - All rights reserved 5
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Table 2 — Channels

Channel name |Description

7.2 Pg

There a
The X ch
Y chann
channel

The uni
in the r¢

appropr
7.3 Pg

The VX
pen tip v

The uni
values g
choosin

7.4 P

X x-coordinate (horizontal pen position)

Y y-coordinate (vertical pen position)

Z z-coordinate (height of pen above the writing plane)
VX velocity in x-direction

VY velocity in y-direction

AX acceleration 1n x-direction

AY acceleration in y-direction

T time

DT time difference

pen tip force

S pen tip switch state (touching/not touching the writing plauge)
TX pen tilt along the x-axis

TY pen tilt along the y-axis

A pen azimuth

E pen elevation

R pen rotation

n tip position channels: X, Y, Z

‘e three channels defined for recording pen tip pgsition data in the three-dimensional spacg.
annel is for recording the x-coordinate of the prejection of the pen tip on the writing plane. Thie
bl is for recording the y-coordinate of the prejection of the pen tip on the writing plane. The [
is for recording the height of the pen tip abeve the writing plane.

-

F of measurement is millimetres (mm)iTo restore the actual values, the integer values give
cord body are to be divided by a.scaling value given in the channel description. By choosing
iate scaling values, different degfees of accuracy can be expressed.

n tip velocity channels: VX, VY

hannel is for recording the pen tip velocity along the x-axis. The VY channel is for recording thie
relocity along the yaxis.

—

of measuremént‘is millimetres per second (mm/s). To restore the actual values, the intege
jven in the récetd body are to be divided by a scaling value given in the channel description. Bfy
b appropriate scaling values, different degrees of accuracy can be expressed.

n tip(acceleration channels: AX, AY

The AX

tranmetis for recording the pemtip acceleration atong the x-axis. The AY ciranmet s forrecordin

the pen tip acceleration along the y-axis.

The unit of measurement is millimetres per square second (mm/s2). To restore the actual values,
the integer values given in the record body are to be divided by a scaling value given in the channel

descript

ion. By choosing appropriate scaling values, different degrees of accuracy can be expressed.

7.5 Time channel: T

The T channel is for recording the time elapsed since the first sample.

© ISO/IEC 2021 - All rights reserved
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The unit of measurement is seconds (s). To restore the actual values, the integer values given in
the record body are to be divided by a scaling value given in the channel description. By choosing
appropriate scaling values, different degrees of accuracy can be expressed.

7.6 Time difference channel: DT
The DT channel is for recording the time elapsed since the previous sample point.

The unit of measurement is seconds (s). To restore the actual values, the integer values given in
the inzj i i i iptien—By—choosing

Ih case of uniform sampling, the channel inclusion field (see 8.3.2.8.1) in the represéntation header
should indicate the DT channel as present, but the DT channel values should be absenlt in the

epresentation body while the channel description preamble (see 8.3.2.8.2) for the-DF channel indicates
the time differences between adjacent sample points as constant.

.7 Pen tip force channel: F
[he F channel is for recording the magnitude of the pen tip force.

[he unit of measurement is Newton (N). To restore the actual values, the integer values given in
the record body are to be divided by a scaling value givensin-the channel description. By ¢hoosing
appropriate scaling values, different degrees of accuracy cafitbe expressed.

=z

OTE The direction of the pen-tip force depends on the €apture device technology, which is identified by the
Apture device technology identifier.

Q

1-8 Pen tip switch state channel: S

The S channel is for recording whether theen tip touches the writing plane or not. The value shall be 0
in the case that the pen tip does not touch’the writing plane. In case of pen-down events, the Vailfue shall
dlso be 0. The value shall be 1 in the‘dase that the pen tip touches the writing plane. In case of pen-up
gvents, the value shall also be 1.

NOTE Temporarily maintaining a value of 0 when the pen tip starts touching the writing plane|allows a
recognition of pen-down eventsieven if the capture device provides no sample points for pen-up strokeg.

1.9 Pen orientation channels: TX, TY, A, E, R

here are five channels defined for recording pen orientation data. The A channel is for recording the
en azimuth. The'E channel is for recording the pen elevation. The TX channel is for recording the pen
It along the,x-axis. The TY channel is for recording the pen tilt along the y-axis. The R chanmel is for
ecording.the rotation of the pen about its longitudinal axis. It may be chosen to use:

= ot s e

- _penazimuth and pen elevation, or

£3le o1 +lo A |
Pttt aiUlTg tIC A~ dIIa =d ATS,

with or without the pen rotation. For illustrations see Figure 2 and Figure 3.

The unit of measurement for the pen orientation angles is degree (°). To restore the actual values,
the integer values given in the record body are to be divided by a scaling value given in the channel
description. By choosing appropriate scaling values, different degrees of accuracy can be expressed.

© ISO/IEC 2021 - All rights reserved 7
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Key
A peln azimuth
E peh elevation

TX  pepn tilt along the x-axis
TY  pepn tilt along the y-axis

Figure 2 — Pen orientatién-angles

Y

(%)

R

e

Key

R rotation of the pen.about its longitudinal axis

Figure 3 — Pen rotation

8 Binary full format

8.1 Record organization

A signature/sign time series data record in the full format shall consist of the following data elements
in the given order:

— a general header, containing descriptive information about the structure and contents of the data
record, and

— arecord body, containing at least one signature/sign representation.

8 © ISO/IEC 2021 - All rights reserved
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Figure 4 depicts a signature/sign time series data record in full format. The solid boxes indicate fields
that shall be present. The dashed boxes indicate optional fields. The length of each field in bytes is
indicated in parentheses at the bottom of the corresponding box. The ellipses indicate that more fields
of the same format may follow.

D.1 contains an encoding example in binary full format.

© ISO/IEC 2021 - All rights reserved 9
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Figure 4 — Binary full format
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8.2 General header

8.2.1 Structure

The general header shall contain information applicable to all signature/sign representations. The

general header shall consist of the following data elements in the given order:
— aformat identifier,

— aversion number,

—+ the length of the data record,
+ afield indicating the number of subsequent signature/sign representations, and

—+ acertification flag.

§.2.2 Format identifier

he format identifier shall be recorded in four bytes. The format identifier shall consist of t
SCII characters “SDI” (534449y,,,) followed by Null (00y,,) as a stringterminator.

-S|

o0

.2.3 Version number

he number of the version of this document shall be placed’in four bytes. This version numl

haracters represent the major revision number and‘he third character represents the minor
umber.

=0 0 0o

h a signature/sign time series data record following the second edition of this document, the
umber shall be 3032 3000y, i.e. “020” (an-ASCII ‘0’ followed by an ASCII ‘2’ and an ASCII ‘0’)
y Null (00y,,) as a string terminator.

o0 ==

]

h a signature/sign time series data-tecord following this third edition of this document, the
umber shall be 3032 3100y, i.e-"021” (an ASCII ‘0’ followed by an ASCII ‘2’ and an ASCII ‘1’)
y Null (00,,) as a string terminator.

o 0

§.2.4 Length of the data-record

lowli—|

ytes. This count-shall be the total length of the BDIR including the general header and one
epresentationdecords.

—

§8.2.5 Number of representations

—

he total number of representation records contained in the BDIR shall be recorded in two
minimum of one representation is required.

he three

ber shall

onsist of three ASCII characters followed by Null (004y,)as a string terminator. The first angl second

revision

version
Followed

version
Followed

he length in bytes-of the entire BDIR (biometric data interchange record) shall be recorded in four

Oor more

bytes. A

8.2.6 Certification flag

The one-byte certification flag indicates whether each representation header includes a cert

ification

record. Its value shall be 00y, to indicate that no representation contains a certification record.

NOTE The certification flag has been added for upward compatibility with later versions of the full format in

which representation headers can contain certification records.

© ISO/IEC 2021 - All rights reserved
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8.3 Record body

8.3.1

The rec

Structure

ord body shall consist of a sequence of at least one signature/sign representation. Each

signature/sign representation shall consist of the following data elements in the given order:

— arepresentation header, and

— are
8.3.2

8.3.2.1

A signat]
Arepreq

— are
— the
— aca
— aca
— aca
— agqu
— ase

— afid

8.3.2.2

The fou
the repr

8.3.2.3

The capture date and_time field shall indicate when the capture of this representation started ip

Coordin
shall be

8.3.2.4

The cap
capture

resentation body.

Representation header

Structure

ure/sign representation header shall contain representation-specific descriptive information.
entation header shall consist of the following data elements in the given order:

presentation-length field,

Capture date and time,

ture device technology identifier,
ture device vendor identifier,
ture device type identifier,

ality record,

quence of channel descriptions, and

Id indicating the number of sample points.

Length of the signature/sign representation

-byte representation-lengthufield denotes the length in bytes of the representation includinig
esentation header.

Capture date and time

hted Universal\Pime (UTC). The capture date and time field shall consist of 9 bytes. Its value
encoded intthe form given in ISO/IEC 19794-1.

Capture device technology identifier

ture device technology ID shall be encoded in one byte. This field shall indicate the class af
device technology used to acquire the captured biometric sample. A value of 00y, indicates

unknown or unspecified technology. See Table 3 for the list of possible values.

12

Table 3 — Signature/sign capture device technology identifiers

Identifier Capture device technology

00pex Unknown or unspecified

0164 Electromagnetic

02}ex Semiconductor

0441« Special pen with acceleration sensors
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Table 3 (continued)

Identifier Capture device technology

08hex Special pen with optical sensors
all others Reserved by ISO/IECJTC 1/SC 37 for future use

8.3.2.5 Capture device vendor identifier

The capture device vendor identifier shall identify the biometric organization that owns the product
that created the -~ The capture device vendor 1dentiiier shall be encoded In two bytes carrying a
(IBEFF biometric organization identifier (registered by IBIA or other approved registration)authority).
A value of all zeros shall indicate that the capture device vendor is unreported.

o0

.3.2.6 Capture device type identifier

he capture device type identifier shall identify the product type that created the BDIR. It|shall be
ssigned by the registered product owner or other approved registration authority. Registered|product
ypes shall include all valid combinations of writing tablet and pen as a sifigl€ product where applicable.

value of all zeros shall indicate that the capture device type is unreported. If the capturg device
endor identifier is 0000y,,, then also the capture device type identifier shall be 0000y,,.

< oot g

§.3.2.7 Quality record

—]

he quality record shall consist of a length field followed by zero or more quality blocks. The length
eld shall consist of one byte. It shall represent the number of quality blocks as an unsigned infeger.

|w w i)

ach quality block shall consist of:

- a quality score,

— a quality algorithm vendor identifier, and

- a quality algorithm identifier.

oy

quality score should express the predicted comparison performance of a representation. 4 quality
core shall be encoded in one byte as an unsigned integer. Allowed values are:

(%)

~ 0 to 100 with higheryvalues indicating better quality,

— 255, i.e. ffy,,, forndicating that an attempt to calculate a quality score failed.

The quality algerithm vendor identifier shall identify the provider of the quality algorithm. Th¢ quality
dlgorithm vendof identifier shall be encoded in two bytes carrying a CBEFF biometric organization
ifentifier (registered by IBIA or other approved registration authority). A value of all zeros shall
ihdicate that the quality algorithm vendor is unreported.

The“quality algorithm identifier shall identify the vendor's quality algorithm that created th¢ quality
score. It shall be assigned by the provider of the quality algorithm or an approved registration authority.
The quality algorithm identifier shall be encoded in two bytes. A value of all zeros shall indicate that the
quality algorithm is unreported.

8.3.2.8 Channel descriptions

8.3.2.8.1 Channel inclusion field

The channel descriptions field shall begin with a channel inclusion field indicating the presence or
absence of channels.
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The channel inclusion field shall consist of two bytes. Each bit shall correspond to a channel as shown
in Table 4. A bit value of 1 shall encode the presence of the corresponding channel; a bit value of 0 shall
encode the absence of the corresponding channel.

Table 4 — Format of the channel inclusion field

The chal
indicate

channel
record.

EXAMPL
channels|

8.3.2.8.2

Each chi

F

p

of one b

rte

Channel name Octet |Bit position
X 8 (msb)
Y 7
Z 6

VX 5
VY ! 4
AX 3
AY 2
T 1 (Isb)
DT 8 (msb)
7
S 6
TX 5
TY 2 4
A 3
E 2
R 1,(1sb)

hnel inclusion field shall be followed by a sequence of channel descriptions for the channel
d as present in the channel inclusion field. The order of the channel descriptions is determine
by the order of indicated inclusion within the channel inclusion field starting with the X channel. Thie
descriptions are mandatory for all channels present in the signature/sign time series dat

Figure 5 shows the channel-inclusion field for signature/sign time series data including th
X,Y,T,FS,A EandR.

Octet 1

Octet 2

tht]ofofo]o]o]1

of1][1]ofo]1]1]1

Figure 5 — Example of a channel inclusion field

Channel description preamble

innel description shall begin with a preamble. Each channel description preamble shall consig

S
d

2

[¢)

[

Each of the bits 4 through 8 of a channel description preamble shall correspond to a channel attribute
as shown in Table 5. A bit value of 1 shall encode the presence of the corresponding channel attribute;
a bit value of 0 shall encode the absence of the corresponding channel attribute. If any of the bits 4
through 8 of a channel description preamble are set to 1, the preamble shall be followed by a sequence

of channel attributes in the same order as indicated in the preamble starting with the scaling value.

14

Table 5 — Format of a channel description preamble

Channel attribute

Bit position

Scaling value

8 (msb)
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https://standardsiso.com/api/?name=06d031dc810248dcbea7a65696e48010

ISO/IEC 19794-7:2021(E)

Table 5 (continued)

Channel attribute Bit position
Minimum possible channel value 7

Maximum possible channel value 6

Average of the channel values 5

Standard deviation of the channel values 4

Constant value 3

Removat of the {inear component with TeSpect to TUme |2

Reserved by ISO/IECJTC 1/SC 37 for future use 1 (Isb)

value of 1 for bit 3 of a channel description preamble shall indicate that the valuef this cH
onstant. If bit 3 of a channel description preamble is set to 1, then this channel shall be abse
epresentation body even though the representation header indicates the presence’of the chant
hannel description contains a scaling value, then the constant value of this channel shall be 1
y the scaling value.

o0 =5 o o

I

XAMPLE 1  Bit 3 of the DT channel description preamble can be used to indicate a uniform sampling

NOTE1 For all other channels except the DT channel, bit 3 of the channebdescription preamble is usy

Y

value of 1 for bit 2 of a channel description preamble shall indicate that the linear compone
egression line for this channel has been removed from this-ehannel.

—

sl

XAMPLE 2 Bit 2 of the X channel description preamble ¢an'be used to indicate that the linear com
he X-on-T regression line (which can be present due to wiriting along a horizontal line) has been remo
he X channel in order to map the X values to a smaller range.

o

=z

OTE2  Since the removal of alinear trend with rgspect to time is not practically relevant for the time
he value of 1 should not be used for bit 2 of the cliannel description preamble of the T channel.

ot

The unused trailing bit of the preamble Shall have value 0 and is reserved by ISO/IEC JTC 1/9
fhiture use.

8.3.2.8.3 Scaling value

]

f present, scaling values shall consist of two bytes. The five most significant bits of the first b
onstitute the exponent field, E, and the remaining eleven bits shall constitute the fraction field

Q

he exponent field,(E) contains an unsigned integer representing the base 2 exponent of thg
alue biased by _16; For the exponent, signed integer values in the range from -16 to 15 are
or encoding the/exponent value, 16 is to be added in order to get an unsigned value. For deco
xponent valile, 16 is to be subtracted from the contents of E.

@ <

he fraetion field, F, contains the bit field that lies, in binary notation, to the right of the leadin
he binary point of the scaling value’s coefficient lying in the range 1 < coefficient < 2.

o =

annel is
nt in the
el. If the
divided
rate.
ally 0.
nt of the

bonent of
ved from

channel,

C 37 for

yte shall
, F.

scaling
bossible.
ding the

b bit and

Ml 1L 1 3 1 laotad 3 A 1 L1
1'11C obauus valiucg, 5, 15 Ldadituidicu uauls 1T'ULIITUId [ 1],

s=(1+i] . pk-16
211

)

EXAMPLE s =1isrepresented by a value of 00y,, in the fraction field, F, and a value of 10y, in the exponent

field, E.
2047

The scaling value has a range from 2-16 to [1+MJ . 215, i.e. from 0,000 015 258 789 062 5 to 65 520.

© ISO/IEC 2021 - All rights reserved
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The channel values in the representation body as well as the minimum, maximum, and average channel
values and the standard deviation in the representation header are to be divided by the corresponding
scaling value to obtain their actual values.

If the scaling value is absent, the calibration of the corresponding channel is unknown.

8.3.2.8.4 Minimum and maximum possible channel values

If present, the minimum and maximum possible channel values shall indicate the scaled range of values
that the dpp]nypd capture device may deliver for the rnrrpcpnnding channel

For the minimum and maximum possible channel values of the Z, T, DT, F, A, E and R channels, integd
values inp the range from 0 to 65 535 are allowed. These values shall be encoded in two bytes as utisigne
integers

==

For the fninimum and maximum possible channel values of the X, Y, VX, VY, AX, AY, TX, and’TY channels,
integer yalues in the range from -32 768 to 32 767 are allowed. These values shall pe’encoded in twp
bytes asunsigned integers after adding 32 768 to each value. Hence, for non-negative numbers, bit 8 gf
the most significant byte has the value 1; for negative numbers, bit 8 of the most&ignificant byte has thee
value 0. [For decoding these values, 32 768 is to be subtracted from each recorded value.

8.3.2.8.5 Average and standard deviation of the channel values

—

If present, the average of the channel values shall be the arithmeticémean ¢, rounded to the neares
integer, pfall values ¢; (1<i<N where N is the number of samplé points) for the corresponding channg

within a signature/sign time series data record, according to Formula (2):

N
c= Zci )
i=1

If present, the standard deviation of the channel values shall be the empirical standard deviation ¢,

—

rounded to the nearest integer, of all values. ¢; (1<i<N) for the corresponding channel within p
signatuye/sign time series data record, aecording to Formula (3):

—_—

For the pverages of the Z, T;PT, F, A, E and R channels, as well as for the standard deviations of a
channel, integer values inthe range from 0 to 65 535 are allowed. These values shall be encoded in twp
bytes aslunsigned integers.

For the qveragesof the X, Y, VX, VY, AX, AY, TX and TY channels, integer values in the range from 32 76B
to 32 767 are allowed. These values shall be encoded in two bytes as unsigned integers after addi
32 768 to eaclrvalue. Hence, for non-negative numbers, bit 8 of the most significant byte has the val
1; for ndgative numbers, bit 8 of the most significant byte has the value 0. For decoding these value$,

32 768 O =) lot £ ] P DA | 1
1Sto e suptractea rronreacirrecoraca varte:

NOTE The average and the standard deviation values provide information as to whether and to which range
the signature/sign data has been transformed for facilitating comparison.

EXAMPLE The averages of the X and Y channels provide information as to whether the signature/sign data
has been translated and rotated for facilitating comparison. If present, the standard deviation values of the X
and Y channels provide information about the range to which the signature/sign data has been normalized and
scaled for facilitating comparison.
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8.3.2.9 Number of sample points

The length field shall indicate the number of sample points. The length field shall consist of three bytes,

representing the number of sample points as an unsigned integer.
8.3.3 Representation body

8.3.3.1 Structure

SigTature/SigT Tepresentation body Siratt tonsistof:

- a sequence of sample point fields, each consisting of a sequence of channel values, and

- an extended data length field followed by optional extended data.

8.3.3.2 Sequence of sample points

lwul

ach sample point field shall consist of a sequence of selected channel valu€s as indicated by the
hclusion field in the representation header. The order of the channel values is determined by t
df indicated inclusion within the channel inclusion field (Table 4).

—e

Hor the Z, T, DT, F, A, E, and R channels, integer values in the range from 0 to 65 535 are allowe|
vialues shall be encoded in two bytes as unsigned integers.

Hor the X, Y, VX, VY, AX, AY, TX, and TY channels, integer values in the range from -32 768 to 32
dllowed. These values shall be encoded in two bytes aswunsigned integers, after adding 32 764
value. Hence, for non-negative numbers, bit 8 of the mest significant byte has the value 1; for
rumbers, bit 8 of the most significant byte has the@walue 0. For decoding these values, 32 768
sjubtracted from each recorded value.

Hor the S channel, the integer values 0 and I\are allowed. These values shall be encoded in ong
Unsigned integers.

§4.3.3.3 Extended data length

—

he extended data length field shall indicate the number of bytes in the extended data field. Th
eld shall consist of two bytes, representing the number of subsequent bytes as an unsigned
alues in the range from(0 to 65 535 are allowed.

<!

8.3.3.4 Extended-data

dlgorithms.The structure of the extended data field is not prescribed by this document. If g

channel
he order

d. These

767 are
to each
negative
is to be

byte as

e length
integer.

The optional extended data field allows for inclusion of additional data that may be used by conpparison

xtended

data is present and the comparison algorithm does not recognize its format, the algorithm shall ignore

d in this

processing data records w1thout extended data and when processing data records w1th extended data

9 Binary compact format

9.1 Record organization

The compact format of signature/sign time series data is for use with smart cards and other to
areas of application include both off-card and on-card comparison.

The compact format of signature/sign time series data is more compact than the full format

ates when

kens. Its

defined

in Clause 8. A signature/sign time series data record in compact format contains a single signature/

© ISO/IEC 2021 - All rights reserved
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sign representation; it does not contain a header and encodes each channel value within one byte only.
Information about the structure and contents of the data record that otherwise would be given in the
channel descriptions within the header is contained in a separate comparison algorithm parameters
data object as defined in 9.2.

Figure 6 depicts the body of a signature/sign time series data record in compact format. The solid boxes
indicate fields that shall be present. The dashed boxes indicate optional fields. The length of each field
in bytes is indicated in parentheses at the bottom of the corresponding box. The ellipses indicate that
more fields of the same format may follow.

BDB
(variable)
4 A A
Sample point 1 Sample point n
(variable) | (variable)
4 A A
[ X value | [ Rvalue |

Figure 6 — Binary compact format

o

The infqrmative Annex C specifies the abstract syntax of the,binary compact format in ASN.1[1. D.|
containg an encoding example in binary compact format.

9.2 Comparison algorithm parameters template

9.2.1 Btructure

The conpparison algorithm parameters data’object may be embedded in a biometric header templat]
(BHT), yhich is again embedded in a biémetric information template (BIT) as defined in the TLY
encoded CBEFF patron format for usewith smart cards or other tokens defined in ISO/IEC 19785-3.

D

The strycture of a comparison algerithm parameters data object is shown in Table 6. Its tag is defined
in ISO/IEC 19785-3 as B1y,,~Fhe length fields shall be encoded following the Distinguished Encoding
Rules off ASN.1 defined in [SO/IEC 8825-1. Its contents may be a sequence of channel descriptions as
defined fin 9.2.3 and thedmaximum number of sample points that the comparison algorithm is able tp
process fs defined in.9.2)2.

Table 6 — Structure of a comparison algorithm parameters data object for
signature/sign time series data

Tag |Length |Value Presence

Bl |variable

Tag Length |Value

81y, |variable |Minimum and maximum number of sample points as defined in | optional
9.2.2

86y, |variable |Sequence of channel descriptions as defined in 9.2.3 optional

9.2.2 Minimum and maximum number of sample points

If there is a lower and an upper limit to the number of sample points, the minimum and maximum
number of sample points that the comparison algorithm is able to process may be indicated in the
comparison algorithm parameters data object. The minimum number of sample points shall be encoded
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in one byte as an unsigned integer, directly followed by the maximum number of sample points encoded
as an unsigned integer, in as few bytes as possible (without leading zeros).

NOTE ISO/IEC 24787 recommends 81y, as tag for this data object.
9.2.3 Channel descriptions

9.2.3.1 Channel inclusion field

I" v | Lol 1l - 1 111 - . 1 1. 1 - a ol ol o | f‘ d'
PLIESTIIL, LT STUUCTITILT U LHATITICT UTSLITPUIULLS STHAdIN DTS WILID d CHAHTITITHITITIUSTUIT TITIU d.5 UY ne n

8.3.2.8.1.

9.2.3.2 Channel description preamble

he channel inclusion field shall be followed by a sequence of channel descriptions for the ¢hannels
hdicated as present in the channel inclusion field. The order of the channel deSeriptions is detprmined
y the order of indicated inclusion within the channel inclusion field (Table 4) starting with the X
hannel if present. The channel descriptions are mandatory for all channels present in the signature/
ign time series data record.

W o o = =]

lwul

ach channel description shall begin with a preamble as defined in.8.3.2.8.2.

]

F any of the bits 4 through 8 of a channel description preamble are set to 1, the preamble|shall be
bllowed by a sequence of channel attributes in the same ¢rder as indicated in the preamble|starting
rith the scaling value.

< =

9.2.3.3 Scaling value

]

f present, the meaning and encoding of the scaling values shall be as defined in 8.3.2.8.3.

9.2.3.4 Minimum and maximum possible channel values

]

[ present, the meaning of the minimum and maximum possible channel values shall be as d¢fined in
3.2.84.

vl (@)

or the minimum and maximum possible channel values of the Z, T, DT, F, A, E and R channelg, integer
alues in the range from 0 to 255 are allowed. These values shall be encoded in one byte as ynsigned
htegers.

—

or the minimum and’maximum possible channel values of the X, Y, VX, VY, AX, AY, TX and TY channels,
hteger values inthe range from -128 to 127 are allowed. These values shall be encoded in ong¢ byte as
nsigned integers after adding 128 to each value. Hence, for non-negative numbers, bit 8 of the most
ignificant hyte has the value 1; for negative numbers, bit 8 of the most significant byte has theg value 0.
or decoding these values, 128 is to be subtracted from each recorded value.

- W o =

9.2:3.5 Average and standard deviation of the channel values

If present, the meaning of the average and of the standard deviation of the channel values shall be as
defined in 8.3.2.8.5.

For the averages of the Z, T, DT, F, A, E, and R channels as well as for the standard deviations of all
channels, integer values in the range from 0 to 255 are allowed. These values shall be encoded in one
byte as unsigned integers.

For the averages of the X, Y, VX, VY, AX, AY, TX and TY channels, integer values in the range from 128
to 127 are allowed. These values shall be encoded in one byte as unsigned integers after adding 128
to each value. Hence, for non-negative numbers, bit 8 of the most significant byte has the value 1; for
negative numbers, bit 8 of the most significant byte has the value 0. For decoding these values, 128 is to
be subtracted from each recorded value.
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9.3 Embedment in a CBEFF data structure

According to the TLV-encoded patron format for use with smartcards or other tokens defined in ISO/
IEC 19785-3, a signature/sign time series data record shall be encoded as shown in Table 7 or Table 8,
depending on whether the signature/sign time series data record contains extended data or not. Its tag
shall be 5f2ey,, if there is no extended data, and 7f2ey,,, if there is also extended data. Its length shall
be encoded following the Distinguished Encoding Rules of ASN.1 defined in ISO/IEC 8825-1. Its contents
shall be the body of a signature/sign time series data record as defined in 9.4.

LA T T} Pt - V) o : 3 1 el - - I T
IdUIT /7 = JlglIdlul C/5I1g1l LIIIT STIICS Udid ITTLUTU WILIHIUUL TXITIIUCU Udid

Tag Length |Value

5f2ey., | |variable |Body of a signature/sign time series data record as defined in 9.4

Table 8 — Signature/sign time series data record alongside extended data

Tag Length |Value
7f2ey.x | |variable
Tag Length |Value
8146k variable |Body of a signature/sign time series datarecord as defined in 9.4

824 Or |variable |Extended data in proprietary format (of primitive or constructed
AZHeX type)

9.4 Record body

The rec¢rd body consists of a sequence of fields, each of which consists of a sequence of channel valug
at a particular sample point, for subsequent sample points. For each sample point, the field shall consis
of a seqlience of selected channel values as indicated-by the channel inclusion field in the compariso
algorithim parameters data object. The order of'the channel values is determined by the order ¢
indicatefd inclusion within the channel inclusionield (Table 4).

— = =+ N

For the [, T, DT, F, A, E and R channels, integer values in the range from 0 to 255 are allowed. Thes|
values shall be encoded in one byte as unsigned integers. In the compact format, the T channel sha
contain fime data relative to the preceding sample.

— (D

For the [X, Y, VX, VY, AX, AY, TX-and TY channels, integer values in the range from -128 to 127 ar
allowed] These values shall be.eircoded in one byte as unsigned integers after adding 128 to each valug.
Hence, fpr non-negative numbers, bit 8 has the value 1; for negative numbers, bit 8 has the value 0. Fg
decoding these values, 128\s to be subtracted from each recorded value.

[

=

For the § channel, thelinteger values 0 and 1 are allowed. These values shall be encoded in one byte g
unsignefl integers.

v

10 Binary.compression format

10.1 Record organization

The compression format of signature/sign time series data is for use within applications where both,
data record size and algorithm performance in terms of error rates, are important factors (for example,
smart cards and other tokens) and also within applications where the data transmission speed can be
slow.

The compression format has the advantage of smaller data size due to lossless data compression. As an
inconvenience, it requires uncompressing the data in order to use them.
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A signature/sign time series data record in the compression format shall consist of the following data

elements in the given order:

— a general header, containing descriptive information about the structure and contents of
record,

— and arecord body, containing at least one signature/sign representation.

the data

Figure 7 depicts a signature/sign time series data record in compression format. The solid boxes
indicate fields that shall be present. The dashed boxes indicate optional fields. The length of each field

ifr bytes 1s indicated In parentheses at the bottom of the corresponding box. The ellipses ndi
more fields of the same format may follow.

0.3 contains an encoding example in binary compression format.

10.2 General header

—

he general header shall be as defined in 8.2 with the exception of the format identifier. Th
lentifier shall consist of the three ASCII characters “SCD” (534344} fodowed by Null (00
tring terminator.

v —-

10.3 Record body

10.3.1 Structure

W=

ignature/sign representation shall consist of the following data elements in the given order:

- arepresentation header and

~ arepresentation body.
10.3.2 Representation header

10.3.2.1 Structure

representation header shall'contain representation-specific descriptive information. A repres|
eader shall consist of the following data elements in the given order:

=0 o

- arepresentatiohclength field,
—+ the capturé.date and time,
-+ acapture device technology identifier,

—+ aCapture device vendor identifier,

- _~a capture device type identifier,

ate that

b format
ex) @S @

he record body shall consist of a sequence of at least one signature/sign representatign. Each

entation

— aquality record,

— asequence of channel descriptions,

— afield indicating the number of sample points,
— acompression algorithm identifier field, and

— afield indicating the length of the compressed data.

The meaning and encoding of the representation-length field, the capture date and time field, the

capture device technology identifier, the capture device vendor identifier, the capture dev

© ISO/IEC 2021 - All rights reserved
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identifier, the quality record, the channel descriptions and the number-of-sample-points field shall be
as defined in 8.3.2. The scaling values given in the channel descriptions shall be set in such a way that
the differences are mapped to a range of values as small as possible without loss of information.
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Figure 7 — Binary compression format
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10.3.2.2 Compression algorithm identifier

The compression algorithm identifier shall identify the compression algorithm used. The compression
algorithm identifier shall be encoded in one byte. See Table 9 for the list of possible values.

Table 9 — Compression algorithm identifiers

10.3.2.3

The con
compreg

10.3.3

10.3.3.1
A signat|
— abl
— an¢g

The dat:

is indicated as present by the channeliinclusion field in the representation header. A difference channgl

shall be
using t
represe

10.3.3.2

The com
device 4
format.

Identifier |Compression algorithm

00}ex Bzip2[2]

0T 1ox LZWi]

02pex GZip[]

03}ex Deflatel12]

05yex PPMd[13]

06404 LZMA[14]

08Hex Zip[ﬁ]

all others |Reserved by ISO/IEC]JTC 1/SC 37 for future use

Length of the compressed data

pressed-data length field shall denote the total number of bytes in the compressed data. Thie
sed-data length field shall consist of four bytes.

Representation body

Structure

ure/sign representation body in compression-format shall consist of:
ck of compressed data, and

xtended data length field followed by optional extended data.

W to be compressed shall consist of a sequence of difference channels, one for each channel thdt
encoded as described in( 10.3.3.2. The sequence of difference channels shall be compressefd

e compression algorithin indicated by the compression algorithm identifier field in thie
tation header.

Sequence of channels

(s

pressionformat for signature/sign time series data shall store the data acquired from the inpy
s a sequence of difference channels instead of as a sequence of sample points as defined in fu

—_—

Every d

8.3.3.2.
d; =Ciyq
32 768.

fference channel shall start with the initial value ¢, of the channel, encoded as defined i
This is followed by a sequence of differences between values at consecutive sample points
—¢; (1<i<N-1). Each d; shall be encoded in two bytes as an unsigned integer after adding

10.3.3.3 Extended data length

The extended data length field shall be as defined in 8.3.3.3.

10.3.3.4 Extended data

The extended data field shall be as defined in 8.3.3.4.

24

© ISO/IEC 2021 - All rights reserved


https://standardsiso.com/api/?name=06d031dc810248dcbea7a65696e48010

ISO/IEC 19794-7:2021(E)

11 XML encoding

An XML document encoding signature/sign time series data shall obey the XML schema definition given
in Annex E. The XML schema definition in E.2 conforms to XML Schema Parts 1116l and 2[17] and ISO/IEC
19794-1. Annex F contains an XML encoding example.
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Annex A
(normative)

Conformance testing methodology

A1 Tible of requirements

The normative requirements of the main body of this document are listed in Table A.1. The supplier
the IUT should use Table A.1 to explain which optional components of this document are supported an
the testing laboratory should use Table A.1 to note the results of the test.

=
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A.2 Tables of test assertions

A.2.1 Conformance test assertions for binary full format

The specific test assertions required for conformance testing to the full format of this document are
listed in Table A.2. The normative requirements of this document listed in Table A.1 are referenced in
Table A.2.

The conformance test assertions are listed in the order in which the corresponding fields, if present,

re reauired toappearina conforming data record
T 30 3¢ 5
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A.2.2 Conformance test assertions for binary compact format

The specific test assertions required for conformance testing to the compact format of this document
are listed in Table A.3. The normative requirements of this document listed in Table A.1 are referenced
in Table A.3.

The conformance test assertions are listed in the order in which the corresponding fields, if present,
are required to appear in a conforming data record.
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A.2.3 Conformance test assertions for binary compression format

The specific test assertions required for conformance testing to the compression format of this

document are listed in Table A.4. The normative requirements of this document listed in Table A.1 are
referenced in Table A.4.

The conformance test assertions are listed in the order in which the corresponding fields, if present,
re required to appear in a conforming data record.
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