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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees

stablished by the respecitive organization t0 deal with particular fields of technical activity. 1SO
technical committees collaborate in fields of mutual interest. Other international organizations, gové

and |IEC
rnmental

nd non-governmental, in liaison with 1ISO and IEC, also take part in the work. In the field\of information

technology, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

International Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part .

he main task of the joint technical committee is to prepare International Standards. Draft Inte

n International Standard requires approval by at least 75 % of the national bedies casting a vote.

>

ghts. ISO and IEC shall not be held responsible for identifying any or:all such patent rights.

-

BO/IEC 10373-3 was prepared by Joint Technical Committee ISO/IEC JTC 1, Information teq
ubcommittee SC 17, Cards and personal identification.

=

—

his second edition cancels and replaces the first edition (ISO/IEC 10373-3:2001), which has been te
bvised.

—

BO/IEC 10373 consists of the following parts, under the general title /dentification cards — Test meth
— Part 1: General characteristics

—+ Part 2: Cards with magnetic stripes

—+ Part 3: Integrated circuit cards with contacts and related interface devices
—+ Part 5: Optical memory.cards

—+ Part 6: Proximity.cards

—+ Part 7: Vicinity cards

-+ Part8:USB-ICC

—

he following part is under preparation:

rnational

1
Standards adopted by the joint technical committee are circulated to national badies for voting. Publication as
E

ttention is drawn to the possibility that some of the elements of this document may be the subject jof patent

hnology,

chnically

ods:

— Part 9: Optical memory cards: Holographic recording method

© ISO/IEC 2010 — All rights reserved
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Identification cards — Test methods —

Part 3:

Integrated circuit cards with contacts and related interface
evices

Scope

his part of ISO/IEC 10373 defines test methods for characteristics of integrated circuit cards with|contacts
nd related interface devices according to the definition given in ISO/NEC 7816. Each test method is
oss-referenced to one or more base standards, which can be ISO/IEC 7810 or one or more of the
pplementary International Standards that define the information. -storage technologies employed in

identification card applications.

OTE Criteria for acceptability do not form part of this part of ISO/IEC 10373 but will be found in the Infernational

tandards mentioned above.

his part of ISO/IEC 10373 defines test methods which are specific to integrated circuit techno
ntacts. ISO/IEC 10373-1 defines test methods which” are common to one or more card technolg
her parts define other technology-specific tests.

ogy with
gies and

est methods defined in this part of ISOIEC 10373 are intended to be performed separately and

imdependently. A given card is not required to pass through all the tests sequentially. The test
defined in this part of ISO/IEC 10373 arelbased on ISO/IEC 7816-3.

Qo

onformance of cards and IFDs determined using the test methods defined in this part of ISO/IH
does not preclude failures in thexfield. Reliability testing is outside the scope of this part of ISO/IEC 10

—

his part of ISO/IEC 10373 does not define any test to establish the complete functioning of integrat
ards. The test methods, require only that the minimum functionality be verified. Minimum functi
efined as follows.

Q0

— Any infegrated circuit present in the card continues to show an Answer to Reset respon
conforms to the base standard.

— _Any contacts associated with any integrated circuit present in the card continue to show
resistance which conforms to the base standard.

methods
C 10373
373.

Bbd circuit
bnality is

5e which

electrical

2 Normative references

The following referenced documents are indispensable for the application of this document. For dated
references, only the edition cited applies. For undated references, the latest edition of the referenced

document (including any amendments) applies.

ISO/IEC 7810:2003, Identification cards — Physical characteristics

ISO/IEC 7816-3:2006, Identification cards — Integrated circuit cards — Part 3: Cards with contacts —

Electrical interface and transmission protocols

© ISO/IEC 2010 — All rights reserved
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ISO/IEC

7816-4:2005, Identification cards — Integrated circuit cards — Part 4: Organization, security and

commands for interchange

3 Terms and definitions

For the purposes of this document, the following terms and definitions apply.

3.1
card

integrate

3.2

DUT
device u
card or |

3.3
etu-fact
paramet

3.4

IFD
interface

3.5

normal dise

use as

appropriate to the card technology and storage as a personal:document between equipment processes

3.6

test met
method
confirmirn

3.7

test sce
defined t
this part

3.8

typical g
commun
impleme

4 Gel

d circuit card with contacts as defined in ISO/IEC 7816

hder test

-D that is subject to testing

r

rs negotiable by protocol and parameters selection (PPS), described in ISO/IEC 7816-3:2006, 6.3.1

device related to integrated circuit cards with contacts as definediin ISO/IEC 7816-3

an identification card, as defined in ISO/IEC 7810:2003, 4.1, involving equipment processe

[

hod
for testing characteristics of identificatiorr cards and related interface devices for the purpose ¢
g their compliance with International Standards

—h

nario
ypical protocol and application specific communication to be used with the test methods defined in
bf ISO/IEC 10373

rotocol and application specific communication
cation between"a DUT and the corresponding test-apparatus based on protocol and applicatio
hted in the.DUT and representing its normal use

]

neral items applicable to the test methods

4.1 Test environment

Unless otherwise specified, testing of physical, electrical and logical characteristics shall take place in an
environment of temperature 23 °C £ 3 °C, of relative humidity 40 % to 60 %.

4.2 Pre-conditioning

Where pre-conditioning is required by the test method, the identification cards to be tested shall be
conditioned to the test environment for a period of 24 h before testing unless otherwise specified.

© ISO/IEC 2010 — All rights reserved
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4.3 Selection of test methods

Tests shall be applied as required to test the attributes of the card defined by the relevant base standard

(see 4.8).

4.4 Default tolerance

Unless otherwise specified, a default tolerance of £ 5 % shall be applied to the quantity values given to specify
the characteristics of the test equipment (e.g. linear dimensions) and the test method procedures (e.g. test

quiprment-adijostments):
.5 Total measurement uncertainty
he total measurement uncertainty for each quantity determined by these test methodsshall be stated in the
test report.
.6 Conventions for electrical measurements
otential differences are defined with respect to the GND contact of the card 'and currents flowing to| the card
re considered positive.
.7 Apparatus
471 Apparatus for testing the integrated circuit cards with contacts (card-test-apparatus)
4711 Generating the VCC voltage (Ucc) and timing
Table 1 — voltage and timing for VCC
Parameter Operating Condition Range Accuracy
Ucc Class A, B, C -1Vto6V 20 mV
IR, tF Class A, B, C 0 ps to 500 ps +100 ps
471.2 MeasuringACC
Table 2 — I.c parameters
Characteristic Mode Range Accuracy Resolution
Spike Measurement 0 mA to 200 mA +2mA 20 ns
Icc Active mode 0 mA to 100 mA +1mA Averaged over 1 ms
Clock stop 0 pA to 200 pA +10 pA Averaged over 1 ms
4.71.3 Generating SPU (C6) voltage
See 5.5 and ISO/IEC 7816-3.
© ISO/IEC 2010 — All rights reserved 3


https://standardsiso.com/api/?name=4f5f21a34d22f395ea6c7d15a9972c0c

ISO/IEC 10373-3:2010(E)

4.71.4 Generating the RST voltage and timing
Table 3 — RST voltage and timing
Parameter Operating Condition Range Accuracy
Un, UL Class A, B -1Vto6V +20 mV
Uy Class C -“1Vto2V +20 mV
U Class C -1Vto1V +20mV
IR, tF Ousto2us +20ns
NOTE tr and ¢r are generated between 10% and 90% of Vy min and V. max values.
4.7.1.5 | Measuring the RST current
Table 4 — RST current
Characteristic Mode Range Accuracy Resolution
Iy Active -30 pA to 200 uA +10 pA 100 ns
Iy Active -200 pA to 30;uA +10 pA 100 ns
4.7.1.6 | Generating the /O voltage and timing in-reception mode
Table 551/0 voltage and timing
Parameter Mode Operating Condition Range Accuracy
Card: Reception,
Up, Ui Apparatus: Class A, B -1Vto6V +20 mV
Transmission
Card: Reception,
UH Apparatus: Class C -1Vto2V +20 mV
Transmission
Card: Reception,
U Apparatus: Class C -1Vto1V +20 mV
Transmission
Card: Reception,
IR, IF Apparatus: Opusto2ys + 100 ns
Transmission
NOTE — tr and # are generated between 10% and 90% of Vi min and V. max values.

© ISO/IEC 2010 — All rights reserved
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4.7.1.7 Measuring the I/O current in reception mode

Table 6 — 1/O current (reception mode)

Parameter Mode Range Accuracy Resolution

Card: Reception,

Iy Apparatus: -300 pAto 30 pA +10 pA 100 ns
Transmission

Card: Reception,
Apparatus: -1,5mA to -0,2 mA + 50 pA 1Q00,ns
Transmission
I

Card: Reception,

Apparatus: -200 yA to 30 pA +10 pA 100 ns
Transmission

47.1.8 Generating the I/O current

Table 7 — I/O current

Stabilization jtime

Parameter Mode Range Accuracy after levelljis
reached
i el 20Q pull-up to
Card: Transmission .
fon Apparatus: Reception yee ocrirc.ecclll#valent +200 Q

Card: Transmission

lot Apparatus: Reception 0mAto 1,5 mA 150 pA <100 ns

4719 Measuring the }/O-voltage and timing

Table 8 — 1/0O voltage and timing

Characteristic | Operating Condition Range Accuracy Resolution
U UL Class A, B, C -1Vto6V +20 mV 20 ns
IR, tF Ousto2us +20ns
NOTE —tr and # are measured between 10% and 90% of Vi min and V. max values.

© ISO/IEC 2010 — All rights reserved
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4.7.1.10 Generating the CLK voltage

Table 9 — CLK voltage

Parameter Operating Condition Range Accuracy Resolution
Un, U Class A, B -1Vto6V +20 mV 20 ns
Un Class C -1Vto2V +20 mV 20 ns
Ur Class C -1Vto2V +20 mV 20 ns

4.7.1.11| Generating the CLK waveforms (single cycle measurement)

Table 10 — CLK waveforms

P3arameter Range Accuracy
Duty cycle 35 % to 65 % of period +5ns
Frequency 0,5 MHz to 5,5 MHz +5kHz
Frequency 5 MHz to 20,5 MHz + 50 kHz
IR, tF 1 % to 10 % of period +5ns
NOTH— # and # are generated between 10% and 90% of V4 (100%) min and V. (0%) max.

4.7.1.12| Measuring the CLK current

Table 11 — CLK current

Gharacteristic Mode Range Accuracy Resolution
Iy active -30 pA to 150 pA + 10 pA 20 ns
m active -150 pA to 30 pA + 10 pA 20 ns

4.7.1.13| Measuring the contact capacitance of RST, CLK and I/O

Iable TZ — Contact capacitance

Characteristic Range Accuracy

C 0 pF to 50 pF +5pF

The contact capacitance of a contact shall be measured between the
contact and the GND contact.

6 © ISO/IEC 2010 — All rights reserved
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4.7.1.14 Generating the sequence of the activation and deactivation of the contacts

Table 13 — Activation and deactivation

Range of switching the

. Accurac
signals y

Osto1s + 200 ns (or 1 CLK period, whichever is smaller)

4.7.1.15 Emulating the 1/0 protocol

—

he card-test-apparatus shall be able to emulate the protocol T=0 and T=1 and IFD applications v
bquired to run the typical application specific communications corresponding to the card applications

-

b

OTE — If a specific functionality is not implemented in the card, the card-test-apparatus is not required to
brresponding test-capability (e.g. T=1 protocol not implemented in the card).

Q

47.1.16 Generating the I/O character timing in reception mode

Tlhe card-test-apparatus shall be able to generate the 1/O bit stream aecording to ISO/IEC 7816-3.

>

Il timing parameters like start bit length, guard time, error signaling etc. shall be configurable.

Table 14 — 1/0O character timing (reception mode)

hich are

have the

Symbol Parameter Accuracy

& all timing parameters + 4 CLK cycles

4.7.1.17 Measuring and monitoring'the 1/0 protocol

Tlhe card-test-apparatus shall bg able to measure and monitor the timing of the logical low and high
ne I/O-line relative to the CLLK3frequency.

—

Table 15 — Timing characteristics

Characteristic Accuracy

all timing characteristics + 2 CLK cycles

4.70.18 Protocol Analysis

The card-test-apparatus shall be able to analyze the 1/O-bit stream in accordance to T=0 and T=1

states of

protocol

according to ISO/IEC 7816-3 and extract the logical data flow for further protocol and application verifications.

NOTE If a specific functionality is not implemented in the card, the card-test-apparatus is not required to

have the

corresponding test-capability (e.g. T=1 protocol not implemented in the card). Conversely, an apparatus may need

extended capabilities, e.g. being able to generate any case 2 command (see ISO/IEC 7816-4:2005) if a card
support the standard READ BINARY.

© ISO/IEC 2010 — All rights reserved

does not


https://standardsiso.com/api/?name=4f5f21a34d22f395ea6c7d15a9972c0c

ISO/IEC 10373-3:2010(E)

4.7.2 Apparatus for testing the interface device (IFD-test-apparatus)

4.7.21 Generating the VCC current (I¢c)
Table 16 — VCC current
Stabilization time
Parameter Mode Range Accuracy after level is
reached
Spike Generation 0 mA to 120 mA +2mAP® <100 ns
Active mode 0 mA to 70 mA +1mA <100ms
Icc
Idle mode (CLK-Stop) 0mAto 1,2 mA +10 pA <100 ns
Inactive @ -1,2mAto 0 mA 10 pA <100 ns
IR, tF 100 ns +50ns
pulse length 100 ns to 500 ns +50ns
payse length
fréquently 100 ns to 1000 ns + 50 ns
payse length
rqndomly 10 ps to 2000, s +1ys
@  THe maximum output voltage shall be limited to 5 V.
b Dynamic conditions for spike generation.
4.7.2.2 | Measuring the VCC voltage (Ug¢):and timing
Table 17 — VCC voltage and timing
Characteristic | Operating‘Condition Range Accuracy Resolution
Ucc Class A, B, C -1Vto6V +20 mV 10 ns
4.7.2.3 | Measuring the SPU (C6) voltage (Ucc) and timing
Table 18 — SPU voltage and timing
Characteristic | Operating Condition Range Accuracy Resolution
Ucc Class A, B, C -1Vto6V +20 mV 10 ns

© ISO/IEC 2010 — All rights reserved



https://standardsiso.com/api/?name=4f5f21a34d22f395ea6c7d15a9972c0c

ISO/IEC 10373-3:2010(E)

4.7.2.4 Generating the RST current
Table 19 — RST current
Stabilization time
Parameter Mode Range Accuracy after level is
reached
m active - 30 pA to 200 pA +10 pA <100 ns
m active - 250 yA to 30 A +10 pA <100'ns
|a inactive -1,2 mAto 0 mA +10 pA < 100 ns
@  The output voltage shall be limited from -0,5 V to 5,5 V.
47.25 Measuring RST voltage and timing
Table 20 — RST voltage and timing
Characteristic | Operating Condition Range Accuracy Resolution
Un, UL Class A, B, C -1V to 6 +20 mV 20 ns
IR, tF Ousto2us +20ns
NOTE — tr and # are measured between 10% and 90% of \/4 min and V. max values.
47.2.6 Generating the I/O currents
Table 21 — 1/O currents
Stabilization ftime
Parameter Mode Range Accuracy after levelljis
reached
Apparatus: Reception
and Transmission
Tin, Loy IFD: Transmission and -400 pAto 50 LA 5 pA <100 ns
Reception
Apparatus: Reception
Iy IFD: Transmission and O0mAto 1,5mA +10 pA <100 ns
Reception
IoL IFD: Reception 0 pA to 1200 pA +10 pA <100 ns
|2 Inactive -1,2mAto 0 mA 10 pA <100 ns

a

The output voltage shall be limited to -0,5 V to 5,5 V.

© ISO/IEC 2010 — All rights reserved
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4.7.2.7

Measuring the 1/0 voltage and timing

Table 22 — 1/0 voltage and timing

Characteristic | Operating Condition Range Accuracy Resolution
Un, UL Class A, B, C -1Vto6V +20 mV 20 ns
IR, tF Ousto2us +20ns
NOTE |-tz and ¢ are measured between 10% and 90% of Vi min and V_ max values.
4.7.2.8 | Generating the I/O voltage and timing in transmission mode
Table 23 — I/O voltage and timing (transmission mode)
Parameter Mode Operating Condition Range Accuracy
IFD: Reception,
Up, Ui Apparatus: Class A, B <1Vto6V +20 mV
Transmission
IFD: Reception,
UH Apparatus: Class C -1Vto2V +20 mV
Transmission
IFD: Reception,
U\ Apparatus: Class C -1Vto1V +20 mV
Transmission
IFD: Reception,
i Apparatus: Opusto2ys + 100 ns
Transmission
NOTE —r and # are generated between 10%_and 90% of Vi min and V. max values.
4.7.2.9 | Measuring the I/Q-current in transmission mode
Table 24 — 1/O current (transmission mode)
P3arameter Mode Range Accuracy Resolution
Ise Transmission 0 pA to 1200 pA + 10 pA 20 ns
|2 Inactive 0mAto 1,2 mA 10 pA 20 ns

a The output voltage shall be limited to - 0,5V t0 5,5 V.

10
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4.7.2.10 Generating the CLK current

Table 25 — CLK current

Stabilization time
Parameter Mode Range Accuracy after level is
reached
m active -30 yA to 150 pA +10 pA <20 ns
m active -150 uA to 30 pA +10 pA <20.ns
|a inactive -1,2 mA to 0 mA +10 pA < 100 ns
@  The output voltage shall be limited to -0,5 V to 5,5 V.

4.7.2.11 Measuring the CLK voltage and timing

Table 26 — CLK voltage and timing

Characteristic | Operating Condition Range Accuracy Resolution

Un, U Class A, B, C -1V to 6w +20 mV 20 ns

4.7.212 Measuring the CLK waveforms (single cycle measurement)

Table 27 — CLK waveforms

Characteristic Range Accuracy
Duty cycle @ 35 % to 65 % of period 2,5 % of period
Frequency ° 0,5 MHz to 20,5 MHz + 2,5 % of period

IR, g€ 1 % to 10 % of period *+ 2,5 % of period

The IFD-test-apparatus shall be able to check every cycle during the measurement.

@  Duty cycle/shall be measured from 50% to 50% of Vi min (100%) and V. max (0%) rising edge to rising edge.

b Frequency shall be measured from 50% to 50% of the leading edges of two adjacent clock-cycles of Vi min (100%)|and V.,

max (8%)-rising edge to rising edge.
Cc

fzr and ¢ shall be measured between 10% and 90% of V (100%) min and V (0%) max.

4.7.2.13 Measuring the contact capacitance between GND and 1/O

Table 28 — Contact capacitance

Characteristic Range Accuracy

C 0 pF to 50 pF +5pF
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Emulating the 1/0 protocol

The IFD-test-apparatus shall be able to emulate the protocol T=0 and T=1 and card applications which are
required to run the Test Scenario.

NOTE If a specific functionality is not implemented in the card, the card-test-apparatus is not required to have the
corresponding test-capability (e.g. T=1 protocol not implemented in the card).
4.7.2.15 Generating the I/O character timing in transmission mode
The Tes{ IFD-test-apparatus shall be able to generate the 1/O bit stream according to ISO/IEC 7816-3 relativie
to the ClUK-frequency.
All timing parameters like start bit length, guard time and error signaling etc. shall be configurable.
Table 29 — Timing parameters
Symbol Parameter Accuracy
& all timing parameters + 4(CLK cycles
4.7.2.16| Measuring and monitoring the 1/O protocol
The IFD{test-apparatus shall be able to measure and monitor the-timing of the logical low and high states ¢f
the 1/O-lipe relative to the CLK-frequency.
Table 30 — Timing.characteristics
Characteristic Accuracy
all timing characteristics + 2 CLK cycles
4.7.2.17| Protocol Analysis
The Tes{ IFD-test-apparatus shall be able to analyze the 1/0-bit stream in accordance to T=0 and T=1 protoc¢l
according to ISO/IEC 7816-3 and extract the logical data flow for further protocol and application verifications
NOTE — |If a specific functionality is not implemented in the card, the IFD-test-apparatus is not required to have the
correspor|ding test-capability (e.g. T=1 protocol not implemented in the card).
4.7.2.18| Overall Impedance (current and voltage sources inactive)
Table 31— Impedeance
Contact Resistance Accuracy Capacity Accuracy
VCC 10 kQ +1kQ 30 pF + 6 pF
I/O 50 kQ + 5 kQ 30 pF + 6 pF

RST 50 kQ + 5 kQ 30 pF + 6 pF

CLK 50 kQ + 5 kQ 30 pF + 6 pF
12 © ISO/IEC 2010 — All rights reserved
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4.7.3 Test Scenario

Testing of the DUT as defined in Clauses 6, 7, 8 and 9 requires a Test Scenario to be executed. This Test
Scenario is a ’typical protocol and application specific communication’, dependent from the protocol and
application specific functionality foreseen for the normal use of and implemented in the DUT.

The Test Scenario shall be defined by the entity carrying out these tests and shall be documented with the
test-results. The Test Scenario shall encompass a representative subset or preferably, if practical, the full
functionality of the DUT expected to be utilized during normal use. The Test Scenario shall have a duration of
atleast 1s.

NOTE — The testing entity may require information about the implemented protocol and functionality.as Wgll as the
intended use of the DUT to enable the testing entity to define a Test Scenario.

4.8 Relationship of test methods versus base standard requirements

All relative voltage definitions (e.g. 0,7 X Ugc, 0,15 X Ugc or Ugc + 0,3 V) shall be determined relativg to GND
gnd checked against the simultaneously measured value of Ucc.

Table 32 — Test methods for electrical characteristics of cards with contacts

Test method from ISO/IEC 10373-3 Corresponding Requirement
Clause Name Base Standard Clausg(s)
5.1 VCC contact ISO/IEC 7816-3:2006 5.2[1
5.2 I/O contact ISO/IEC 7816-3:2006 5.2(5
5.3 CLK contact ISO/IEC 7816-3:2006 5.2(3
5.4 RST contact ISO/IEC 7816-3:2006 5.2|2
55 SPU (G6)\contact ISO/IEC 7816-3:2006 5.2|4

Table 33 — Test methods for logical operations of cards with contacts — Answer to resgt

Test method from ISO/IEC 10373-3 Corresponding Requirement
Clause Name Base Standard Clausg(s)
6.1.1 Cold Reset and Answer-to-Reset (ATR) ISO/IEC 7816-3:2006 6.2.1,6.3.2,7,8
6.1.2 Warm Reset ISO/IEC 7816-3:2006 6.2(3
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Table 34 — Test methods for logical operations of cards with contacts — T=0 Protocol

Test method from ISO/IEC 10373-3

Corresponding Requirement

Clause Name Base Standard Clause(s)
6.2.1 I/0O transmission timing for T=0 protocol ISO/IEC 7816-3:2006 71,7.2,10.2
6.2.2 I/O character repetition for T=0 protocol ISO/IEC 7816-3:2006 7.3,10.2
6.23 I/O reception timingpargtdogcr;or signaling for T=0 ISO/IEC 7816-3:2006 71, 17022 7.3

Table 35 — Test methods for logical operations of cards with contacts — T=1 Protocol
Test method from ISO/IEC 10373-3 Corresponding’'Requirement
Claus¢g Name Base Standard Clause(s)
7.1,7.2,8.3,
6.3.1 I/0O transmission timing for T=1 protocol ISO/IEC 7816-3:2006 11.2, 11.3,
11.4.2,11.4.3
7.1,7.2,8.3,
6.3.2 I/0O reception timing for T=1 protocol ISO/IEC 7816-3:2006 11.2,11.3,
11.4.2,11.4.3
6.3.3 Character Waiting Time (CWT) behavior. ISO/IEC 7816-3:2006 11.4.3
6.3.4 card-reaction to IFIt:i)n?;czeCeV?/i%g character waiting ISO/IEC 7816-3:2006 11.4.3
6.3.5 Block Guard time (BGT) ISO/IEC 7816-3:2006 11.4.3
6.3.6 Block sequencing\by the card ISO/IEC 7816-3:2006 11.6.3
6.3.7 Reaction of the eard to protocol errors ISO/IEC 7816-3:2006 11.6.3
6.3.8 Recovery of-a.transmission error by the card ISO/IEC 7816-3:2006 11.6.3
6.3.9 Resynchronization ISO/IEC 7816-3:2006 11.6.3

6.3.10 IFSD negotiation ISO/IEC 7816-3:2006 11.4.2

6.3.11 Abortion by the IFD ISO/IEC 7816-3:2006 11.6.3
14 © ISO/IEC 2010 — All rights reserved
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Table 36 — Test methods for physical and electrical characteristics of the IFD

Test method from ISO/IEC 10373-3 Corresponding Requirement
Clause Name Base Standard Clause(s)
71 Activation of contacts ISO/IEC 7816-3:2006 6.1,6.2.1,6.2.2
7.2 VCC contact ISO/IEC 7816-3:2006 5.2.1
7.3 I/O contact ISO/IEC 7816-3:2006 5:2(5
7.4 CLK contact ISO/IEC 7816-3:2006 5.2(3
7.5 RST contact ISO/IEC 7816-3:2006 5.2|2
7.6 SPU (C6) contact ISO/IEC 7816-3:2006 5.2|4
7.7 Deactivation of the contacts ISO/IEC 7846-3:2006 6.4

Table 37 — Test methods for logical operations of the IFD — Answer to reset

Test method from ISO/IEC 10373-3 Corresponding Requirement
Clause Name Base Standard Claus(s)
8.1.1 Card Reset (cold reset) ISO/IEC 7816-3:2006 6.2|2
8.1.2 card Reset (warm resget) ISO/IEC 7816-3:2006 6.2|3

Table 38 — Test methods for logical operations of the IFD — T=0 Protocol

Test method from ISO/IEC 10373-3 Corresponding Requirement
Clause Name Base Standard Claus(s)
8.2.1 |/O-transmission timing for T=0 protocol ISO/IEC 7816-3:2006 71,7.2,10.2
8.2.2 1/0 character repetition for T=0 protocol ISO/IEC 7816-3:2006 7.3,10.2
I/O reception timing and error signaling for T=0 ) 71,7.4,7.3,
8.2:3 protocol ISO/IEC 7816-3:2006 10b

© ISO/IEC 2010 — All rights reserved 15


https://standardsiso.com/api/?name=4f5f21a34d22f395ea6c7d15a9972c0c

ISO/IEC 10373-3:2010(E)

Table 39 — Test methods for logical operations of the IFD — T=1 Protocol

Test method from ISO/IEC 10373-3 Corresponding Requirement
Clause Name Base Standard Clause(s)
71,7.2,8.3,
8.3.1 I/0O transmission timing for T=1 protocol ISO/IEC 7816-3:2006 11.2, 11.3,
11.4.2,11.4.3
7.1,7.2,8.3
8.3.2 I/0O reception timing for T=1 protocol ISO/IEC 7816-3:2006 11.2, 11.3;
11.4.2, 11:4.3
8.3.3 IFD Character Waiting Time (CWT) behavior ISO/IEC 7816-3:2006 11.4.3
8.3.4 IFD-reaction to card exceeding CWT ISO/IEC 7816-3:2006 11.4.3
8.3.5 Block Guard time (BGT) ISO/IEC 7816-3:2006 11.4.3
8.3.6 Block sequencing by the IFD ISO/IEC 7816-3:2006 11.6.3
8.3.7 Recovery of a transmission error by the IFD ISO/IEC 7816-3:2006 11.6.3
8.3.8 IFSC negotiation ISOAEC 7816-3:2006 11.4.2
8.3.9 Abortion by the card ISO/IEC 7816-3:2006 11.6.3

5 Test methods for electrical characteristics of cards with contacts

51 V(

The purf
the card

LC contact

ose of this test is to measure the.current consumed by the card on the VCC contact and to check [if
pperates within the specified fange of Ugc (see ISO/IEC 7816-3:2006, 5.2.1).

5.1.1 Apparatus

See 4.7.

51.2 P
Connect

a) Set

rocedure

the card to the card-test-apparatus.

he“following parameters in the card-test-apparatus (begin with lowest voltage class supported by th

[¢)

card

16

):

Table 40 — Card-test apparatus parameters

Parameter Setting
Ucc Ucc Min
fok foLk max @
a8  feokx max in accordance with ISO/IEC 7816-3:2006, 8.3
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¢) Run the Test Scenario. During this communication the following signals shall be continuously monitored

and the following values determined:

Table 41 — Monitored signals

Characteristic Value

Icc Icc Max

d) Perform a clock stop in accordance with ISO/IEC 7816-3:2006, 6.3.2 if supported by the)card. D
clock stop the signals and values shown in Table 41 shall be continuously monitored and th
determined.

€) Restart fc « in accordance with ISO/IEC 7816-3:2006, 5.3.4.

f] Run the Test Scenario. During this communication the signals and values shown in Table 41
continuously monitored and the values determined.

d) Repeat step b) to f) with Ucc = Ugc max.

H) Repeat test a) to g) for all voltage classes supported by the‘eard.

5.1.3 Test report

Report the values determined in the procedure and-whether all communications were in conforma
5O/IEC 7816-3.

8.2 1/0 contact

Tlhe purpose of this test is to measute the contact capacitance of the I/O contact, the I/O output
[/on , UoL) under normal operating conditions (Io. max/min and /oy max/min), I/O g and # during tran
node of the card and the 1/O input current (/) during reception mode of the card.

—~

=

§.2.1 Apparatus

[ds)

ee 4.7.1

§5.2.2 Procedure
Qonnectthe’card to the card-test-apparatus.

q) c-Measure the capacitance C of the 1/0O-contact.

uring the
e values

shall be

nce with

voltages
smission

b) Set the following parameters in the card-test-apparatus (begin with lowest voltage class supported by the

card):

© ISO/IEC 2010 — All rights reserved
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c)

d)

e)
f)
9)
h)

18

Table 42 — Card-test apparatus parameters

Parameter Setting
Ucc Ucc max
Un Unmin
UL U min
Ion a
IoL IoL max
R tr Max
tF fF Mmax
@  Instead of a current source for Ioy a 20 kQ resistor to VCC or an equivalent
circuit shall be used to prevent over voltage damages to the card.

Resgt the card.

Run
monitored and the following values determined:

the Test Scenario. During this communication the following\characteristics shall be continuously

Table 43 — Values to be determined

Characteristic Value
Iy Iy max
I I max
UoH Uon min, Upy max
UoL UoL min, Up. max
IR tr Max
te fr max

Power downthe card.

Set ha'nard tact anmmnaratiio A thn noranaa
T CarTtCotrapparatas oo parartc

Reset the card.

Run the Test Scenario. During this communication the characteristics and values shown in Table 43 shall

be continuously monitored and the values determined.
Power down the card.

Repeat step b) to i) for all supported voltage classes.
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5.2.3 Test report

Report the capacitance of the I/O-contact, the values determined in the procedure and whether all
communications were in conformance with ISO/IEC 7816-3.

5.3 CLK contact

The purpose of this test is to measure the current consumed by the card on the CLK contact and to check if
the card runs with the specified clock frequencies and waveforms (see ISO/IEC 7816-3:2006, 5.2.3, 8.3).

5I.3.1 Apparatus

[ds)

eed4.71

§.3.2 Procedure

Gonnect the card to the card-test-apparatus.

gd) Measure the capacitance Cc  of the CLK contact.

B) Set the following parameters in the card-test-apparatus (begin with\lowest voltage class supportgd by the
card):

Table 44 — Card-test apparatus parameters

Signal Setting
Ucc Ucc max
Un Uy min
UL Uy min
felx folk min

Duty cycle 40 % high

d) Reset the card:
d) Set fc k tolfcrk max in accordance with ISO/IEC 7816-3:2006, 5.2.3, 8.3.

d) Run'the Test Scenario. During this communication the following characteristics shall be confinuously
monitored and the following values determined:

Table 45 — Values to be determined

Characteristic Value
Iy Iy max
Iy 1. max

f)  Power down the card.
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g) Set the card-test-apparatus to the parameters shown in Table 44.

h) Resetthe card.

i)  Run

the Test Scenario. During this communication the characteristics and values shown in Table 45 shall

be continuously monitored and the values determined.

j)  Power down the card.

k) Repeat step b) to j) for all supported voltage classes.

5.3.3

Report
commun

5.4 RS$ST contact

The purp
the car
(see ISO

5.41 Apparatus

See 4.7.

542 P
Connect
a) Mea

b) Set
card

st report

e capacitance of the CLK contact, the values determined in the procedure and. whether gl
cations were in conformance with ISO/IEC 7816-3.

ose of this test is to measure the current consumed by the card on the RST\€ontact and to check [if
i runs with the allowed min and max timing values and voéltages of a RST signal
IEC 7816-3:2006, 5.2.2).

rocedure
the card to the card-test-apparatus.
sure the capacitance Crst of the RST-contact.

he following parameters in the card:tést-apparatus (begin with lowest voltage class supported by th

):

D

Table'46 — Card-test apparatus parameters

Parameter Setting
Ucc Ucc max
Un Uy min
UL Uy min
fork foLk min

c) Resetthe card.

d) Run
and

20

the Test Scenario. During this communication the following signals shall be continuously monitored
the following values determined:
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Table 47 — Values to be determined

Characteristic Value
Iy Iy max
I I max

d)— Power down the card.
f]  Set the card-test-apparatus to the parameters shown in Table 46.
d) Resetthe card.

R) Run the Test Scenario. During this communication the characteristics and valugs,shown in Tablg 47 shall
be continuously monitored and the values determined.

i Power down the card.

il Repeat step b) to i) for all supported voltage classes.

54.3 Testreport

—

he test report shall state the capacitance of the RST-contact, the values determined in the proceflure and
hether all communications were in conformance with ISO/IEC 7816-3.

<

5.5 SPU (C6) contact

—

here is no standard test that applies to the SPU (C6) contact. If this contact field is used in a proprietary
pplication, then application specific tests should be applied.

Q

6 Test methods for logical-operations of cards with contacts

4.1 Answer to reset

6.1.1 Cold Reset and-Answer-to-Reset (ATR)

he purpose of thistest is to determine the behavior of the card during the cold reset procedure acdording to
BO/IEC 7816<3:2006, 6.2.2.

=

6.1.1.1 Apparatus

(d)s)

ee4.7.1

6.1.1.2 Procedure
Connect the card to the card-test-apparatus.

During the following procedure the contacts VCC, RST, CLK and /O shall be continuously monitored and all
signal transitions (level and timing) as well as the logical content of the communication shall be recorded.

a) Activate the card in accordance with ISO/IEC 7816-3:2006, 6.2.1.

b) Set RST to state H 400 clock-cycles after CLK was activated.
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c) If the card reacts with sending an ATR, signal a transmission error in accordance with
ISO/IEC 7816-3:2006, 7.3 for at least one character (randomly chosen) of the ATR.

d) Run the Test Scenario with the card.

e) Deactivate the card.

6.1.1.3 Test report

Report the-signalrecordings-and-the-ATR-

6.1.2 Warm Reset

The purgose of this test is to determine the behavior of the card during the warm reset procedure,according f
ISO/IEC[7816-3:2006, 6.2.3.

[®]

6.1.2.1 | Apparatus

See 4.7.

6.1.2.2 Procedure

Connectlthe card to the card-test-apparatus.

During the following procedure the contacts VCC, RST, CLK and {/O"shall be continuously monitored and ¢l
signal trgnsitions (level and timing) as well as the logical content‘ofithe communication shall be recorded:

a) Actiyate and reset the card in accordance with ISO/IEC<7816-3:2006, 6.2.1 and 6.2.2.
b) Run|the Test Scenario with the card.

c) Gengrate a warm reset with a duration of 400 clock-cycles in accordance with ISO/IEC 7816-3:2006,
6.2.8.

d) If the card reacts with sending.an ATR, signal a transmission error in accordance with
ISOJIEC 7816-3:2006, 7.3 for at least one character (randomly chosen) of the ATR.

e) Run|the Test Scenario with-the-card.
f)  Power down the card,
6.1.2.3 | Test report

Report the signalrecordings and the ATR.

6.2 T=H0-Protocol

The subsequent tests are applicable only if the card supports the T=0 protocol.
Note — ¢; is defined in Table 14 — I/O character timing (reception mode).
6.2.1 /O transmission timing for T=0 protocol

The purpose of this test is to determine the timing of the data transmitted by the card
(see ISO/IEC 7816-3:2006, 7.1, 7.2, 10.2).
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6.2.1.1  Apparatus

See 4.7.1

6.2.1.2 Procedure
Connect the card to the card-test-apparatus.

During the following procedure the contacts VCC, RST, CLK and /O shall be continuously monitored and all

sianaltransitions evael and timina)l as wall as tha loadical contant of the-communication-shall ha record ed:
gha+—HaRsiHoRs—18Ver—ahaHRRg)as-Wer—as—+he—1ogicar SRR ARG HER-SAGH-B6H ¥ .

gd) Run the Test Scenario with the card with nominal bit-timing parameters (see ISO/IEC 7816¢3;20(6, 10.2).
H) Repeat a) with every provided etu-factor.

Repeat a) and b) for all provided applications.

(@]

6.2.1.3 Test report
Report the protocol recordings.

6.2.2 /0O character repetition for T=0 protocol

he purpose of this test is to determine use and timing/ of the character repetition by the card
5ee ISO/IEC 7816-3:2006, 7.3).

~

6.2.2.1 Apparatus

[ds)

ee 4.7.1

6.2.2.2 Procedure

Qonnect the card to the card-test-apparatus.
gd) Run the Test Scenario withithe card with nominal bit-timing parameters (see ISO/IEC 7816-3:20(6, 10.2).
b) During the following part’of the procedure the contacts VCC, RST, CLK and I/O shall be continuously
monitored and all signal transitions (level and timing) as well as the logical content of the communication

shall be recorded.

d On each.‘byte sent by the card generate five successive error conditions accofding to
ISO/IEC.7816-3:2006, 7.3 with minimum duration (1 etu + &) and minimum time between th¢ leading
edge ofthe start bit and the leading edge of the error signal ((10,5 - 0,2) etu + g).

d) On "each byte sent by the card generate five successive error conditions accofding to
ISO/IEC 7816-3:2006, 7.3 with maximum duration (2 etu - &) and maximum time between thtf leading
edge of the start bit and the leading edge of the error signal ((10,5 + 0,2) etu - g).

e) Repeat c) to d) for all provided ATRs (see class selection in ISO/IEC 7816-3:2006, 6.2.4).

6.2.2.3 Test report

Report the protocol recordings.
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6.2.3 /O reception timing and error signaling for T=0 protocol

The purpose of this test is to determine the reception timing and error signaling of the card
(see ISO/IEC 7816-3:2006, 7.1, 7.2, 7.3, 10.2).

6.2.3.1 Apparatus

See 4.7.1

6.2.3.2 —Procedure
Connectlthe card to the card-test-apparatus.

During the following procedure the contacts VCC, RST, CLK and /O shall be continuously monitored and 4l
signal trgnsitions (level and timing) as well as the logical content of the communication shall be’recorded.

a) Set the following bit-timing-parameters at the card-test-apparatus:

Table 48 — Card test apparatus bit timing parameters

Parameter Value See
Character frame length maximum (tn = (n + 0,2) etu -¢;) /~ISO/IEC 7816-3:2006, Clause 7
Remark: No maximum value
| Oaggactﬁsé“ﬁg; atgz rs 9600 etu defined for the card in
ISO/IEC 7816-3

b) Run|the Test Scenario with the card.

c) Gengrate five consecutive parity errors forta single byte after which a single valid byte is transmitted,
followed by five consecutive parity errors-for the next single byte in the transmission.

d) Repgat a) to b) with every provided:etu-factor.

e) Se

—

he following bit-timing-parameters at the card-test-apparatus:

Table 49 — Card test apparatus bit timing apparatus

Parameter Value See

Characternffame length Minimum (tn = (n-0,2) etu + &) | ISO/IEC 7816-3:2006, Clause 7

Delay between two

afcoentiva charant~ra
CorrstooatrvC—oriaractcro

12 etu + RX N/f + & ISO/IEC 7816-3:2006, Clause 7

f) Repeatb) to d).
g) Repeat a) to f) for all provided applications.

6.2.3.3 Test report

Report the protocol recordings.
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6.3 T=1 Protocol
The subsequent test methods are applicable only if the card supports the T=1 protocol.

If an accidental transmission error occurs during a test, any error recovery procedure shall be performed
according to ISO/IEC 7816-3:2006, 11.6.2.

NOTE Some of the subsequent descriptions of test methods contain scenarios to illustrate the described procedures.
Some of these scenarios are based on the assumption that the card contains a transparent file with a length of 36 bytes
and the content '31 32 33 34 ...54 ', and understands 1(0,0)(INF="00 BO 00 00 02’) as READ BINARY 2 BYTES.

6.3.1 1/O transmission timing for T=1 protocol

The purpose of this test is to determine the timing of the data transmitied® by the card
($ee ISO/IEC 7816-3:2006, 7.1, 7.2, 8.3, 11.2, 11.3, 11.4.2, 11.4.3).

6.3.1.1  Apparatus

[ds)

ee 4.7.1

q.3.1.2 Procedure

Ccl

uring the following procedure the contacts VCC, RST, CLK and I/O shall be continuously monitorgd and all
gnal transitions (level and timing) as well as the logical content of the communication shall be recorded:

(7]

q) Run a typical T=1 and application specific communication with the card for at least 1 s with nominal bit-
timing parameters (see ISO/IEC 7816-3:2006, 11.2)and the minimum delay between two comfsecutive
characters defined by N (see ISO/IEC 7816-3:2006; 8.3) in the ATR.
H) Repeat a) with every provided etu-factor.

d) Repeat a) to b) for each provided application.

6.3.1.3 Test report

wul

eport the protocol recordings:

6.3.2 1/O reception timing for T=1 protocol

he purpose of this“test is to determine the reception timing of the card using the T=1 |Protocol
bee ISO/IEC 7816~3:2006, 7.1, 7.2, 8.3, 11.2, 11.3, 11.4.2, 11.4.3).

~

6.3.2.1 Apparatus

(ds)

ee 4.7

.3.2.2 Procedure
Connect the card to the card-test-apparatus.

During the following procedure the contacts VCC, RST, CLK and I/O shall be continuously monitored and all
signal transitions (level and timing) as well as the logical content of the communication shall be recorded.

a) Set the following bit-timing-parameters at the card-test-apparatus:
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Table 50 — Card-test apparatus bit timing parameters

Parameter Value See
Character frame length Maximum (tn = (n + 0,2) etu - &) | ISO/IEC 7816-3:2006, Clause 7
Guard time Maximum ISO/IEC 7816-3:2006, Clause 7,
11.4.3
Delay between two cwl ,
(1T +z ) €U - & ISOHEC T8 10-5.ZUU0, 11.4.0

tonsecutive characters

b) Run|a typical T=1 and application specific communication with the card for at least 1 s.
c) Repgat a) to b) with every provided etu-factor.

d) Set the following bit-timing-parameters at the card-test-apparatus:

Table 51 — Card-test apparatus bit timing parameters

Parameter Value See
Character frame length Minimum (tn = (n - 0,2) etu + &f)) [VISO/IEC 7816-3:2006, Clause 7
Guard time Minimum ISO/IEC 7816:—13.:3.%06, Clause 7,
Delay between two 12 etu + RGN + ¢, ISO/IEC 7816-3:2006, 8.3

tonsecutive characters

e) Run|a typical T=1 and application specific:communication with the card for at least 1 s.
f) Reppgat d) to e) with every provided\etu-factor.

6.3.2.3 | Test report

Report the protocol recordings-

6.3.3 (Qharacter Waiting Time (CWT) behavior

The purgose ofthis test is to determine the reaction of the card regarding CWT (see ISO/IEC 7816-3:2006,
Clause 7, 11:4.3).

NOTE

6.3.3.1  Apparatus

See 4.7.1

6.3.3.2 Procedure
Connect the card to the card-test-apparatus.

a) Be positioned in a transparent file made of at least 2 bytes.
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b) Send a block of n bytes to the card with the CWT announced in the ATR.

c) Record presence, content and timing of the card response.

Scenario 1 — Character Waiting Time (CWT) behavior

card-test-apparatus card
1(0,0)(INFT="00 BO 00 00 02’) e —S
—— card response
T INF FIELD of COMMAND is READ BINARY 2 BYTES

6.3.3.3 Test report

wul

eport the presence, the content and the timing of the card response.

6.3.4 card-reaction to IFD exceeding character waiting time (CWT)

he purpose of this test is to determine the reaction <ofj"'the card on the IFD exceeding CWT
see ISO/IEC 7816-3:2006, 5.2.5, Clause 7, 11.2).

—~

6.3.4.1  Apparatus

[ds)

eed.71

6.3.4.2 Procedure

Connect the card to the card-test-apparatus.

q) Send less than n bytes of ablock of n bytes to the card.

H) Record the presence,the-content and the timing of the card response.

NOTE The reaction-of-the card on possible collisions resulting from the interruption should be investigated.
6.3.4.3 Testreport

Report the'presence, the content and the timing of the card response.

6.3.5_'Block Guard time (BGT)

he purpose of this test Is to measure the time between the leading edges of two consecutive characters
(BGT) sent in opposite directions (see ISO/IEC 7816-3:2006, 11.4.3).

6.3.5.1  Apparatus

See 4.7.1

6.3.5.2 Procedure

Connect the card to the card-test-apparatus.
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6.3.5.2.1 Procedure 1

a) Be positioned in a transparent file made of at least 2 bytes.
b) Build a correct I-block

c) Send the I-block to the card.

d) The card should respond with a correct I-Block according to Rule 1.

Scenario 2 — Block Guard time (BGT), Procedure 1

card-test-apparatus card

1(0,0)(INF = ‘00 BO 00 00 02’) S

«— 1(0,0)(INF = ‘31 32,90 00°)

D

e) Recprd the timing starting with the start bit of the last character from the\Card-test-apparatus up to th
star{ bit of the first character of the card response.

6.3.5.2.2f Procedure 2

a) Be positioned in a transparent file made of at least 2 bytes.
b) Builg an I-block with a wrong EDC (error detection character).
c) Send the I-block to the card.

d) The|card should send correctly a negative acknowledgement R-block indicating an EDC error in ifs
protpcol control byte (PCB) according to-Rule 7.1:

Scenario 3=~ Block Guard time (BGT), Procedure 2

card-test-apparatus card
1(0,0)(INF =00 B0*Q0-00 02°)(EDC
= \Wrong) ?
«— R(0)(PCB="81")

e) Recprd-the timing starting with the start bit of the last character from the card-test-apparatus up to the
start bit of the first character of the card response (see ISO/IEC 7816-3, 11.4.3).

6.3.5.3 Test report

Report the recorded timings.

6.3.6 Block sequencing by the card

The purpose of this test is to determine the reaction of the card to a transmission error
(see ISO/IEC 7816-3:2006, 11.6.3).
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Erroneous block: block which suffered a transmission error, i.e. one or more characters of wrong parity, or an
error in the epilogue.

6.3.6.1  Apparatus

See 4.7.1

6.3.6.2 Procedure

Gonmectthetardtothe card=test-apparatus:
6.3.6.2.1 Procedure 1

q) Reset the card.

H) Send an erroneous block to the card.

d) If the card does not start sending a block within BWT or sends R(0) then send the correct block again.

Scenario 4 — Block sequencing by the card{-Procedure 1

card-test-apparatus card

1(0,0)(INF = '00’)(EDC = Wrong) SN

«— R(0)(PCB="81")
1(0,0)(INF =00 BO 00 00 02) — 3
«— 1(0,0)(INF = Response)

d) Record the response of the'eard.

6.3.6.2.2 Procedure 2

qd) Resetthe card.

H) Send bloek4(0,0) to the card, with the INF field containing a command supported by the card.
g Waitfor'the answer of the card, and send an erroneous block to the card.

d) ~If\the card does not start sending a block within BWT or sends R(1) with bit b1 of the PCB set fo 1 then
send the erroneous block again up to 3 times
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e)

Scenario 5 — Block sequencing by the card, Procedure 2

card-test-apparatus

card

1(0,0)(INF = ‘00 BO 00 00 02))

1(1,0)(INF = ‘00’)(EDC = Wrong)

1(0,0)(INF = ‘31 32 90 00")

1(1,0)(INF = ‘00’)(EDC = Wrong)

1(1,0)(INF = ‘00’)(EDC = Wrong)

R(1)(PCB="91’)

R(1)(PCB='91)

card response

Rec

not.

6.3.6.2.3] Procedure 3 (with chaining)

a)

b)

c)

d)

30

Res

Sen

Wai

If th

bt the card.

the ¢rroneous block again.

brd the response of the card including whether the card stays mute aftér receiving the last block d

d block 1(0,1) to the card, with the INF field containing a command needing chaining supported by th
card.

for the answer of the card, and send an erroneous block to the card.

p card does not start sending a block.io BWT or sends R(1) with bit b1 of the PCB set to 1 then send

Scenario 6 — Block sequencing by the card, Procedure 3 (with chaining)

=

[©]

card-test-apparatus

card

1(0,1)(INF = Beginning of the
command)

[(4,0)(INF = End of the
command)(EDC = Wrong)

R(1)(PCB="90’)

[(1,0)(INF = End of the
command)(EDC = Wrong)

I(1,0)(INF = End of the command)

R(T(PCB="91"

R(1)(PCB=91")

card response
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e) Record the reaction of the card.

6.3.6.3 Test report
Report the reaction of the card for each procedure.

6.3.7 Reaction of the card to protocol errors

The purpose of this test is to analyze the reaction of the card to a protocol error (see ISO/IEC 7816-3:20086,
T6-37:

Haulty block: Invalid block with unknown PCB encoding, or known PCB encoding with wrong N(S), N[R) or M,
gr PCB not matching with the expected block.

6.3.7.1  Apparatus

See 4.7.1

6.3.7.2 Procedure

Qonnect the card to the card-test-apparatus.
q) Resetthe card.

H) Send a faulty block to the card.

d) If the card does not start sending a block within BWT or sends R(0) with bit b2 of the PCB set fo 1 then
send the correct block. If the card remains mutethe test ends at this point.

Scenario 7 — Reaction of the card to protocol errors

card-test-apparatus card
1(0,0)(INF = ‘00 BO 0000
02’)(PCB=Wrong) >
«— R(0)(PCB="82’) or mute card
1(0,0)(INF.=\\00 BO 00 00 02) _
— card response

—

his test:may be repeated with different types of wrong PCB.

6.3:7.3 Test report

Report the reaction of the card.

6.3.8 Recovery of a transmission error by the card

The purpose of this test is to analyze the card reaction to a negative acknowledgement
(see ISO/IEC 7816-3:2006, 11.6.3).

Negative acknowledgement: R-Block with N(R) out of sequence.
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6.3.8.1
See 4.7.
6.3.8.2
Connect
a) Res

b) Sen

Bingry of two bytes without offset) and wait for the answer contained in block 1(0,0) or 1(1,0).

c) Sen

d) The

Apparatus

1

Procedure
the card to the card-test-apparatus.

et the card.

H block 1(0,0) to the card, with the INF field containing a command supported by the card (Rea

 R(0) or R(1) to the card. Get the response from the card.

card should repeat the |-block.

Scenario 8 — Recovery of a transmission error by the card

6.3.8.3

Report the reaction of the card.

6.3.9 R

The pu
(see ISO

6.3.9.1

card-test-apparatus card
1(0,0)(INF =00 BO 00 00 02’) —
— 1(0,0)(INF = ‘31 32 90 00’)
R(0)(PCB="81") _—
«— 1(0,0)(INF = ‘31 32 90 00’)
I(1,0)(INF = ‘00 BO 00 00 02’) — o
«O— I(1,0)(INF = ‘31 32 90 00’)
R(1)(PCB=91") S
— I(1,0)(INF = ‘31 32 90 00’)
Test report

esynchronization

rpose\of this test is to check the behavior of the card after a resynchronizatio
IEC 7816-3:2006, 11.6.3).

]

Apparatus

See 4.7.1

6.3.9.2

Connect

Procedure

the card to the card-test-apparatus.

a) Reset the card.

32
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b) Exchange two I-blocks in each direction with a command supported by the card.

c) Send 2 negative acknowledgement blocks and then an S(RESYNCH request) block to the card.
d) Record the response of the card.

e) If the card sends S(RESYNCH response), send 1(0,0) block.

f)  Record the response of the card.

Scenario 9 — Resynchronization
card-test-apparatus card
1(0,0)(INF = ‘00 BO 00 00 02') S
— 1(0,0)(INF =31 32 90 00’)
I(1,0)(INF = ‘00 BO 00 00 03’) S
— [(150)(INF = ‘31 32 33 90 00’)
R(1)(PCB=91) _—
«— < I(1,0)(INF = ‘31 32 33 90 00’)
R(1)(PCB=91) —_—
e I(1,0)(INF = ‘31 32 33 90 00’)
S(RESYNCH request) o
—— S(RESYNCH response)
1(0,0) S
—— card response
6.3.9.3 Test report
Report the reaction of the card.
6.3.10 IFSD negotiation
Tlhe‘purpose of this test is to check the IFSD negotiation (see ISO/IEC 7816-3:2006, 11.4.2).

6.3.10.1 Apparatus

See 4.7.1

6.3.10.2 Procedure

Connect the card to the card-test-apparatus.
a) Reset the card.

b) Exchange one I-block in each direction with a command supported by the card.
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c) Send block S(IFS request) to the card.

Scenario 10 — IFSD negotiation

card-test-apparatus card
1(0,0)(INF = ‘00 BO 00 00 02’) —
— 1(0,0)(INF = ‘31 32 90 00’)
S(IFS request) —_
— card response

d) Recprd the response of the card.
6.3.10.3| Test report

Report the response of the card.
6.3.11 Abortion by the IFD

The purpose of this test is to check the chaining abortion behavior of'the card (see ISO/IEC 7816-3:200¢
11.6.3).

6.3.11.1| Apparatus
See 4.7.
6.3.11.2| Procedure

a) Resgt the card.

b) Exchange one I-block in each direction with a command supported by the card.

c) Send block I(1,1) to the card,‘\with the INF field containing a command needing chaining supported by th
card.

D

d) Wait for the answer,of'the card, and send S(ABORT request).
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Scenario 11 — Abortion by the IFD

card-test-apparatus card
1(0,0)(INF = ‘00 BO 00 00 02’) —
— 1(0,0)(INF = ‘31 32 90 00’)
1(1,1)(INF = ‘00-B0’) N
— R(0)(PCB="80’)
S(ABORT request) —_
— card responsge

€) Record the presence and content of a response of the card.

6.3.11.3 Test report

Report the presence and content of a response of the card.

71 Test methods for physical and electrical characteristics of the IFD

7.1 Activation of contacts

—

he purpose of this test is to determine the sequence of the activation of contacts during the activatipn of the
ard activation phase (see ISO/IEC 7816-3:2006;6.1, 6.2.1, 6.2.2).

Q

7.1.1 Apparatus

(ds)

ee 4.7.2

711.2 Procedure

Gonnect the IFD to the (FD-test-apparatus.

q) Measure level-and timing of the signals on the IFD contacts for at least 1 s.
H) Activatesthe IFD.

d) Measure level and timing of the signals on the IFD contacts for at least 1 s.
Tlhe”activities necessary to ‘Activate the IFD’ are very dependent on the construction of the IFD. They shall

include all activities necessary until the IFD provides the ‘Cold reset of the card’” procedure as defined in
ISO/IEC 7816-3:2006, 6.2.1.

7.1.3 Testreport
Report the recorded levels and timing of the signals on all IFD contacts.

The value of 20 ns shall be used as the minimum delay between two subsequent signal transitions during the
activation of contacts until a different value is defined in ISO/IEC 7816-3.

© ISO/IEC 2010 — All rights reserved 35


https://standardsiso.com/api/?name=4f5f21a34d22f395ea6c7d15a9972c0c

ISO/IEC 10373-3:2010(E)

7.2 VCC contact

The purpose of this test is to measure the voltage provided by the IFD on the VCC contact
(see ISO/IEC 7816-3:2006, 5.2.1).

721 A

pparatus

See 4.7.2

7.2.2 Procedure

Connectlthe IFD to the IFD-test-apparatus.

a) Set

IFDY).

b) Acti

c) The

he following parameters in the IFD-test-apparatus (begin with lowest voltage class supported by th

Table 52 — IFD test apparatus parameters

Parameter

Setting

Icc

Icc min

ate the IFD.

IFD resets the IFD-test-apparatus (ISO/IEC 7816-3:2006,-6.2.2).

d) Gengrate an ATR with the following parameters:

e) If th]>
f) Letth

curr
Duri
deté

Table 53 — ATR parameters

Parameter Setting See
Fi Lowestavailable value ISO/IEC 7816-3:2006, 8.3
X Ak ISO/IEC 7816-3:2006, 8.3

rmined:

IFD generates a PPS;then transmit a PPS response with the requested parameters.

e IFD run the Tést 'Scenario with the IFD-test-apparatus. During the whole communication generafe
bnt spikes randomly from 1 kHz to 100 kHz within the range defined in ISO/IEC 7816-3:2006, 5.2.1.
hg this communication the following signals shall be continuously monitored and the following valug

Table 54 — Values to be determined

Characteristic

Value

D

S

Ucc

Ucc min, Ucc max

g) |If the IFD generates a clock stop (see ISO/IEC 7816-3:2006, 6.3.2), set parameter Icc at the IFD-test-
apparatus to Icc max for the time of the clock stop. During the clock stop the signals shall be continuously

monitored and the values shown in Table 54 determined.

h) Deactivate the IFD.

36
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i) Set the following parameters in the IFD-test-apparatus (begin with lowest voltage class supported by the

IFD):
Table 55 — IFD test apparatus parameters
Parameter Setting
j—Activate theHD-

I Generate an ATR with the following parameters:

K) The IFD resets the IFD-test-apparatus (ISO/IEC 7816-3:2006, 6.2.2).

Table 56 — ATR parameters

Parameter | Setting See
Fi Highest ISO/IEC 7816-3:2006, 8.3
available value
X “11 ISO/IEC 7816-3:2006, 8.3

determined.

f) Deactivate the IFD.

7.2.3 Test report

QO 0

onditions (/gg-and Fi).

7.3 . 1lO contact

nrnocae-ofthic toct 1o A Ao

ratha ~aantant ~AonanitanA

q) Repeat step a) to p) for all voltage classes supported by the IFD.

aoftha /O ~antant

m) If the IFD generates a PPS, then transmit a PPS response with the requested parameters.

tha /O antont

n) Letthe IFD run the Test Scenario with the IFD-testsapparatus. During the whole communication
current spikes randomly from 1 kHz to 100 kHzwithin the range defined in ISO/IEC 7816-3:2006, 5.2.1.
During this communication the signals shall bg, continuously monitored and the values shown in

d) |If the IFD generates a clock stop (see-ISO/IEC 7816-3:2006, 6.3.2), set parameter Icc at the
apparatus to Icc max for the time of-the clock stop. During the clock stop the following signalg
continuously monitored and the-values shown in Table 54 determined.

eport the determined values Ugc min, Ugc max for all scenarios above together with the mea

ol

generate

Table 54

IFD-test-
shall be

surement

ha 1 A\ adia
M POTPUST O U TTo tCotT 1o (U T CaoSuUr T o oUTrmat T CapatiarCCOT thC 17 O CUTaC Gt 17O OOtpPUtT vultusus UOH,

UoL) under normal operating conditions (/o max/min and Ioy max/min), 1/O tg and ¢ during transmission mode
of the IFD and the 1/O input current (/;.) during reception mode of the IFD.

7.3.1 Apparatus

See 4.7.2

7.3.2 Procedure

Connect the IFD to the IFD-test-apparatus.
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a) Measure the capacitance Co of the I/0O-contact.

b) Set the following parameters in the IFD-test-apparatus (begin with lowest voltage class supported by the

IFD):
Table 57 — IFD test apparatus parameters
Parameter Setting
Icc Icc max
Iy Iy max
Iy I max
Uow Uox min
UoL UoL max
R fr Min
tr fr Min

c) Actiyate the IFD.

d) ThellFD resets the IFD-test-apparatus (ISO/IEC 7816-3:2006, 6.2.2).

e) Gengrate an ATR.

f) Let the IFD run the Test Scenario with the IFD-test-apparatus. During this communication the following
characteristics shall be continuously monitored and the*following values determined:

Table 58 — Values to be determined

Characteristic Value
Un Uiy min, Uy max
Utk Uy min, Uy max
{oH Ion max
IoL IoL max
R tr Max
tF fF Mmax
g) Deattivatesthe IFD.
h) Set thefelowingparametersin-theH-D-test-apparatus{begin-withlowestvoltageclasssupperted-by-the

IFD) as shown in Table 59:
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Table 59 — IFD test apparatus parameters

Parameter Setting
Icc Icc max

Iy Tiymin

I Iy, min
UowH Uox min
Lo Le—ain

IR tr Max

te tF max

i Reset the card.

j Run the Test Scenario. During this communication the following characteristics shall be continuously
monitored and the values shown in Table 58 determined.

k) Deactivate the IFD.

I Repeat step b) to k) for all supported voltage classes.

=~

.3.3 Test report

—

he test report shall state the capacitance of the I/O=contact, the values determined in the procef@lure and
hether all communications were in conformance with 1ISO/IEC 7816-3.

<

7.4 CLK contact

he purpose of this test is to determine the characteristics of the CLK signal (see ISO/IEC 7816-3:2006,
.2.3).

o -

7.4.1 Apparatus

[ds)

ee 4.7.2

7.4.2 Procedure
Qonnect the IED to the IFD-test-apparatus.

q) Set the following parameters in the IFD-test-apparatus (begin with lowest voltage class supportéd by the

IFD).
Table 60 — IFD test apparatus parameters
Parameter Setting
Icc Icc max
Iy Iy max
> I, max

b) Activate the IFD.

c) The IFD resets the IFD-test-apparatus (ISO/IEC 7816-3:2006, 6.2.2).
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d) Generate an ATR with the following parameters:

Table 61 — ATR parameters

Parameter Setting See
Fi Fi max ISO/IEC 7816-3:2006, 8.3
Di Di min ISO/IEC 7816-3:2006, 8.3

e) Ifth¢ IFD generates a PPS, then transmit a PPS response with the requested parameters.

f) Let the IFD run the Test Scenario with the IFD-test-apparatus. During this communication the following

characteristics shall be continuously monitored and the following values determined:

Table 62 — Values to be determined

Characteristic (CLK) Value
Un Uiy min, Uy max
Ui UL min, .U max
R tgmax
I fr max
Duty Cycle min, max

g) Deattivate the IFD.

h) Set the parameters in the IFD-test-apparatus (begin with lowest voltage class supported by the IFD) 3
shown in Table 63.

[

Table'63 — IFD test apparatus parameters

Rarameter Setting
Icc Icc max
Iy Ly min
I I min

i) Activate the IFD.

i) The IFD resets the IFD-test-apparatus (ISO/IEC 7816-3:2006, 6.2.2).

k) Generate an ATR with the parameters shown in Table 61.

I) If the IFD generates a PPS, then transmit a PPS response with the requested parameters.

m) Let the IFD run the Test Scenario with the IFD-test-apparatus. During this communication the
characteristics shall be continuously monitored and the values shown in Table 62 determined.

40 © ISO/IEC 2010 — All rights reserved


https://standardsiso.com/api/?name=4f5f21a34d22f395ea6c7d15a9972c0c

ISO/IEC 10373-3:2010(E)

n) Deactivate the IFD.
0) Repeat step a) to n) for all supported voltage classes.
7.4.3 Testreport

The test report shall state the values determined in the procedure, the corresponding parameters and whether
all communications were in conformance with ISO/IEC 7816-3.

715—RSTcontact

—

he purpose of this test is to determine the characteristics of the RST signal (see ISO/IEC. 7816-3:2006,
2.2).

n

7.5.1 Apparatus

[ds)

ee 4.7.2

7.5.2 Procedure
Qonnect the IFD to the IFD-test-apparatus.

q) Set the following parameters in the IFD-test-apparatus (begin. with lowest voltage class supportéd by the
IFD):

Table 64 — IFD test apparatus parameters

Parameter Setting
Icc Icc max
Iy Iy max
I, I, max

b) Activate the IFD.

d) The IFD resets the Ak D-test-apparatus (ISO/IEC 7816-3:2006, 6.2.2).

d) Generate an ATR.

€) If the IFD‘generates a PPS, then transmit a PPS response with the requested parameters.

f] Let«the”IFD run the Test Scenario with the IFD-test-apparatus. During this communication the [following
characteristics shall be continuously monitored and the following values determined:

Table 65 — Values to be determined

Characteristic (RST) Value
Un Unmin, Uy max
UL UL min, Uy max
R tr Max
te fF Mmax
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g) Deactivate the IFD.

h) Set the parameters in the IFD-test-apparatus (begin with lowest voltage class supported by the IFD) as
shown in Table 66:

Table 66 — IFD test apparatus parameters

Parameter Setting
Icc Tcc max
Iy Tiymin
I 1. min

i) Actiyate the IFD.

i) ThellFD resets the IFD-test-apparatus (ISO/IEC 7816-3:2006, 6.2.2).

k) Gengrate an ATR.

[) If th¢ IFD generates a PPS, then transmit a PPS response with theréquested parameters.

m) Let |the IFD run the Test Scenario with the IFD-test-apparatus. During this communication the
characteristics and values shown in Table 65 shall be continteusly monitored and the values determined.

n) Deattivate the IFD.

0) Repkat step a) to n) for all supported voltage classes.

7.5.3 Test report

Report the values determined in the procedure and the corresponding parameters.
7.6 SRU (C6) contact

This test|shall only be applied.when SPU (C6) in the card is not electrically isolated. The purpose of this test
to measyre the voltage provided by the IFD on the SPU (C6) contact (see ISO/IEC 7816-3:2006, 5.2.4).

[

7.7 Deactivation of-the contacts

The purdpose of\this test is to determine the deactivation sequence of the contacts by the IFD
IEC 7816-3:2006, 6.4).

7.7.2 Procedure
Connect the IFD to the IFD-test-apparatus.
a) Activate the IFD.

b) The IFD resets the IFD-test-apparatus (ISO/IEC 7816-3:2006, 6.2.2).

42 © ISO/IEC 2010 — All rights reserved


https://standardsiso.com/api/?name=4f5f21a34d22f395ea6c7d15a9972c0c

ISO/IEC 10373-3:2010(E)

c) Generate an ATR.

d) If the IFD generates a PPS, then transmit a PPS response with the requested parameters.

e) Letthe IFD run the Test Scenario with the IFD-test-apparatus. For every deactivation procedure during or
at the end of the communication, starting with the falling edge of the RST-signal, continuously monitor the

contacts VCC, RST, CLK and I/O and record voltage and timing of all signal transitions on these contacts.

The value of 20 ns shall be used as the minimum delay between two subsequent signal transitions during the
activation of contacts until a different value is defined in ISO/IEC 7816-3.

7.7.3 Testreport

Report the recorded levels and timing of the signals on all IFD contacts.

8 Test methods for logical operations of the IFD

8.1 Answer to reset

8.1.1 Card Reset (cold reset)

Tihe purpose of this test is to determine the cold reset provided by the IFD (see ISO/IEC 7816-3:2006] 6.2.2).
8.1.1.1  Apparatus

See 4.7.2

81.1.2 Procedure

Gonnect the IFD to the IFD-test-apparatus

q) Activate the IFD.

b) Continuously monitor the RST signal and determine the timing (relative to the CLK-signal) and oltage of
all transitions on the RST contact for at least 1 s.

8.1.1.3 Testreport

Report voltage and-timing of all signal transitions on the RST contact.

8.1.2 card\Reset (warm reset)

Tlhe purpose of this test is to determine the warm reset provided by the IFD (see ISO/IEC 7816-3:2008, 6.2.3).

1.2.T__Apparatus

See 4.7.2

8.1.2.2 Procedure
Connect the IFD to the IFD-test-apparatus.
a) Activate the IFD.

b) The IFD resets the IFD-test-apparatus (ISO/IEC 7816-3:2006, 6.2.2).
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