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ISO (the International Organization for Standardization) is a worldwide federation of national standards bodies (ISO
member bodies). The work of preparing International Standards is normally carried out through ISO technical
committees. Each member body interested in a subject for which a technical committee has been established has
the right to be represented on that committee. International organizations, governmental and non-governmental, in
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[N TS0, also take part i the WOrk. 15U collaborates closely with the Internatonal Efe
ion (IEC) on all matters of electrotechnical standardization.

nal Standards are drafted in accordance with the rules given in the ISO/IEC Directives; Part 3.

hts. 1SO shall not be held responsible for identifying any or all such patent rights.

nal Standard ISO 15031-7 was prepared by Technical Committee ISO/TC 22, Roa
hittee SC 3, Electrical and electronic equipment.

1 consists of the following parts, under the general title.(Read vehicles — Communication betw
nal equipment for emissions-related diagnostics:

1: General information

2: Terms, definitions, abbreviations and acronyms

3: Diagnostic connector and related electrical circuits, specification and use
4: External test equipment

5: Emissions-related diagnestic services

6: Diagnostic trouble-code definitions

7: Data link security
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rnational Standards adopted by the technical committees are circulated to the-member bodiep for voting.
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Introduction

The various parts of ISO 15031, when taken together, provide a coherent, self-consistent set of specifications for
facilitating emissions-related diagnostics. Parts 2 through 7 of ISO 15031 are based on recommended practices of
the society of automotive engineers (SAE). This part of ISO 15031 is based on SAE J2186:1996, E/E Data Link

Security.
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of 1ISO 15031 gives guidelines for the protection of road vehicle modules from unauthoriz
vehicle diagnostic data link. These security measures offer vehicle jnanufacturers the flexib
rity to their own specific needs, and do not exclude other, additional*measures.

of 1ISO 15031 applies to vehicle modules whose solid-state memory contents are able to be

e manufacturer’s interests in respect of security.

mative reference

ving normative document contains provisionas which, through reference in this text, constitute p
Df ISO 15031. For dated references, subsequent amendments to, or revisions of, any of these
bply. However, parties to agreements based on this part of ISO 15031 are encouraged to iny|
of applying the most recent edition’ of the normative document indicated below. For undated
edition of the normative doctimeént referred to applies. Members of ISO and IEC maintain
valid International Standards:

5031-2:—1), Road vehicles — Communication between vehicle and external equipment for
agnostics — Part 2.°Terms, definitions, abbreviations and acronyms.
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urposes of this part of ISO 15031, the terms and definitions given in ISO/TR 15031-2 and t
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3.1

unsecured functions
standard diagnostic functions provided by the vehicle manufacturer and controlled and protected by the on-board

controller
EXAMPLE Reprogramming of selected items such as the clearing of fault codes.
1) To be published.
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3.2
secured fu

nctions

restricted functions whose access requires unlocking the on-board controller

EXAMPLE

3.3
seed

Programming of vehicle emission systems such as fuel/ignition maps, anti-theft systems and odometer.

pseudo-random data value sent from the on-board controller to the external test equipment and processed by the
security algorithm to produce the key

3.4
key
data value
in response

35
false acceg
FAA
incorrect keg

3.6
delay time
DT
time period

4 Technical requirements
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jiving access to the secured functions sent from the external test equipment to the on-<board
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y received by the on-board controller

inserted between access attempts
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ng of the on-board controller shall be-a prerequisite for accessing certain critical on-boar

his part of 1SO 15031 does nottspecify the functions or information to be secured, leaving this to tl

cess permitted the on-board controller when a function is locked shall be through the produd
us permitting the software to protect itself and the rest of the vehicle control system from una
fferent on-board functions may be protected by separate seed—key combinations.

ntroller.

rity.characteristics

controller

d control
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t-specific
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y measures_Shall not prevent normal diagnostic communications between the external deviceé and the

These security measures may be incorporated in any communications protocol. Special commands shall be
provided via the diagnostics communication link for unlocking the on-board controller.

The following three parameters shall determine security access to the on-board controller and the secured function.

a)

The seed and key shall each be a minimum of two bytes in length, the selection of a minimum number of bytes

providing a minimum security level. Four or more bytes should be used when higher levels of security are
required. The relationship between seed and key shall be the responsibility of the vehicle manufacturer.
Multiple seed—key relationships may exist for accessing different controller functions or systems in a vehicle.

b)

There shall be a maximum number of two false access attempts (FAA) before the delay time (DT) is inserted,;

the vehicle manufacturer may specify a reduced number of FAAS to suit specific requirements. When the key
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