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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that
are members of ISO or IEC participate in the development of International Standards through
technical committees established by the respective organization to deal with particular fields of
technical activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other
international organizations, governmental and non-governmental, in liaison with ISO and IEC, also

take part in the work.
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Introduction

An information security management system (ISMS) includes a collection of interacting processes and
is operated by performing those processes. This document provides a process reference model (PRM)
for information security management, which differentiates between ISMS processes and measures/
controls initiated by them.

A PRM is a model comprising definitions of processes described in terms of process purpose and results,
together with an architecture describing the relationships between the processes. Using the PRM in a
practical application can require additional elements suited to the environment and circumstances.

The [PRM specified in this document describes the ISMS processes implied by ISO/IEC 270(1. The PRM
is infended to be used as a process implementation and operation guide.

Any|organization can define processes with additional elements in order to tdilet it to|its specific
envifonment and circumstances. Some processes cover general management aspects of an organization.
Thege processes have been identified in order to support organizations in addressing the rgquirements
of ISO/IEC 27001.

© ISO/IEC 2021 - All rights reserved v
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Information technology — Guidance on information
security management system processes

1 Scope

This document defines a process reference model (PRM) for the domain of information security

man|
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3
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folld

ISO

3.1
core
prod

agement, which 1s meeting the criteria defined in ISO/IEC 35004 for process reference
px A). It is intended to guide users of ISO/IEC 27001 to:

ncorporate the process approach as described by ISO/IEC 27000:2018, 4.3, withi the
be aligned to all the work done within other standards of the ISO/IEG 27000 fami
perspective of the operation of ISMS processes

briented perspective of ISO/IEC 27003 with an operational, progéss-oriented point of v
Normative references

titutes requirements of this document. For dated\references, only the edition cited

[EC 27000, Information technology — Security techniques — Information security 1
ms — Overview and vocabulary

Terms and definitions

the purposes of this document, the terms and definitions given in ISO/IEC 270
wing apply.

ind IEC maintain terminological databases for use in standardization at the following a

SO Online browsing platform: available at https://www.iso.org/obp

EC Electropédia: available at http://www.electropedia.org/

process
ess, that delivers apparent and direct customer value and is derived from the core ¢

models (see

SMS;

ly from the

support users in the operation of an ISMS - this document is complementing the requirements-

ew.

following documents are referred to in the text ipr such a way that some or all of their content

hpplies. For

ited references, the latest edition of the referenéed‘document (including any amendmernts) applies.

nanagement

D0 and the

ddresses:

bmpetencies

(3.1

of the management systems

Note 1 to entry: This definition relies on and extends the definitions in ISO 9000:2015 and ISO 38500:2015.

Note 2 to entry: In this definition, "core competency” is understood as the set of skills and know-how present
within a management system, directly aligned with the objectives of the management system, supporting the
achievement of the objectives and not elsewhere present within the organization at a competitive level.

3.2

integrated management system

IMS

management system that integrates all of an organization’s systems - like information security
management and business continuity management - and processes in to one complete framework,
enabling an organization to work as a single unit with unified objectives

© ISO/IEC 2021 - All rights reserved
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3.3

key goal indicator
indicator that is an ex-post measure for the achievement of a goal/objective

3.4

key performance indicator
indicator that is an ex-ante measure, which allow a prediction if a goal/objective is achieved in the future

3.5

management process
process that defines the objectives of the management system to achieve the strategic objectives set by

the organiz

tion's governing body

Note 1 to enflry: This definition relies on and extends the definitions in ISO 9000:2015 and ISO/IEC 38500:2

3.6

support pr
process th
delivering d

pcess
it supports core processes by providing and managing necessary(resources wit
irect customer value

Note 1 to enffry: This definition relies on and extends the definitions in ISO 9000:2045)and ISO/IEC 38500:2

4 Strucfure and usage of this document

The objecti
additional 1

Itis notinte

Ve of this document is to guide the users of ISO/IEC 27001 on the operation of the ISM
equirements are defined within this document.

should not lpe used as requirements within ISMS certification audits.

The model
with each

informatior
in core, ma

rchitecture specifies a process architecture for the domain and comprises a set of proce
lescribed in terms of process, purpese and results. The PRM is closely aligned tg
security requirements as contain€d in ISO/IEC 27001:2013. Processes are differenti
nagement and supporting processes. The PRM is also meeting the criteria defing

D15.

hout

D15.

5. No

nded to be used “out of the box” without adapting it to the implementing organization ajnd it

5ses,

the
ated
d in

ISO/IEC 33(04 for process reference models.

Each procegs of this PRM is described\in terms of:

procesg category;

brief dgscription;
procesg flowcharg;
objectiye/purposes;

input apd\results;

activities/functions;

references.

The PRM does not attempt to place the processes in any specific environment nor does it pre-determine
any level of process capability/maturity required to fulfil the ISO/IEC 27001 requirements.

The PRM provides a detailed but generic blueprint regarding the core processes of an ISMS. The PRM is
applicable to all organizations independent of their size, objectives, business model, location, etc. The ISMS
PRM should be used as a prototype for an ISMS, which needs to be tailored to the objectives, needs and
individual requirements of the implementing organization. The tailoring of the PRM can include omission
of some of the listed processes, where they are inapplicable or would be reduced to vestigial form.
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The process orientation of the PRM also supports the transition from designing and implementing an
ISMS (project phase) to the operation of the ISMS (performing the processes). The process orientation
also supports and allows the integration of the ISMS processes in further domains of an integrated
management system, described within the ISO handbook “The Integrated Use of Management System
Standards (IUMSS)”.

5

Overview

The fundamental elements of a PRM are the descriptions of the processes within the scope of the model.
The process descriptions in the PRM incorporate a statement of the purpose of the process, which

An
topi

The

reqy

dESCEIDeS at a highlevel the overall objectives oI performing the process.
|

MS incorporates processes, for example shown in Figure 1. The listed processes”illustrate key
s that should be considered during the process design phase when implementingan ISMS.

PRM should not be used “out of the box” without adapting it to the objectives, needs anfl individual
irements of the implementing organization. For every ISMS process{|the individuall necessary

matyirity level should be determined, implemented and operated. A possible result of determining the
necegssary maturity level of a process can be, that the process is not needed at all (maturity

ISMS
This

diffdring too much in praxis.

Inte

charfts. Interfaces to the records control process and(te*the security policy management

only]

evel zero).

processes should be individually integrated into existing mamagement systems and processes.
is not displayed in the figure to ensure readability and(due to existing managemg¢nt systems

rfaces to the ISMS processes are described within the-detailed process profiles and process flow

process are

described within the detailed process profiles te ensure readability of the process flow charts.
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Records control process

éo Communication process

\@ Information security customer relationship management process

Figure 1 — ISMS process reference model
The information security governance/management interface process should ensure an alignment
of the ISMS with the objectives and needs of the overall organization and its stakeholders.

The security policy management process should be the process for the development, maintenance
and retention of information security policies, standards, procedures and guidelines - referred to as “IS
policies”.
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Key to satisfying the ISMS objectives is an up-to-date understanding of the needs and expectations
of interested parties relevant to information security and the ISMS. This should be realized within
the requirements management process, which should identify legal, statutory, regulatory and
contractual requirements for the risk assessment process, the internal audit process and the process to
control outsourced processes.

In the risk assessment process, risks should be identified, analysed and evaluated. The results of
this process should be documented and the evaluated risks captured in a list of prioritized risks with
risk owners, which should be input for the communication process and the information security risk

trea

In th
sele
opti
risk
for

vari

The

implementation of the risk treatment plan and necessary changes:

As S
real

Wit}
and
necd

The
asse
of th
infol
com

The
gene

LInent process.

e information security risk treatment process, risk treatment options should beid
ted, and control objectives/controls should be determined necessary for the chesen ris
bns. The results of this process should be lists with determined controls and ¢ontrol ¢
treatment plan including acceptance of residual risks, a control implementation plan a
hanges for the information security change management process, which are used
pus ISMS processes.

security implementation management process should be the‘\process to initiate an

ervices are outsourced, these services need to be determined and controlled, whicl
zed within the process to control outsourced services.

in the information security awareness process, an information security awarene
pducation program should be developed and infplemented to ensure that all personnel
ssary security training and/or education.

information security incident management process should be for detecting

5sing, responding to, dealing with and learning from information security incidents.
is process are identified incidents, which should be used in various ISMS processes ir
mation security change managenient process and the process to ensure necessary aw
petence.

implementation of controls always constitutes changes, which should be manage
ral change management process of the implementing organization or - if the changs

entified and
k treatment
bjectives, a
hd requests
as input in

d verify the

1 should be

ss, training
receive the

reporting,
The results
cluding the
hreness and

d within a
focuses on

nformation
| review the
bf the ISMS.
oposed and
htion of risk
nformation

an [$MS element - within the information security change management process. The

seculrity change managément process is the process to control changes of ISMS elements ang
condequences of uninteénded changes. This process only focusses on change management

The results of this process should be necessary changes (for records control process), pr
necgssary changes as well as results of changes (for and from risk assessment process), initi
assessment when significant changes are proposed or occur, and the results of changes to

seculrity incident management process, as that process initiated them.

The | performance evaluation process should contain monitoring, measurement, anpalysis and
evaluation of two main criteria. First, the performance of the security controls and second the
performance of the ISMS processes. Performance measurement differs from performance audit (within
the internal audit process where effectiveness and efficiency of the ISMS and implemented controls
are audited), which should be performed independently.

Results from the performance evaluation process, the internal audit process as well as results from
the service provider audits from the process to control outsourced services should be used to improve
effectiveness, efficiency, suitability and adequacy of the ISMS and the controls. This should be realized
within the information security improvement process.

Within the records control process information determined to be necessary for the effectiveness
and/or the demonstration/provision of documented evidence of the effectiveness of the ISMS should be
identified, created, updated and controlled.

© ISO/IEC 2021 - All rights reserved
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To implement the controls as well as to run the ISMS processes resources are needed which should
be identified, allocated and monitored in the resource management process. Results of the resource
management process should be planned/documented resources to implement and run determined
controls, categorization of controls regarding who funds the control, planned and documented
resources to run the ISMS core processes, reports regarding resource usage of ISMS core processes, and
for the information security customer relationship management process: reports on resource usage.

Results of nearly all ISMS processes should be centrally communicated within the communication
process to interested parties outside the ISMS. This should include the communication of risks and

informatio
serve as inf

The inform
ISMS and it]
level as wel
should be 1

management process.

All process
IMS. Synerg

realized wherever possible as suitable.

The proces;

6 Management processes

6.1 Gense

This clause
example pr
project.

SECUTIty Management reports. 1105 TEPOrts as well as identififed Tequirements Si
ut for the information security governance/management interface process.

5 interested parties. Beside this, the operational management of the customer/satisfaq

ealized. This should be done within the information security customer relation

bs have the potential to be designed and implemented as integrated processes withi
y effects resulting from the integration of processes into an\IMS should be identified

es are described in more detail in Clause 6 to 8 and Tables 1 to 17.

ral

describes management processes of an ISMS. The concepts and purposes embodied in |
pcesses should be considered during’the process planning phase of an ISMS implement

ould

htion security governance/management interface process forms the interface between the

tion

as the continuous demonstration of the added value of investments in information seclirity

ship

n an
and

hese
ition
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6.2 Information security governance/management interface process

Table 1 — Process profile — Information security governance/management interface process

Process name Information security governance/management interface process

Process category Management process

. o This process ensures that information security is managed in a way that meets the

Brief description R

needs of the organization.
- Objective of this process should be to ensure an alignment of the ISMSwijth the

Objgctive/purposes S N

objectives and needs of the organization.
— From requirements management process: Requirements for dpprovpl.
— From communication process: Information security, ‘management reports
containing:
— former management reports;
— status of actions from former managemient reports;
— changes in requirements (external‘and internal issues as they pre relevant
for the ISMS);

Inpyt — auditreports (including feedback on the information security performance,
including trends in noneonformities and corrective actions, mohitoring and
measurement results)audits results and fulfilment of informatfion security
objectives);

— feedback from-interested parties;
— results of risk assessment and status of risk treatment plan;
— opportinities for continual improvement; and
— _incident reports.
— Fdurequirements management process:
— strategic objectives, goals, vision, restrictions, approved requirements;
— list of interested parties of the ISMS;
— riskcriteria;
Restlts
— existing management systems;
— approved requirements.
— Forrecords control process: Decisions related to the governance of the ISMS.
— For information security change management: Change requests.
— Initiate the ISMS.
— Review reports (measurement, audit reports, results of risk assessment and
Activities/functions status of risk treatment plan and feedback from interested parties).
— Generate and provide feedback to top management, decisions and, if necessary,
change requests.
— ISO/IEC 27001:2013,5.1 and 9.3
References
— 1SO/IEC 27003:2017, 8.4

© ISO/IEC 2021 - All rights reserved 7
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Strategic objectives,
goals, vision,
restrictions, list of
requirements,
list of interested
parties of the ISMS,
existing

management
systems,
risk criteria

J\

Initiate the ISMS

Communication
process

Information
security
management

Requirements

Figure Z

> management
process

< approved

reports

Review reports <€4—

Strategic
objectives, goals,
vision, restrictions,

requirements

w

Requirements foir

approval

\/\

process

Ge and

proyide’feedback,
(J\eC ions and if
necessary change

requests

Requests for change

Information
security change
management
process

— Process flow chart — Information security governance/management interfad
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7 Core processes

7.1 General

This clause describes example core processes that can be found in an ISMS. The concepts and purposes
embodied in these example processes should be considered during the process planning phase of an
ISMS implementation project.

7.2 | Security policy management process

Table 2 — Process profile — Security policy management process

Process name Security policy management proc¢ess

Progess category Core process

The security policy management process should be the process to develqp, maintain
Brieff description and retention of information security policies, standards, procedures and guidelines
(referred to as “IS policies”).

Ensure that appropriate policies, standards, procedures and guidelines (/IS policies)
Objgctive/purposes regarding information security are developed, maintained, available and under-
stood by the target group.

— From all other information security processes (as basis for policieq): Results of
the processes.
Inpyt
— From change management process: Necessary changes of policie$ in form of
change requests.

— For communication process, internal audit process, performancg evaluation
Restlts process, records control process and the process to assure necessary awareness
and competerce: Appropriate IS policies.

— Obtain,input from ISMS processes and develop IS policies.

— Obtain formal approval of IS policies.

— \Distribution of IS policies (via communication process).
Actipities/functions - Storage and preservation, including preservation of legibility.
— Control of changes/version control.

— Obtain replaced versions of IS policies.

— Deletion or disposal of IS policies after retention period.
— ISO/IEC 27001:2013, 5.2, 7.4 and 7.5

Refdrences

— 1SO/IEC 27003:2017, 5.2, 7.4, 7.5 and Annex A

© ISO/IEC 2021 - All rights reserved 9
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ISMS processes

Input from Obtain input from
ISMS ISMS processes
processes and develop IS
policies

v

Obtain formal

approvement of IS
policies Process to assure
Internal audit necessary
process ¢ awareness and
competence
L |
Distribution of IS -
Performance IS policies lici IS policies .
: policies Communication
eviluation <—] —>
process
process \/\ ¢ \/-\

Storage and
preservation of IS

Infgrmation
secuifity change
marfagement

pyocess

policies
Change requests| Control of
for IS policies changes /version
control

7.3 Reqyirements management process

Figure 3 — Processflow chart — Security policy management process

Table'3 — Process profile — Requirements management process

v

Obtain replaced

versions of I&\
policiess\
¢ o,
@ktion or
\\disposal of IS
policies after
retention period

Process name

Requirements management process

Process catggdry

Core process

Requirements management process should be the process to ensure an up-to-date

Brief description understanding of the needs and expectations of interested parties relevant to infor-
mation security and the ISMS.
Objective/purposes All relevant legislative statutory, regulatory, contractual requirements are met.

10
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Process name

Requirements management process

From information security risk assessment process: List of prioritiz

From information security governance/management interface process (top

management):
— strategic objectives, goals, vision, restrictions and list of requir

— list of interested parties of the ISMS;

ed risks.

ements;

Inpyt

— €xISting Management Systems;
— riskcriteria;

— approved requirements.

From other organizational units or functions: Already identified red

From information security customer relatiofiship manageme
Requirements of customers.

From information security incident management process: Incidents

uirements.

nt process:

Restlts

For internal audit process, the information security risk assessment
process to control outsourced services, communication process and
control process: Documented andassigned requirements regarding
security including a list of the legislative and regulatory referenc
contracts and agreements applicable to the organization.

For information security governance/management interface p
management): Requitements for approval.

process, the
the records
information
es including

rocess (top

Actifities/functiens

Understand the«internal and external context (organization and ISM
Identify and;document requirements:

— identification of risk criteria;

— Nidentification of applicable legislation and contractual requiren

+ identification of requirements from assessed risks (current ay
information security threat environment);

— identification of requirements from principles, objectives, requ
information processing;

— identification of requirements from incidents;
— identification and prioritization of conflicting requirements.

Top management review and approval of identified requirements.

S).

hents;

d projected

rements for

Assign responsibilities to meet the requirements.
Communicate requirements and responsibilities.
Document approach to meet identified requirements.

Keep requirements up to date (start process again).

References

ISO/IEC 27001:2013,4.1,4.2,5.1 b), 6.2 c) and 8.1
ISO/IEC 27003:2017,4.1,4.2,5.1 b), 6.2 c)and 8.1

© ISO/IEC 2021 - All rights reserved
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12
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Figure 4 — Process flow chart — Requirements management process
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7.4 Information security risk assessment process

Table 4 — Process profile — Information security risk assessment process

Process name

Information security risk assessment process

Process category

Core process

Brief description

The information security risk assessment process should be the overall process of
risk identification, analysis and risk evaluation.

Identify, analyse and evaluate all relevant information security risks.

Objective/purpases

Tdentify Tisk owtnersEnsure consistent, vatidanmd comparabte Tepults of risk
assessment.

Inpyt

From information security risk assessment process itself:

— previous results from information security risk ass€ssment;
— previously identified information security status.

From configuration management process: Infofmation assets.

From requirements managements: Assigned requirements| regarding
information security.

From information security changeunanagement process: Proposed fhanges and
results of changes.

From information security/incident management process: Incidents

Results

For information security risk treatment process, communication and
requirements management process: Documented, evaluated and| prioritized
risks (list) and risk owners.

For informatioh.*security change management process: Evaluatled risks of
proposed changes.

For information security risk assessment process itself:

— Nprevious results from information security risk assessment;
-+ previously identified information security status.

For communication process: List of prioritized and evaluated risks.
For requirements management process: List of prioritized and evalyated risks.

For records control process: Results from information security risklassessment
(information security risk register).

Identify risks.

Identify consequences of risks:

Activities/functions

— identify consequences of incurred or realized risks;
— assess business impact of risks.
Assess likelihood of risks.

Risk evaluation - compare levels of risk (consequences and likelihood) against
evaluation and acceptance criteria.

Update information security risk register.

References

ISO/IEC 27001:2013, 6.1.2

ISO/IEC 27003:2017,6.1.2
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Figure 5 -~ Process flow chart — information security risk assessment process
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Table 5 — Process profile — Information security risk treatment process

Process name

Information security risk treatment process

Process category

Core process

Brief description

The information security risk treatment process should be the process to identify
and select risk treatment options including determination of control objectives
and controls necessary to implement the information security risk treatment

option(s) chosen.

Objective/purposes

Identify and select appropriate risk treatment options.

— Determine necessary control objectives and controls.

14
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Table 5 (continued)

2:2021(E)

Process name

Information security risk treatment process

Input

From information security risk assessment process: Documented and evaluated

risks in a list of prioritized risks.

From resource management process: Estimation of necessary resources for the

control implementation.

From security implementation management process: Results
implementation.

of control

Results

Eorracourca managamant mracacce: Natarminad contrale cantral] o
o Fesedree-ahagementprocess—etermHReacontror5€ehtror ©

of approved ISMS controls.

For process to control outsourced services, communication ‘procq
audit process, performance evaluation process, and proceSs to assui
awareness and competence: Risk treatment plan includingacceptand
risks as well as a list with determined controls and control objectiv{

For security implementation management processoControl impleme
For information security change managementiprocess: Requests for
For communication process: Results of control implementation.

For records control process: Results.from information security risk

jectives, list

bSs, internal
e necessary
e of residual
bS.

htation plan.

changes.

treatment.

Actiy

ities/functions

Identify options for the treatment of risks.
Determine the control objectives and controls.
Compare controls withythose in ISO/IEC 27001:2013, Annex A.

Communicate list\of determined controls to resource managemen|
obtain initial resource requirements - if necessary, repeat this s
determination of controlsif necessary resources fora control are not

Describe residual risks.
Obtain risk owners approval for risk treatment plan.

Produce Statement of Applicability (SoA).

Derive control implementation plan from risk treatment plan including:

— owner of the control/responsible person for the implementatio
— priority, time target and resources for the implementation;
— tasks or activities to implement the control.

Initiate control implementation.

t process to
tep and the
hppropriate.

n;

Obtain and communicate results of control implementation.

Update information security risk register.

Refer

ences

ISO/IEC 27001:2013, 6.1.3
ISO/IEC 27003:2017, 6.1.3
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Figure 6 — Process flow chart — information security risk treatment process
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7.6 Security implementation management process

2:2021(E)

Table 6 — Process profile — Security implementation management process

Process name

Security implementation management process

Process category

Core process

Brief description

The security implementation management process should be the process to initiate
and verify the implementation of the risk treatment plan and necessary changes.

Objective/purposes

Ensure that the risk treatment plan and necessary changes are
planned.

executed as

Inpyt

From information security risk treatment process: Control implemeﬁtation plan.

From information
implementation plan.

security change management cproces

From change management process: Status regardingimplementatio

s:  Control

n.

Restlts

For information security change management process: Results of ch

For information Results

implementation.

security risk treatment “process:

For change management
implementation plan.

processy’ Proposed changes a

anges.

of control

hd control

Actipities/functions

Initiate implementation:
— define and prioritize proposals for work packages/internal pro

— perform workshops with asset owners and/or necessary depa
example IT, facility management, personnel management, etd
work packages and internal projects and ensure under
accountability and responsibility of the asset owners.

Support impleémentation in the change management process in th|
interested\party.

Verify implementation.

ects;
"tments (for

) regarding
standing  of

e role as an

Refdrences

1SO7IEC 27001:2013, 8.1
ISO/IEC 27003:2017, 8.1
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7.7 Process to control outsourced services

Table 7 — Process profile — Process to control outsourced services

Process name

Process to control outsourced services

Process category

Core process

Brief description

The process to control outsourced services should be the process to ensure that
outsourced services are determined and controlled. This includes identification
and documentation of outsourced services as well as dependencies from external

parties.

Objdctive/purposes

The objective of this process should be to mitigate any adverse effects, of
services and to ensure that information provided to external servicepro
processed in compliance with the information security requiremehts‘of
sourcing organization.

outsourced
viders are
the out-

Inpyt

From requirements management process: Applicable security requirements.

From other organizational units: Contracts, list of exteinal supplier{
providers; overview of outsourced services inchading contractual
and assessed dependencies.

From security risk treatment process: Controls and control objectiv
outsourced services.

From information security incident'management process: (Potent
incidents regarding the provisionof services from third parties.

and service
agreements

bs regarding

al) security

Restlts

For information security ehrange management process: Request fd
Initiation of necessary changes in contracts or of service providers.

For records control process: Audit program and plans for service prd
regarding information security, audit results (not displayed in procg

For communigation process (management review and improvems
Audit reponts for service provider audits regarding information sec

For information security incident management process: Direct information of

potential incidents detected during service provider audits.

For information security improvement process: Audit reports|
provider audits.

r changes -

vider audits
bss chart).

nt process):
hirity.

of service

Actiyities/functions

Identify and document outsourced services.
Identify security requirements for outsourced services.

Analyse drafts or final contracts if security requirements are met
information security requirements are addressed properly in the cd

Develop request for changes regarding requirements stipulated in d

Ensure that
ntracts).

ontracts.

Analyse dependencies Irom external parties.

Plan and execute service provider audits regarding compliance with
security requirements.

Report/communicate results of service provider audits.

information

References

ISO/IEC 27001:2013, 8.1
ISO/IEC 27003:2017, 8.1
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Figure 8 — Process flow chart — Process to control outsourced services
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7.8 Process to assure necessary awareness and competence

2:2021(E)

Table 8 — Process profile — Process to assure necessary awareness and competence

Process name

Process to assure necessary awareness and competence

Process category

Core process

Brief description

The process to assure necessary awareness and competence should be the process
to continuously develop and implement an information security awareness, training

and education program.

The objective of this process is to ensure that all personnel receives the necessary

Objdctive/purposes

Security training and/or education.

Employees should be aware of the information security policy, theil cor
the effectiveness of ISMS including the benefits of improved informat
performance and implications of not conforming with ISMS requiirement

tribution to
on security
S.

Inpyt

From the information security incident management process: Incidg

From information security risk treatment process: Risk treatment pl
control objectives.

From the process to assure necessary awareness and compe
Information security awareness, educatien and training materialg
records (also from preliminary results of the process to assur
awareness and competence).

nts.
an, controls,
ence itself:

, plans, and
b necessary

Results

For the process to assure necdessary awareness and competend
records control process:

— information security@wareness education and training plans;

— information security awareness education and training materi

— informatiphsecurity awareness education and training records.

e itself and

hs;

Actipities/functions

Identify thedevel of information security awareness.
Derivegtraining and education requirements for each unit/departmg

Develop training plans and materials - also integrate informat
awareness in other training courses.

Execute training plans (training courses).

Document and analyse training records.

nt.

on security

Refdrences

ISO/IEC 27001:2013, 7.3
ISO/IEC 27003:2017, 7.3
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7.9

v

Identify the level of]
information
security awareness

Information
security incident
management Incidents
process — Derive training and
edueatioh
) Risk treatment plan requirements

Information controls, control f——Jp,

decurity risk objectives

tredtment process \_/_\

Figure

Information security incident management process

Table 9— Process profile — Information security incident management process

D — Process flow chart — Process to assure necessary awareness and competence

Information security

Develop training awareness, education and

plans and training materials, plans,
. and records
materials
N
Exec ralnlng
ralnmg
\\ urses)

'

Document and
analyze training
records

Process'name

Information security incident management process

Process category

Core process

Brief description

An information security incident is a single or series of unwanted or unexpected in-
formation security events (possible breach of information security, policy or failure
of controls) that have a significant probability of compromising business operations
and threatening information security. The information security incident manage-
ment process should be for detecting, reporting, assessing, responding to, dealing
with and learning from information security incidents.

Objective/purposes

The objective of this process is to ensure a consistent and effective approach to the
management of information security incidents, including communication on secu-
rity events and weaknesses. Further objectives are to ensure a quick, effective and
orderly response to information security incidents.

22
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Table 9 (continued)

Process name

Information security incident management process

Input

From help desk processes (employees), process to control outsourced services
(contractors), internal audit and performance evaluation process: Potential

incidents.

From records control process: Information needed to assess the incident (not

displayed in the process chart).

Form information security change management process: Status of requests for

changes.

Results

For communication process, internal audit process, performancg
process, information security customer relationship manageme
requirements management process: Incidents.

For information security change management process: Request fo
respond/ to deal with and to prevent further incidents.

For process to assure necessary awareness and e0mpetence: Infornation about

incidents to learn from incidents.

For information security risk assessment.process: Information aboy
considered in the evaluation of risks.

For records control process: Information regarding the inciden]
results of incident assessment, €te. - not displayed in the process ch

evaluation
nt process,

" changes to

trisks to be

t (evidence,
art).

Actifities/functions

Detect and report potential tnformation security incidents.

Recording, initial assessment and classification (classification as
security incident or het) of potential information security incidents

Prioritize information security incidents.
Report information security incidents (as quickly as possible).

Respond to information security incidents:

—( ,collect evidence and conduct analysis of information security incidents;

< escalate (if required) and communicate incident;
— deal with information security incidents (resolution);
— postincident analysis.

Closure and learn from information security incidents (reduce 1
impact of future incidents).

information

kelihood or

Refdrences

ISO/IEC 27003:2017, 8.2 and 10.1

Al Fa Wi 27020 1 Q1.4
reAwy 7U00J L.ZUTUO

1L
J ILCZ
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Figure 10 — Process flow chart — Information security incident management process
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7.10 Information security change management process

2:2021(E)

Table 10 — Process profile — Information security change management process

Process name

Information security change management process

Process category

Core process

Brief description

Information security change management process should be the process to control
changes of ISMS elements and review the consequences of unintended changes. This
process only focusses on change management of the ISMS. This process should be
linked with a general change management process of the organization, which pro-

vidacinmnut (hnranacad ar vaalizad changac) to +h
e eSHp U propoeseaor+TeatZea £€57

jc nracacc
CHdtt TS PHoeess

Objgctive/purposes

Objective of this process should be to mitigate any adverse effects of chahges as nec-
essary. Relevant changes like changes to the organization, business proc
mation processing facilities and systems that affect information-security should be
controlled from the perspective of information security.

esses, infor-

Inpyt

From information security risk assessment process; Evaluated risks
changes.

From information security governance/management interface
part of the management reviews), information security customer

management process, information securityrisk treatment process, ijternal audit
process (to correct nonconformities), prpcess to control outsourced|services (to

correct nonconformities), informatierysecurity improvement proceq
of the continual improvement)information security incident 1
process (to deal with incidents):\Requests for changes.

From security implementatien management process: Results of cha

From change management process: Proposed or realized changes.

of proposed

process (as
relationship

s (asresults
nanagement

hges.

Results

For information_Security incident management process: Statu
changes.

For information security risk assessment process: Initiation of riskj
when significant changes are proposed or occur; results of changes,

Forsecurity policy management process: Change requests for IS policies.

For records control process: Process results like control implement

For security implementation management process: Necessary chan
implementation plan).

5/results of

assessment

htion plan.

ges (control

Identify and record necessary changes of controls, ISMS proc
documentation, ISMS scope, policy, standards procedures.

Plan changes including fall back procedures.

Obtain risk evaluation of proposed changes from risk assessm|
(assessment of potential impacts).

esses, ISMS

ent process

Activities/functions

Approve or decline changes.

Initiate changes via security implementation management process and security

policy management process.
Obtain and record results of changes.

Communicate results of changes to risk assessment process as
information security incident management process.

well as the

References

ISO/IEC 27001:2013, 8.1 and 10.2
ISO/IEC 27003:2017, 8.1 and 10.2
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Figure 11 — Process flow chart — Information security change management process
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7.11 Internal audit process

Table 11 — Process profile — Internal audit process

2:2021(E)

Process name

Internal audit process

Process category

Core process

Brief description

Effectiveness and efficiency of the ISMS and implemented controls should be
examined independently within the scope of internal audits to validate the ISMS
against the needs of the business and to maintain the commitment of the business
to the ISMS. The ISMS process of internal auditing contains only the part of auditing

inf

mation cacnrity contrale Tha Ay die AC+ha TOMGC neasnccac chanld by
B y-CoRtrorS— e adai-6ttRe oo Pro€esSess5noura18e

or
THITOT o croSte

independent from the ISMS operation.

performed

Objgctive/purposes

The internal audit process should determine effectiveness and performa
trol objectives, controls as well as to identify nonconformities to-the reqy
especially standards, legislation or regulations and identified security re

hce of con-
irements -
quirements.

Inpyt

From records control process: Results of former atdits (not disp
process chart).

From security policy management process: IS policies.
From requirements management process;dnformation security req

From information security risk treatient process: Risk treatment pl
list of controls, control objectives.and control implementation plan.

From information security ificident management process: Incident|
used to verify/evaluate control functionality.

From performance evaluation process: Not continuously measured

ayed in the

lirements.

an including

reports are

metrics.

Results

For communicationprocess: Reporting internal audit results.

Forinformation Security improvement process: Results of audits and
for improvement.

For information security change management process: Request
regarding nonconformities of information security controls.

For records control process: Internal audit results (not displ
process chart).

For information security incident management process: Potential in|

suggestions

for changes

iyed in the

cidents.

Actiiiti€és/functions

Plan internal audits as part of an audit program.
Define audit criteria and scope of each audit.
Select auditors.

Perform internal audits.

Reporting internal audit results to communication process and

security improvement process, to information security incident management
process (as results are possibly potential incidents) and to information security

change management process (changes to correct nonconformities).

Optional: develop suggestions for improvement.

information

References

ISO/IEC 27001:2013, 9.2
ISO/IEC 27003:2017,9.2
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Figure 12 — Process flow chart — Internal audit process
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7.12 Performance evaluation process

Table 12 — Process profile — Performance evaluation process

2:2021(E)

Process name

Performance evaluation process

Process category

Core process

Brief description

The performance evaluation process should contain monitoring, measurement,
analysis and evaluation of two main criteria. First, the performance of the security

controls and second the performance of the ISMS processes. Performanc
ment differs from performance audit (internal audit) which should be pe

e measure-
rformed in-

devendaentlz Parformanca smaacuramaont chould bho dona hy pcing leay ng
epenaettry—r e rormahcemeasStrementSnothaBe-aone By uSgey-pe

indicators (KPI) as well as key goal indicators (KGI) for every process'of

rformance
the ISMS.

Objgctive/purposes

The performance of ISMS needs to be monitored in terms of verifi¢ation
ing of security control implementation as well as the informatijon sécurit
ment processes. Objective of this process is to assess the performance ag
policy and objectives of the organization to support management review

and report-
y manage-
ainst the

Inpyt

— From security policy management process: IS policigs.

— From information security risk treatment ‘process: Risk tredtment plan

including list of controls, control objectives_and control implemer
This process should especially integratedlinked with the informat
risk treatment process because metri¢s for controls should be defing
possible within the planning of controls to avoid unnecessary costs

— From information security incident management process: Incident
used to verify/evaluate contrsl functionality.

tation plan.
ion security
d assoon as
afterwards.

reports are

Results

— For communication pro€ess and information security customer
management process: Reporting performance evaluation results.

— For information se@urity incident management process: Potential in
— For informatien security improvement process: Suggestions for imp
— Forrecords'control process: Measurement results (notdisplayed in pr

— For th€ internal audit process: Where metrics are not continuousl
thisprocess can also be linked with the internal audit process asg
péquirements to measure metrics within internal audits.

relationship

cidents.
rovement.
pcess chart).

y measured
it provides

Actifities/functions

—* Determine and regularly review what needs to be measured as well
for analysis and evaluation of the measurement results.

— Develop measurement system/program (what needs to be meas
which methods, when should the measurement be done, who should

— Analyse and evaluate results of measurement.

— Develop suggestions for improvement.

as methods

ured, using
do it).

— Reporting performance evaluation results and suggestions for impr

ovement.

References

— 1SO/IEC 27001:2013,9.1
— ISO/IEC 27003:2017,9.1
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Figure,13 — Process flow chart — Performance evaluation process
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7.13 Information security improvement process

Table 13 — Process profile — Information security improvement process

2:2021(E)

Process name

Information security improvement process

Process category

Core process

Brie

f description

The effectiveness, efficiency, suitability and adequacy of the ISMS need to be contin-
ually improved. A culture of continual improvement should be established. Emerg-
ing technologies and innovations also should be identified and assessed regarding

potential ISMS-improvement possibilities.

Obijd

ctive/purposes

The objective of this process should be to ensure and Improve a continui
ty, adequacy and effectiveness of the ISMS.

hg suitabili-

Inpy

From internal audit process: Suggestions for improvement and-audi

From process to control outsourced services: Audit repénts’for serv
audits regarding information security.

From performance evaluation process: Suggestions for improvemen

[ results.

ice provider

t.

Results

For records control process: Decisions related to continual ifprovement

opportunities (not displayed in the process chart).

For information security change management: Change requests.

Acti

vities/functions

Continually identify trends, changeés in the environment, emerging {
and innovations.

Determine the effects and)impact of trends, changes in the e
emerging technologies ahd innovations for the ISMS.

Identify root causes‘ef-nonconformities.

Generate improvement opportunities as well as controls to eliminatg
of nonconformities and evaluate them against the ISMS objectives.

Initiate chahges to improve the ISMS.

echnologies

hvironment,

root causes

Refd

rences

ISO/IEC27001:2013, 10.1 and 10.2
ISO/IEC 27003:2017, 10.1 and 10.2
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Figure 14 — Process flow chart — Information security improvement process
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8 Support processes

8.1

General

ISO/IEC TS 27022:2021(E)

This clause describes example support processes that can be found in an ISMS. The concepts and
purposes embodied in these example processes should be considered during the process planning
phase of an ISMS implementation project.

8.2 Records control process

Table 14 — Process profile — Records control process

Process name

Records control process

Pro

ess category

Support process

Brie]

f description

Records control process should be the process to identify/create, update]
information determined to be necessary for the effectiveness of the ISM$.

and control

Obijd

ctive/purposes

Ensure that all information determined to be necessary for the efféd
the ISMS are documented and recorded.

Ensure appropriate identification, description, format, review and
suitability and adequacy of records.

Ensure that the relevant recorded information is available for
and when it is needed, and jt is’adequately protected from loss,
falsification, unauthorized acéess and unauthorized release.

ctiveness of

hpproval for

use, where
destruction,

Inpy

From all other ISMS processes: Process results.

From requirements niahagement process: Retention requirements.

Results

For all ISMS processes=Necessary records.

Acti

vities/functions

Obtain input fiiom ISMS processes.

Define what should be recorded, to what extent.
Create/file records.

Aeccess and protect records.

Identify period of retention (partially available as input from the rg
process).

Delete records after retention period.

quirements

Refe

rences

ISO/IEC 27001:2013, 7.5
ISO/IEC 27003:2017, 7.5
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Figure 15%="Process flow chart — Records control process
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