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Foreword

[SO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical activity.
ISO and IEC technical committees collaborate in fields of mutual interest. Other international organizations,

governme

ntal and non-governmental, in liaison with ISO and IEC, also take part in the work.

The procedures used to develop this document and those intended for its further maintenance are described
in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for the different types
of document should be noted. This document was drafted in accordance with the editorial rules of the ISO/
[EC Directjves, Part 2 (see www.iso.org/directives or www.iec.ch/members experts/refdocs).
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Introduction

This document provides a specification for mapping the ISO/IEC/IEEE 12207 life cycle processes to the
ISO/IEC 33020 process attributes with the intent of demonstrating support for the levels 1 to 3 of the
ISO/IEC 33020 process capability measurement framework.

This document is primarily addressed to developers of process assessment models for the process quality
characteristic of process capability. It is also addressed to the lead assessor and other stakeholders, such as
the sponsor of the assessment, who need to be assured that the requirements of the ISO/IEC 33020 process
measurement framework have been met.

Within this document:
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b 4 provides a summary description of the relationship between the ISO/IEC 3307
ite outcomes and the ISO/IEC/IEEE 12207 life cycle processes.

| A extends the summary mapping in Clause 4 by providing details of the relationshi

in Annex C are identified. These details are provided for validating by inSpection the rel
en the process attribute outcomes of ISO/IEC 33020 and the ISO/IEC/TEEE 12207 life cy

| B focuses on the relationships between the generic practices;associated with ISO/IEC
5k descriptions of ISO/IEC/IEEE 12207. These model elemerits)are linked via the inform
rteristics listed in Annex C.

| C provides a listing of the applicable information items’and their characteristics.
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Technical Report ISO/IEC TR 33022:2024(en)

Information technology — Process assessment — Application
of ISO/IEC/IEEE 12207 processes to the ISO/IEC 33020
process capability measurement scale

1 Scope

This docunent provides a specification for associating the life cycle processes of ISO/IEC/IEEEx2207 with
the procegs attribute outcomes of ISO/IEC 33020 with the intent of demonstrating support farlevals 1 to 3 of
the procegs capability measurement scale defined in ISO/IEC 33020.

2 Normative references

The followjing documents are referred to in the text in such a way that some or‘all'of their content donstitutes
requiremgnts of this document. For dated references, only the edition citedapplies. For undated geferences,
the latest ¢dition of the referenced document (including any amendments)applies.

ISO/IEC 33001, Information technology — Process assessment — Conc€epts and terminology

3 Terns and definitions
For the pufposes of this document, the terms and definitions given in ISO/IEC 33001 apply.
[SO and IEC maintain terminology databases for usesn standardization at the following addresses:

— IS0 Online browsing platform: available at https://www.iso.org/obp

— IEC Elpctropedia: available at https://www.electropedia.org/

4 Content of the process capability measurement framework

4.1 General

In ISO/IE(Q 33020:2019, Clause 5, the relationship between process attributes and process capabijlity levels
is describgd.

Process capabilitylisidefined in ISO/IEC 33020:2019, Clause 5 on a six-point ordinal scale that enables process
capability|to be‘assessed from the bottom of the scale, 'incomplete’, through to the top end off the scale,
'innovating' to achieve
the process

The relationship between the process capability levels and the process attributes is shown in Table 1. In
addition, a summary view is presented of the relationship of the process attributes to the life cycle processes
associated with ISO/IEC/IEEE 12207.

Two processes from ISO/IEC/IEEE 12207 do not appear in the list in Table 1, namely, the acquisition and
decision management processes. These outcomes of these processes do not have any discernible relationships
to the process attribute outcomes of ISO/IEC 33020.

Certain ISO/IEC/IEEE 12207 processes have been partitioned into sub processes, namely life cycle model
management, infrastructure management, human resource management, knowledge management, quality
management, measurement and quality assurance. This action has been taken to address outcomes in the
basic processes that deal with firstly, establishment concerns, and secondly, performance (or operational)

© ISO/IEC 2024 - All rights reserved
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concerns. The 'establishment’ outcomes of these sub processes are mapped to ISO/IEC 33020:2019 PA
3.1 concerns. The 'performance’ concerns of the sub processes are mapped to either PA 3.2 or PA 3.3, as
appropriate.

As an example, with reference to ISO/IEC/IEEE 12207:2017, 6.2.1, life cycle model management, the basic
and sub process outcomes are presented in Table 1.

Table 1 — ISO/IEC/IEEE 12207:2017, 6.2.1, life cycle model management

Basic process outcomes Sub process: Establish Sub process: Perform
a) Organizational policies and procedures for the a) Organizational policies and procedures for
management and deployment of life cycle models the management and deployment of life cycle
and processes are established. models and processes are established.
b) Responsibllity, accountability, and authority b) Responsibility, accountability, and authori-
within life cyfle policies, processes, models, and ty within life cycle policies, processes, models,
procedures afe defined. and procedures are defined.
¢) Life cycle rhodels and processes for use by the ) Life cycle models and procpsses for use
organizationfare assessed. by the organizatiomare asseqgsed.
d) Prioritized process, model, and procedure im- d) Prioritized.process, model, and proce-
provements gre implemented. dure imprevements are impl¢mented.

The list of[[SO/IEC/IEEE 12207 processes that have been mapped as sub processes is presented irf] Table 2.

Table 2 — ISO/IEC/IEEE 12207 processes mapped as'sub processes

Basic progess Basic processes Sub process refer- Sub processes
referencg in ence in ISO/IEC/
ISO/IEC/IEEE IEEE 12207:2017
12207:2(17
6.2.1 Life cycle model management 6.2.1.1 Life cycle model management: Establish
6.2.1.2 Life cycle model management: Assess and improvel
6.2.2 Infrastructure management 6.2.2.1 Infrastructure management: Establish
6,2:2°2 Infrastructure management: Maintain
6.2.4 Human resource management 6.2.4.1 Human resource management: Establish
6.2.4.2 Human resource management: Perform
6.2.5 Quality management 6.2.5.1 Quality management: Establish
6.2.5.2 Quality management: Perform
6.2.6 Knowledge managenient 6.2.6.1 Knowledge management: Establish
6.2.6.2 Knowledge management: Share and manage
6.3.7 Measurement 6.3.7.1 Measurement: Establish
6.3.7.2 Measurement: Perform
6.3.8 Quality assurance 6.3.8.1 Quality assurance: Establish
6.3.8.2 Quality assurance: Perform

The sumnpary relationship between the ISO/IEC/IEEE 12207 processes and the ISO/IEC 33020 process
capability|levels;s presented in Table 3.

© ISO/IEC 2024 - All rights reserved
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Table 3 — Relationship between the ISO/IEC 33020 process capability levels and process attributes,
and the ISO/IEC/IEEE 12207 life cycle processes

Process ISO/IEC 33020:2019 process Reference in ISO/IEC/IEEE 12207:2017 life cycle processes
Capability attribute outcomes ISO/IEC/IEEE
Level 12207:2017
1 5.2.3.2 PA 1.1 Process perfor- 6.4 The processes in this group are typically identified in the assessment
mance process attribute scope. The processes ISO/IEC/IEEE 12207:2017, 6.4 are likely candi-
dates.
2 5.2.4.2 PA 2.1 Performance man- 6.3.1 Project planning
agementprocess attribute 6.3.2 Project assessment and control
6.3.4 Risk management
2 5.2.4.3 PA 2.2 Documented in- 6.3.5 Configuration management
TIOTTIIAUOIT IITAITd gEIIICIIL PIOCESS 6 3 6 I f .
attribute 3. nformation management
3 5.2.5.2 PA 3.1 Process definition 6.2.1.1 Life cycle model management: Establish
process attribute 6.2.2.1 Infrastructure management: Establish
6.2.4.1 Human resource management: Establish
6.2.5.1 Quality management: Establish
6.2.6.1 Knowledge management: Establish
6.3.7.1 Measurement: Establish
6.3.8.1 Quality assurance: Establish
3 5.2.5.3 PA 3.2 Process deploy- 6.2.1.2 Life cycle model managentent: Assess and improve
ment process attribute o
6.2.2.2 Infrastructure marfagement: Maintain
6.2.3 Portfolio management
6.2.4.2 Human reséurce management: Perform
6.2.6.2 Knowledge management: Share and manage
3 5.2.5.4 PA 3.3 Process assurance 6.2.5.2 Quality management: Perform
process attribute 6.3.7.2 Measurement: Perform
6.3.8.2 Quality assurance: Perform

4.2 Relationships between model elemrents

The rationjale for the selection of the ISOZIEC/IEEE 12207 life cycle processes and their associations with the
ISO/IEC 33020 process attribute outcomes can be found in Annexes A and B.

Annex A dlaborates the summary_mapping in Clause 4 by providing extended details of the rglationship
between the ISO/IEC 33020 process attribute outcomes and the ISO/IEC/IEEE 12207 life cydle process
outcomes.|Links to the inforniation items described in Annex C are provided in a summary format. The level
of detail provides the basis for validation by inspecting the relationships between the ISO/IEC 330R0 process
attribute qutcomes and‘the ISO/IEC/IEEE 12207 life cycle process outcomes.

Annex B| focuses jJon the relationships between the ISO/IEC 33020 generic practices| and the
ISO/IEC/IEEE 12207 activity/task descriptions. These model elements are linked via the informfation item
characteristicsyas listed in Annex C.

© ISO/IEC 2024 - All rights reserved
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Annex A
(informative)

Associations between the ISO/IEC 33020 process attribute outcomes,
ISO/IEC/IEEE 12207 life cycle process outcomes and information items

A.1 General

This anne|
ISO/IEC/II
item charg

A.2 Ass
IEEE 12’

Informati
and the I
indicated

Table A.1
ISO/IEC 3
accordanc

k describes the relationships between the ISO/IEC 33020 process attribute outecoms
LEE 12207 life cycle process outcomes. The model outcomes are linked by appligable in
cteristics, as described in Annex D.

ociations between the ISO/IEC 33020 process attribute outcomes, ISO
207 life cycle processes and information items

n item characteristics provide the link between the ISO/IEC 33020 process attribute
O/IEC/IEEE 12207 life cycle process outcomes. Each linked“information item in T3
by its reference label and name, and the reference numbercofthe characteristic.

provides the basis for a detailed validation by inspection of the associations be

ks and the
formation

/IEC/

outcomes
able A.1 is

fween the

3020 process attribute outcomes and ISO/IEC/IEEE 12207 life cycle process outcomes in

e with [SO/IEC/IEEE 24774:2021, Annex B modelymapping considerations.

Table A.1 — Associations between the ISOAEC 33020 process attribute outcomes

IS|0/1EC/IEEE 12207 life cycle process outcomes and information item characteristics
ISO/IEC Description ISO/IEC/IEEE Description ISO/IEC/IEEE
33020:201 12207:2017 12207:2017
process
attribute
outcomes
5.2.3.2 PA 1.1 Process performance 6.1.2 Supply 03-23 Requept for propos-
process attribute 1) An acquirer for a product or service is al (RFP)
1) the process achieves its de* identified. 3
fined process outcomes! 04-28 Supply strategy
E))
6.1.2 Supply 03-24 Resppnse to RFP
2) Aresponse to the acquirer's request is 1
produced. 08-65 RFP agquisition re-
quirements fjeview record
)
6.1.2 Supply 01-2 Supply agreement
3) An agreement is established between 5)|6)
the acquirer and supplier.
6.1.2 Supply 08-07 Agreement perfor-
4) A product or service is provided. mance review record
6)
08-75 Supply Delivery
Records (for system, soft-
ware, product or service)
3)

© ISO/IEC 2024 - All rights reserved
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Table A.1 (continued)
ISO/IEC Description ISO/IEC/IEEE Description ISO/IEC/IEEE
33020:2019 12207:2017 12207:2017
process
attribute
outcomes
6.1.2 Supply 08-52 Product acceptance

5) Supplier obligations defined in the
agreement are satisfied.

record

8)

08-73 Supplier payment
receiptrecord

2)
11-6 Request for Supply
(e.g., Request for Propos-

al, Request for Tender)

defined.

)

6.1.2 Supply 08-52 Prpduft acceptance
6) Responsibility for the acquired product redord
or service, as directed by the agreement, 4)
is transferred.

6.4.1 Business or mission analysis 03-08 Identfify business
1) The problem or opportunity spaceys opporfunities
defined. 4)

04-02 Busir]ess strategy
08-10 Businpss opportu-
nities revijew record
P

6.4.1 Business or mission-analysis 03-08 Identfify business
2) The solution space is characterized. opporflunities

L)

6.4.1 Business or mission analysis 03-07 Businjess opportu-
3) Preliminary operational concepts and nity pace
othér)concepts in the life cycle stages are 7
defined.

6.4.1 Business or mission analysis 03-07 Businjess opportu-
4) Candidate alternative solution classes nity gpace
are identified and analysed. i)

6.4.1 Business or mission analysis 08-09 Businfess opportu-
5) The preferred candidate alternative nities evaluption record
solution class(es) are selected. 6)|7)

6.4.1 Business or mission analysis 08-20 Enabling system
6) Any enabling systems or services records: Husiness or
needed for business or mission analysis Mission Analysis.
are available. 1]2)

6.4.2 Stakeholder needs and requirements 02-2 Stakeholders
definition 1)

1) Stakeholders of the system are identi- 04-29 Syst¢m require-
fied. ments definition strategy

6.4.2 Stakeholder needs and requirements 03-31 Stakeholder Needs
definition 1)

2) Required characteristics and context 03-32 Systerh operational
of use of capabilities and concepts in the conkept

life cycle stages, including operational 7)|8)

concepts, are defined.

6.4.2 Stakeholder needs and requirements TZ-TT System stakeholder
definition requirements
3) Constraints on a system are identified. 13)

6.4.2 Stakeholder needs and requirements 03-31 Stakeholder Needs
definition 12), 14)

4) Stakeholder needs are defined.

6.4.2 Stakeholder needs and requirements 03-02 Analyse stakehold-
definition er requirements
5) Stakeholder needs are prioritized and 8),9),11)
transformed into clearly defined stake- 03-31 Stakeholder Needs
holder requirements. 13)

6.4.2 Stakeholder needs and requirements 12-11 System stakeholder
definition requirements
6) Critical performance measures are 14), 15)

© ISO/IEC 2024 - All rights reserved
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Table A.1 (continued)
ISO/IEC Description ISO/IEC/IEEE Description ISO/IEC/IEEE
33020:2019 12207:2017 12207:2017
process
attribute
outcomes
6.4.2 Stakeholder needs and requirements 03-02 Analyse stakehold-

definition

7) Stakeholder agreement that their needs
and expectations are reflected adequately
in the requirements is achieved.

er requirements
10)
08-44 Manage stakehold-
er requirements

3)

6) System elements and their interfaces
are identified.

6.4.2 Stakeholder needs and requirements 08-27 Enabling system
definition records: Stakeholder
SHAny-epabHReSystems-or-serviees Reeds-apeFequirements
needed for stakeholder needs and require- 1)]2)
ments are available.

6.4.3 System/software requirements defi- 08+34'Syst¢m require-
nition ments definition
1) The system or element description, 5)]6)
including interfaces, functions and bound-j” 12-10 Syst¢m require-
aries, for a system solution is definegs ments

1p)

6.4.3 System/software requirements-defi- 12-10 Syst¢m require-
nition mgnts
2) System/software requirements 18), 1p), 20)
(functional, performanegf ptocess,
non-functional, and/nterface) and design
constraints are defined.

6.4.3 System/software requirements defi- 12-10 Syst¢m require-
nition mgnts
3) Critical performance measures are 1p)
defined:

6.4.3 Systém/software requirements defi- 03-33 Syst¢m require-
nition ments gnalysis
4)' The system/software requirements are 11),12)]13), 14)
analysed.

6.4.3 System/software requirements defi- 08-29 Enaljling system
nition records: Systlem/software
5) Any enabling systems or services need- requirpments
ed for system/software requirements 1| 2)
definition are available.

6.4.3 System/software requirements defi- 08-45 Manfage system
nition requirpments
6) Traceability of system/software re- 1)
quirements to stakeholder requirements
is developed.

6.4.4 Architecture definition 03-03 Ar¢hitecture
1) Identified stakeholder concerns are defirjition
addressed by the architecture. 10),11){12),13)

6.4.4 Architecture definition 03-05 Archifecture view-
2) Architecture viewpoints are developed. polnts

7),8),]19), 10)

6.4.4 Architecture definition 03-06 Archifecture views
3) Context, boundaries, and external 1)
interfaces of the system are defined.

6.4.4 Architecture definition 03-06 Architecture views
4) Architecture views and models of the 12),13), 14), 15), 16)
system are developed.

6.4.4 Architecture definition 08-66 Requirements
5) Concepts, properties, characteristics, allocation
behaviours, functions, or constraints that 9),12),13)
are significant to architecture decisions of
the system are allocated to architectural
entities.

6.4.4 Architecture definition 08-66 Requirements

allocation
10)

© ISO/IEC 2024 - All rights reserved
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Table A.1 (continued)
ISO/IEC Description ISO/IEC/IEEE Description ISO/IEC/IEEE
33020:2019 12207:2017 12207:2017
process
attribute
outcomes
6.4.4 Architecture definition 08-08 Architecture

7) Architecture candidates are assessed.

assessment result
8),9), 10)

4) Any enabling systems or services need-
ed for system analysis are available.

6.4.4 Architecture definition 08-08 Architecture
8) An architectural basis for processes assessment result
throughout the life cycle is achieved. 11)

6.4.4 Architecture definition 08-41 Manage architec-
9) Alignment of the architecture with ture
requirements and design characteristics 8),9),10), 11), 12)
is achieved. 08-66,Réquirements

allogation
1)

6.4.4 Architecture definition 08-19 Enablling system
10) Any enabling systems or services records: Afchitecture
needed for architecture definition are defirjition
available. 1]2)

6.4.5 Design definition 03-28 Softyare system
1) Design characteristics of eachisystem design definition
element are defined. 5)|6)

03-29 Software system
elemenf design
1p)
03-30 Softyare system
element gvaluation
9

6.4.5 Design-définition 03-29 Softyare system
3) Design enablers necessary for design elemenf design
definition are selected or defined. 1B)

6.4.5 Design definition 03-29 Softyare system
4) Interfaces between system elements elemenf design
composing the system are defined or 1p)
refined.

6,425, Design definition 03-29 Softyare system
5) Design alternatives for system ele- elemenf design
ments are assessed. 11)

03-30 Softyare system
element gvaluation
10), 1[1), 12)
6.4.5 Design definition 03-29 Softyare system
6) Design artifacts are developed. elemenf design
1p)
08-43 Mandgge software
system eleent design
9

6.4.5 Design definition 08-21 Enalling system
7) Any enabling systems or services need- |records: Des{gn definition
ed for design definition are available. 1 2)

6.4.5 Design definition 08-43 Mandge software
8) Traceability of the design character- system elefnent design
istics to the architectural entities of the 7
System architecture Is established.

6.4.6 System analysis 04-30 Systems analysis
1) System analyses needed are identified. strategy

9), 10), 11), 12), 13)

6.4.6 System analysis 08-48 Perform systems
2) System analysis assumptions and analysis
results are validated. 8),9),10)

6.4.6 System analysis 08-48 Perform systems
3) System analysis results are provided analysis
for decisions. 11),12)

6.4.6 System analysis 08-28 Enabling system

records: System analysis
1),2)

© ISO/IEC 2024 - All rights reserved
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Table A.1 (continued)
ISO/IEC Description ISO/IEC/IEEE Description ISO/IEC/IEEE
33020:2019 12207:2017 12207:2017
process
attribute
outcomes

6.4.7 Implementation 04-07 Implementation
1) Implementation constraints that influ- Plan
ence the requirements, architecture, or 6),7)
design are identified.

6.4.7 Implementation 07-8 Software element
2) A system element is realized. 9),10), 11)

08-69 Software code &
test evaluation record
5 6)

6.4.7 Implementation 08-42Maridge software

3) A system element is packaged or stored. elenjents
5)]6)

6.4.7 Implementation 08-23 Enalfling system
4) Any enabling systems or services need=, | .fecords: Implementation
ed for implementation are available. 1) 2)

6.4.8 Integration 04-26 Software integra-
1) Integration constraints thatinfltfence tion[plan
system requirements, architectuire, or de- 11)]13)
sign, including interfaces, drejdentified.

6.4.8 Integration 04-26 Software integra-
2) Approach and chgckpoints for the cor- tion|plan
rect operation of the-assembled interfaces 1p)
and system functiens are defined.

6.4.8 Integration 08-24 Enabling system
3) Any efiabling systems or services need- records: Ihtegration
ed fordntegration are available. 1]2)

6.4.8 Integration 07-6 Integrhted system
4)\A system composed of implemented 9),[10)
system elements is integrated.

6.4.8 Integration 08-71 Software integra-
7) Integration results and anomalies are tion tesf results
identified. 1)

6.49 Verification 04-32 Vefification
1) Constraints of verification that influ- strategy
ence the requirements, architecture, or 14), 15)]16), 17)
design are identified. 06-3 Verification Proce-

dufes
k)

6.4.9 Verification 08-32 Enaljling system
2) Any enabling systems or services need- records: Verification
ed for verification are available. 1| 2)

6.49 Verification 08-93 Verification prob-
6) Verification results and anomalies are lems and ngn-conform-
identified. anfes

6){7)

6.4.10 Transition 04-27 Softyare release
1) Transition constraints that influence plan
system/software requirements, architec- 12),13), 1f), 15), 16)
ture, or design are identified.

6.4.10 Transition 08-30 Enabling system
2) Any enabling systems or services need- records: Transition
ed for transition are available. 1),2)

6.4.10 Transition 08-76 System/ software
3) The site is prepared. installation record

17),18)

6.4.10 Transition 08-76 System/ software
4) The system, as installed in its opera- installation record
tional location, is capable of delivering its 19)
specified functions.

6.4.10 Transition 08-76 System/ software
5) Operators, users and other stakehold- installation record
ers necessary to the system utilization 20)
and support are trained.

© ISO/IEC 2024 - All rights reserved
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Table A.1 (continued)
ISO/IEC Description ISO/IEC/IEEE Description ISO/IEC/IEEE
33020:2019 12207:2017 12207:2017
process
attribute
outcomes
6.4.10 Transition 08-72 Software operation

6) Transition results and anomalies are
identified.

release test results
5), 6)

2) Any enabling systems or services need-
ed for maintenance are available.

6.4.10 Transition 08-76 System/ software
7) The installed system is activated and installation record
ready for operation. 21)

6.4.11 Validation 04-31 Validation plan
1) Validation criteria for stakeholder 14), 16),17)
requirements are defined. 06-2 Validqtion Proce-

dufes
E)

6.4.11 Validation 08-90'Validqtion Records
2) The availability of services required by 1
stakeholders is confirmed.

6.4.11 Validation 04-31 Valiflation plan
3) Constraints of validation that jnfluence 1p)
the requirements, architecture; ot design
are identified.

6.4.11 Validation 06-2 Validdtion Proce-
4) The system or systein elément is vali- dufes
dated. 4)

6.4.11 Validation 08-31 Enaljling system
5) Any enablifig systems or services need- records: Yalidation
ed for validafion are available. 1)]2)

6.4.11 Validation 08-90 Validqtion Records
6) Validation results and anomalies are 4
identified. 08-91 Validation prob-

lems and ngn-conform-
anges
P

6.4.11 Validation 08-92 Validation test
7) Objective evidence that the realized suite confirmation record
system or system element satisfies stake- 1
holder needs is provided.

6.4.12 Operation 04-15 Opefation plan
1) Operation constraints that influence 8),9), 10)
system/software requirements, architec-
ture, or design are identified.

6.4.12 Operation 08-26 Enaljling system
2) Any enabling systems, services, and records: Pperation
material needed for operation are avail- 1| 2)
able.

6.4.12 Operation 04-15 Opefation plan
3) Trained, qualified operators are avail- 1)
able.

6.4.12 Operation 08-46 Operation actions
4) System product services that meet 13), 14)| 16), 18)
stakeholder requirements are delivered.

6412 Bperation 88—46-0peration actions
5) System product performance during 15),17)
operation is monitored. 11-4 Operation requests

9)

6.4.12 Operation 08-47 Operation records
6) Support to the customer is provided. 7),8)

11-4 Operation requests
7),8)

6.4.13 Maintenance 04-14 Maintenance Plan
1) Maintenance constraints that influence 8),9),10),11)
system requirements, architecture, or
design are identified.

6.4.13 Maintenance 08-25 Enabling system

records: Maintenance
1),2)

© ISO/IEC 2024 - All rights reserved
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Table A.1 (continued)
ISO/IEC Description ISO/IEC/IEEE Description ISO/IEC/IEEE
33020:2019 12207:2017 12207:2017
process
attribute
outcomes
6.4.13 Maintenance 09-07 Maintenance
3) Replacement, repaired, or revised sys- (Logistics) Report
tem elements are made available. 10),11),12),13)
11-3 Maintenance Re-
quests
14), 15),16), 17)
6.4.13 Maintenance 08-40 Maintenance
4) The need for changes to address correc- (Logistics) Records
tHverperfectiveroradaptivemaintenah
isreported. 11-3 Mdingenance Re-
qu¢sts
18)| 19)
6.4.13 Maintenance 08-40 Majintenance
5) Failure and lifetime data, including (Logistic§) Records
associated costs, is determined. 9),110)
6.4.14 Disposal 04-06 Dispgsal strategy
1) Disposal constraints are provided as 6),7)]8),9)
inputs to requirements, architécture,
design, and implementation=
6.4.14 Disposal 08-22 Enaljling system
2) Any enabling systemsor services need- records:|Disposal
ed for disposal are available. 1]2)
6.4.14 Disposal 08-17 Dispqgsal Records
3) The system elements or waste products | 14), 15), 16)| 17), 18), 19)
are destroyedystored, reclaimed or recy-
cled inac€ordance with requirements, e.g.
, safetynand security requirements.
6.4.14 Disposal 08-17 Dispqgsal Records
4)The environment is returned to its 2p)
original or an agreed state.
6.4.14 Disposal 08-17 Dispqgsal Records
5) Records of disposal actions and analy- 2[)
sis are available.
5.2.4.2 PA 2.1 Performance manage- 623.1 Project planning 03-17 Prqject goals
ment process attribute 1) Objectives and plans are defined. 6)|7)
1) results to be achieved are de-
termined and communicated;
5.2.4.2 PA 2.1 Performance manage- 6.3.1 Project planning 04-25 Risk Management
ment process attribute 1) Objectives and plans are defined. Plan
2) risks that can affect perfor- 6)|7)
Q?:ecde ;)rfléh:d%rr%zzzz;are eter- 6.3.4 Risl_( management 03-26 Risk i’ientification
1) Risks are identified. 3
03-27 Risk pnanagement
prdfile
5),4),7)
6.3.4 Risk management 03-25 Risk analysis
2) Risks are analysed. 6),1),8)
6.3.4 Risk management 08-67 RisHf treatment
3) Risk treatment options are identified, evalyation
prioritized, and selected. 6),7),8)
6.3.4 Risk management 08-67 Risk treatment
4) Appropriate treatment is implemented. evaluation
9)
6.3.4 Risk management 09-16 Risk monitoring
5) Risks are evaluated to assess changes report
in status and progress in treatment. 4),5),6)

© ISO/IEC 2024 - All rights reserved
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Table A.1 (continued)

ISO/IEC Description ISO/IEC/IEEE Description ISO/IEC/IEEE
33020:2019 12207:2017 12207:2017
process
attribute
outcomes
5.2.4.2 PA 2.1 Performance manage- 6.3.1 Project planning 04-03 Configuration Man-
ment process attribute 1) Objectives and plans are defined. agement Plan
3) performance of the process is 8),9)
planned, monitored, measured, 04-08 Information man-
evaluated and adjusted (as agement plan
needed); 11),13)
04-20 Project budget
3)
04-21 Project plan
1)
04-22Rriojgct schedule
k)
04-33-WorHK breakdown
strugture
4
6.3.2 Project assessment and control 04-19 Projedt assessment
1) Performance measures or assessment strategy
results are available. &)
09-13 Project status
refjort
20), 2), 30)
6.3.2 Project assessment and control 09-13 Project status
3) Adequacy of resdurges is assessed. regort
2/)
6.3.2 Project assessment and control 09-13 Project status
4) Technical ‘progress reviews are per- refjort
formed. 22)|26)
6.3.2 Projectassessment and control 09-13 Project status
5)\Deviations in project performance from regort
plans are investigated and analysed. 21), 2p), 28)
6.3.2 Project assessment and control 11-5 Proj¢ct change
7) Corrective action is defined and reqpest
directed, when project achievement is not 9),]11)
meeting targets.
6:3.2 Project assessment and control 11-5 Proj¢ct change
8) Project replanning is initiated, as reqpest
necessary. 1P)
6.3.2 Project assessment and control 08-55 Projdct continua-
9) Project action to progress (or not) from | tion authorization record
one scheduled milestone or event to the 1D
next is authorized.
5.2.4.2 PA 2.1 Performance-manage- 6.3.1 Project planning 04-08 Inforfnation man-
ment process attribute 1) Objectives and plans are defined. agemepnt plan
4) responsibilities.and authori- 1P)
ties for performing the process . . .
are deteprmined, asgsigné)d and 631 Project plannlng —_— R 04-21 Prpject plan
commuriioated; 2) Roles, re_sponmbllltlgs, accountabilities, 1)
and authorities are defined.
5.2.4.2 PA2.1 Performance manage- 6.3.1 Project planning 04-21 Prpject plan
ment process attribute 1) Objectives and plans are defined. 1P)
SYTresources necessary for per- X . :
forming the process are deter- . ;]"li:ens:u'r;lcz's‘:r::igservices necessar e D;;J)ect plan
mined, provided and maintained ) o y .
(as needed); to achieve the ob]ectl_ves are formally 08-59 Project resource
requested and committed. request record
3)
6.3.1 Project planning 08-56 Project initiation
4) Plans for the execution of the project authorization record
are activated. 9),10)
5.2.4.2 PA 2.1 Performance manage- 6.3.2 Project assessment and control 09-13 Project status
ment process attribute 2) Adequacy of roles, responsibilities, ac- report
6) person(s) performing the countabilities, and authorities is assessed. 23)

process are competent on the
basis of appropriate education,
training, or experience;

© ISO/IEC 2024 - All rights reserved
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Table A.1 (continued)
ISO/IEC Description ISO/IEC/IEEE Description ISO/IEC/IEEE
33020:2019 12207:2017 12207:2017
process
attribute
outcomes
5.2.4.2 PA 2.1 Performance manage- 6.3.1 Project planning 04-21 Project plan
ment process attribute 1) Objectives and plans are defined. 15)
Zr?\}cgllt\/egga]:;rstti):g‘;v:eerr;;};zged to 6.3.2 Project assessment and coqtrol 09-13 Project status
ensure both effective commu- 6) Affected stakeholders are informed of report
nication and the level of control project status. 29)
expected.
5.2.4.3 PA 2.2 Documented informa- 6.3.6 Information management 04-10 Information
—-Hion-managementpr H-tafermation-te-be-manasedisident—— t plan: item
attribute fied. identizication
1) requirements for the doc- D
;:)igziiigfgg?;i&?geﬁthe 6.3.6 Informatiop management_ 04-09Information man-
2) Information representations are agement plgn: Presenta-
defined. tipn
D
5.2.4.3 PA 2.2 Documented informa- 6.3.5 Configuration management 08-13 Configuration man-
tion management process 1) Items requiring configuration/manage- | agement idpntification
attribute ment are identified and managed. recprds
3) documented information is 10)[11)
igg:ﬁﬂ{;tzlc}é;?,Z?rtlgl;d;::gire_ 6.3.5 Configl_lratio_n management 12-03 Con fi_guration
ments: 2) Configuration baselines are estab- Basgline
’ lished. 6)|7)
6.3.5 Configuration management 08-06 Agregment impact
3) Changes to-items under configuration evaluati¢n record
managementare controlled. 1)
6.3.5 Configunation management 09-02 Conffiguration
4) Goxfiguration status information is Status|Report
available. 5)|6)
6.3.6 Information management 07-1 Inforrpation item
1) Information to be managed is identi- 10),11), 12)|13), 14), 15),
fied. 16), 18), 19)| 20), 21), 22)
6.3.6 Information management 07-3 Information item:
5) Information is available to designated Puljlish
stakeholders. 1
5.2.4.3 PA 2.2 Documented informa- 6.3.5 Configuration management 08-11 Configuration Man-
tion management process 3) Changes to items under configuration |agement Chajnge Requests
attribute management are controlled. 9),10), 11)
4) documented information js 11-1 Agreerhent Change
reviewed and approved for suit- Request
ability and adequacy in accord- 5)|6)
ance with planned arrfangements
and adjusted as nedessary to
meet requirements;
5.2.4.3 PA 2.2 Documented informa- 6.3.6 Information management 07-1 Inforrhation item
tion mandgement process 3) Information is obtained, developed, 9),[17)
attribute transformed, stored, validated, presented, | 08-04 Agreement amend-
5) doctureénted information is [and disposed of]. ment fecord
detérmined, maintained and re- 3)[4)
tained to the extent necessary to 08-61 Qualify Assurance
have confidence that the process Recprds
has been performed as planned
and to demonstrate the conform- 10-1 Information Item
ity of products and/or services to Archive
their requirements. 3)
6.3.6 Information management 07-2 Information item:
4) The status of information is identified. Item status
1
6.3.6 Information management 08-61 Quality Assurance
5) Information is available to designated Records
stakeholders. 5)
6.3.6 Information management 08-33 Information item

6) Information is archived, or disposed of,
as required.

disposal record

3)

12
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Table A.1 (continued)
ISO/IEC Description ISO/IEC/IEEE Description ISO/IEC/IEEE
33020:2019 12207:2017 12207:2017
process
attribute
outcomes
5.2.5.2 PA 3.1 Process definition pro- 6.2.1.1 Life cycle model management: Estab- 03-10 Life cycle model
cess attribute lish 22),23), 24), 25), 26),
1) a standard process, including 1) Organizational policies and procedures 27), 28)
appropriate tailoring guidelines, for the management and deployment
is established and maintained of life cycle models and processes are
that describes the fundamental established.
elements that must be incorpo- - - .
rated into a defined process; 6.2.5.1 Quality ljnanggementz Establish 03-22 Quallt){ manage-
1) Organizational quality management ment authorities and
poleies-objectives and-proceduresar pongibilities
defined and implemented. 3
04-23 Qualfty Manage-
men{ Plan
9
6.2.5.1 Quality management: Establish 12-09 Quality evaluation
2) Quality evaluation criteria and meth: criteria arjd methods
ods are established. 1
6.3.7.1 Measurement: Establish 03-13 Orgqnizational
1) Information needs are identified. characferistics
¢h)
03-14 Orggnizational
informatjon needs
P
04-11 Inforrpation meas-
urementstrategy
3)|4)
6.3.7.1 Measurement: Establish 03-09 Infortpation meas-
2) Andppropriate set of measures, based ulles
on the information needs, is identified or 1
developed.
6.3.8.1 Quality assurance: Establish 04-24 Qualify assurance
1) Project quality assurance procedures strategy
are defined and implemented. 4)
6.3.8:1 Quality assurance: Establish 04-24 Qualify assurance
2) Criteria and methods for quality assur- strategy
ance evaluations are defined. N
5.2.5.2 PA 3.1 Process definition pro- 6.2.1.1 Life cycle model management: Estab- 03-11 Life ¢ycle model:
cess attribute lish Responsibilities
4) roles, competences, respon- 2) Responsibility, accountability, and au- 1
sibilities and authorities for thority within life cycle policies, process-
performing the standard process es, models, and procedures are defined.
are determined; 6.2.4.1 Human resource management: Estab- | 03-12 Organfization skills
lish identification
1) Skills required by projects are identi- 3
fied. 03-15 Organjzational skill
nepds
P
5.2.5.2 PA 3.1 Rrocess definition pro- 6.2.2.1 Infrastructure management: Establish 12-05 Infrpstructure
cessTattribute 1) The requirements for infrastructure Requirements
5)resources for performing the are defined. 1
fs?:gda.rd process are deter- 6.2.2.1 Infrastructure management: Establish | 04-12 Infrasfructure plan
ZJ The Infrastructure elements are identi- 3)
fied and specified.
5.2.5.2 PA 3.1 Process definition pro- 6.2.1.1 Life cycle model management: Estab- 04-13 Knowledge Man-
cess attribute lish agement: Establish
6) knowledge necessary for 1) Organizational policies and procedures 6),7),8)
the operation of the standard for the management and deployment
process is determined [and of life cycle models and processes are
maintained]. established.
6.2.6.1 Knowledge management: Establish 12-06 Knowledge Man-

1) A taxonomy for the application of
knowledge assets is identified.

agement: Taxonomy
6),7)
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Table A.1 (continued)
ISO/IEC Description ISO/IEC/IEEE Description ISO/IEC/IEEE
33020:2019 12207:2017 12207:2017
process
attribute
outcomes
5.2.5.3 PA 3.2 Process deployment 6.2.1.2 Life cycle model management: Assess 04-17 Process Improve-
process attribute and improve ment Opportunity
1) a defined process is deployed 1) Life cycle models and processes for use 3)
based upon an appropriately by the organization are assessed. 08-51 Process review
tailored standard process; result
4),5)
6.2.1.2 Life cycle model management: Assess 04-18 Process Improve-
and improve ment plan
23Rrieritizedpr edel-andpr )
dure improvements are implemented.
6.2.3 Portfolio management 03-19\Projqct portfolio
2) Projects are identified. gopls
D
5.2.5.3 PA 3.2 Process deployment 6.2.3 Portfolio management 03-16 Projeft accounta-
process attribute 4) Project management responsibili- bilities andjauthorities
2) required roles, responsibili- ties, accountability, and authorities are 1
ties and authorities necessary for defined.
performing the defined process
are assigned and communicated;
5.2.5.3 PA 3.2 Process deployment 6.2.4.2 Human resource managément: Perform| 04-16 Orgganizational
process attribute 1) Necessary human resouirces are provid- | skills develppment plan
3) required person(s) necessary ed to projects. 3
for performing the defined pro- 12-08 Proje¢t skill needs
cess are competent on the basis and prpvision
of defined education, training 6),7)]8),9)
and experience; 6.2.4.2 Humanaésource management: Perform| 07-7 Skills development
2) Skills of personnel are developed, main- resopirces
tained or enhanced. ]
08-68 Skill flevelopment
recprds
3)4)
6.2.4.2 Human resource management: Perform | 08-60 Proje¢t team inter-
3) Conflicts in multi-project resource face confligt resolution
demands are resolved. 1)
5.2.5.3 PA 3.2 Process deployment 62.2.2 Infrastructure management: Maintain 08-36 Infrpstructure
process attribute 1) Infrastructure elements are developed provisidn record
4) required resources necessary or acquired. 1)
{)(:,rorc)ee;goarrrgﬁg;gzssg:&i O 6.2.2.2 Infrast_ructure mana_geme_nt: Maintain 08-35 Inf_rastructure
itored and measured; 2) The infrastructure is available. evaluatlr)n record
4
11-2 Infrdstructure
Change|Request
P
6.2.3 Portfolio management 03-20 Proj¢ct resource
3) Resources and budgets for each project allodation
are allocated. 1
5.2.5.3 PA 3.2'Process deployment 6.2.6.2 Knowledge management: Share and 08-37 Knowledge Asset
process attribute manage Recprds
5) kriowledge necessary for 1) The organizational knowledge, skills, 6),7),8)
thé operation of the standard and knowledge assets are developed or
process Is [determined and] acquired.
maintained. 6.2.6.2 Knowledge management: Share and 08-38 Knowledge Asset
manage application
2) The organizational knowledge, skills, 4),5)
and knowledge assets are available.
6.2.6.2 Knowledge management: Share and 08-39 Knowledge asset

manage
3) Knowledge management usage data is
gathered and analysed.

review record

3)
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Table A.1 (continued)
ISO/IEC Description ISO/IEC/IEEE Description ISO/IEC/IEEE
33020:2019 12207:2017 12207:2017
process
attribute
outcomes
5.2.5.4 PA 3.3 Process assurance pro- 6.2.5.2 Quality management: Perform 09-04 Corrective and
cess attribute 2) Quality assurance evaluation results preventive actions status
1) appropriate data and informa- are gathered and analysed. report
tion are collected and analysed 4)
from monitoring and measure- 6.3.7.2 Measurement: Perform 07-4 Information meas-
ment of the process to evaluate . . e .
the effectiveness and risks of the 1) Required data is collected, verified, and urement data item
process, and to identify needs stored. 2)
and opportunities for improve- 6.3.7.2 Measurement: Perform 07-5 Information product
ment; 2) The data is analysed and the results 4)
interpreted.
6.3.8.2 Quality assurance: Perform 09506 Incidlent Report
1) Evaluations of the project's products, 4
services, and processes are performed,
consistent with quality management poli=
cies, procedures, and requirements.
6.3.8.2 Quality assurance: Perform 09-06 Incidlent Report
3) Incidents are resolved. 1
5.2.5.4 PA 3.3 Process assurance pro- 6.2.5.2 Quality management: Perform 09-05 Custopmer satisfac-
cess attribute 2) Quality assurance evaluation results tion analysis report
3) conformity of the defined pro- are gathered and analyseds 3
cess (and associated activities, 09-14 Quality assurance
outputs and documented infor- evaluatign results
mation) is objectively assured; )]
6.3.8.2 Quality assurance: Perform 08-70 Softyare code &
1) Evaludtions of the project's products, test evaluafion: Evalu-
servieeés,\and processes are performed, atjon
con§istent with quality management poli- 1
cies, procedures, and requirements.
6.3.8.2 Quality assurance: Perform 08-70 Softyare code &
2) Results of evaluations are provided to test evaluation: Evalu-
relevant stakeholders. atfon
)
5.2.5.4 PA 3.3 Process assurance pro- 6.25.2 Quality management: Perform 09-15 Quality improve-
cess attribute 2) Quality assurance evaluation results ments status report
4) action is taken on any noncon- are gathered and analysed. )]
i(;gr;E};r?;::scireléttsonjgigig;nd 6.3.8.2 Quality assurance: _Perform _ 08-50 PI:O l_em status
2) Results of evaluations are provided to communicgtion record
relevant stakeholders. )]
5.2.5.4 PA 3.3 Process assurance pro- 6.2.5.2 Quality management: Perform 08-63 Qualjty manage-
cess attribute 1) Resources and information are provid- ment rgsources
5) the standard procéssiis con- ed to projects to support the operation )]
tinually improvedbased on iden- and monitoring of project quality assur-
tified needs and opportunities. ance activities.
6.2.5.2 Quality management: Perform 04-04 Corfective and
3) Quality management policies and pro- preventive pctions plan
cedures are improved based upon project 3)[4)
and organizational results. 08-62 Qualify assurance
review|records
k)

A.3 Generic information items - exceptions list

There are no exceptions in the mapping between process attribute outcomes and the selected life cycle
process outcomes.
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Annex B
(informative)

Associations between the ISO/IEC 33020 generic practices,
ISO/IEC/IEEE 12207 life cycle process activities, tasks and
information item characteristics

B.1 Ger

This claus
the ISO/IE]
Table B.1.

Tablg

leral

e presents a detailed perspective of the relationship between the ISO/IEC 33020.generiq practices,
C/IEEE 12207 life cycle process activities and tasks, and the information item, characte

ristics. See

B.1 — Associations between the ISO/IEC 33020 generic practices; ISO/IEC/IEEE 12207
activities and tasks and associated information item characteristics

1) Execute the agreement according to
the established project plans.

1SO/IE( Description 1SO/IEC/IEEE Description 1SO/IEC/IEEE
33020:20119 12207:2017 1220[7:2017
Annex B Generic
Practicqs
B3.1 PA.1.1JGP1 |Achieve the process outcomes 6.1.2.3a) Prepareé for the supply 03-23 Reqfiest for pro-
2) Relevant information items 1) Détermine the existence and identi- posa] (RFP)
to evidence achievement of the tylofiah acquirer who has a need for a B)
process outcomes are identified. product or service.
6.1.2.3a) Prepare for the supply 04-28 Supply strategy
2) Define a supply strategy. B)
6.1.2.3b) Respond to a request for supply of 08-65 RFH acquisition
products or services requirements review
1) Evaluate a request for the supply reford
of a product or service to determine D)
feasibility and how to respond.
6.1.2.3b) Respond to a request for supply of 03-24 Response to RFP
products or services D)
2) Prepare aresponse that satisfies the
solicitation.
6.1.2.3¢) Establish and maintain an agree- 01-2 Supplly agreement
ment b)
1) Negotiate an agreement with the
acquirer that includes acceptance
criteria.
6.1.2.3c) Establish and maintain an agree- 11-7 Supply agreement
ment changgrequest
2) Identify necessary changes to the B)
agreement.
6.1.2.3¢) Establish and maintain an agree- 08-06 Agrepment impact
ment evaluation record
3) Evaluate impact of changes on the 3)
agreement.
6.1.2.3¢) Establish and maintain an agree- 01-2 Supply agreement
ment 6)
4) Negotiate the agreement with the
acquirer, as necessary.
6.1.2.3¢c) Establish and maintain an agree- 08-04 Agreement
ment amendment record
5) Update the agreement with the 4)
acquirer, as necessary.
6.1.2.3d) Execute the agreement 08-07 Agreement per-

formance r

eview record
6)
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Table B.1 (continued)
ISO/IEC Description ISO/IEC/IEEE Description ISO/IEC/IEEE
33020:2019 12207:2017 12207:2017
Annex B Generic
Practices
6.1.2.3d) Execute the agreement 08-07 Agreement per-
2) Assess the execution of the agree- formance review record
ment. 7)
6.1.2.3¢€) Deliver and support the product or 08-75 Supply Delivery
service Records (for system,
1) Deliver the product or service in ac- software, product or
cordance with the agreement criteria. service)
3)
6.1.2.3 €) Deliver and support the product or 08-73 Supplier payment
service receipf record
3) Accept and acknowledge payment or D)
other agreed consideration.
6.1.2.3¢€) Deliver and support the product or 0852 Profluct accept-
service ancefrecord
4) Transfer the product or service tg b)
the acquirer, or other party, as direeted
by the agreement.
6.1.2.3¢€) Deliver and support the preduct or 08-52 Profluct accept-
service ancefrecord
5) Close the agreement. )
6.4.1.3a) Prepare for BusiiieSs/or Mission 08-10 Busirjess opportu-
Analysis nities revfiew record
1) Review idetitified problems and B)
opportunijties-in the organization
strategy with respect to desired organ-
izatipn geals or objectives.
6.4.1.3a) Prepare for Business or Mission 04-02 Busipess strategy
Analysis B)
2) Define the business or mission anal-
ysis strategy.
6.4.1.3 a) Prepare for Business or Mission 08-20 Enabling system
Analysis records: Business or
3) Identify and plan for the necessary Mission{Analysis.
enabling systems or services needed to 1)
support business or mission analysis.
6.4.1.3 a) Prepare for Business or Mission 08-20 Enabling system
Analysis records: Business or
4) Obtain or acquire access to the ena- Mission{Analysis.
bling systems or services to be used. P)
6.4.1.3b) Define the problem or opportunity | 03-08 Iden}ify business
space opporfunities
1) Analyse customer complaints, prob- b)
lems and opportunities in the context
of relevant trade-space factors.
6.4.1.3 b) Define the problem or opportunity 03-08 Identify business
space opporfunities
2) Define the mission, business, or )
operational problem or opportunity.
6.4.1.3¢) Characterize the solution space 03-07 Businpess opportu-
1) Define preliminary operational nity|space
concepts and other conceptsinlife )
cycle stages.
6.4.1.3 ¢) Characterize the solution space 03-07 Business opportu-
2) Identify candidate alternative nity space
solution classes that span the potential 8)
solution space.
6.4.1.3d) Evaluate alternative solution classes | 08-09 Business opportu-
1) Assess each alternative solution nities evaluation record
class. 6)
6.4.1.3d) Evaluate alternative solution classes | 08-09 Business opportu-
2) Select the preferred alternative nities evaluation record
solution class(es). 7)
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6.4.1.3¢€) Manage the business or mission 07-1 Information item
analysis 10)
2) Provide key artifacts and informa-
tion items that have been selected for
baselines.

6.4.2.3 a) Prepare for Stakeholder Needs and 02-2 Stakeholders
Requirements Definition 3)
1) Identify the stakeholders who have
an interestin the software system
throushoutitstfe-eyele-

6.4.2.3a) Prepare for Stakeholder Needs and 04-29Spystem re-
Requirements Definition quireménts definition
2) Define the stakeholder needs and strjtegy
requirements definition strategy. B)

6.4.2.3 a) Prepare for Stakeholder Needs and 08-27 Enabling system
Requirements Definition records: Jtakeholder
3) Identify and plan for the necéssary | needs and jlequirements
enabling systems or servicesneeded 1)
to support stakeholder neéds'and
requirements definition:

6.4.2.3 a) Prepare for Stakelolder Needs and 08-27 Enabling system
Requirements Definition records: Jtakeholder
4) Obtain or acquire access to the ena- | needs and fjequirements
bling system's-Oy services to be used. P)

6.4.2.3b) Define stakeholder needs 03-31 Stakdholder Needs
1) Define-eontext of use within the con- 11)
ceptaf operations and the preliminary
life cycle concepts.

6.4.2.3Db) Define stakeholder needs 03-31 Stakdholder Needs
2) Identify stakeholder needs. 12)

6.4.2.3b) Define stakeholder needs 03-31 Stakdholder Needs
3) Prioritize and down-select needs. 13)

6.4:2.3 b) Define stakeholder needs 03-31 Stakdholder Needs
4) Define the stakeholder needs and 14)
rationale.

6.4.2.3 c) Develop the operational concept and | 03-32 Systdm operation-
other life cycle concepts al cqncept
1) Define a representative set of )
scenarios to identify the required
capabilities that correspond to antici-
pated operational and other life cycle
concepts.

6.4.2.3¢) Develop the operational concept and | 03-32 Systgm operation-
other life cycle concepts al cqncept
2) Identify the factors affecting inter- B)
actions between users and the system.
i) Anticipated physical, mental, and
learned capabilities of the users; ii)
Workplace, environment and facilities,
including other equipment in the
context of use; iii) Normal, unusual,
and emergency conditions; and 1v) Up-
erator and user recruitment, training
and culture.

6.4.2.3d) Transform stakeholder needs into 12-11 System stakehold-
stakeholder requirements er requirements
1) Identify the constraints on a system 13)
solution.

6.4.2.3d) Transform stakeholder needs into 12-11 System stakehold-
stakeholder requirements er requirements
2) Identify the stakeholder require- 14)
ments and functions that relate to
critical quality characteristics, such as
assurance, safety, security, environ-
ment, or health.
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Annex B Generic
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6.4.2.3d) Transform stakeholder needs into 12-11 System stakehold-
stakeholder requirements er requirements
3) Define stakeholder requirements, 15)

consistent with life cycle concepts, sce-
narios, interactions, constraints, and
critical quality characteristics.

6.4.2.3¢€) Analyse stakeholder requirements 03-02 Analyse stake-
1) Analyse the complete set of stake- holder requirements
holder requirements. 8)

6.4.2.3¢€) Analyse stakeholder requirements 03-02 Anglyse stake-
2) Define critical performance meas- holderréquirements
ures that enable the assessment of D)
technical achievement.

6.4.2.3¢€) Analyse stakeholder requirements 03-02 Anglyse stake-
3) Feed back the analysed require- holder requirements
ments to applicable stakeholders to 10)

validate that their needs and expecgta-
tions have been adequately eaptured
and expressed.

6.4.2.3¢€) Analyse stakeholderrequirements 03-02 Anglyse stake-
4) Resolve stakeholdet requirements holder requirements
issues. 11)

6.4.2.3f) Manage thestakeholder needs and 08-44 Mahage stake-
requirements-definition holder requirements
1) Obtain-explicit agreement with B)

designated stakeholders on the stake-
holdet requirements.

6.4.3.3a) Prepare for System/Software Re- 03-34 Sysflem require-
quirements Definition ments definition
1) Define the functional boundary of b)

the software system or element in
terms of the behavior and properties

provided.

6:4,3.3 a) Prepare for System/Software Re- 03-34 Sysfem require-
quirements Definition ments definition
2) Define the system/software re- b)
quirements definition strategy.

6.4.3.3a) Prepare for System/Software Re- 08-29 Enabling system
quirements Definition records: System/soft-
3) Identify and plan for the necessary ware requirements
enabling systems or services needed to 1)

support system/software require-
ments definition.

6.4.3.3a) Prepare for System/Software Re- 08-29 Enabling system
quirements Definition records: Sfystem/soft-
4) Obtain or acquire access to the ena- ware requirements
bling systems or services to be used. )

6.4.3.3b) Define system/software require- 12-10 Systlem require-
ments ments
1) Define each function that the soft- 16)
ware system or element is required to
perform.

6.4.3.3b) Define system/software require- 12-10 System require-
ments ments
2) Identify required states or modes of 17)
operation of the software system.

6.4.3.3b) Define system/software require- 12-10 System require-
ments ments
3) Define necessary implementation 18)
constraints.

6.4.3.3b) Define system/software require- 12-10 System require-
ments ments
4) Identify requirements that relate to 19)

risks, criticality of the software sys-
tem, or critical quality characteristics.
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6.4.3.3b) Define system/software require- 12-10 System require-
ments ments
5) Define system/software require- 20)

ments and requirements attributes,
including the following: i) Data
elements, data structures and for-
mats, and database or data retention
requirements; ii) User interfaces and
user documentation (information for
users) and user training; iii) Interfaces
with other systems and services; 1v)
Functions and non-functional char-
acteristics, including critical quality
characteristics and cost targets; v)
Transition of operational processes
and data from existing automated and
manual systems, migration approach
and schedule, software installation
and acceptance of the product; and vi)
Requirement attributes, suchas ration-
ale; priority; traceability tossoftware
system elements, test ¢ases, and infor-
mation items; metheds'ef verification;
inclusion in approvedbaselines; and
evaluated risk.

6.4.3.3¢) Analyse system/software require- 03-33 Sysfem require-
ments ments pnalysis
1) Analyse the complete set of system/ 11)
softWdre requirements.

6.4.3.3¢c) Analyse system/software require- 03-33 Systlem require-
ments ments fpnalysis
2) Define critical performance meas- 12)

ures that enable the assessment of
technical achievement.

6.4,3.3.¢) Analyse system/software require- 03-33 Sysfem require-
ments ments pnalysis
3) Feed back the analysed require- 13)
ments to applicable stakeholders for
review.

6.4.3.3¢c) Analyse system/software require- 03-33 Systlem require-
ments ments pnalysis
4) Identify and resolve issues, deficien- 14)

cies, conflicts, and weaknesses within
the complete set of requirements.

6.4.3.3d) Manage system/software require- 08-45 Matnage system
ments requifements
1) Obtain explicit agreement on the B)
system/software requirements.

6.4.3.3d) Manage system/software require- 07-1 Information item
ments 12)

3) Provide key artifacts and informa-
tion items that have been selected for

baselines.

6.4.4.3 a) Prepare for architecture definition 03-03 Architecture
1) Review pertinent information and definition
identify key drivers of the architec- 10)
ture.

6.4.4.3 a) Prepare for architecture definition 03-03 Architecture
2) Identify stakeholder concerns. definition

11)

6.4.4.3 a) Prepare for architecture definition 03-03 Architecture
3) Define the Architecture Definition definition
roadmap, approach, and strategy. 12)

6.4.4.3 a) Prepare for architecture definition 03-03 Architecture
4) Define architecture evaluation crite- definition
ria based on stakeholder concerns and 13)

key requirements.
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6.4.4.3 a) Prepare for architecture definition 08-19 Enabling system
5) Identify and plan for the necessary records: Architecture
enabling systems or services needed definition
to support the Architecture Definition 1)
process.

6.4.4.3 a) Prepare for architecture definition 08-19 Enabling system
6) Obtain or acquire access to the ena- records: Architecture
bling systems or services to be used. definition

2)

6.4.4.3 b) Develop architecture viewpoints 03-05,Architecture
1) Select, adapt, or develop viewpoints view]points
and model kinds based on stakeholder V)
concerns.

6.4.4.3 b) Develop architecture viewpoints 03-05 Architecture
2) stablish or identify potential archi= view]points
tecture framework(s) to be used if B)
developing models and views.

6.4.4.3 b) Develop architecture viewpoints 03-05 Architecture
3) Capture rationale for seléction of viewlpoints
framework(s), viewppoints and model D)
kinds.

6.4.4.3 b) Develop architecture viewpoints 03-05 Architecture
4) Select or dévelop supporting model- view]points
ling techniques’and tools. 10)

6.4.4.3 ¢) Develop models and views of candi- 03-06 Architecture
date architectures vipws
1) Define the software system context 11)
and’boundaries in terms of interfaces
and interactions with external entities.

6.4.4.3 c) Develop models and views of candi- 03-06 Architecture
date architectures Vipws
2) Identify architectural entities and 12)
relationships between entities that
address key stakeholder concerns and
critical software system requirements.

6.4.4.3 ¢ Develop models and views of candi- 03-06 Architecture
date architectures vipws
3) Allocate concepts, properties, 13)
characteristics, behaviors, functions,
or constraints that are significant to
architecture decisions of the software
system to architectural entities.

6.4.4.3 ¢c) Develop models and views of candi- 03-06 Architecture
date architectures vipws
4) Select, adapt, or develop models 14)
of the candidate architectures of the
software system.

6.4.4.3 ¢c) Develop models and views of candi- 03-06 Architecture
date architectures vipws
5) Compose views from the models in 15)
accordance with identified viewpoints
To express how the architecture
addresses stakeholder concerns and
meets stakeholder and system/soft-
ware requirements.

6.4.4.3 c) Develop models and views of candi- 03-06 Architecture
date architectures views
6) Harmonize the architecture models 16)
and views with each other.

6.4.4.3d) Relate the architecture to design 08-66 Requirements
1) Identify software system elements allocation
that relate to architectural entities and 9)
the nature of these relationships.
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6.4.4.3d) Relate the architecture to design 08-66 Requirements
2) Define the interfaces and inter- allocation
actions among the software system 10)
elements and external entities.

6.4.4.3d) Relate the architecture to design 08-66 Requirements
3) Partition, align and allocate require- allocation
ments to architectural entities and 11)
system elements.

6.4.4.3d) Relate the architecture to design 08-66 Requirements
4) Map software system elements and allogation
architectural entities to design char- 12)
acteristics.

6.4.4.3d) Relate the architecture to design 08466 Refuirements
5) Define principles for the software allogation
system design and evolution. 13)

6.4.4.3 €) Assess architecture candidates 08-08 Architecture
1) Assess each candidate architecture assessment result
against constraints and requiféments. B)

6.4.4.3 €) Assess architecture candidates 08-08 Architecture
2) Assess each candidatearchitecture assessment result
against stakehold€r coficerns using D)
evaluation criteffa.

6.4.4.3¢) Assess architecture candidates 08-08 Architecture
3) Select the preferred architecture(s) assessment result
and capture key decisions and ration- 10)
ale.

6.4.4.3¢€) Assess architecture candidates 08-08 Architecture
4) Establish the architecture baseline assessment result
of the selected architecture. 11)

6.4.4.3f) Manage the selected architecture 08-41 Manpge architec-
1) Formalize the architecture govern- tlire
ance approach and specify govern- B)
ance-related roles and responsibilities,
accountabilities, and authorities
related to design, quality, security, and
safety.

6.4.4.3f) Manage the selected architecture 08-41 Manpge architec-
2) Obtain explicit acceptance of the thire
architecture by stakeholders. D)

6.4.4.3f) Manage the selected architecture 08-41 Manpge architec-
3) Maintain concordance and com- tlire
pleteness of the architectural entities 10)
and their architectural characteristics.

6.4.4.3f) Manage the selected architecture 08-41 Manpge architec-
4) Organize, assess and control tlire
evolution of the architecture models 11)
and views to help ensure that the
architectural intent is met and the
architectural vision and key concepts
are correctly implemented.

6.4.4.3 1) Manage the selected architecture 08-41 Manage architec-
5) Maintain the architecture definition ture
and evaluation strategy. 12)

6.4.4.3 f) Manage the selected architecture 07-1 Information item
7) Provide key artifacts and informa- 13)
tion items that have been selected for
baselines.

6.4.5.3 a) Prepare for software system design | 03-28 Software system
definition design definition
1) Define the design definition strat- 5)
egy, consistent with the selected life
cycle model and anticipated design
artifacts.
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6.4.5.3 a) Prepare for software system design | 03-28 Software system
definition design definition
2) Select and prioritize design princi- 6)
ples and design characteristics.
6.4.5.3 a) Prepare for software system design | 08-21 Enabling system
definition records: Design defi-
3) Identify and plan for the necessary nition
enabling systems or services needed to 1)
support design definition.
6.4.5.3 a) Prepare for software system design | 08-21 Enabling system
definition records:Pesign defi-
4) Obtain or acquire access to the ena- nifion
bling systems or services to be used. )
6.4.5.3Db) Establish designs related to each 03-29 Softvare system
software system element element design
1) Transform architectural and désign 12)
characteristics into the design of’spft-
ware system elements.
6.4.5.3b) Establish designs related to each 03-29 Softvare system
software system element element design
2) Define and prepate’or obtain the 13)
necessary design enablers.
6.4.5.3b) Establish designs related to each 03-29 Softare system
software, system element element design
3) Examijne design alternatives and 14)
feasibility’of implementation.
6.4.5.3b) Establish designs related to each 03-29 Softfvare system
software system element elemerjt design
4) Refine or define the interfaces 15)
among the software system elements
and with external entities.
6.4.5,3(b) Establish designs related to each 03-29 Softvare system
software system element element design
5) Establish the design artifacts. 16)
6.4.5.3 ¢) Assess alternatives for obtaining 03-30 Softvare system
software system elements element pvaluation
1) Determine technologies required for D)
each element composing the software
system.
6.4.5.3¢) Assess alternatives for obtaining 03-30 Softvare system
software system elements element pvaluation
2) Identify candidate alternatives for 10)
the software system elements.
6.4.5.3¢) Assess alternatives for obtaining 03-30 Softfvare system
software system elements element pvaluation
3) Assess each candidate alterna- 11)
tive against criteria developed from
expected design characteristics and
element requirements to determine
suitability for the intended application.
64.5.3¢) Assess alternatives for obtaining 03.30 Softlvare system
software system elements element evaluation
4) Choose the preferred alternatives 12)
among candidate design solutions for
the software system elements.
6.4.5.3d) Manage the design 08-43 Manage software
1) Capture the design and rationale. system element design
6)
6.4.5.3d) Manage the design 08-43 Manage software
3) Determine the status of the soft- system element design
ware system and element design. 7)
6.4.5.3d) Manage the design 07-1 Information item
4) Provide key artifacts and informa- 14)
tion items that have been selected for
baselines.
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6.4.6.3 a) Define the system analysis strategy | 04-30 Systems analysis
and prepare for system analysis strategy
1) Identify the problem or question 9)
that requires analysis.

6.4.6.3 a) Define the system analysis strategy | 04-30 Systems analysis
and prepare for system analysis strategy
2) Identify the stakeholders of the 10)
analysis.

6.4.6.3 a) Define the system analysis strategy | 04-30 Systems analysis
and prepare for system analysis strategy
3) Define the scope, objectives, and 11)
level of fidelity of the analysis.

6.4.6.3 a) Define the system analysis strategy [.04130 Systpms analysis
and prepare for system analysis strategy
4) Select the methods to support the 12)
analysis.

6.4.6.3 a) Define the system analysisstrategy | 08-28 Enabling system
and prepare for system analysis records: Sy$tem analysis
5) Identify and plan for the hecessary 1)
enabling systems or services needed to
support the analysis.

6.4.6.3 a) Define the system\analysis strategy | 08-28 Enabling system
and preparefor-system analysis records: Sy$tem analysis
6) Obtain,oraequire access to the ena- )
bling systéms or services to be used.

6.4.6.3 a) Define the system analysis strategy | 04-30 Systpms analysis
and'prepare for system analysis strytegy
7) Collect the data and inputs needed 13)
for the analysis.

6.4.6.3b) Perform system analysis 08-48 Perfprm systems
1) Identify and validate contexts and andlysis
assumptions. B)

6.4:6.3 b) Perform system analysis 08-48 Perfprm systems
2) Apply the selected analysis methods andlysis
to perform the required analysis. D)

6.4.6.3b) Perform system analysis 08-48 Perfprm systems
3) Review the analysis results for qual- andlysis
ity and validity. 10)

6.4.6.3b) Perform system analysis 08-48 Perfprm systems
4) Establish conclusions and recom- andlysis
mendations. 11)

6.4.6.3b) Perform system analysis 08-48 Perfprm systems
5) Record the results of the system andlysis
analysis, 12)

6.4.6.3 c) Manage the system analysis 07-1 Information item
2) Provide key artifacts and informa- 15)
tion items that have been selected for
baselines.
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6.4.7.3 a) Prepare for implementation 04-07 Implementation

1) Refine an implementation strategy,
with consideration of the following: i)
development policies and standards,
including standards that govern appli-
cable safety, security, privacy and en-
vironmental practices; programming
or coding standards; unit test policies;
and language-specific standards

for implementing security features;

Plan
6)

11) For reused or adapted software,
methods to determine the level, source,
and suitability of the reused system
elements and security of the supply
chain; iii) procedures and methods for
software development (construction)
and development of unit tests; and the
use of peer reviews, unit tests, and
walkthroughs during implementation;
iv) use of CM control during&eftware
construction; v) change nfanagement
considerations for mantial processes;
vi) implementation priorities to sup-
port data and softwar€ migration and
transition, along with retirement of
legacy systems; vii) creation of manual
or automated tést procedures to verify
that a software unit meets its require-
ments before creation of the software
upit,(test-driven development); and
vili)comprehensive or specialized life
€ycle development and support envi-
ronments for realizing and managing
requirements, models and prototypes,
deliverable system or software ele-
ments, and test specifications and test
cases.

requirements.

64.7.3 a) Prepare for implementation 04-07 Impfementation
2) Identify constraints from the Plan
implementation strategy and imple- V)
mentation technology on the system/
software requirements, architecture
characteristics, design characteristics,
or implementation techniques.

6.4.7.3 b) Perform implementation. 07-8 Software element
1) Realize or adapt software elements, D)
according to the strategy, constraints,
and defined implementation proce-
dures.

6.4.7.3 b) Perform implementation. 07-8 Software element
2) Realize or adapt hardware elements 10)
of software systems.

6.4.7.3 b) Perform implementation. 07-8 Software element
3) Realize or adapt service elements of 11)
software sustems

6.4.7.3 b) Perform implementation. 08-69 Software code &
4) Evaluate software unit and affiliat- test evaluation record
ed data or other information according 5)
to the implementation strategy and
criteria.

6.4.7.3 b) Perform implementation. 08-42 Manage software
5) Package and store the software elements
system element. 5)

6.4.7.3 b) Perform implementation. 08-42 Manage software
6) Record objective evidence that elements
the software system element meets 6)
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6.4.7.3 c) Manage results of implementation 07-1 Information item
3) Provide key artifacts and informa- 16)
tion items that have been selected for
baselines.

6.4.8.3a) Prepare for integration 04-26 Software integra-
1) Define the integration strategy. tion plan

11)

6.4.8.3 a) Prepare for integration 04-26 Software integra-
2) Identify and define criteria for tion plan
integration and points at which the 12)
correct operation and integrity of the
interfaces and the selected software
system functions will be verified.

6.4.8.3a) Prepare for integration 08-24 Enabling system
3) Identify and plan for the necessaxy records: Integration
enabling systems or services needed to 1)
support integration.

6.4.8.3 a) Prepare for integration 08-24 Enabling system
4) Obtain or acquire access to the ena- records: Integration
bling systems or servi¢esjto be used to )
support integrationt

6.4.8.3a) Prepare for integration 04-26 Softyare integra-
5) Identify cefistraints for integration tion} plan
to be incorperated in the system/ 13)
softwarerequirements, architecture
or desighs«

6.4.8.3b) Pérform integration 07-6 Integrated system
1) Obtain implemented software D)
system elements in accordance with
agreed schedules.

6.4.8.3b) Perform integration 07-6 Integrated system
2) Integrate the implemented ele- 10)
ments.

6:4.8.3b) Perform integration 07-6 Integrated system
3) Check that the integrated software 11)
interfaces or functions run from initia-
tion to an expected termination within
an expected range of data values.

6.4.8.3 c) Manage results of integration 08-71 Software integra-
1) Record integration results and tion tegt results
anomalies encountered. B)

6.4.8.3 c) Manage results of integration 07-1 Information item
3) Provide key artifacts and informa- 17)
tion items that have been selected for
baselines.

6.4.9.3 a) Prepare for verification 04-32 Vgrification
1) Refine the verification strategy, strytegy
which includes the following: i) Identi- 14)
fy the verification scope, including the
software system, element, or artifact,
the properties to be verified, and
the expected results. ii) Identify the
constraints that potentially limit the
feasibility of verification actions. iii)
Identify verification priorities.

6.4.9.3 a) Prepare for verification 04-32 Verification
2) Identify constraints from the ver- strategy
ification strategy to be incorporated 15)
in the system/software requirements,
architecture, or design.

6.4.9.3 a) Prepare for verification 04-32 Verification
3) Define the purpose, conditions and strategy
conformance criteria for each verifica- 16)
tion action.
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6.4.9.3 a) Prepare for verification 04-32 Verification

4) Select appropriate verification
methods or techniques and associated
criteria for verification actions, such
as inspection, analysis, demonstration,
or testing.

strategy
17)

transition

1) Refine a strategy for managing
software releases and other software
system transitions, including the fol-
lowing considerations: i) establishing
the type of transition and transition
success criteria; ii) determining the
frequency of recurring transitions,
such as updates and upgrades to devel-
opment, test, and operational software
systems; iii) minimizing security risks,
disruption, and downtime during
transition; iv) archiving, destroying,
or converting and validating data from

6.4.9.3 a) Prepare for verification 08-32 Enabling system
5) Identify and plan for the necessary records: Verification
enabling systems or services needed to 1)
apportverification:
6.4.9.3 a) Prepare for verification 08-32-Enabling system
6) Obtain or acquire access to the ena- records: Yerification
bling systems or services to be used to )
support verification.
6.4.9.3b) Perform verification 06-3 Verifi¢ation Proce-
1) Define the verification procedufes; dyres
each supporting one or a set of verifica- b)
tion actions.
6.49.3b) Perform verification 06-3 Verifigation Proce-
2) Perform the verificdtion procedures. dyres
b)
6.4.9.3 ) Manage resultsofwverification 08-93 Veriffication prob-
1) Review verifieation results and lems and npn-conform-
anomalies enceuntered and identify arjces
follow-up:actions. b)
6.49.3¢c) Manage results of verification 08-93 Veriffication prob-
2)Record incidents and problems lems and npn-conform-
during verification and track their aljces
resolution. )
6.49.3 c) Manage results of verification 08-52 Profluct accept-
3) Obtain stakeholder agreement that ancelrecord
the software system or element meets B)
the specified requirements.
64.9.3 c) Manage results of verification 07-1 Inforfnation item
5) Provide key artifacts and informa- 18)
tion items that have been selected for
baselines.
6.4.10.3 a) Prepare for the software system 04-27 Softvare release

plan
12)

previous systems to the new system;
including data received through exter-
nal interfaces; v) contingency planning
for problem resolution, backup and
return to the last working system
version; vi) scheduling transitions
consistent with ongoing business pro-
cessing, with phased or synchronized
transition of systems vii) change man-
agement for stakeholders, including
interface partners, human operators,
system administrators, and software
system or service users;
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6.4.10.3 a) Prepare for the software system 04-27 Software release
transition plan
2) Identify and define facility, site, 13)
communications network, or target
environment changes needed for soft-
ware system installation or transition.

6.4.10.3 a) Prepare for the software system 04-27 Software release
transition plan
3) Identify information needs and 14)
aFrange-for-Hser-docter tationah €
training of operators, users, and other
stakeholders necessary for system
utilization and support.

6.4.10.3 a) Prepare for the software system 04-27 Software release
transition plan
4) Prepare detailed transition infor~ 15)
mation, such as plans, schedules;and
procedures.

6.4.10.3 a) Prepare for the softwaré'system 04-27 Softfvare release
transition plan
5) Identify system constraints from 16)
transition to be inco¥pdrated in the
software systemrrequirements, archi-
tecture or design-

6.4.10.3 a) Prepare for the software system 08-30 Enabling system
transition records: [Transition
6) Idéntify and plan for the necessary 1)
enabling systems or services needed to
smupport transition.

6.4.10.3 a) Prepare for the software system 08-30 Enabling system
transition records:[Transition
7) Obtain or acquire access to the ena- D)
bling systems or services to be used.

6.4:10.3 b) Perform the transition 08-76 Systdm/ software
1) Prepare the site of operation or vir- installatjon record
tual environment in accordance with 17)
installation requirements.

6.4.10.3 b) Perform the transition 08-76 Systgm/ software
2) Deliver the software system or installatjon record
element for installation at the correct 18)
location and time.

6.4.10.3 b) Perform the transition 08-76 Systqm/ software
3) Install the product in its physical installatjon record
or virtual operational location and 19)
interface to its environment.

6.4.10.3 b) Perform the transition 08-76 Systgm/ software
4) Provide user documentation and installatjon record
training for the operators, users, and 30)
other stakeholders necessary for prod-
uct utilization and support.

6.4.10.3 b) Perform the transition 08-76 Systgm/ software
5) Perform activation and check-out, mstallation record
including the following as agreed: i) 21)
Demonstrate proper installation of the
software system. ii) Demonstrate the
installed or transitioned product is
capable of delivering its required func-
tions. iii) Demonstrate the functions
provided by the system are sustainable
by the enabling systems. iv) Review
the software system for operational
readiness. v) Commission the software
system for operations.

6.4.10.3 ¢) Manage results of transition 08-72 Software opera-
1) Record transition results and anom- | tion release test results
alies encountered. 5)
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6.4.10.3 ¢) Manage results of transition 08-72 Software opera-
2) Record transition incidents and tion release test results
problems and track their resolution. 6)

6.4.10.3 ¢) Manage results of transition 07-1 Information item
4) Provide key artifacts and informa- 19)
tion items that have been selected for
baselines.

6.4.11.3 a) Prepare for validation 04-31 Validation plan
1) Refine the validation strategy, which 14)
includes the following: i) Identify
the validation scope, including the
characteristics of the software system,
element, or artifact to be validated, and
the expected results of validation. ii)
Identify the constraints that potential-
ly limit the feasibility of validation.ac-
tions. iii) Identify validation prierities.

6.4.11.3 a) Prepare for validation 04-31 Val{dation plan
2) Identify system constraints from the 15)
validation strategy to be incorporated
in the stakeholder requirements.

6.4.11.3 a) Prepare for validation 04-31 Valjdation plan
3) Define the purpbose, conditions and 16)
conformancé-etiteria for each valida-
tion action.

6.4.11.3 a) Prepare-for validation 04-31 Valjdation plan
4),Select appropriate validation 17)
methods or techniques and associated
criteria for each validation action.

6.4.11.3 a) Prepare for validation 08-31 Enabling system
5) Identify and plan for the necessary records:[Validation
enabling systems or services needed to 1)
support validation.

6.4.11.3 a) Prepare for validation 08-31 Enabling system
6) Obtain or acquire access to the ena- records:[Validation
bling systems or services to be used to P)
support validation.

6.4.11.3b) Perform validation 06-2 Validption Proce-
1) Define the validation procedures, dyres
each supporting one or a set of valida- b)
tion actions.

6.4.11.3 b) Perform validation 06-2 Validption Proce-
2) Perform the validation procedures dyres
in the defined environment. b)

6.4.11.3 c) Manage results of validation 08-90 Validation Re-
1) Review validation results and cqrds
anomalies encountered and identify )
follow-up actions.

6.4.11.3 ¢) Manage results of validation 08-91 Valiflation prob-
2) Record incidents and problems lems and npn-conform-
during validation and track their adces
resolution. 3)

6.4.11.3 c) Manage results of validation 08-92 Validation test
3) Obtain stakeholder agreement that suite confirmation
the software system or element meets record
the stakeholder needs. 2)

6.4.11.3 ¢) Manage results of validation 07-1 Information item
5) Provide key artifacts and informa- 20)
tion items that have been selected for
baselines.
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6.4.12.3 a) Prepare for operation 04-15 Operation plan

1) Refine an operation strategy,
including the following considerations:
i) The expected or agreed capacity,
availability, response time, and secu-
rity of services as they are introduced,
routinely operated and withdrawn
from service; ii) The human resources
strategy, depending on the need to de-
fine training and qualification require-

8)

ments, train or obtain personnel to
control and monitor software system
operations, administer system access,
and support customer service requests
and user assistance; iii) The release
criteria and schedules of the software
system to permit modifications that
sustain existing or enhanced services;
iv) The approach to implement the
operational modes in the Operational
Concept, including normal epérations
and preparations for, afid testing of,
envisioned types of Contingency oper-
ations; v) Measures\for operation that
will provide insightinto performance
levels; vi) Th€eperational and occu-
pational safety’strategy for operators
and othersusing or in contact with
the software system during operation,
aceolinting for safety regulations; and
vil), The environmental protection and
Sustainability strategy for operating
the software system.

2) Apply materials and other resourc-
es, asrequired, to operate the software
system and sustain its services.

6.4.12.3 a) Prepare for operation 04-15 Opgration plan
2) Identify system constraints from op- D)
eration to be incorporated in changes
to the system/software requirements,
architecture, design, implementation,
or transition.

6.4.12.3 a) Prepare for operation 08-26 Enabling system
3) Identify and plan for the necessary records:|Operation
enabling systems or services needed to 1)
support operation.

6.4.12.3 a) Prepare for operation 08-26 Enabling system
4) Obtain or acquire access to the ena- records:|Operation
bling systems or services to be used. )

6.4.12.3 a) Prepare for operation 04-15 Opgration plan
5) Identify or define training and quali- 10)
fication requirements for personnel
needed for software system operation.

6.4.12.3 a) Prepare for operation 04-15 Opgration plan
6) Depending on the need for human 11)
intervention and control of operations,
assign trained, qualified personnel to
be operators.

6.4.12.3b) Perform operation 08-46 Operation actions
1) Use the software system in its in- 13)
tended operational environment.

6.4.12.3b) Perform operation 08-46 Operation actions

14)
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6.4.12.3b)

Perform operation

3) Monitor software system opera-
tion, including consideration of the
following: i) Managing adherence to
the operation strategy (e.g., opera-
tional procedures); ii) Recording and
reporting significant events, such as
possible breaches of software and
data confidentiality and integrity; iii)
Operating the software system in a

08-46 Operation actions
15)

safe manner and compliant with legis-
lated guidelines e.g., those concerning
occupational safety and environ-
mental protection; and iv) Recording
when software system or service
performance is not within acceptable
parameters.

6.4.12.3b)

Perform operation

4) Consistent with the operatipnal
strategy, develop and, whetefeasible,
automate operational procedures

to minimize the risk ofioperational
anomalies.

08-46 Operfation actions
16)

6.4.12.3b)

Perform operdtion

5) Consistentwith the operational
strategy, analyse measurements to
confirmgthat: i) Service performance
is within'dcceptable parameters or
agreed service levels for the agreed
WorkKload; ii) System and service avail-
ability and response times are accept-
able; iii) Cost of operation is consistent
with objectives and constraints; and
iv) Potential improvements are identi-
fied and prioritized.

08-46 Operfation actions
17)

6.4112.3 b)

Perform operation
6) Perform contingency operations, if
necessary.

08-46 Operfation actions
18)

6.4.12.3 ¢)

Manage results of operation
1) Record results of operation and
anomalies encountered.

08-47 Operption records
)

6.4.12.3 ¢)

Manage results of operation
2) Record operational incidents and
problems and track their resolution.

08-47 Operption records
B)

6.4.12.3 ¢)

Manage results of operation

4) Provide key artifacts and informa-
tion items that have been selected for
baselines.

07-1 Infornation item
1)

6.4.12.3d)

Support the customer

1) Provide assistance and consultation
to the customers and users to resolve
complaints, incidents, problems, and
service requests.

11-4 Operation requests

/)

6.4.12.3 d)

Support the customer
2) Record and monitor requests and
subsequent actions for support.

11-4 Operation requests
8)

6.4.12.3 d)

Support the customer

3) Determine the degree to which the
delivered software system or services
satisfy the needs of the customers and
users.

11-4 Operation requests

9)
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6.4.13.3a) Prepare for maintenance 04-14 Maintenance Plan
1) Refine a maintenance strate- 8)

gy, including consideration of the
following: i) Establishing priorities,
typical schedules, and procedures for
performing, verifying, distributing,
and installing software maintenance
changes in conformance with oper-
ational availability requirements; ii)
Establishing techniques and methods
for becoming aware of the need for
corrective, adaptive, and perfective
maintenance; iii) Periodic assessment
of the design characteristics in case

of evolution of the software system
and of its architecture; iv) Forecasting
potential obsolescence of componerits
and technologies using informationon
technical changes in related systems;
v) Establishing priorities and resourc-
es to obtain access to the Correct ver-
sions of the product andproduct infor-
mation needed for p€rforming main-
tenance (e.g., scheduled or phased
installation, mdintenance patches or
software upgrades); vi) Measures for
maintenance,that will provide insight
into perfermance levels, effectiveness,
and efficiency, including access to
histefical fault and failure; vii) Agreed
rights to data and the impact on data in
the system during problem resolu-
tion and maintenance activity; viii)
Approach to assure that counterfeit

or unauthorized system elements are
not introduced into the system; ix)
Impact of the maintenance change

on other software systems elements
versus the risk of leaving a reported
software anomaly in place; and x) The
skill and personnel levels required to
effect system or software repairs or
replacements, fixes, patches, updates,
and upgrades, considering legal and
regulatory requirements regarding
health and safety, security, and the

environment.
6.4.13.3a) Prepare for maintenance 04-14 Mainftenance Plan
2) For non-software elements, define D)

alogistics strategy throughout the life
cycle, including acquisition and opera-
tional considerations: the number and
type of replacement elements to be
stored, their storage locations and con-
ditions, their anticipated replacement
rate, and their storage life and renewal
TTequency.

6.4.13.3a) Prepare for maintenance 04-14 Maintenance Plan
3) Identify constraints from main- 10)

tenance to be incorporated in the
system/software requirements, archi-
tecture, or design.

6.4.13.3a) Prepare for maintenance 04-14 Maintenance Plan
4) Identify trades such that the system 11)

and associated maintenance and logis-
tics actions result in a solution that is
affordable, operable, supportable, and
sustainable.
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6.4.13.3a) Prepare for maintenance 08-25 Enabling system
5) Identify and plan for the necessary records: Maintenance
enabling systems or services needed to 1)
support maintenance.

6.4.13.3 a) Prepare for maintenance 08-25 Enabling system
6) Obtain or acquire access to the ena- records: Maintenance
bling systems or services to be used. 2)

6.4.13.3b) Perform maintenance 11-3 Maintenance
1) Review stakeholder requirements, Requests
complaints, events, incident and 14)

problem reports to identify corrective,
adaptive, perfective and preventive
maintenance needs.

6.4.13.3b) Perform maintenance 11-3 Majntenance
2) Analyse the impact of maintenance Requests
changes on data structures, data, ahd 15)

related software functions, user decu-
mentation, and interfaces.

6.4.13.3 b) Perform maintenance 11-3 Majntenance
3) Upon encountering inexpected Requests
faults that cause a sftware system 16)

failure, restore the syStem to opera-
tional status.

6.4.13.3b) Perform maintenance 11-3 Majntenance
4) implement the procedures for cor- Requests
rection offlaws (defects) and errors, or 17)
forreplacement or upgrade of system
elements.

6.4.13.3b) Perform maintenance 11-3 Majntenance
5) Perform preventive maintenance Requests
by replacing, patching, augmenting, or 18)

upgrading software system elements,
to improve the performance of a soft-
ware system that is projected to reach
unacceptable service levels, e.g., lack of
capacity due to increases in demand or
stored data, or to avoid unacceptable
operating conditions, e.g., running
with outdated security software.

6.4.13.3 b) Perform maintenance 11-3 Majntenance
6) Identify when adaptive or perfective Requests
maintenance is required. 19)

6.4.13.3¢) Perform logistics support 09-07 Mgintenance
1) Obtain resources to support the (Logistigs) Report
software system through its life 10)
cycle or the project's life (acquisition
logistics).

6.4.13.3¢) Perform logistics support 09-07 Mgintenance
2) Monitor the quality and availability (Logistigs) Report
of replacement elements and enabling 11)

systems, their delivery mechanisms
and their continued integrity during

storage.

6.4.13.3¢) Perform logistics support 09-07 Maintenance
3) Implement mechanisms for soft- (Logistics) Report
ware system or element distribution, 12)

including packaging, handling, storage
and communications or transportation
needed for items during the life cycle.

6.4.13.3¢) Perform logistics support 09-07 Maintenance
4) Confirm that logistics actions to (Logistics) Report
fulfill software system or element sup-
portability requirements or achieve
operational readiness are planned and
implemented.

© ISO/IEC 2024 - All rights reserved
33


https://iecnorm.com/api/?name=0d604a000837f59781841d0f44f985ec

ISO/IEC TR 33022:2024(en)

Table B.1 (continued)

ISO/IEC
33020:2019
Annex B Generic
Practices

Description

1SO/IEC/IEEE
12207:2017

Description

1SO/IEC/IEEE
12207:2017

6.4.13.3d)

Manage results of maintenance and
logistics

1) Record incidents and problems,
including their resolutions, and signifi-
cant maintenance and logistics results.

08-40 Maintenance
(Logistics) Records

8)

6.4.13.3d)

Manage results of maintenance and
logistics

2) Identify and record trends of inci-
dents, problems, and maintenance and

08-40 Maintenance
(Logistics) Records

9)

logisties-actions:

6.4.13.3d)

Manage results of maintenance and
logistics

4) Provide key artifacts and informa-

tion items that have been selected for

baselines.

07-1 Imfermation item
12)

6.4.13.3d)

Manage results of maintenancef@nd
logistics

5) Monitor and measure customer sat-
isfaction with system and/maintenance
support.

08-40 Mgintenance
(Logistigs) Records

10)

6.4.14.3 a)

Prepare for disposal

1) Refine a disposal'strategy for the
software system, fo include each
system elementyand to identify and
address ctitical disposal needs, includ-
ing the following considerations: i)
Pernianent termination of the system's
funictions and delivery of services, e.g.
physical destruction of data storage
devices, or transition of the software
system elements for future reuse in
modified or adapted form; ii) Identi-
fication of ownership and responsi-
bility for retention or destruction of
data and intellectual property in the
software system,; iii) Transformation
of the product into, or retention in

a socially and physically acceptable
state, thereby avoiding subsequent ad-
verse effects on stakeholders, society
and the environment; iv) The health,
safety, security and privacy concerns
applicable to disposal actions and to
the long-term condition of resulting
physical material and information; v)
Notification to relevant stakeholders
of significant disposal activities, e.g.,
retirement or replacement of a system,
software products or services, retire-
ment schedule, or replacement options;
and vi) Identification of schedules,
actions, responsibilities, and resources
for disposal activities.

04-06 Disppsal strategy
b)

6.4.14.3 a)

Prepare for disposal

04-06 Disppsal strategy

2) Identify constraints on disposal for
the system/software requirements, ar-
chitecture and design characteristics,
or implementation techniques.

7)

6.4.14.3 a)

Prepare for disposal

3) Identify and plan for the necessary
enabling systems or services needed to
support disposal.

08-22 Enabling system
records: Disposal

1

6.4.14.3 a)

Prepare for disposal
4) Obtain or acquire access to the ena-
bling systems or services to be used.

08-22 Enabling system
records: Disposal
2)
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6.4.14.3 a) Prepare for disposal 04-06 Disposal strategy
5) Specify containment facilities, stor- 8)

age locations, inspection criteria and
storage periods, if the software system
or data is to be stored, consistent with
security and environmental consider-

ations.
6.4.14.3 a) Prepare for disposal 04-06 Disposal strategy
6) Define preventive methods to 9)
Lada do dal |

P P
terials that should not be repurposed,
reclaimed or reused from re-entering

the supply chain.

6.4.14.3 b) Perform disposal 08-17 Disppsal Records
1) Deactivate the software system or 14)
element to prepare it for removal.

6.4.14.3 b) Perform disposal 08-17 Disppsal Records
2) Remove the software systém, its 15)

elements, its data, and nonsreusable
material from use or preduction for
appropriate disposition.ahd action.

6.4.14.3 b) Perform disposal 08-17 Disppsal Records
3) Withdraw impacted operating staff 16)

from the software system or system
element and record relevant operating

knowledge:
6.4.14.3 b) Perform disposal 08-17 Disppsal Records
A)Reuse, recycle, recondition, over- 17)

Haul, archive, or destroy designated
software system elements.

6.4.14.3 b) Perform disposal 08-17 Disppsal Records
5) Conduct destruction of the system 18)

elements, as necessary, to reduce the
amount of waste treatment or to make
the waste easier to handle.

6.4.14.3 c) Finalize the disposal 08-17 Disppsal Records
1) Confirm that detrimental health, 19)

safety, security, and environmental
conditions following disposal have
been identified and treated.

6.4.14.3 c) Finalize the disposal 08-17 Disppsal Records
2) Return the environment to its orig- 40)

inal state or to a state that is specified
by agreement.

6.4.14.3 ¢) Finalize the disposal 08-17 Disppsal Records
3) Archive information gathered 11)

through the lifetime of the product to
permit audits and reviews in the event
of long-term hazards to health, safety,
security and the environment, and to
permit future software system crea-
tors and users to build a knowledge
base from experience.

B4.1 PA.2.1.GP1 |Determine results to be 6.3.1.3a) Define the project 03-17 Project goals
achieved for the performance 1) Identify the project objectives and 6)
of the process constraints.
‘11) Resu_lts tobe achieved are 6.3.1.3b) Plan project and technical manage- 04-21 Project plan
etermined. ment 11)

4) Define roles, responsibilities, ac-
countabilities, and authorities.

B4.1 PA.2.1.GP1 |Determine results to be 6.3.1.3a) Define the project 03-17 Project goals
achieved for the performance 1) Identify the project objectives and 6)
of the process constraints.

2) Process performance goals
are defined.
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B4.1 PA.2.1.GP1 |Determine results to be 6.3.1.3a) Define the project 03-17 Project goals

achieved for the performance

of the process

3) Assumptions and constraints
are considered when identifying
the performance goals.

1) Identify the project objectives and
constraints.

6)

B4.1 PA.2.1.GP1 |Determine results to be 6.3.1.3b) Plan project and technical manage- 04-21 Project plan
achieved for the performance ment 15)
of the process 8) 2 [Generate and] communicate a
4-Resutts-to-be-achievedar planfor-projectand-technicamanas
communicated to involved ment and execution, including reviews.
parties.
B4.1 PA.2.1|GP2 |Determine and address risks 6.3.4.3c) Analyse risks 03-26-Risk |dentification
relevant to the performance 1) Identify risks in the categories B)
of the process described in the risk management
1) Risks that can affect perfor- context.
mance of the process are identi-
fied and evaluated for effect and
severity.
B4.1 PA.2.1|GP2 |Determine and address risks 6.3.4.3Db) Manage the risk profile 03-27 Risk management
relevant to the performance 1) Define and recordthe.risk thresh- prpfile
of the process olds and conditions,tinder which a level b)
2) Actions to mitigate the risks of risk may be accepted.
are planned and performed. 6.3.4.3b) Manage therisk profile 03-27 Risk management
2) Establish and maintain a risk prpfile
profile. b)
B4.1 PA.2.1|GP2 |Determine and address risks 6.3.4.3b) Manage the risk profile 03-27 Risk management
relevant to the performance 3)\Periodically provide the relevant prpfile
of the process ¥isk profile to stakeholders based upon )
3) Monitor the risks and re- their needs.
cord the mitigation activities
throughout the performance of
the process.
B4.1 PA.2.1|{GP3 |Plan the performance of the 6.3.1.3b) Plan project and technical manage- 04-21 Pyjoject plan
process to achieve the deter- ment 14)
mined results. 7) 1 Generate [and communicate] a
1) Plan(s) for the performance of plan for project and technical manage-
the process are developed. ment and execution, including reviews.
B4.1 PA.2.1|GP3 |Plan the performance of the 6.3.1.3a) Define the project 03-10 Life|cycle model
process to achieve the deter- 3) Define and maintain a life cycle 46)
mined results. model that is comprised of stages using
2) Process activities,and tasks the defined life cycle models of the
are defined. organization.
B4.1 PA.2.1|GP3 |Plan the performance of the 6.3.1.3b) Plan project and technical manage- | 04-22 Project schedule
process to achieve the deter- ment B)
mined results. 1) Define and maintain a project sched-
3) Schédule and milestones are ule based on management and techni-
defifiedhand aligned with the cal objectives and work estimates.
appreach to performing the
process.
B4.1 PA.2.1|GP3/ {Plan the performance of the 6.3.1.3a) Define the project 03-10 Lifefcycle model
processto achieve the deter- 9) Define and maintain the processes a7)
mined results. that will be applied on the project.
4) Documented information
reviews are planned.
B4.1 PA.2.1.GP4 |Control the performance of 6.3.1.3a) Define the project 03-10 Life cycle model
the process 3) Define and maintain a life cycle 26)
1) Process performance meas- model that is comprised of stages using
ures are established. the defined life cycle models of the
organization.
B4.1 PA.2.1.GP4 |Control the performance of 6.3.2.3b) Assess the project 09-13 Project status
the process 10) Record and provide status and report
2) Process performance is findings from assessment tasks. 29)
monitored and the results are 6.3.2.3b) Assess the project 09-13 Project status
controlled. . . -
11) Monitor process execution within report
the project. 30)
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resources to perform the pro-
cess according to plan

2) The information necessary to
perform the process is identi-
fied and made available.

2) Submit requests and obtain com-
mitments for necessary resources to
perform the project.

Table B.1 (continued)
ISO/IEC Description ISO/IEC/IEEE Description ISO/IEC/IEEE
33020:2019 12207:2017 12207:2017
Annex B Generic
Practices

B4.1 PA.2.1.GP4 |Control the performance of 6.3.2.3¢) Control the project 11-5 Project change
the process 3) Initiate change actions when there request
3) Appropriate actions are is a contractual change to cost, time or 11)
taken when planned results are quality due to the impact of an acquirer
not achieved. or supplier request.

B4.1 PA.2.1.GP4 |Control the performance of 6.3.2.3¢) Control the project 11-5 Project change
the process 2) Initiate necessary project replan- request
4) The plan(s) are adjusted and ning. 10)
rescheduling is performed, as
¥ £

B4.1 PA.2.1|GP5 |Assign competent people with 6.3.1.3b) Plan project and technical manage- 0421 Pyoject plan
the relevant responsibilities ment 11)
and authorities for perform- 4) Define roles, responsibilities, ac-
ing the process countabilities, and authorities.
ilt)iietsfgggg;hnflt‘fea:riizzgor 6.3.1.3¢) Activatg the project _ 08-59 Project resource
are determined, assigned and 2)_Subm1t requests and obtain cor* requedt record
communicated. mitments for necessary resourcesito B)

perform the project.

B4.1 PA.2.1|GP5 |Assign competent people with 6.3.1.3b) Plan project and technicahmanage- 04-21 Pyoject plan
the relevant responsibilities ment 12)
and authorities for perform- 5) Define the infrastructure and ser-
ing the process vices required.
2) Required competencies are
identified based on the respon-
sibilities.

B4.1 PA.2.1|GP5 |Assign competent people with 6.3.2.3b) Assess the project 09-13 Prgject status
the relevant responsibilities 4),Assess the adequacy of roles, report
and authorities for perform- responsibilities, accountabilities, and 33)
ing the process duthorities.
3) Competencies for manage-
ment and execution of the
process are ensured by training
or work-based learning.

B4.1 PA.2.1|GP5 |Assign competent people with 6.3.2.3b) Assess the project 09-13 Prgject status
the relevant responsibilities 4) Assess the adequacy of roles, report
and authorities for perform- responsibilities, accountabilities, and 33)
ing the process authorities.
4) Person(s) performing the pro-
cess are considered competent
on the basis of appropriate edu*
cation, training, or expefience.

B4.1 PA.2.1|GP5 |Assign competent people with 6.3.1.3¢) Activate the project 08-59 Project resource
the relevant respensibilities 2) Submit requests and obtain com- requedt record
and authorities for perform- mitments for necessary resources to B)
ing the procéss perform the project.
5) Necessaxy competencies
are acquited externally when
needed:

B4.1 PA.2.1|GP6 |Alloeate and maintain 6.3.1.3b) Plan project and technical manage- 04-21 Pyjoject plan
resources to perform the pro- ment 12)
eess according to plan 5) Define the infrastructure and ser-
1) The human and infrastruc- vices required.
tUTE TESOUTTES NTeeded foT
performing the process are
determined, provided and
maintained.

B4.1 PA.2.1.GP6 |Allocate and maintain 6.3.1.3¢) Activate the project 08-59 Project resource

request record
3)
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Table B.1 (continued)
ISO/IEC Description ISO/IEC/IEEE Description ISO/IEC/IEEE
33020:2019 12207:2017 12207:2017
Annex B Generic
Practices
B4.1 PA.2.1.GP6 |Allocate and maintain 6.3.2.3b) Assess the project 09-13 Project status

resources to perform the pro-
cess according to plan

3) The use of the resources is
measured and monitored to
identify possible deviations.

5) Assess the adequacy and availability
of resources.

report
24)

B4.1 PA.2.1.GP7 |Manage the interfaces be- 6.3.1.3b) Plan project and technical manage- 04-21 Project plan
tween the involved parties ment 11)
1) The individuals and groups 4) Define roles, responsibilities, ac-
invelved-in-the-proeess-perfer witabiitiesand-atthorit
mance are identified.

B4.1 PA.2.1|GP7 |Manage the interfaces be- 6.3.1.3¢) Activate the project 0859 Pfoject resource
tween the involved parties 2) Submit requests and obtain com- requedt record
2) Responsibilities of the in- mitments for necessary resources to B)
volved parties are assigned. perform the project.

B4.1 PA.2.1|GP7 |Manage the interfaces be- 6.3.1.3¢) Activate the project 08-59 Projpct resource
tween the involved parties 2) Submit requests and obtain com- requegt record
3) Communication is assured mitments for necessary resolitces to B)
between the involved parties. perform the project.

B4.2 PA.2.2|GP1 |Define the requirements for 6.3.6.3 a) Prepare for information manage- 04-10 Information
the documented information ment managemepnt plan: item
1) The requirements for the 2) Define the items of‘information that identification
documented information to be will be managed. 1)
pmr;il;iii;ﬁgﬁggz(l}&igglre 6.3.6.3 a) Prepare forinformation manage- 04-09 Infformation
contents and structure. ment managemept plan: Pres-

4) Define-the content, formats and enthtion
structure of information items. 1)

B4.2 PA.2.2|GP2 |Define the requirements for 6.3.6.3 a) Prepare for information manage- 04-08 Inforymation man-
documentation and control of ment agem¢nt plan
the documented information 5) Define information maintenance 13)
1) Requirements for the doc- actions.
umentation and control of the
documented information are
defined. Such requirements may
include requirements for (1)
distribution, (2) identification
of documented information and
their components (3) tracea-
bility

B4.2 PA.2.2|GP2 |Define the requirements for 6.3.5.3a) Plan configuration management 04-03 Copfiguration
documentation and control of 2) Define the storage, archive and Managefnent Plan
the documented information retrieval procedures for configuration D)
2) Dependencies between items, CM artifacts, and records.
documented information are
identified and understood.

B4.2 PA.2.2|GP2 |Define the requirements for 6.3.5.3b) Perform configuration identifica- 12-03 Configuration
docuniéntation and control of tion Bageline
the/documented information 3) Define baselines through the life b)
3)'Requirements for the approv- cycle.
alof documented information to
be controlled are defined.

B4.2 PA.2.21GP3 " [Identify and control the doc- 6353h) Perform configuration identifica- 12-03 Configuration
umented information in ac- tion Baseline
cordance with requirements 3) Define baselines through the life 6)
1) Change control is established cycle.
for documented information.

B4.2 PA.2.2.GP3 |Identify and control the doc- 6.3.6.3b) Perform information management 07-1 Information item

umented information in ac-
cordance with requirements
2) The documented information
is identified and controlled in
accordance with requirements.

1) Obtain, develop, or transform the
identified items of information.

9)
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Table B.1 (continued)
ISO/IEC Description ISO/IEC/IEEE Description ISO/IEC/IEEE
33020:2019 12207:2017 12207:2017
Annex B Generic
Practices
B4.2 PA.2.2.GP3 |Identify and control the doc- 6.3.5.3¢) Perform configuration change man- 08-11 Configuration

umented information in ac-
cordance with requirements
3) Versions of documented
information are assigned to
product configurations as
applicable.

agement

3) Track and manage approved chang-
es to the baseline, Requests for Change
and Requests for Variance.

Management Change
Requests
11)

B4.2 PA.2.2.GP3 |Identify and control the doc- 6.3.6.3b) Perform information management 07-3 Information item:
umented information in ac- 3) Publish, distribute or provide access Publish
corda i i 5 to-tformation-andinformationitems 1)

4) The documented information to designated stakeholders.
is made available through ap-
propriate access mechanisms.

B4.2 PA.2.2|GP3 |Identify and control the doc- 6.3.6.3b) Perform information management 072 Information item:
umented information in ac- 2) Maintain information items and Item|status
cordance with requirements their storage records, and record the 1)

5) The revision status of the status of information.
documented information may
readily be ascertained.

B4.2 PA.2.2|GP4 |Review and adjust document- 6.3.5.3¢) Perform configuration change man- 08-11 Comfiguration
ed information to meet the agement Managemlent Change
defined requirements 1) Identify and recoerd Requests for Requests
1) Documented information is Change and Requests for Variance. D)
reviewed against the defined re-
quirements in accordance with
planned arrangements.

B4.2 PA.2.2|GP4 |Review and adjust document- 6.3.5.3¢) Perform configuration change man- 08-11 Comfiguration
ed information to meet the agement Managemfent Change
defined requirements 2) Goordinate, evaluate, and disposi- Requests
2) Issues arising from docu- tion Requests for Change and Requests 10)
mented information reviews are for Variance.
resolved.

B4.2 PA.2.2|GP5 |Maintain and retain informa- 6.3.6.30) Perform information management 10-1 Information Item
tion products to demonstrate 4) Archive designated information. Arghive
that planned results are B)
achieved
1) Documented informa-
tion needed to confirm the
performance of the process is
determined.

B4.2 PA.2.2|GP5 |Maintain and retain informa- 6.3.6.3b) Perform information management 08-33 Infofmation item
tion products to demonstrate 5) Dispose of unwanted, invalid or dispossl record
that planned results are unvalidated information. B)
achieved
2) Documented'information is
used to demonstrate that the
products.and/or services satisfy
their péquirements.

B5.1 PA.3.1{GP1 |Establish and maintaina 6.2.1.3 a) Establish the process 03-10 Life|cycle model
standard process that will 2) Establish the processes that 33)
support the deployment of the implement the requirements of this
defined process. document and that are consistent with
1) A standard process is devel- organizational strategies.

;peii;?g;(l)zgsid:;;?:nfti?da 6.2.1.3a) Establish the process 03-10 Life cycle model
5) Establish standard life cycle models 25)
for the organization that are com-
prised of stages and define the purpose
and outcomes for each stage.
B5.1 PA.3.1.GP1 |Establish and maintain a 6.2.1.3a) Establish the process 03-10 Life cycle model

standard process that will
support the deployment of the
defined process.

3) Guidance and/or proce-
dures are provided to support
implementation of the process
as needed.

1) Establish policies and procedures
for process management and deploy-
ment that are consistent with organi-
zational strategies.

22)
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Table B.1 (continued)
ISO/IEC Description ISO/IEC/IEEE Description ISO/IEC/IEEE
33020:2019 12207:2017 12207:2017
Annex B Generic
Practices
B5.1 PA.3.1.GP2 |Determine the inputs and out- 6.2.1.3a) Establish the process 03-10 Life cycle model

puts of the standard process
3) Start and stop criteria for the
standard process are defined as
needed.

4) Define business criteria that control
progression through the life cycle.

24)

B5.1 PA.3.1.GP4 |Determine the roles, compe- 6.2.1.3a) Establish the process 03-11 Life cycle model:
tencies, responsibilities and 3) Define the roles, responsibilities, Responsibilities
authorities for performing the accountabilities, and authorities to 1)
standard process facilitate implementation of processes
H-Relesandrelated-competen and-the-strategicman agerrert-ofHi
cies for performing the process cycles.
are determined.

B5.1 PA.3.1|GP4 |Determine the roles, compe- 6.2.1.3a) Establish the process 0311 Life pycle model:
tencies, responsibilities and 3) Define the roles, responsibilities, Resporsibilities
authorities for performing the accountabilities, and authorities to 1)
standard process facilitate implementation of processes
2) Authorities necessary for and the strategic management ofylife
executing responsibilities are cycles.
determined.

B5.1 PA.3.1|GP5 |Determine the resources for 6.2.2.3a) Establish the infrastpucture 04-12 Infyastructure
performing the standard 2) 1. Identify, [obtaiprand/provide] plan
process infrastructure resoufcés and services B)

1) Appropriate resources are that are neededto,implement and
identified and determined. support projeets.

B5.1 PA.3.1|GP5 |Determine the resources for 6.2.2.3a) Establish the infrastructure 04-12 Infyastructure
performing the standard 2) 1. Identify, [obtain and provide] plan
process infrastructure resources and services B)

3) Process infrastructure thatare needed to implement and
components are identified shpport projects.

(facilities, tools, networks,

methods, etc).

B5.1 PA.3.1|GP6 |Determine and maintain 6.2.4.3 a} Identify skills 03-15 Organizational
necessary knowledge for the 1) Identify skill needs based on current skilllneeds
operation of the standard and expected projects. )
process
1) Information and under-
standing needed to perform
the process is determined and
maintained.

B5.2 PA.3.2|GP1 |Deploy a defined processthat 6.2.1.3 a) Establish the process 03-10 Life|cycle model
satisfies the context specific 1) Establish policies and procedures 32)
requirements of the useof the for process management and deploy-
standard process ment that are consistent with organi-

1) The defined precess is appro- zational strategies.
priately selected.and/or tailored
from the standard process.

B5.2 PA.3.2|GP1 |Deploy.aidefined process that 6.2.1.32) Establish the process 03-10 Life[cycle model
satisfiesthe context specific 1) Establish policies and procedures 32)
requirements of the use of the for process management and deploy-
standard process ment that are consistent with organi-

2)) Criteria to verify conformity zational strategies.
of the defined process with the

standard process are deter-

mined.

B5.2 PA.3.2.GP1 |Deploy a defined process that 6.2.1.3a) Establish the process 03-10 Life cycle model
satisfies the context specific 2) Establish the processes that 23)
requirements of the use of the implement the requirements of this
standard process document and that are consistent with
3) The defined process is organizational strategies.
used to achieve the process
outcomes.

B5.2 PA.3.2.GP2 |Deploy competent people 6.2.1.3a) Establish the process 03-11 Life cycle model:

with defined responsibilities
and authorities to support the
performance of the defined
process

1) Competency criteria for the
required roles are defined.

3) Define the roles, responsibilities,
accountabilities, and authorities to
facilitate implementation of processes
and the strategic management of life
cycles.

Responsibilities

1
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Table B.1 (continued)
ISO/IEC Description ISO/IEC/IEEE Description ISO/IEC/IEEE
33020:2019 12207:2017 12207:2017
Annex B Generic
Practices
B5.2 PA.3.2.GP2 |Deploy competent people 6.2.4.3¢c) Acquire and provide skills 12-08 Project skill needs

with defined responsibilities
and authorities to support the
performance of the defined
process

2) The roles for performing the
defined process are assigned
and communicated.

3) Make project assignments based on
project and staff-development needs.

and provision
8)

B5.2 PA.3.2.GP2 |Deploy competent people 6.2.4.3 c) Acquire and provide skills 12-08 Project skill needs
wi $ ibiities 2-Matrtatn-andmah age-the-poetof aRepHovision
and authorities to support the skilled personnel necessary to staff )
performance of the defined ongoing projects.
process
3) The responsibilities and
authorities for performing the
defined process are assigned
and communicated.

B5.2 PA.3.2|GP2 |Deploy competent people 6.2.4.3 c) Acquire and provide skills 12-08 Projgct skill needs
with defined responsibilities 4) Motivate personnel, e.g. through and pfovision
and authorities to support the career development and reward mech- D)
performance of the defined anisms.
process
4) Competency of the required
person(s) is monitored and
maintained with appropriate
education, training, or experi-
ence.

B5.2 PA.3.2|GP3 |Provide resources and 6.2.2.3b) Maintain the infrastructure 08-35 Infrastructure
information to support the 1)Evaluate the degree to which deliv- evaluation record
performance of the defined eted infrastructure resources satisfy )
process project needs.

3) Resources are measured 6.2.4.3 a) Identify skills 03-12 Organization

and monitored to ensure their 2) Identify and d skills of per- Kills idehtificati

effective use. y and record skills of per skills ideptification
sonnel. )

B5.2 PA.3.2|GP4 |Maintain documented in- 6:2.4.3 b) Develop skills 08-68 Skill[development
formation as evidence of the 4) Maintain records of skill develop- redords
process achieving expected ment. i)
results
1) Documented information is
maintained.

B5.3 PA.3.3|GP1 |Collectand analyse data about 6.3.8.3d) Manage QA records and reports 09-06 Incident Report
performance of the procéss to 3) Identify incidents and problems i)
identify needs for improve- associated with product, service, and
ment process evaluations.
tl})léjl?éi;\ig)ﬂ;esigga%rillcilf;ztri?d 6.3.8.3¢) Treat incidents and proble_ms_ _ 09-06 Inci_dent Report
effectivendds of the process 1) Record, analyse and classify inci- b)
are idefitified, collected and dents.
analysed. 6.3.8.3¢€) Treat incidents and problems 09-09 Prollem analysis

3) Record, analyse and classify prob- report
lems. b)

B5.3 PA.3.3|GPY 4 Collect and analyse data about 6.3.8.3¢) Treat incidents and problems 09-09 Prollem analysis
performance of the processto 4) Identify root causes and treatment report
identify needs for improve- of problems where feasible. 7)
Izr;el;letsults of the analysis are 6.3.8.3¢) Treat in_cid_ents and prob_lems 08—_49 lf‘roblem reso-
used to identify where continual 7) Identify improvements in processes lution improvement
improvement of the standard fmd_ products that may prevent future record
and/or defined process can be incidents and problems. 3)
made.

B5.3 PA.3.3.GP2 |Determine suitable methods 6.3.8.3a) Prepare for quality assurance 04-24 Quality assurance

and measures to monitor and
evaluate the process

1) Methods and measures for
monitoring the suitability, ef-
fectiveness and adequacy of the
process are determined.

1) Define a Quality Assurance strategy.

strategy

6)
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Table B.1 (continued)
ISO/IEC Description ISO/IEC/IEEE Description ISO/IEC/IEEE
33020:2019 12207:2017 12207:2017
Annex B Generic
Practices
B5.3 PA.3.3.GP2 |Determine suitable methods 6.3.8.3a) Prepare for quality assurance 04-24 Quality assurance
and measures to monitor and 2) The strategy is consistent with the strategy
evaluate the process organizational Quality Management 7)
2) Appropriate criteria and data policies and objectives and includes: i)
needed to monitor the process Priorities for applying Quality Assur-
are defined. ance resources to processes and tasks
that have the most significant impact
on the quality of the delivered prod-
ucts and services; ii) Defined roles,
responsibilities, accountabilities, and
authorities; 111) Evaluation criteria and
methods for processes, products, and
services, including criteria for product
or service acceptance; iv) Activities
appropriate to each supplier (including
subcontractors); v) Required verifica<
tion, validation, monitoring, measure=*
ment, review, inspection, audit, and
test activities specific to the products
or services; and vi) Problem‘résolution
and process and product improvement
activities.
B5.3 PA.3.3|GP2 |Determine suitable methods 6.3.8.3a) Prepare for quality@assurance 04-24 Qualjty assurance
and measures to monitor and 3) Establish indepéndence of quality strytegy
evaluate the process assurance fromaother life cycle pro- B)
3) The need to conduct internal cesses.
audit, process compliance
audit/reviews and management
review is established.
B5.3 PA.3.3|GP3 |Assure conformity of the 6.3.8.3d) Manage QA records and reports 08-61 Qualijty Assurance
defined process 1) Create records and reports related Redords
3) Any nonconformities are to quality assurance activities. i)
identified and documented.
B5.3 PA.3.3|GP4 |Act on nonconformities to 6.3.8:3e) Treat incidents and problems 09-06 Incident Report
adjust the performance of the 2) Identify selected incidents to associ- b)
process ate with known errors or problems.
ronconformies areanaysed o] 00039 [Treatinidents andproblems | 0911 preplem rnd
plan appropriate actions. problems. b)
B5.3 PA.3.3|GP4 |Act on nonconformities to 6.3.8.3 ¢) Treat incidents and problems 09-09 ProHlem analysis
adjust the performance-of the 5) Prioritize treatment of problems report
process (problem resolution) and track correc- B)
2) Any changes needed are tive actions.
implemented to ensure that the
process achieveS its'intended
results.
B5.3 PA.3.3|GP4 |Acton noneconformities to 6.3.8.3¢) Treat incidents and problems 09-10 Problem resolu-
adjustthe performance of the 9) Track incidents and problems to tion tracking report
process closure. D)
3)*etions are managed and
tracked to closure.

B.2 Mapping exceptions

The exceptions in the mapping of the process attribute generic practices and the life cycle process tasks are
listed in Table B.2.
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Table B.2 — Exceptions list - Associations between the ISO/IEC 33020 generic practices,
ISO/IEC/IEEE 12207 tasks and associated information item

ISO/IEC 33020:2019
Annex B Generic Prac-

tices

Name

Description

B3.1 PA.1.1.GP1

Achieve the process outcomes

1) Achieve the intent of the base practices.

B4.1 PA.2.1.GP7

Manage the interfaces between the involved
parties

4) Communication between the involved parties is effective.

B4.2 PA.2.2.GP1

Define the requirements for the documented
information

2) Quality criteria of the documented information are

identified.

B4.2 PA.2.2.GP1

Define the requirements for the documented
information

3) Appropriate review and approval criteria for the documented

information are defined.

BS]. PA.D.l..l.H‘J. ESUADITSIT allt M4 ItdInn 4 Std ind4ara pr OCESS <) TIESUAIIUdTA Process TAeuIies tie dcploy HICII IS dS and
that will support the deployment of the deployment context.
defined process.

B5.1 PAB.1.GP1 Establish and maintain a standard process |4) Appropriate tailoring guideline(s) are available as rjeeded.
that will support the deployment of the
defined process.

B5.1 PAB.1.GP1 Establish and maintain a standard process |5) The standard process is maintained to meet the improvement
that will support the deployment of the needs and opportunities.
defined process.

B5.1 PAB.1.GP2 Determine the inputs and outputs of the 1) Required inputs are identified, including informati¢n needed.

standard process

B5.1 PAB.1.GP2

Determine the inputs and outputs of the
standard process

2) Expected outputs are’identified.

B5.1 PA.B.1.GP3

Determine the sequence and interaction
of the process as an integrated system of
processes

1) The process's.sequence and interaction with other
determineds

rocesses are

B5.1 PAB.1.GP3 Determine the sequence and interaction 2) Déployment of the standard process as a defined prjocess main-
of the process as an integrated system of tdinsvintegrity of processes.
processes

B5.1 PAB.1.GP5 Determine the resources for performing the_} 2) Requirements for the quality of the resources are dpfined.

standard process

B5.1 PAB.1.GP5

Determine the resources for performing the
standard process

4) Work environment requirements are defined.

B5.2 PAB.2.GP3

Provide resources and information to sup-
port the performance of the defined process

2) Required information to perform the process is ma
allocated and used.

fle available,

B5.2 PAB.2.GP4

Maintain documented infermation as
evidence of the processiachieving expected
results

2) Documented information is available for review.

B5.2 PAB.2.GP4

Maintain documented information as
evidence of the process achieving expected
results

3) Documented information can be verified by person
ent of those performing the process

s) independ-

B5.3 PAB.3.GP2

Determine’suitable methods and measures
to monitor and evaluate the process

4) Suitability, adequacy and effectiveness of the proce
ured and analysed continually using appropriate met}

ks are meas-
ods.

B5.3 PAB.3.GP2

Determine suitable methods and measures
to monitor and evaluate the process

5) Identified risks are evaluated and managed.

B5.3 PAB.3.GP3

Assure conformity of the defined process

1) Associated activities, outputs and documented infol
evaluated.

Fmation are

B5.3 PAB:3:GP3

Assure conformity of the defined process

2) Conformity of the defined process with the standarj

d process

requirementsisverified

e

B5.3 PA.3.3.GP3

Assure conformity of the defined process

4) Assurance activities are performed independently of the pro-

cess instance to ensure objectivity.

B5.3 PA.3.3.GP5

Improve the process based on the monitor-
ing of the process

1) Suitability, adequacy and effectiveness of the process are meas-
ured and analysed continually using appropriate methods.

B5.3 PA.3.3.GP5

Improve the process based on the monitor-
ing of the process

2) Internal audits, process capability audits/reviews and manage-

ment reviews are performed when needed.

B5.3 PA.3.3.GP5

Improve the process based on the monitor-
ing of the process

3) Process changes are implemented to maintain the s
process.

tandard

Total:

24
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Annex C
(informative)

Listing of the information items and their characteristics

Table C.1 presents a list of the applicable information items associated with ISO/IEC/IEEE 12207.

Table C.1 — Listing of the information items and their characteristics

Referencp

Name

Category

Characteristics

01-2

Supply agreement

Contract

1) - An agreement is negotiated with the acquirer thatincludps accept-

ance criteria.

2) This agreement ranges in formality from a wy'itten contra
verbal agreement. The Supplier confirms thatthe requireme
milestones, and acceptance conditions are achievable, that e
handling and agreement change managenient procedures an
schedules are acceptable, and that they establish a basis for ¢
agreement without unnecessary risks: Issues are discussed 3
during negotiation, after which-the acquirer and supplier acd
terms of an agreement and the'agreement commences. For a
occurs when the contract is.sigried.

Fttoa

hts, delivery
kception

H payment
xecuting the
nd resolved
ept the
contract, this

3) - The agreement is n€gotiated with the acquirer, as necesspry.

4) Changes to agreement terms are negotiated between the 3
acquirer. This includeschanges due to changing market cont|
ation occurs for thevinitial agreement, and as required for an|
Changed agr€emeénts are based on the required change and i
impacts.

[ISO/IEC/IEEE 12207:2017, 6.1.2.3 ¢) 1)] 5) Negotiate an agrg
the a¢quirer that includes acceptance criteria.
[ISO/FEC/IEEE 12207:2017, 6.1.2.3 ) 4)] 6) Negotiate the ag
the'acquirer, as necessary.

upplier and
pxt. Negoti-
b changes.
Hentified

ement with

eement with

02-1

Business opportunities

portfolio

Data

1) - Potential new or modified capabilities or missions are id

2) The organization business strategy, concept of operations
analysis or opportunity analysis is reviewed for current gap

bntified.

or gap
, problems,

or opportunities. A new capability or enterprise need is usuglly deter-

mined in the Business or Mission Analysis process, further d
Stakeholder Needs and Requirements Definition process, an
through this process.

3) - New business opportunities, ventures or undertakings a
prioritized and selected.

4) These are usually consistent with the business strategy aj
plans of the organization. The potential projects are prioritiZ
thresholds established, to determine which projects will be ¢
The characteristics of identified projects are often determin
stakeholder value, risks and barriers to success, dependenci
interrelationships, constraints, resource needs and mutual ¢

bfined in the
managed

e identified,

d action

ed, and
xecuted.

£d, including
s and
pntention

for resources. Each potential project is then assessed with rgspect to

likelihood of success and costbenefit. The Decision Managen
System Analysis processes provide details on performing an
alternatives.

[1SO/IEC/IEEE 12207:2017, 6.2.3.3 a) 1)] 5) Identify potentia

ent and
analysis of

I new or

modified capabilities or missions

[ISO/IEC/IEEE 12207:2017, 6.2.3.3 a) 2)] 6) Prioritize, select
lish new business opportunities, ventures or undertakings.

and estab-

02-2

Stakeholders

Data

1) - The stakeholders are identified who have an interest in the software

system throughout its life cycle.

2) This includes individuals and classes of stakeholders who
operators, supporters, developers, producers, trainers, main

are users,
tainers,

disposers, acquirer and supplier organizations, parties responsible for
external interfacing entities, regulatory bodies, and others who have a

legitimate interest in the system. Where direct communicati

on is not

practicable (e.g., for consumer products and services), representatives or

designated proxy stakeholders are selected.

[ISO/IEC/IEEE 12207:2017, 6.4.02.3 a) 1)] 3) Identify the stakeholders

who have an interest in the software system throughoutits 1

ife cycle.
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Table C.1 (continued)

Reference

Name

Category

Characteristics

03-02

Analyse stakeholder re-
quirements

Description

1) - The complete set of stakeholder requirements is analysed.
2) Stakeholder requirements are analysed for characteristics of individ-

ual requirements, as well as characteristics of the set of requ
Potential analysis characteristics include that the requireme

irements.
nts are

necessary, implementation-free, unambiguous, consistent, complete,
singular, feasible, traceable, verifiable, affordable, and bounded. ISO/
IEC/IEEE 29148 provides additional information on characteristics of

requirements.

3) The System Analysis process is used to assess feasibility a
bility. The Verification and Validation processes are used in t
stakeholder requirements.

nd afforda-
he review of

4) - Critical performance measures that enable the assessment of techni-

1 Jos R 2
Tar acliIrcvenet arce acrirea.

5) This includes defining technical and quality measures and
formance parameters associated with each effectiveness me
fied in the stakeholder requirements. The critical peyferman
(e.g., measures of effectiveness and measures of suitability)

analysed and reviewed to help ensure stakehaldeptequirem
and to help ensure identification of project cost,$chedule or
risk associated with any noncompliance, ISO/TEC 15939 proy
cess to identify, define and use appropriaté measures. INCOS
020-01, Technical Measurement, prevides information on th
definition and implementation of €¢ritical performance meas
ISO/IEC 25000 series of standards provides relevant quality

6) - The analysed requireménts-are fed back to applicable st3
validate that their needs-andexpectations have been adequal
and expressed.

7) - Stakeholder requirements issues are resolved.
[ISO/IEC/IEEE 12207:2017, 6.4.2.3 ) 1)] 8) Analyse the com
stakeholder pequirements.
[1SO/IEC/JEEE 12207:2017, 6.4.2.3 €) 2)] 9) Define critical pd
measur€sthat enable the assessment of technical achieveme
[ISO/FEC/IEEE 12207:2017, 6.4.2.3 €) 3)] 10) Feed back the a
requirements to applicable stakeholders to validate that the
expectations have been adequately captured and expressed.
{1S0/1EC/IEEE 12207:2017, 6.4.2.3 €) 4)] 11) Resolve stakehd
ments issues.

critical per-
hsure identi-
ce measures
re defined,
bnts are met
berformance
ides a pro-
E TP-2003-

b selection,
res. The
measures.

keholders to
kely captured

lete set of
rformance
nt.

halysed

r needs and

Ider require-

03-03

Architecture definition

Description

1) - Pertinent information is reviewed and key drivers of the
identified.

2) Key drivers are identified by reviewing: (a) market studie
try projections, competitor product plans, and scientific find|
organizational strategies, organizational level concept of opg
ganizational policies and directives, regulatory and legal coy
stakeholder requirements; (c) mission or business concept o
system-of-interest and related system operational concept, g
environment, technology roadmaps, and system/software re
and (d) other factors that impact the suitability of the softwd
through its life cycle. This analysis of key drivers typically b
the Business or Mission Analysis, Stakeholder Requirements|
and System/software Requirements Definition processes.
3) Key drivers of the architecture can include architecture st
patterns, elements, principles such as replaceable componen|
of implementation and integration; availability of COTS and
components; data sources for data-intensive systems; and pd
implications. The effect of choosing various design elements
ened if the software system is properly architected.

architecture

, indus-
ings; (b)
rations, or-
straints, and
operations,
perational
quirements,
re system
ilds from
Definition,

yles and

ks, feasibility
pen source
rformance
can be less-

4) - Stakeholder concerns are identified.

5) Stakeholders are initially identified in the Stakeholder Needs and
Requirements process. Additional stakeholders are usually identified
during the Architecture Definition process. Stakeholder concerns related

to architecture include system integrity concerns that the so

ftware

system will be compromised intentionally or unintentionally via a threat
agent or cause accidents as a safety hazard. Stakeholder. expectations

or constraints are often associated with the system's life cycle stages,
such as utilization (e.g., availability, security, effectiveness, usability,

interoperability with existing systems, availability or risks to data in the
system), support (e.g., the supportability of the system over its projected
life-span, obsolescence management), evolution of the software system
and its environment (e.g., adaptability, scalability, survivability), produc-
tion (e.g., distribution, testability), and retirement (e.g., sensitive data
eradication or retention).
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Table C.1 (continued)

Reference

Name

Category

Characteristics

6) Concerns affecting software system architecture include data sources
and performance implications for data-intensive systems, and con-
straints on the use of outsourced, existing, newly developed, proprietary,
commercially available, or open source software elements, including soft-
ware licensing. While software architecture is ideally design-agnostic,
the feasibility of implementing the architecture in an affordable software
system is a significant constraint for most systems.

7) - The Architecture Definition roadmap, approach, and strategy is
defined.

8) This includes the identification of opportunities to communicate with
designated stakeholders, the definition of architecture review activities,
evaluation approach and criteria, measurement approach, and measure-

mentmethodsrefertothe Measurementurocessl-Theroad

how the architecture will evolve to an envisioned end state A
alonger timeframe than for the current system-of-intefest. 1
is the manner in which the work will be accomplished, suich 3
engage with stakeholders, how to vet the results, or where td
The strategy deals with the systematic plan of action for imp
the approach consistent with the roadmap.
9) - Architecture evaluation criteria based ourstakeholder co
key requirements are defined.
[1SO/IEC/IEEE 12207:2017, 6.4.4.3 aJ 1)} 10) Review pertiney
tion and identify key drivers of thé'architecture.
[1SO/IEC/IEEE 12207:2017, 6.44.3 a) 2)] 11) Identify stakeh
cerns.

[ISO/IEC/IEEE 12207:2017%, 6.4.4.3 a) 3)] 12) Define the Arch
nition roadmap, approach,and strategy.

[ISO/IEC/IEEE 1220772017, 6.4.4.3 a) 4)] 13) Define architec
tion criteria basedion'stakeholder concerns and key requirer

map shows
nd often has
he approach
s how to

do the work.
lementing

Incerns and
tinforma-
lder con-
tecture Defi-

ure evalua-
hents.

03-05

Architecture viewpoints

Description

1) - Viewpoints and model kinds based on stakeholder conce
selected, adapted, or developed.

2) - Poténtial architecture framework(s) to be used in develg
and views are established or identified.

3).Some architecture frameworks identify stakeholders and
cerns, and relevant viewpoints that address those concerns,
architecture frameworks are more general in their guidance
specify the kinds of models to be used and how the resulting|
be used to generate architecture views. Refer to ISO/IEC/IEH
more information on architecture framework and architecty
tion practices.

4) - The rationale for selection of framework(s), viewpoints g
kinds is captured.

5) - Supporting modelling techniques and tools are selected
6) Both the SWEBOK and ISO/IEC TR 24748-3 describe modgq

niques that support Architecture Definition and Design Defi
software elements.

[ISO/IEC/IEEE 12207:2017, 6.4.4.3 b) 1)] 7) Select, adapt, or
viewpoints and model kinds based on stakeholder concerns.
[ISO/IEC/IEEE 12207:2017, 6.4.4.3 b) 2)] 8) Establish or iden
architecture framework(s) to be used in developing models 3
[ISO/IEC/IEEE 12207:2017, 6.4.4.3 b) 3)] 9) Capture rational
tion of framework(s), viewpoints and model kinds.
[ISO/IEC/IEEE 12207:2017, 6.4.4.3 b) 4)] 10) Select or develo
modelling techniques and tools.

ns are
ping models

Lheir con-
while other
Viewpoints
models can
E 42010 for
re descrip-

nd model

r developed.
ling tech-
hition of
evelop

tify potential
nd views.

b for selec-

b supporting
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Table C.1 (continued)
Reference Name Category Characteristics
03-06 Architecture views Description 1) - The software system context and boundaries in terms of interfaces

and interactions with external entities is defined.

2) This task is mainly based on the outcomes of the Business or Mission
Analysis process, and is performed concurrently with the Stakeholder
Needs and Requirements Definition process. It consists of identifying
the entities external to the software system (i.e., existing and projected
systems, products, and services that constitute the system context) and
defining the boundaries of the software system (i.e., interactions with
these external entities through the interfaces that cross the bounda-
ries). The external entities include the necessary enabling systems. The
Architecture Definition process defines interfaces to the extent needed
to support essential architectural decisions and understanding. These
interface definitions are then refined by the Design Definition process.

3) - Architectural entities and relationships between entitieqd are identi-
fied that address key stakeholder concerns and criticalSoftware system
requirements.
4) Architecture is not necessarily concerned with allirequirements, but
rather only with those system/software requirements that drive the
architecture. On the other hand, the Design Pefimition proce$s addresses
and takes into account all the requirements~Semetimes, thrqugh the Ar-
chitecture Definition process there will‘bejféquirements thaf are deemed
to be inappropriate, unaffordable, ortinsuitable. These are r¢quirements
issues that are resolved through itération of the System/Softfware Re-
quirements Definition processt is also important that the ajrchitecture
addresses key stakeholder coneerns since not all of these will be captured
in requirements.
5) - Concepts, propertieS, characteristics, behaviors, functiops, or
constraints that are gignificant to architecture decisions of the software
system to architectural’entities are allocated.

6) The items beifigidllocated can be physical, logical, or conc¢ptual.
7) - Models.ofithe candidate architectures of the software syftem are
selected,-adapted or developed.
8) It is common to use models in architecture definition. The|models used
are those that best address key stakeholder concerns. Refer §o ISO/IEC/
IEEE.42010 for how this can be done. Historically, it has beef common to
use logical and physical models in architecture definition. Information on
Iogical and other models is provided in Annex F.
9) - Views are composed from the models in accordance withfidentified
viewpoints to express how the architecture addresses stakeholder con-
cerns and meets stakeholder and system/software requiremlents.

10) - The architecture models and views are harmonised with each other.
[ISO/IEC/IEEE 12207:2017, 6.4.4.3 ¢) 1)] 11) Define the software system
context and boundaries in terms of interfaces and interactiofis with
external entities.
[ISO/IEC/IEEE 12207:2017, 6.4.4.3 c) 2)] 12) Identify architeftural
entities and relationships between entities that address key ptakeholder
concerns and critical software system requirements.
[ISO/IEC/IEEE 12207:2017, 6.4.4.3 c) 3)] 13) Allocate concep}s, proper-
ties, characteristics, behaviors, functions, or constraints that are signif-
icant to architecture decisions of the software system to architectural
entities.
[ISO/IEC/IEEE 12207:2017, 6.4.4.3 c) 4)] 14) Select, adapt, or|develop
models of the candidate architectures of the software systen.
[ISO/IEC/IEEE 12207:2017, 6.4.4.3 ¢) 5)] 15) Compose views|from the
models in accordance with identified viewpoints to express how the
architecture addresses stakeholder concerns and meets staleholder and

PR .
SYSLCII/SUITWAI © TCYUITTIITIILS .

[ISO/IEC/IEEE 12207:2017, 6.4.4.3 c) 6)] 16) Harmonize the architecture
models and views with each other.
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Table C.1 (continued)

Reference

Name

Category

Characteristics

03-07

Business opportunity space

Description

1) - Preliminary operational concepts and other concepts in life cycle
stages are defined.

2) This involves the identification of major stakeholder groups, such

as customers, users, administrations, regulators, and system owners,
that are defined in the Stakeholder Needs and Requirements Definition
process.

3) Preliminary life cycle concepts include preliminary acquisition
concepts, preliminary deployment concepts, preliminary operational
concepts, preliminary support concepts, and preliminary retirement
concepts. Operational concepts include high level operational modes or
states, operational scenarios, potential use cases, or usage within a pro-
posed business strategy. These concepts enable feasibility analysis and

d within the

evaluation of alternatives These conceptsare furtherrefine
Stakeholder Needs and Requirements Definition process.

4) The operating environment can have known vulnerabiliti
with specific security threats and safety hazards. These vuly
need to be understood in association with the productunder
ment. The system and human interfaces are ap-¢lement of th
assurance context and related vulnerabilitiessare examined
of mission-critical threats.

5) - Candidate alternative solution classes that span the pote]
space are identified.

6) These classes can range from.simple operational changes
software system developments o modifications. This soluti
can include the identification/®fexisting assets, systems, and
products suitable for reuse, and changes in services that can
need for operational or'functional modifications. This includ|
what potential expectéd services will be needed. The solutio
acterization ofteriinvokes the Architecture Definition proce
architecture viepoint, resulting in architecture views (e.g.
views, program views and operational views) as proposed by
IEEE 42010.

[ISO/IE€/IEEE 12207:2017, 6.4.1.3 c) 1)] 7) Define prelimina
al concepts and other concepts in life cycle stages.
[ISOAIEC/IEEE 12207:2017, 6.4.1.3 c) 2)] 8) Identify candidaf]
solution classes that span the potential solution space.

s associated
erabilities
develop-

b system

n the context

ntial solution

0 various

n space
software
address the
s deducing
h space char-
s for a user
capability
ISO/IEC/

y operation-

e alternative

03-08

Identify business opportu-
nities

Description

1) - Customer complaints, problems and opportunities are af
context of relevant trade-space factors.

2) This analysis is focused on understanding the scope, basif
of the problems or opportunities, as opposed to the synthesi
focus of system analysis and decision management needed fd
ies. The focus here includes changes in mission requirement
opportunities, capabilities, performance improvement, or la
systems, security and safety improvement, factors such as c
fectiveness, regulation changes, user dissatisfaction, and PE
(Political, Economic, Social, Technological, Environmental, a
Relevant factors can be identified through external, internal

(Strengths, Weaknesses, Opportunities and Threats) analysik.

3) The outputs of the analysis are considered as part of the p
management decisions.

4) - The mission, business, or operational problem or opport
defined.

5) This definition includes the context and any key paramets
regard to a specific solution, since the solution can be an ope|
change, a change to an existing product or service, or a new s
[1SO/IEC/IEEE 12207:2017, 6.4.1.3 b) 1)] 6) Analyse custome]

alysed in the

, or drivers
thatis the

r trade stud-
, business

k of existing
st and ef-
TEL factors

hd Legal).

or SWOT

prtfolio
nity is

Irs, without
Fational
ystem.

I complaints,

problems and opportunities 1n the context orrelevant trade-
tors.

pace fac-

[ISO/IEC/IEEE 12207:2017, 6.4.1.3 b) 2)] 7) Define the mission, business,

or operational problem or opportunity.

03-09

Information measures

Description

1) - Measures that satisfy the information needs are selected and speci-

fied.

[ISO/IEC/IEEE 12207:2017, 6.3.7.3 a) 4)] 2) Select and specify measures

that satisfy the information needs.
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Table C.1 (continued)
Reference Name Category Characteristics
03-10 Life cycle model Description 1) - Policies and procedures are established for process management and

deployment that are consistent with organizational strategies.

2) - The processes are established that implement the requirements of
this document and that are consistent with organizational strategies.

3) - The roles, responsibilities, accountabilities, and authorities to facil-
itate implementation of processes and the strategic management of life
cycles are defined.

4) - Business criteria are defined that control progression through the life
cycle.

5) The decision-making criteria regarding entering and exiting each life
cycle stage and key milestones are established. These are sometimes
expressed in terms of business achievement.

6) - Standard life cycle models are established for the organitation that
are comprised of stages and define the purpose and outeobies for each
stage.

7) The life cycle model comprises one or more stage models, ps needed.
Itis assembled as a sequence of stages that can éverlap or itefrate, as
appropriate for the system-of-interest's scope, magnitude, cgmplexity,
changing needs and opportunities. Stagesare illustrated in [ISO/IEC TS
24748-1 using a commonly encountered@xample of life cycle|stages.
Specific examples for systems and software are provided in ISO/IEC TR
24748-2 and ISO/IEC TR 24748-3. Phelife cycle processes anfl activities
are selected, tailored as appropriatéxand employed in a stagd to fulfill the
purpose and outcomes of that stage.

8) - Alife cycle model thatis.comprised of stages using the d¢fined life
cycle models of the organization is defined and maintained.

9) ISO/IEC TS 247484provides detailed information regarding life cycle
stages and the definition of an appropriate life cycle model. If defines

a general set of exemplar system life cycle stages, including (oncept,
Development; Production, Utilization, Support and Retiremept. It also
identifies ageneric exemplar set of software life cycle stagesf including
Needs détermination, Concept exploration and definition, Dgmonstration
and evaluation, Engineering/development, Production/manyifacturing,
Deployment/sales, Operations, Maintenance and support, and Retire-
meént:

10) - The processes that will be applied on the project are defined and
maintained.

11) These processes are based on the defined processes of thie organiza-
tion (see Life Cycle Model Management process). Annex A cojptains infor-
mation on tailoring that can be used to address project-specific needs.
The definition of the processes includes the entry and exit crfteria, inputs,
process sequence constraints (predecessor/successor relatignships),
process concurrency requirements (what processes and tasiys are to be
worked concurrently with other process area tasks or activities), Meas-
ures of Effectiveness/Measures of Performance attributes, ahd scope and
cost parameters (for critically important cost estimation).
12) Identifying interfaces with other projects or organizatiophal units is
addressed through the Portfolio Management process.
13) - Achievement criteria are defined for the life cycle stage|decision
gates, delivery dates and major dependencies on external inguts or
outputs.
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Table C.1 (continued)

Reference

Name

Category

Characteristics

14) The time intervals between internal reviews are defined in accord-
ance with organizational policy on issues such as business and system
criticality, schedule and technical risks.

15) - Alife cycle model that is comprised of stages using the defined life
cycle models of the organization is defined and maintained.

16) ISO/IEC TS 24748-1 provides detailed information regarding life cycle
stages and the definition of an appropriate life cycle model. It defines

a general set of exemplar system life cycle stages, including Concept,
Development, Production, Utilization, Support and Retirement. It also
identifies a generic exemplar set of software life cycle stages, including
Needs determination, Concept exploration and definition, Demonstration
and evaluation, Engineering/development, Production/manufacturing,

Devloument/sales Onerations Maintenance and sunnort an ire-
ploy 4 —Op . ppotl Retire
ment.

17) - The processes that will be applied on the projectadre defined and
maintained.

18) These processes are based on the defined precesses of the organiza-
tion (see Life Cycle Model Management process), Arinex A conjtains infor-
mation on tailoring that can be used to addréss project-specific needs.
The definition of the processes includes the'entry and exit crfteria, inputs,
process sequence constraints (predecessor/successor relatignships),
process concurrency requirements,{yvhat processes and tasis are to be
worked concurrently with other precess area tasks or activifies), Meas-
ures of Effectiveness/Measuresof Performance attributes, ahd scope and
cost parameters (for critically,important cost estimation).
19) Identifying interfaces with other projects or organizatiopal units is
addressed through the Pontfolio Management process.

20) - Achievement criteria are defined for the life cycle stage|decision
gates, delivery dates and major dependencies on external inguts or
outputs.
21) The time intervals between internal reviews are defined|in accord-
ance withjorganizational policy on issues such as business afid system
criticality, schedule and technical risks.
[ISOAEC/IEEE 12207:2017, 6.2.1.3 a) 1)] 22) Establish polici¢s and proce-
dures for process management and deployment that are congistent with
organizational strategies.
[ISO/IEC/IEEE 12207:2017, 6.2.1.3 a) 2)] 23) Establish the prjocesses that
implement the requirements of this document and that are cpnsistent
with organizational strategies.
[ISO/IEC/IEEE 12207:2017, 6.2.1.3 a) 4)] 24) Define business|criteria that
control progression through the life cycle.
[ISO/IEC/IEEE 12207:2017, 6.2.1.3 a) 5)] 25) Establish standprd life cycle
models for the organization that are comprised of stages and define the
purpose and outcomes for each stage.
[ISO/IEC/IEEE 12207:2017, 6.2.1.3 a) 3)] 26) Define and maiftain a life
cycle model that is comprised of stages using the defined life|cycle models
of the organization.
[1SO/IEC/IEEE 12207:2017, 6.2.1.3 a) 5)] 27) Define and maiptain the
processes that will be applied on the project.
[ISO/IEC/IEEE 12207:2017, 6.2.1.3 b) 2)] 28) Define achieverent criteria
for the life cycle stage decision gates, delivery dates and maj¢r dependen-
cies on external inputs or outputs.

03-11

Life-eycle model: Responsi-
bilities

Description

[ISO/IEC/IEEE 12207:2017, 6.2.1.3 a) 3)] 1) Define the roles, fesponsi-
bilities, accountabilities, and authorities to facilitate implempntation of
processes and the strategic management of life cycles.

03-12

OUrganization SKills identi-
fication

Description

1J - SKills oI personnel are 1dentiified and recorded.

[ISO/IEC/IEEE 12207:2017, 6.2.4.3 a) 2)] 2) Identify and record skills of
personnel.

03-13

Organizational character-
istics

Description

1) - The characteristics of the organization that are relevant to measure-
ment, such as business and technical objectives are described.
[ISO/IEC/IEEE 12207:2017, 6.3.7.3 a) 2)] 2) Describe the characteristics of
the organization that are relevant to measurement, such as business and
technical objectives.
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Reference

Name

Category

Characteristics

03-14

Organizational information
needs

Description

1) - The information needs are identified and prioritized.

2) The information needs are based on the organization's business
objectives, the project objectives, identified risks, and other items related
to project decisions. Measurements can relate to projects, processes,
products, or decisions.

[ISO/IEC/IEEE 12207:2017, 6.3.7.3 a) 3)] 3) Identify and prioritize the
information needs.

03-15

Organizational skill needs

Description

1) - Skill needs based on current and expected projects are identified.

[ISO/IEC/IEEE 12207:2017, 6.2.4.3 a) 1)] 2) Identify skill needs based on
current and expected projects.

03-16

Project accountabilities and

Description

1) - [Projects,] accountabilities and authorities are defined.

dutnorities

|ISO/IEC/IEEE 12207:2017, 6.2.3.3 a) 3)| 2) Define projects, §ccountabili-
ties and authorities.

03-17

Project goals

Description

1) - The project objectives and constraints are identified.
2) Objectives and constraints include performanee and othet quality
aspects, cost, time and customer and user satisfaction. Each pbjective is
identified with a level of detail that permits §election, tailoripg and imple-
mentation of the appropriate processes anid-activities.
3) ISO/IEC 15026 Systems and software assurance, ISO/IEC 27001 Infor-
mation Security Management Systerhand ISO/IEC 27036, Information
Security for Supplier Relationships,\provide additional guidance on objec-
tives and constraints related t@ assurance and security.
4) - The project scope is identified as established in the agre¢ment.

5) This includes the relevantactivities required to satisfy bufsiness
decision criteria and complete the project successfully. A prdject can have
responsibility for one’or more stages in the complete softwafe system
life cycle. Project Rlanning includes defining appropriate actjons for
maintaining projeet plans, performing assessments and confrolling the
project.
[ISO/IEC/IEEE 12207:2017, 6.3.1.3 a) 1)] 6) Identify the projgct objectives
and constraints.
[ISO/FEC/IEEE 12207:2017, 6.3.1.3 a) 2)] 7) Define the projedt scope as
established in the agreement.

03-18

Project interface descrip-
tion

Description

1) - Multi-project interfaces and dependencies to be managed or support-
ed by each project are identified.
2) This includes the use or reuse of enabling systems used by more than
one project and the use or reuse of common system elementg, including
software elements, by more than one project.
3) Understanding each project in the context of the enterprige architec-
ture helps to ensure interfaces and constraints are identified.
[ISO/IEC/IEEE 12207:2017, 6.2.3.3 a) 6)] 4) Identify multi-prpject inter-
faces and dependencies to be managed or supported by each|project.

03-19

Project portfolio goals

Description

[ISO/IEC/IEEE 12207:2017, 6.2.3.3 a) 4)] 1) Identify the expefcted goals,
objectives, and outcomes of each project.

03-20

Project resource.allocation

Description

1) - Resources are identified and allocated for the achievemeht of project
goals and objectives.
[ISO/IEC/IEEE 12207:2017, 6.2.3.3 a) 5)] 2) Identify and allo¢ate resourc-
es for the achievement of project goals and objectives.

03-21

Projects portfolio

Description

1) - Projects, [accountabilities and authorities] are defined.

[ISO/IEC/IEEE 12207:2017, 6.2.3.3 a) 3)] 2) Define projects, ccountabili-
ties and authorities.

03-22

Quality management

Description

1) - Responsibilities and authority for implementation of quallity manage-

authorities and responsi-
bilities

ment are defined.

2) Resources for quality management are often assigned from distinct
organizations for independence from project management.
[ISO/IEC/IEEE 12207:2017, 6.2.5.3 a) 2)] 3) Define responsibilities and
authority for implementation of quality management.

03-23

Request for proposal (RFP)

Description

1) - The existence and identity is determined of an acquirer who has a
need for a product or service.

2) This is often generated through the Business or Mission Analysis
process. For a product or service developed for consumers, an agent, e.g.,
a marketing function within the supplier organization, often represents
the acquirer.

[ISO/IEC/IEEE 12207:2017, 6.1.2.3 a) 1)] 3) Determine the existence and
identity of an acquirer who has a need for a product or service.
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03-24 Response to RFP Description 1) - Aresponse is prepared that satisfies the solicitation.
[ISO/IEC/IEEE 12207:2017, 6.1.2.3 b) 2)] 2) Prepare a response that
satisfies the solicitation.

03-25 Risk analysis Description 1) - The likelihood of occurrence and consequences of each identified risk
is estimated.
2) Consequences of a risk typically involve technical, schedule, cost, or
quality impacts.
3) - Eachrisk is evaluated against its risk thresholds.
4) - For each risk that does not meet its risk threshold, recommended
treatment strategies and measures are defined and recorded.
5) Risk treatment strategies include, but are not limited to, eliminating
tireT ia:\, T cdu\.;ug ttstketitroodofoccurrenceorseveT iLy quOIlSEC[UEIlCE,
or accepting the risk. Treatments also include taking or incrdasing risk in
order to pursue an opportunity. Measures provide infofrmatipn about the
effectiveness of the treatment alternatives.
[ISO/IEC/IEEE 12207:2017, 6.3.4.3 ¢) 2)] 6) Estimate'the like]ihood of
occurrence and consequences of each identified risk.
[ISO/IEC/IEEE 12207:2017, 6.3.4.3 ¢) 3)] 7).Evaluate each risk against its
risk thresholds.
[ISO/IEC/IEEE 12207:2017, 6.3.4.3 c)4)] 8) For each risk that does not
meet its risk threshold, define anda'e€ord recommended tredtment strat-
egies and measures.

03-26 Risk identification Description 1) - Risks are identified in th€ catégories described in the risk manage-
ment context.
2) Risks are commonly identified through various analyses, $uch as
safety, reliability, security, and performance analyses; technplogy, archi-
tecture, and readinessassessments; and trade studies. Thesg risks are
often identified early in the life cycle and continue into the ufilization,
support, andfetirement of the software system. Additionally, risks are
often identified through the analysis of measurements of the evolving
softwarpé system.
[ISO/AIEC/IEEE 12207:2017, 6.3.4.3 c) 1)] 3) Identify risks in the categories
described in the risk management context.

03-27 Risk management profile Description 1) - Arisk profile is established and maintained.

2) - Arisk profile is established and maintained.

3) The risk profile records: the risk management context; ar
risk's state including its likelihood of occurrence, consequen
thresholds; the priority of each risk based on risk criteria su
the stakeholders; and the risk action requests along with the
their treatment. The risk profile is updated when there are c
individual risk's state. The priority in the risk profile is used
the application of resources for treatment.

4) - The relevant risk profile is periodically provided to stakg
based upon their needs.

[ISO/IEC/IEEE 12207:2017, 6.3.4.3 b) 1)] 5) Define and recor
thresholds and conditions under which a level of risk may be
[ISO/IEC/IEEE 12207:2017, 6.3.4.3 b) 2)] 6) Establish and m4
profile.

[ISO/IEC/IEEE 12207:2017, 6.3.4.3 b) 3)] 7) Periodically proy
vant risk profile to stakeholders based upon their needs.

Ecord of each
res, and risk
bplied by
status of
hanges in an
to determine

holders
H the risk
accepted.

intain a risk

ide the rele-
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Reference

Name

Category

Characteristics

03-28

Software system design
definition

Description

1) - The design definition strategy is defined, consistent with the selected
life cycle model and anticipated design artifacts.

2) The software design strategy can include initial or incremental decom-
position into system elements; creation of various views of automated
procedures, data structures and control systems; selection of design
patterns, or progressively more detailed definition of objects and their
relationships.

3) - Design principles and design characteristics are selected and prior-
itized.

4) Design principles include controlling ideas such as abstraction, modu-
larization and encapsulation, separation of interface and implementation,
concurrency, and persistence of data. Security considerations include the

PT iu\.iy:\: ofteast T ivul:sc, :a_ycl ed C‘u:fcu\.ca, restrictedaceeys to system
services, and other considerations to minimize and defend\thie system
attack surface. Design characteristics include, for exandple, afailability,
fault tolerance and resilience, scalability, usability, eapacity and perfor-
mance, testability, portability, and affordability.
[ISO/IEC/IEEE 12207:2017, 6.4.5.3 a) 1)] 5) Definethe desigy definition
strategy, consistent with the selected life cyCle nfodel and anficipated
design artifacts.

[ISO/IEC/IEEE 12207:2017, 6.4.5.3 a),2)] 6) Select and prioritize design
principles and design characteristies.

03-29

Software system element
design

Description

1) - Architectural and design characteristics are transformedl into the
design of software system elements.

2) Characteristics apply to physical and logical system elemgnts, such

as database structures,provisions for memory and storage, §oftware
processes and contrals,external interfaces such as user inteffaces, or
services. ISO 9241-210-provides human centred design/ergohomic design
guidelines.
3) - The necessary design enablers are defined, prepared or ¢btained.

4) Designé€nablers include models, equations, algorithms, cajculations,
formal €xpréssions and values of parameters, patterns, and feuris-

tics, which are associated with design characteristics using 4§dequate
representation such as drawings, logical diagrams, flowcharts, coding
conventions, logic patterns, information models, business rufes, user pro-
files, scenarios, use cases or user stories, and tables of metri¢s and their
values, e.g., function points or user story points.
5) - Design alternatives are examined and feasibility of implgmentation.
6) For the software system and software elements, typically|reuse, adap-
tation, outsourced service, or new development are examinefl.
7) Assess the feasibility of realizing design characteristics. If warrant-
ed by assessment results, examine other alternative design dptions or
perform trade-offs in the architecture or requirements whei design
characteristics are impractical to implement.
8) - The interfaces among the software system elements andfwith exter-
nal entities are refined or defined.
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Reference

Name

Category

Characteristics

9) Interfaces are identified and defined in the Architecture Definition
process (see 6.4.4) to the level or extent needed for the architecture
intent and understanding. These are refined in the Design Definition pro-
cess based on the design characteristics, interfaces, and interactions of
software elements with other elements composing the software system
and with external entities. Additional interfaces are sometimes identified
and defined that were not addressed in the architecture definition.

10) - The design artifacts are established.

11) This task formalizes the design characteristics of the software system
elements through dedicated artifacts, depending on the implementation
technology. Examples of artifacts include prototypes, data models, pseu-
docode, entity relationship diagrams, use cases, user role and privilege

matrixes, interface. cpanif‘inah‘nnc, service. /‘]ucl‘ripfinhc' andwovrocedures.
Design artifacts are developed, obtained, or modified for sel¢cted
alternatives. The data is associated with detailed acceptablelmargins for
implementation (if relevant at this process or task iteration)
[ISO/IEC/IEEE 12207:2017, 6.4.5.3 b) 1)] 12) Transform archjitectural and
design characteristics into the design of software system elefments.
[ISO/IEC/IEEE 12207:2017, 6.4.5.3 b) 2)] 13) Define and pregare or obtain
the necessary design enablers.
[ISO/IEC/IEEE 12207:2017, 6.4.5.3 b).3)] 14) Examine designalternatives
and feasibility of implementation.
[ISO/IEC/IEEE 12207:2017, 6.4.5.3 b) 4)] 15) Refine or defing the interfac-
es among the software system'elements and with external entities.
[ISO/IEC/IEEE 12207:2017,6¢445.3 b) 5)] 16) Establish the dgsign arti-
facts.

03-30

Software system element
evaluation

Description

1) - Technologies required for each element composing the sqftware
system are determined.
2) Several techno6logies are sometimes used for a given software system
element, e.gginternet presence, embedded systems, adaptation of open
source soffware, human operator roles.
3) - Carididate alternatives are identified for the software sy$tem ele-
ments:
4)Alternatives include newly designed and constructed iten]s; adap-
tations of existing product lines, components, objects, or seryices; or
acquisition or reuse of Non-Developed Items (NDI). NDI inclyde COTS
(Commercial-Off-The-Shelf) or FOSS (Free and Open Source $oftware)
packages or elements, reuse of a previous design, or existinglassets,
including acquirer provided items.

5) - Each candidate is assessed alternative against criteria d¢veloped

from expected design characteristics and element requiremgnts to deter-

mine suitability for the intended application.

6) A make-or-buy decision and resulting implementation and integration

approach typically involve trade-offs of the design criteria, i

hcluding cost.

Design choices commonly consider enabling systems requirgd to test the

candidate alternative (test-driven design and development)
bility over the system life, including maintenance costs. The
process can be used to determine the suitability of the desig
term maintenance and sustainability.

7) - The preferred alternatives among candidate design solu
software system elements are chosen.

8) The System Analysis process can be used for analyses and

nd sustaina-
Maintenance
h for long-

ions for the

assessments

to support the Decision Management process in performing §he selection.

Design reviews are conducted using the Validation process.
[ISO/IEC/IEEE 12207:2017, 6.4.5.3 ¢) 1)] 9) Determine techn
mpoesing-theseftwaresyster—

wirad-f L al £
roguiredforea alemean

logies

[ISO/IEC/IEEE 12207:2017, 6.4.5.3 ¢) 2)] 10) Identify candidate alterna-

tives for the software system elements.

[ISO/IEC/IEEE 12207:2017, 6.4.5.3 c) 3)] 11) Assess each can
alternative against criteria developed from expected design

didate
characteris-

tics and element requirements to determine suitability for the intended

application.

[ISO/IEC/IEEE 12207:2017, 6.4.5.3 c) 4)] 12) Choose the preferred
alternatives among candidate design solutions for the software system

elements.
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Name

Category

Characteristics

03-31

Stakeholder Needs

Description

1) - Context of use is defined within the concept of operations and the

preliminary life cycle concepts.

2) Context of use is often captured using a Context of Use Description
[ISO/IEC 25063]. Preliminary life cycle concepts are developed by the

Business or Mission Analysis process.
3) - Stakeholder needs are identified.

4) Identification of stakeholder needs includes elicitation of needs di-

rectly from the stakeholders, identification of implicit stakeholder needs
based on domain knowledge and context understanding, and documented
gaps from previous activities. Needs often include measures of effective-
ness. Functional analysis is often used to aid the elicitation of needs. Also
quality characteristics of the quality model in ISO/IEC 25010 and quality

a2a

llAUL‘lC} ﬂ})}l:iLaL;Ull U'T C\aluil CIIITIILS ﬂlld:ybib ill :SC/’IEC LSU:;
to elicit and identify quality requirements of non-functional
ments, which are often implicit stakeholder needs.

5) The SWEBOK, Guide to the Software EngineeringBedy of
Software Requirements knowledge area discusses’some add

are useful
require-

Knowledge,
tional

techniques for eliciting and clarifying softwaneyrequirementg, such as,
prototyping, observation, user stories to defermine required functionali-

ty, data mining, and analyzing competitors*products.

6) Stakeholder needs describe the needs, Wants, desires, exppctations
and perceived constraints of identifiéd stakeholders. Understanding
stakeholder needs for the minimum security and privacy requirements
necessary for the operational environment minimizes the pdtential for
disruption in plans, schedules, and performance. If significait issues
are likely to arise relatingto‘users and other stakeholders arjd their
involvement in or interaction with a software system, recommendations

for identifying and treating human-system issues can be fou
18152.

7) - Needs are prioritized and down-selected.

hd in ISO TS

8) The Decisién Management process is typically used to support
prioritization. The System Analysis process is used to analyse needs for

feasihility or other factors.
9),- The'stakeholder needs and rationale are defined.

10)\Needs concentrate on system purpose and behavior, and
scribed in the context of the operational environment and co|
useful to trace needs to their sources and rationale.
[ISO/IEC/IEEE 12207:2017, 6.4.2.3 b) 1)] 11) Define context
the concept of operations and the preliminary life cycle conc
[1SO/IEC/IEEE 12207:2017, 6.4.2.3 b) 2)] 12) Identify stakeh

are de-
nditions. It is

fuse within
bpts.
Ider needs.

[1SO/IEC/IEEE 12207:2017, 6.4.2.3 b) 3)] 13) Prioritize and down-select

needs.

[ISO/IEC/IEEE 12207:2017, 6.4.2.3 b) 4)] 14) Define the stak¢holder

needs and rationale.

03-32

System operational contept

Description

1) - Arepresentative set of scenarios are defined to identify the required
capabilities that correspond to anticipated operational and dther life

cycle concepts.

2) Scenarios are used to analyse the operation of the system
ed environment in order to identify additional needs or requ,
that perhaps have not been explicitly identified by any of the
ers, e.g., legal, regulatory and social obligations The context
the system is identified and analysed, including the activitie

n its intend-
rements
stakehold-
fuse of
that users

perform to achieve system objectives, the relevant charactetfistics of the
users (e.g., expected training and knowledge, frequency of syfstem use,
responsibilities, accessibility concerns), the physical envirofyment (e.g.,

available light, temperature) and any equipment to be used (i

p.g., protec-

tive or communication equipment). The social and organizational influ-

ences on users that affect system use or constrain its design

are analysed

when applicable. Scenarios centered on attackers, their environments,

tools, techniques, and capabilities are key considerations for

operational

concept development. Scenarios are prioritized in order to reflect the

weighted importance of the various operational needs.

3) These scenarios often motivate updates to the operational or other life
cycle concepts. Abuse and failure scenarios highlight the need for addi-
tional functional requirements (or more specific derived requirements)
to mitigate risks that are identified in the abuse or failure scenarios.

4) - The factors affecting interactions between users and the system are

identified.
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Reference

Name

Category

Characteristics

5) Usability requirements take into account human capabilities and skills
limitations. Where possible, applicable standards, e.g., ISO 9241, and
accepted professional practices are used.

6) If usability is important, usability requirements are planned, specified,
and implemented through the life cycle processes. Refer to ISO TS 18152
for information on human-system issues and ISO/IEC 25060:2010 for
information on usability.

[ISO/IEC/IEEE 12207:2017, 6.4.2.3 c) 1)] 7) Define a representative set of
scenarios to identify the required capabilities that correspond to antici-
pated operational and other life cycle concepts.

[ISO/IEC/IEEE 12207:2017, 6.4.2.3 c) 2)] 8) Identify the factors affecting
interactions between users and the system. i) Anticipated physical, men-

Ldl, dllll lcdl llcb‘l Ldl_}d‘l}i‘liLiCb Uf L}lC Uustcrsy, l;) ‘V.V,Ul l\lJldLC, CllVil
facilities, including other equipment in the context of use; i)
usual, and emergency conditions; and iv) Operator and'user
training and culture.

onment and
Normal, un-
ecruitment,

03-33

System requirements

analysis

Description

1) - The complete set of system/software requiréments is an

2) Requirements are analysed for characterijsti¢s-of individu
ments, as well as characteristics of the settofxequirements. H
analysis characteristics include that theffequirements are nd
implementation-free, unambiguous, eonsiStent, complete, sif
feasible, traceable, verifiable, affopdable, and bounded. The V
process is used to determine if requirements meet the attrib,
characteristics of good requiremeénts. In some cases, the tech
economic feasibility of validating and verifying alternative fi
of requirements is evalyated: [SO/IEC/IEEE 29148 provides

information on characteristics of requirements.

3) The System Analysis/process can be used to assess feasibi
fordability, balance and other requirements characteristics.
Analysis processi.s used to determine appropriate values for]
parameters, eonsidering the estimated cost, schedule, and te
formance of the software system.

4) Anticipating that some requirements can be achieved incrj
evendeferred or waived, requirements can be prioritized.
5)%Critical performance measures that enable the assessme|
cal achievement are defined.

6) This includes defining technical and quality measures and
performance parameters associated with each effectiveness
identified in the software system element requirements. The
formance measures (e.g., measures of performance and tech
mance measures) are analysed and reviewed to help ensure
ware requirements are met and to help ensure identification|
cost, schedule or performance risk associated with any non-

hlysed.

hl require-
otential
cessary,
gular,
erification
Lites and
nical and
rmulations
dditional

ity, af-

[he System
requirement
chnical per-

ementally or

ht of techni-

critical
measure
critical per-
hical perfor-
ystem/soft-
of project
ompliance.

ISO/IEC 15939 provides a process to identify, define and use pppropriate

measures. INCOSE TP-2003-020-01, Technical Measurement
information on the selection, definition and implementation
performance measures. The ISO/IEC 25000 series of standarj
relevant quality measures.
7) - The analysed requirements are fed back to applicable stg
for review.

8) Feedback helps validate that the specified requirements h
adequately captured and expressed. Confirmation is made tH
anecessary and sufficient response to stakeholder requirem
necessary and sufficient input to other processes, in particul
architecture, design, and verification. The Validation proces
determine if the system/software requirements address the

provides
pf critical
ds provides

keholders

hve been
atthey are

ents and a

ar software
is used to

users' needs.

oy 1 dafios ; £lios g 1 iiladaa 1
S SR S e e e e S C O e TS A e WeaR e SSeS- Wit T

set of requirements are identified and resolved.

complete

10) This includes requirements that are not verifiable, ambiguous, violate
the characteristics for individual requirements, or are inconsistent with
others in the set of requirements. Resolution of issues with requirements
can be iterative within certain life cycle models.

[ISO/IEC/IEEE 12207:2017, 6.4.3.3 c) 1)] 11) Analyse the complete set of
system/software requirements.

[ISO/IEC/IEEE 12207:2017, 6.4.3.3 ¢) 2)] 12) Define critical performance
measures that enable the assessment of technical achievement.
[ISO/IEC/IEEE 12207:2017, 6.4.3.3 c) 3)] 13) Feed back the analysed
requirements to applicable stakeholders for review.

[ISO/IEC/IEEE 12207:2017, 6.4.3.3 c) 4)] 14) Identify and resolve issues,
deficiencies, conflicts, and weaknesses within the complete set of re-
quirements.
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Name Category
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03-34

System requirements Description
definition

1) - The functional boundary of the software system or element is defined
in terms of the behavior and properties provided.

2) The functional boundary definition is partly based on the context of
use and operational scenarios defined in the frame of the Stakeholder
Needs and Requirements Definition process. This includes the software
system's stimuli (input) and its responses to users and external systems,
and an analysis and description of the required interactions between the
software system and its operational environment in terms of interface
properties and constraints, such as procedural flows, calling orders, data
formats and flows, throughput, and timing. This establishes the expected
software system behavior, expressed in quantitative terms, at its bound-
ary. For software, boundaries are commonly expressed in Application
Program Interfaces (API) and a graphical user interface (GUI) or interface

files or services, including data formats. Annex E (E.5) provigles an inter-
face management view of the life cycle processes.

3) - The system/software requirements definition strategy i$ defined.

4) This includes the approach to be used to identify and defirje, and man-
age the system/software requirements with the selected life[cycle model,
e.g., evolutionary, incremental or iterative, Many factors canfinfluence
the strategy, e.g., complexity of the software)system and information and
functions to be managed; need for ready adcess and commonfunderstand-
ing by multiple team members; degrée“ef collaborative involyement by
the acquirer or user representatives,throughout the developpent stage;
whether the project involves afiew development, a modificatlion, re-use
or integration of existing systems; and process documentati¢n require-
ments including period of xetention. The life cycle model willlinfluence
when and how often thée system/software requirements defipition will
be done ISO/IEC/IEEE42207:2017, Annex H describes the prpgressive
development of requirements in projects using agile methodp.
[ISO/IEC/IEEE 12207:2017, 6.4.3.3 a) 1)] 5) Define the functipnal
boundary ofthe software system or element in terms of the lpehavior and
propertiesprovided.

[ISO/IEC/IEEE 12207:2017, 6.4.3.3 a) 2)] 6) Define the systerh/software
requirements definition strategy.

04-02

Business strategy Plan

1)< Fhe business or mission analysis strategy is defined.
2) This includes the approach to be used to identify and defiije the prob-
lem space, characterize the solution space and select a solutipn class.
[ISO/IEC/IEEE 12207:2017, 6.4.1.3 a) 2)] 3) Define the busingss or mis-
sion analysis strategy.

04-03

Configuration Management Plan
Plan

1) - A configuration management strategy is defined, includihg approach-
es for the following: i) Governance of CM, including roles, responsibilities,
accountabilities, and authorities, and use of configuration coptrol (change
control) boards; and ii) Consideration of the level of risk and|impact in
approval of configuration baselines and regular and emergeipcy change
requests. iii) Coordination of CM across the set of acquirer, sfipplier, and
supply chain organizations for the life of the software systenp, or the
extent of the agreement or project, as appropriate. iv) Contrdl of access
and changes to and disposition of configuration items. v) Th¢ necessary
baselines to be established, including criteria or events for cgmmencing
configuration control and maintaining baselines of evolving fonfigura-
tions. vi) Control of software licenses, data rights, and other [ntellectual
property assets. vii) Frequency, priorities, and content of soffware
versions and releases. viii) The audit strategy and the respoysibilities

for validating continuous integrity and security of the configuration
definition information. ix) Change management, including pileparing
stakeholders and especially users for changes in operationallsoftware
systems and services.

2) Regularly scheduled changes to apply software patches using approved
procedures or check-in and check-out of unit-tested software elements
under development are typically performed automatically, or reviewed
and approved daily as a matter of routine. In comparison, significant
changes to the software system design with major impact on project

cost and schedule can involve extensive analyses, consultations with
suppliers, stakeholder reviews, and approvals at the highest levels of the
organization.

3) For complex software systems, trade-off studies are performed, e.g., to
select an appropriate automated tool to support SCM needs and scope as
identified in the strategy.
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Reference

Name

Category

Characteristics

4) Additional guidance regarding configuration management activities
can be found in ISO 10007, IEEE Std 828, and SAE NSI/EIA-649-B.

5) The SWEBOK, Guide to the Software Engineering Body of knowledge,
provides detailed discussion on SCM. This knowledge area addresses SCM
in the context of a system, SCM project and process planning, SCM plan
and outline, tool selection, subcontractor control, surveillance and other
audits, software configuration items and relationships, software librar-
ies, and Configuration Management process activities.

6) The SCM strategy is commonly documented in a plan, e.g., a config-
uration management plan, or sometimes in a project's SEMP, SDP, or
Project Management Plan (PMP). The strategy planning for Configuration
Management is coordinated through the Project Planning process. In es-

f’)]ﬂ]!ch!hn hr\!hfc toestablish baselines andconduct mmln-c CM planmng

is allgned w1th the software life cycle. The frequency ofrecu fring SCM
activities aligns with the iteration of technical processésjand stages. SCM
planning typically includes deciding when to review. Configufration Man-
agement planning, what conditions require updating the CM plan, and
who is authorized to change the CM plans and items‘held in configuration
control.

7) - The storage, archive and retrieval procedures are definefd for config-
uration items, CM artifacts, and records’

[ISO/IEC/IEEE 12207:2017, 6.3.5.3/a)d)] 8) Define a configufation man-
agement strategy, including approaches for the following: i) overnance
of CM, including roles, responsibilities, accountabilities, and puthorities,
and use of configuration control (change control) boards; anfl ii) Consid-
eration of the level of risk anid'impact in approval of configurption base-
lines and regular and emergency change requests. iii) Coordjnation of CM
across the set of acquirer, supplier, and supply chain organizfitions for the
life of the software system, or the extent of the agreement or|project, as
appropriate. iv) €Control of access and changes to and disposifion of con-
figuration iteéms. v) The necessary baselines to be establishefl, including
criteria og’events for commencing configuration control andmaintaining
baselin€siof€volving configurations. vi) Control of software [icenses, data
rights, and other intellectual property assets.
[ISQ/IEC/IEEE 12207:2017, 6.3.5.3 a) 2)] 9) Define the storage, archive
andretrieval procedures for configuration items, CM artifacts, and
fécords.

04-04

Corrective and preventive
actions plan

Plan

1) - Corrective actions are planned when quality managemerjt objectives
are not achieved.
2) - Preventive actions are planned when there is a sufficienfrisk that
quality management objectives will not be achieved.
[ISO/IEC/IEEE 12207:2017, 6.2.5.3 c) 1)] 3) Plan corrective aftions when
quality management objectives are not achieved.
[ISO/IEC/IEEE 12207:2017, 6.2.5.3 c) 2)] 4) Plan preventive dctions when
there is a sufficient risk that quality management objectives will not be

achieved.
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04-06 Disposal strategy Plan 1) - Adisposal strategy is defined for the software system, to include

each system element and to identify and address critical disposal needs,
including the following considerations: i) Permanent termination of the
system's functions and delivery of services, e.g., physical destruction of
data storage devices, or transition of the software system elements for
future reuse in modified or adapted form; ii) Identification of ownership
and responsibility for retention or destruction of data and intellectual
property in the software system; iii) Transformation of the product into,
or retention in a socially and physically acceptable state, thereby avoiding
subsequent adverse effects on stakeholders, society and the environment;
iv) The health, safety, security and privacy concerns applicable to dispos-

al actions and to the long-term condition of resulting physical material
and information; v) Notification to relevant stakeholders of significant

disposal activities, e.g., retirement or replacement of a syste
products or services, retirement schedule, or replacement, oy
vi) Identification of schedules, actions, responsibilities, and |
disposal activities.

2) - Constraints on disposal are identified for theé system/sof]
quirements, architecture and design characteristics, or impl
techniques.

3) This includes access to and availabilitjpefarchives or long
locations and available skilled resources for system deactiva
communication with stakeholdersénd interface partners.
4) - Containment facilities, storage locations, inspection critg
age periods, are specified, if the.software system or datais t
consistent with security and€nvironmental considerations.

5) - Preventive methodgane defined to preclude disposed eld
materials that shouldhotbe repurposed, reclaimed or reuse
tering the supply chain:

[ISO/IEC/IEEE 12207:2017, 6.4.14.3 a) 1)] 6) Define a disposg
for the software system, to include each system element and
and address ¢ritical disposal needs, including the following d
tions: i}\Permanent termination of the system's functions an
services, e.g., physical destruction of data storage devices, of
ofithesoftware system elements for future reuse in modified
form; ii) Identification of ownership and responsibility for re
déstruction of data and intellectual property in the software
iii) Transformation of the product into, or retention in a soci
physically acceptable state, thereby avoiding subsequent ady
on stakeholders, society and the environment; iv) The health
security and privacy concerns applicable to disposal actions
long-term condition of resulting physical material and infory
tification to relevant stakeholders of significant disposal act

In, software
tions; and
esources for

tware re-
Pmentation

term storage
tion and

ria and stor-
be stored,

ments and
i from re-en-

| strategy
lto identify
onsidera-

i delivery of
transition
or adapted
tention or
system;

Ily and

erse effects
| safety,

land to the
hation; v) No-
vities, e.g.,

retirement or replacement of a system, software products or{services,
retirement schedule, or replacement options; and vi) Identification of

schedules, actions, responsibilities, and resources for dispos

pl activities.

[ISO/IEC/IEEE 12207:2017, 6.4.14.3 a) 2)] 7) Identify constrdints on

disposal for the system/software requirements, architectur
characteristics, or implementation techniques.

[1SO/IEC/IEEE 12207:2017, 6.4.14.3 a) 5)] 8) Specify contain

and design

ment

facilities, storage locations, inspection criteria and storage periods, if
the software system or data is to be stored, consistent with decurity and

environmental considerations.

[ISO/IEC/IEEE 12207:2017, 6.4.14.3 a) 6)] 9) Define preventi
to preclude disposed elements and materials that should not
posed, reclaimed or reused from re-entering the supply chai

be methods
be repur-
.
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Reference

Name

Category

Characteristics

04-07

Implementation Plan

Plan

1) - An implementation strategy is defined, with consideration of the fol-
lowing: i) development policies and standards, including standards that
govern applicable safety, security, privacy and environmental practices;
programming or coding standards; unit test policies; and language-spe-
cific standards for implementing security features; ii) For reused or
adapted software, methods to determine the level, source, and suitability

of the reused system elements and security of the supply cha

in; iii)

procedures and methods for software development (construction) and
development of unit tests; and the use of peer reviews, unit tests, and
walkthroughs during implementation; iv) use of CM control during
software construction; v) change management considerations for manual

processes; vi) implementation priorities to support data and

software

migration and transition, along with retirement of legacy systems;

2) The implementation strategy is commonly recorded ina p|
or SEMP, or sometimes in a PMP.

3) - Constraints are identified from the implementationystrat
implementation technology on the system/software kequire
architecture characteristics, design characteristics, or impl¢g
techniques.

4) Constraints include current or anticipatédimitations of t
implementation technology (e.g., for software, the operating
tabase management system, web segvices), acquirer furnishg
or system elements for adaptationsfand limitations resulting
of required implementation-enabling systems.

5) The implementation strategy for software typically identi
allocates 'implement-to’ criteria, e.g., software architecture
characteristics, systemj/software requirements including so
ance, usability considerations, configuration management, t
or other conditions to.be satisfied. These criteria can clarify
unit aggregationlevels, specifications, and constraints.
[1SO/IEC/IEEE 12207:2017, 6.4.7.3 a) 1)] 6) Define an implem
strategy, with consideration of the following: i) development]
standards, including standards that govern applicable safety
privagy ahd environmental practices; programming or codin
unit test policies; and language-specific standards for implej
security features; ii) For reused or adapted software, metho
mine the level, source, and suitability of the reused system e
security of the supply chain; iii) procedures and methods for]
development (construction) and development of unit tests; a
of peer reviews, unit tests, and walkthroughs during implem
use of CM control during software construction; v) change m|
considerations for manual processes; vi) implementation pri
support data and software migration and transition, along W
ment of legacy systems;

[ISO/IEC/IEEE 12207:2017, 6.4.7.3 a) 2)] 7) Identify constrai
implementation strategy and implementation technology on
software requirements, architecture characteristics, design
tics, or implementation techniques.

Foject's SDP

egy and
nents,
mentation

he chosen
system, da-
d materials
from the use

fies and

nd design
tware assur-
aceability,
hppropriate

entation
policies and
security,

g standards;

henting

Is to deter-

ements and
software

hd the use

lentation; iv)

lAnagement

prities to

ith retire-

hts from the
the system/
characteris-

04-08

Information management
plan

Plan

1) - The strategy for information management is defined.

2) Information about the same topic can be developed in diff
different points in the life cycle and for different audiences.

3) - The items of information that will be managed are defing

4) This includes the information that will be managed during
ware life cycle and possibly maintained for a defined period
is done according to organizational policy, agreements, or le

5) - Authorities and responsibilities for information manage

trent ways at

d.

the soft-
peyond. This
bislation.

ment are

designated

6) Due regard is paid to information and data legislation, sec

urity and

privacy, e.g., ownership, agreement restrictions, rights of access to data
and ownership of data, intellectual property and patents. Where restric-
tions or constraints apply, information is identified accordingly. Staff
members with knowledge of such items of information are informed of

their obligations and responsibilities.
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Reference

Name

Category

Characteristics

7) - The content, formats and structure of information items is defined.

8) The information originates and terminates in many forms (e.g., au-
dio-visual, textual, graphical, numerical) and mediums (e.g., electronic,
printed, magnetic, optical). Organization constraints, e.g., infrastructure,
interorganizational communications, and distributed project work-

ings, are taken into account. Relevant information item standards and
conventions are used according to policy, agreements and legislation
constraints.

9) - Information maintenance actions are defined.

10) Information maintenance includes status reviews of stored informa-
tion for integrity, validity and availability. It also includes any needs for
replication or transformation to an alternative medium, as necessary,

eithrertoretatrimfrastructureas LCL‘llllU‘lUsy L.haugcb sotiratjarchived
media can be read or to migrate archived media to newer teghnology.
[ISO/IEC/IEEE 12207:2017, 6.3.6.3 a) 1)] 11) Define the stratpgy for infor-
mation management.

[ISO/IEC/IEEE 12207:2017, 6.3.6.3 a) 3)] 12) Designate authgrities and
responsibilities for information management.

[ISO/IEC/IEEE 12207:2017, 6.3.6.3 a) 5)] 13)\Define information mainte-
nance actions.

04-09

Information management
plan: Presentation

Plan

[ISO/IEC/IEEE 12207:2017, 6.3.6.3 ,a) 43} 1) Define the conteit, formats
and structure of information itenrs:

04-10

Information management
plan: item identification

Plan

[ISO/IEC/IEEE 12207:2017, 3ED_6!3.6.3 a) 2)] 1) Define the itms of infor-
mation that will be manageds

04-11

Information measurement
strategy

Plan

1) - The measurement strategy is defined.

2) - Data collection,andlysis, access and reporting procedurgs are de-
fined.
[ISO/IEC/IEEE 12207:2017, 6.3.7.3 a) 1)] 3) Define the measufrement
strategy.

[ISO/IEC/IEEE 12207:2017, 6.3.7.3 a) 5)] 4) Define data colle¢tion, analy-
sis, access and reporting procedures.

04-12

Infrastructure plan

Plan

1), -Infrastructure resources and services that are needed toimplement
andwSupport projects are identified, obtained and provided.
2) An inventory asset registry is often established to track inffrastructure
elements and support reuse of infrastructure assets.
[ISO/IEC/IEEE 12207:2017, 6.2.2.3 a) 2)] 3) Identify, [obtain ind provide]
infrastructure resources and services that are needed to implement and
support projects.
[ISO/IEC/IEEE 12207:2017, 6.2.2.3 a) 2)] 4) [Identify,] obtain{and provide
infrastructure resources and services that are needed to implement and

support projects.

04-13

Knowledge Management;
Establish

Plan

1) - Knowledge management strategy is defined.
2) This knowledge management strategy generally includes:|i) Identify-
ing domains and their potential for the reapplication of knowledge. ii)
Plans for obtaining and maintaining knowledge, skills, and khowledge
assets for their useful life. iii) Characterization of the types df knowledge,
skills, and knowledge assets to be collected and maintained.|iv) Criteria
for accepting, qualifying, and retiring knowledge, skills, and [knowledge
assets. v) Procedures for controlling changes to the knowledge, skills, and
knowledge assets. vi) Plans, mechanisms, and procedures fof protection,
control, and access to classified or sensitive data and information. vii)
Mechanisms for storage and retrieval.

3) Knowledge management includes knowledge shared both|internally

within the organization and knowledge that is shared outside the organ-
ization with designated stakeholders, acquirers, and business partners,
subject to intellectual property and non-disclosure agreements.

4) - The knowledge, skills, and knowledge assets to be managed are
identified.

5) - Projects are identified that can benefit from the application of the
knowledge, skills, and knowledge assets.

[ISO/IEC/IEEE 12207:2017, 6.2.6.3 a) 1)] 6) Define the knowledge man-
agement strategy.

[1SO/IEC/IEEE 12207:2017, 6.2.6.3 a) 2)] 7) Identify the knowledge, skills,
and knowledge assets to be managed.

[ISO/IEC/IEEE 12207:2017, 6.2.6.3 a) 3)] 8) Identify projects that can ben-
efit from the application of the knowledge, skills, and knowledge assets.
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Reference Name Category Characteristics
04-14 Maintenance Plan Plan 1) - A maintenance strategy is defined, including consideration of the

following: i) Establishing priorities, typical schedules, and procedures for
performing, verifying, distributing, and installing software maintenance
changes in conformance with operational availability requirements; ii)
Establishing techniques and methods for becoming aware of the need for
corrective, adaptive, and perfective maintenance; iii) Periodic assessment

of the design characteristics in case of evolution of the software system

and of its architecture; iv) Forecasting potential obsolescenc

e of compo-

nents and technologies using information on technical changes in related
systems; v) Establishing priorities and resources to obtain access to the
correct versions of the product and product information needed for per-

forming maintenance (e.g., scheduled or phased installation,
patches or software upgrades);

maintenance

2) - For non-software elements, a logistics strategy is define
the life cycle, including acquisition and operational consider:
number and type of replacement elements to be storedytheir
tions and conditions, their anticipated replacement rate, and|
life and renewal frequency.

3) Supportability implications are considered.early during c
ration or development stages. Logistics helps.to ensure that

material and resources, in the right quantity’and quality, are|
the right place and time throughout deployment and sustain

4) - Constraints are identified fromimaintenance to be incorfj
the system/software requirements, architecture, or design.

5) These often result from theneéd to 1) re-use existing mai
verification enabling systems;/2) re-use existing holdings of
system element and accommodate re-supply limitations; 3) g
maintenance in specificloCations or environments. For exanl
architectures and,designs that emphasize encapsulation, mo|
scalability can be-simpler to maintain. Requirements to docy
system design and construction can reduce the effort neede
engineer systéms and elements when maintenance is needed
architecture/and design reflect the need to roll back, back up
data during problem resolution. Functions to make the syste|
for remote diagnostics and maintenance can be incorporated
tecture and design.
6) - Trades such that the system and associated maintenancg
actions result in a solution that is affordable, operable, suppd
sustainable, are identified.

7) The System Analysis and Decision Management processes
perform the assessments and trade decisions.
[1SO/IEC/IEEE 12207:2017, 6.4.13.3 a) 1)] 8) Define a mainte|
egy, including consideration of the following: i) Establishing
typical schedules, and procedures for performing, verifying,
ing, and installing software maintenance changes in conforn
operational availability requirements; ii) Establishing techn
methods for becoming aware of the need for corrective, adap
perfective maintenance; iii) Periodic assessment of the desig
istics in case of evolution of the software system and of its aif
iv) Forecasting potential obsolescence of components and te
using information on technical changes in related systems; v}
ing priorities and resources to obtain access to the correct v
product and product information needed for performing ma
(e.g., scheduled or phased installation, maintenance patches
upgrades);

[ISO/IEC/IEEE 12207:2017, 6.4.13.3 a) 2)] 9) For non-softwa
define a logistics strategy throughout the life cycle, includin,

throughout
tions: the
storage loca-
their storage

ncept explo-
he necessary
available at
ment stages.

orated in

htenance and
eplaceable
onduct
ple, software
dularity, and
ment the
to reverse
.The system
and recover
In available
in the archi-

and logistics
rtable, and

are used to

hance strat-
priorities,
distribut-
ance with
ques and
tive, and
In character-
chitecture;
thnologies
Establish-
rsions of the
ntenance
or software

e elements,
acquisition

and operational considerations: the number and type of repl

hcement

elements to be stored, their storage locations and conditions

, their antici-

pated replacement rate, and their storage life and renewal frequency.

[ISO/IEC/IEEE 12207:2017, 6.4.13.3 a) 3)] 10) Identify constraints from
maintenance to be incorporated in the system/software requirements,

architecture, or design.

[ISO/IEC/IEEE 12207:2017, 6.4.13.3 a) 4)] 11) Identify trades such that
the system and associated maintenance and logistics actions resultin a
solution that is affordable, operable, supportable, and sustainable.
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04-15

Operation plan

Plan

1) - An operation strategy is defined, including the following consider-
ations: i) The expected or agreed capacity, availability, response time,
and security of services as they are introduced, routinely operated and
withdrawn from service; ii) The human resources strategy, depending
on the need to define training and qualification requirements, train or
obtain personnel to control and monitor software system operations, ad-
minister system access, and support customer service requests and user
assistance; iii) The release criteria and schedules of the software system
to permit modifications that sustain existing or enhanced services; iv)
The approach to implement the operational modes in the Operational
Concept, including normal operations and preparations for, and testing
of, envisioned types of contingency operations; v) Measures for operation
that will provide insight into performance levels;

2) ISO/IEC 16350 Information technology - Systems and seftvare engi-
neering - Application management, provides guidance for epprational

aspects.
3) - System constraints are identified from operation to be ifjcorporated
in changes to the system/software requirements, architectufe, design,

implementation, or transition.
4) - Training and qualification requiremernts.are identified of defined for
personnel needed for software system dperation.

5) The training and qualification includes awareness of the s

bftware

system in its operational environnientand a defined prograrp of familiar-

ization, with appropriate failure'detection and isolation inst
erator knowledge, skill and gkperience requirements guide t|
selection criteria, and where r€levant, their authorization to

Fuction. Op-
he personnel
operate is

confirmed. The scope of qualification depends on the system}of-interest
and its environmentFor€xample, in some environments regulatory
requirements include e€rtification of operators, whereas in qthers there

is no certificatiop-requirement.
6) - Trained,qualified personnel are assigned to be operator

on the needfor human intervention and control of operationf

, depending

b.

7) With'due regard for separation of duties, such as for admifistrative

control.of system access and investigation of security issues
ermsoftware products minimize the need for operators as dj
end‘users, Operators commonly support enabling systems, s

many mod-
stinct from
ch as cloud

services, database and system software, security monitors, data storage,

and help desk.

[ISO/IEC/IEEE 12207:2017, 6.4.12.3 a) 1)] 8) Define an operafion strat-

egy, including the following considerations: i) The expected

ragreed

capacity, availability, response time, and security of services|as they
are introduced, routinely operated and withdrawn from seryice; ii) The
human resources strategy, depending on the need to define tfraining

and qualification requirements, train or obtain personnel to
monitor software system operations, administer system acc

control and
bss, and

support customer service requests and user assistance; iii) TThe release

criteria and schedules of the software system to permit mod
that sustain existing or enhanced services; iv) The approach
the operational modes in the Operational Concept, including

fications
to implement
Inormal

operations and preparations for, and testing of, envisioned types of con-
tingency operations; v) Measures for operation that will proyide insight

into performance levels;
[ISO/IEC/IEEE 12207:2017, 6.4.12.3 a) 2)] 9) Identify system

constraints

from operation to be incorporated in changes to the system/software

requirements, architecture, design, implementation, or tran
[1SO/IEC/IEEE 12207:2017, 6.4.12.3 a) 5)] 10) Identify or def]

ition.
ne training

and qualification requirements for personnel needed for soffware system

b
SPeratioh-

[ISO/IEC/IEEE 12207:2017, 6.4.12.3 a) 6)] 11) Depending on the need for
human intervention and control of operations, assign trained, qualified
personnel to be operators.

04-16

Organizational skills devel-

opment plan

Plan

1) - Skills development strategy is established.

2) This plan includes types and levels of training, categories of personnel,
schedules, personnel resource requirements, and training needs.
[1SO/IEC/IEEE 12207:2017, 6.2.4.3 b) 1)] 3) Establish skills development
strategy.

04-17

Process Improvement

Opportunity

Plan

1) - Improvement opportunities are identified from assessment results.
2) Improvements can affect the stages, processes, and achievement crite-
ria that control progression through the life cycle.

[ISO/IEC/IEEE 12207:2017, 6.2.1.3 b) 3)] 3) Identify improvement oppor-
tunities from assessment results.
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Reference

Name Category Characteristics

04-18

Process Improvement plan Plan 1) - Improvement opportunities are prioritized and planned.

2) Implement improvement opportunities and inform relevant stakehold-
ers.

3) Process Improvement includes improvements to any of the processes
in the organization. Lessons learned are captured and available.
[ISO/IEC/IEEE 12207:2017, 6.2.1.3 ¢) 1)] 4) Prioritize and plan improve-
ment opportunities.

[ISO/IEC/IEEE 12207:2017, 6.2.1.3 ¢) 2)] 5) Implement improvement
opportunities [and inform relevant stakeholders.]

04-19

Project assessment strategy Plan 1) - The project assessment and control strategy is defined.
2) The strategy identifies the expected Project Assessment and Control

dCCIVILITS, uu.luu‘lius plauucb‘l asSeSSTTeTtTITe tirodsarrdtirefT ames, and
necessary management and technical reviews.

[ISO/IEC/IEEE 12207:2017, 6.3.2.3 a) 1)] 3) Define the-projedt assessment
and control strategy.

04-20

Project budget Plan 1) - The costs are defined and a budget is planned!

2) Budgeted costs are based on the schedule;software size ahd complex-
ity estimates, labor estimates, infrastructire*costs, procurement items,

acquired service and enabling system estiniates, and budget|reserves for
risk management.

[ISO/IEC/IEEE 12207:2017, 6.3.1.3'h) 3)] 3) Define the costs and plan a
budget.

04-21

Project plan Plan 1) - Roles, responsibilities, @ae€ountabilities, and authorities 4re defined.
2) This includes defining'the project organization, staff acquj|sitions,
and the developmentof staff skills. Authorities include, as appropriate,
the legally responsible-roles and individuals, e.g., design autljorization,
safety authorizatién, and those responsible for applicable ceftifications
or accreditations.

3) - The infraStructure and services required are defined.

4) Thisincludes defining the capacity needed, its availabilityland its
allocation to project tasks. Infrastructure includes facilities, [services,
tools, eommunications, and information technology assets. Thhe require-
ments for enabling systems and services for each life cycle sthage are also
specified.
5) - The acquisition of materials and enabling systems and sqrvices sup-
plied from outside the project is planned.
6) This includes, as necessary, plans for solicitation, supplier|selection,
acceptance, contract administration and contract closure. Te agreement
processes are used for the planned acquisitions.
7) ISO/IEC 27036, Information security for supplier relationghips, pro-
vides guidance for acquisition of infrastructure and services|
8) - A plan is generated and communicated for project and tefhnical man-
agement and execution, including reviews.

9) Technical planning for the software system is often captufed in a Sys-
tems Engineering Management Plan (SEMP) or a Software Ejgineering
Management Plan or a Software Development Plan (SDP). ISQ/IEC/IEEE
247485 provides more detail on software engineering technjcal manage-
ment planning and includes an annotated outline for an SDP. [Planning for
the project is often captured in a Project Management Plan. ISO/IEC/IEEE
16326 provides more detail on project planning.
10) The strategy activities and tasks from each of the other grocesses
provide inputs and are integrated in the Project Planning pr¢cess. The
Project Assessment and Control process is used to help ensufe that the
plans are integrated, aligned, and feasible.

[ISO/IEC/IEEE 12207:2017, 6.3.1.3 b) 4)] 11) Define roles, responsibili-
ties, accountabilities, and authorities.

[ISO/IEC/IEEE 12207:2017, 6.3.1.3 b) 5)] 12) Define the infrastructure
and services required.

[ISO/IEC/IEEE 12207:2017, 6.3.1.3 b) 6)] 13) Plan the acquisition of
materials and enabling systems and services supplied from outside the
project.

[ISO/IEC/IEEE 12207:2017, 6.3.1.3 b) 7)] 14) Generate [and communicate]
a plan for project and technical management and execution, including
reviews.

[ISO/IEC/IEEE 12207:2017, 6.3.1.3 b) 7)] 15) [Generate and] communi-
cate a plan for project and technical management and execution, includ-
ing reviews.
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04-22

Project schedule

Plan

1) - A project schedule based on management and technical objectives

and work estimates is defined and maintained.

2) This includes definition of the duration, relationship, dependencies
and sequence of activities, achievement milestones, resources employed
and the reviews and schedule reserves for risk management necessary to

achieve timely completion of the project.

[ISO/IEC/IEEE 12207:2017, 6.3.1.3 b) 1)] 3) Define and maintain a project

schedule based on management and technical objectives and
mates.

work esti-

04-23

Quality Management Plan

Plan

1) - Quality management policies, objectives, and procedures are estab-

lished.
2)1S09004:2009 contains guidelines for performance impr

vements.

3) The policies, objectives, and procedures are based on the
strategy for customer satisfaction and risk managementicon
[ISO/IEC/IEEE 12207:2017, 6.2.5.3 a) 1)] 4) Establish 'quality]
ment policies, objectives, and procedures.

usiness
biderations.

manage-

04-24

Quality assurance strategy

Plan

1) - A Quality Assurance strategy is defined.

2) - The strategy is consistent with the organizational Qualif]
agement policies and objectives and includes: i) Priorities foy
Quality Assurance resources to processesand tasks that hay]
significant impact on the quality of’thie delivered products aj
ii) Defined roles, responsibilities, accountabilities, and authd
Evaluation criteria and metheds for processes, products, and
cluding criteria for productor service acceptance; iv) Activit|
ate to each supplier (including subcontractors); v) Required

validation, monitoring, measurement, review, inspection, au
activities specific to,the/products or services; and vi) Proble
and process and product improvement activities.

3) In softwarge projects, activities and tasks that have signifi
on productquality include obtaining agreement on new and

requirements, performance of peer reviews and unit testing
of problem reports and feedback from users; validating comj
corréctive actions assigned at project milestone reviews, an
analysis of defects.

4) - The independence of quality assurance from other life cyj
IS established.

ly Man-
applying

e the most

d services;
rities; iii)
services, in-
jes appropri-
berification,
fit, and test
In resolution

ant impact
thanged
analysis
letion of
root cause

cle processes

5) Resources for quality assurance are often assigned from distinct

organizations for independence from project management.

[ISO/IEC/IEEE 12207:2017, 6.3.8.3 a) 1)] 6) 1. Define a Qualify Assurance

strategy.

[ISO/IEC/IEEE 12207:2017, 6.3.8.3 a) 1)] 7) 2. The strategy i consistent

with the organizational Quality Management policies and ob,
and includes: i) Priorities for applying Quality Assurance res|

ectives
purces to

processes and tasks that have the most significant impact onfthe quality
of the delivered products and services; ii) Defined roles, resgonsibilities,

accountabilities, and authorities; iii) Evaluation criteria and
for processes, products, and services, including criteria for p

methods
oduct or

service acceptance; iv) Activities appropriate to each supplidr (includ-

ing subcontractors); v) Required verification, validation, mo

hitoring,

measurement, review, inspection, audit, and test activities specific to the
products or services; and vi) Problem resolution and procesqd and product

improvement activities.

[ISO/IEC/IEEE 12207:2017, 6.3.8.3 a) 2)] 8) Establish indepe
quality assurance from other life cycle processes.

hdence of
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Reference

Name

Category

Characteristics

04-25

Risk Management Plan

Plan

1) - The risk management strategy is defined.

2) This includes the risk management process of supply chain suppliers
and describes how risks from suppliers will be raised to the next level(s)
for incorporation in the project risk process.

3) - The context of the Risk Management process is defined and recorded.
4) This includes a description of stakeholders? perspectives, risk cat-
egories, and a description (perhaps by reference) of the technical and
managerial objectives, assumptions and constraints. The risk categories
include the relevant technical areas of the software system and facilitate
identification of risks across the product life cycle. As noted in ISO 31000,
the aim of this step is to generate a comprehensive list of risks based on
those events that might create, enhance, prevent, degrade, accelerate, or

l.‘u:}q_y L}ll‘: ﬂL‘lliCVl‘:lllCllL Ul[ U‘l}jCLLiVCD.

5) Opportunities, which are one type of risk, provide potentiLl benefits
for the software system or project. Each of the opportunitied pursued has
associated risks that detract from the expected benefit/This|includes the
risks associated with not pursuing an opportunjty; as'well aq the risk of
not achieving the effects of the opportunity.
[ISO/IEC/IEEE 12207:2017, 6.3.4.3 a) 1)] 6).Define the risk management
strategy.
[ISO/IEC/IEEE 12207:2017, 6.3.4.3 a)2)] 7) Define and recorfl the context
of the Risk Management process.

04-26

Software integration plan

Plan

1) - The integration strategy is/efined.

2) Integration builds sequences of progressively more complete software
system element or softwane\itém configurations. It is dependent on
applicable software system'element availability and is consigtent with

a fault isolation and diagnosis strategy. Successive applicatidns of the
Integration process and the Verification process, and when appropriate
the Validation process, are repeated for elements in the syst¢m structure
until the systeém-of-interest has been realized. Simulators or[prototypes
are typicallyzutilized for system elements that are not yet implemented,
e.g., recélying data from interfacing systems. Integrating thelimplement-
ed software system elements is based on the priorities of therelated
requiréments and architecture definition, typically focusingfon the
interfaces, while minimizing integration time, cost, and riskg. Software
system integration commonly maintains version control thr¢ugh the Con-
figuration Management process for selection of configuratiof items to be
integrated.

3) For software integration, the integration strategy typicallly is consist-
ent with a regression strategy which is applied for re-verifyihg software
elements when related software units (and potentially assocfated re-

quirements, design and user documentation) are changed.

4) Defining a strategy for software unit and element integratfion com-
monly accompanies defining the strategy for other processeg that occur
concurrently, such as: i) The Implementation process to helplensure
timely coordination of Implementation and Integration proc¢ss tasks
and enabling systems, e.g., combined software development find test
environments to support automated or continuous implementation and
integration of software units and elements. ii) The Verificatipn process
to provide objective evidence that the integrated software fyfils its
specified requirements and to identify anomalies (errors, defects, faults)
in integration-related information items, (e.g., system/softwpre re-
quirements, architecture, design, test, or other descriptions)|, processes,
software elements, items, units. iii) The Validation process t¢ confirm
that a work product fulfils requirements for a specific intended use of
an integrated software function. iv) The Quality Assurance grocess to
support integration process and work product audits and ingpections and

TO addTESS ProDIemT, TTONCONTOTTITATNCE, or tnctdent reportng and handling.
5) The integration strategy is commonly recorded in a plan, e.g., an inte-
gration plan, or a project's SDP or SEMP.

6) - Criteria for integration and points at which the correct operation and
integrity of the interfaces and the selected software system functions
will be verified are identified and defined.
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Reference

Name

Category

Characteristics

7) Detailed verification of the interfaces is performed using the Verifica-
tion process. Software integration typically involves combining software
elements, resulting in a set of integrated software elements, that is

consistent with the software design, and that satisfies the fu

nctional and

non-functional system/ software requirements on an equivalent of the

operational environment.

8) For projects involving multiple suppliers or development teams, the

availability of software system elements for integration is ty

pically part

of the project schedule with milestones under the Project Assessment

and Control process. Integration proceeds as the software is

verified in

its functionality, performance, and suitability for site-specific or plat-

form-specific environments. At major integration points, e.g.
of a stage, element, or version, check points for reviews and

, completion
alidation

with stakeholders are typically held. The frequency of these
related to the selected life cycle model and developmentmet
9) - Constraints for integration to be incorporated in the Sysf
ware requirements, architecture or design are identified.
10) This includes requirements such as accessjhility, supply
security, safety for integrators, required interconnections fo
implemented software system elements andfor enablers, an
constraints.

[1SO/IEC/IEEE 12207:2017, 6.4.8.3 a) 1)} 11) Define the integ
strategy.

eviews is
hod.

em/soft-
hain
Ir sets of

l interface

ration

[ISO/IEC/IEEE 12207:2017, 6.4.8.3 a) 2)] 12) Identify and defline criteria

for integration and points atwhich the correct operation and
of the interfaces and the sélected software system functions
verified.

[1SO/IEC/IEEE 122072017, 6.4.8.3 a) 5)] 13) Identify constrg

integration to be facorporated in the system/software requi
architecture or design.

integrity
will be

ints for
Fements,

04-27

Software release plan

Plan

1) - A strategy.is defined for managing software releases and
ware systémvtransitions, including the following considerati
lishing the type of transition and transition success criteria;
ing thefrequency of recurring transitions, such as updates a
todevelopment, test, and operational software systems; iii)
security risks, disruption, and downtime during transition; i
destroying, or converting and validating data from previous
the new system; including data received through external in
contingency planning for problem resolution, backup and ref
last working system version; vi) scheduling transitions cons
ongoing business processing, with phased or synchronized t
systems vii) change management for stakeholders, including
partners, human operators, system administrators, and soft
or service users;

2) Change management activities are often conducted to des

other soft-
bns: i) estab-
i) determin-
hd upgrades
minimizing
) archiving,
systems to
erfaces; v)
urn to the
stent with
ransition of
interface
are system

gn changes

in business processes associated with the new system, plan the transition

in business processes, and gain user commitment to product
new system.

3) The strategy includes roles and responsibilities, approval
use of readiness reviews and training.

4) - Facility, site, communications network, or target environ
es needed for software system installation or transition are

and defined.

5) For each transition, identify and define any needed chang
structure or enabling systems. A site survey can be performsg
needed changes in the physical environment to install or use

ve use of the
huthority,

ment chang-
dentified

s in infra-
d to identify
the software

system, such as changes to maintain the physical and inform|

htion securi-

ty of the system.
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Reference

Name

Category

Characteristics

6) - Information needs and arrange for user documentation and training
of operators, users, and other stakeholders necessary for system utiliza-
tion and support are identified.

7) Transition includes migration or activation of user access to the
software system. User roles are established and user accounts and access
controls are implemented.

8) - Detailed transition information, such as plans, schedules, and proce-
dures are prepared.

9) The transition strategy is commonly recorded in a plan, e.g., a transi-
tion plan, or a project's SDP or SEMP. Transition schedules help validate
that sufficient resources and infrastructure are available to support

the transition, so that activities can be executed within a reasonable

tirefrane to TTTTTTZe Ui ST up tiomr—Stiredutescamrmctodereh earsals for
complex transitions, in which procedures, such as database.dnd system
backup and restore and software installation, are tested|to vierify dura-
tions and correct results.
10) During a specified period of changeover or concurrent ogeration,

the transfer of services is managed so that continuing confojmance to
persistent stakeholder needs or an agreed léve]'6f service is fchieved. If a
period of parallel operations for both the 6ld)yand new systenys is needed,
special procedures are identified and developed for receiving and utiliz-
ing data from interface partners.
11) - System constraints from trahsition to be incorporated ijn the soft-
ware system requirements, ar¢hitecture or design are identiffied.

[ISO/IEC/IEEE 12207:2017,6¢4410.3 a) 1)] 12) Define a stratejgy for man-
aging software releasesand other software system transitiops, including
the following consideratiens: i) establishing the type of trangition and
transition success criteria; ii) determining the frequency of fecurring
transitions, such as updates and upgrades to development, t¢st, and oper-
ational software\systems; iii) minimizing security risks, disfjuption, and
downtime during transition; iv) archiving, destroying, or copiverting and
validating\data from previous systems to the new system; influding data
receiveddhrough external interfaces; v) contingency plannir]g for prob-
lem fesolution, backup and return to the last working systenp version; vi)
scheduling transitions consistent with ongoing business professing, with
phased or synchronized transition of systems vii) change mgnagement
for stakeholders, including interface partners, human operators, system
administrators, and software system or service users;
[1SO/IEC/IEEE 12207:2017, 6.4.10.3 a) 2)] 13) Identify and d4fine facility,
site, communications network, or target environment chang¢s needed for
software system installation or transition.
[ISO/IEC/IEEE 12207:2017, 6.4.10.3 a) 3)] 14) Identify infornjation needs
and arrange for user documentation and training of operatois, users, and
other stakeholders necessary for system utilization and support.
[ISO/IEC/IEEE 12207:2017, 6.4.10.3 a) 4)] 15) Prepare detailpd transition
information, such as plans, schedules, and procedures.
[ISO/IEC/IEEE 12207:2017, 6.4.10.3 a) 5)] 16) Identify systerh constraints
from transition to be incorporated in the software system requirements,
architecture or design.

04-28

Supplyrstrategy

Plan

1) - A supply strategy is determined.
2) This strategy describes or references the life cycle model, risks and is-
sues mitigation, and a schedule of milestones. It also includeg key drivers
and characteristics of the acquisition, such as responsibilities and liabili-
ties; specific models, methods, or processes; level of criticality; formality;
and priority of relevant trade factors.

[ISO/IEC/IEEE 12207:2017, 6.1.2.3 a) 2)] 3) Define a supply sfrategy.
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Reference Name Category Characteristics
04-29 System requirements defi- Plan 1) - The stakeholder needs and requirements definition strategy is

defined.

2) Some stakeholders have interests that oppose the acquirer's interests
(e.g., market competitors, hackers, terrorists) or oppose each other.
When the stakeholder interests oppose each other, but do not oppose the
software system, this process is intended to gain consensus among the
stakeholder classes to establish a common set of acceptable require-
ments. The intent or desires of those that oppose the acquirers, or detrac-
tors of the system, are addressed through the Risk Management process,
threat analyses of the System Analysis process, or the system/software
requirements for security, adaptability, or resilience. In this case, the
stakeholder needs are not satisfied, but rather addressed in a manner to

nition strategy

help ensure system assurance and integrity if actions from t

he detractors

are encountered.

[ISO/IEC/IEEE 12207:2017, 6.4.2.3 a) 2)] 3) Define the stakeljolder needs

and requirements definition strategy.

04-30

Systems analysis strategy

Plan

1) - The problem or question that requires analysis is‘identif’
2) This includes technical, functional, and non-funrctional ob

ed.
ectives of

the analysis. Non-functional objectives includeécritical qualify character-

istics, various properties, technology maturity, and technica

risks. The

problem statement or question to be answered by the analysjs is essential

to establish the objectives of the analysis and the expectatio
of the results.

3) - The stakeholders of the analy3is are identified.
4) - The scope, objectives, and Jével of fidelity of the analysis

5) The necessary level gf fidelity (accuracy or precision) is a
determining the appropriate level of rigor.

6) - The methods to support the analysis are selected.

7) The methods are chosen based on time, cost, fidelity, tech
and criticality of analysis. Analysis methods have a wide ran,
rigor and.nclude expert judgment, worksheet computations
estimates and calculations, historical data and trend analysi

hs and utility

hre defined.
actor in

hical drivers,
be of levels of
parametric
5, engineer-

ing models, simulation, visualization, and prototyping. Due tp cost and
schedule constraints, most projects typically perform systerh analysis

enly for critical characteristics.

8) - The data and inputs needed for the analysis are collected.

[ISO/IEC/IEEE 12207:2017, 6.4.6.3 a) 1)] 9) Identify the probjem or ques-

tion that requires analysis.

[ISO/IEC/IEEE 12207:2017, 6.4.6.3 a) 2)] 10) Identify the sta
the analysis.

[1SO/IEC/IEEE 12207:2017, 6.4.6.3 a) 3)] 11) Define the scop
and level of fidelity of the analysis.

[ISO/IEC/IEEE 12207:2017, 6.4.6.3 a) 4)] 12) Select the meth
port the analysis.

keholders of
b, objectives,

ds to sup-

[ISO/IEC/IEEE 12207:2017, 6.4.6.3 a) 7)] 13) Collect the datajand inputs

needed for the analysis.
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04-31 Validation plan Plan 1) - The validation strategy is defined, which includes the following: i)

Identify the validation scope, including the characteristics of the software
system, element, or artifact to be validated, and the expected results of
validation. ii) Identify the constraints that potentially limit the feasibility
of validation actions.iii) Identify validation priorities.

2) Avalidation strategy generally focuses on minimizing cost, schedule,
or risk by progressively building confidence in the quality and suitability
of the software system for the stakeholders.

3) The validation strategy reflects the life cycle model, and often involves
repeated validation for iterative, incremental, or evolutionary life cycles.
4) The validation strategy can be documented in a plan, e.g., an accept-
ance plan, or a project's SDP or SEMP.

5J Soltware system validation 1s ty pically performed both mdistinct
controlled environments that do not interfere with operatioefal software
or ongoing development, as well as in operational envitonmgnts, typically
before full operational use (e.g., beta testing or acceptarice tgsting for

a specified duration with agreed criteria). Scope-icludes stakeholder
requirements, including related views of the system (e.g., scgnarios or
concept of operation) to be evaluated. The s€opée’depends on what is
appropriate for the systems life cycle stagertlie system-of-inferest or a
system element or engineering artifact, such as a concept degcription

or document, an operational scenarid,aumodel, a mock-up, or| prototype.
The scope also includes evaluating that the software producf or service is
usable in its intended environntent for the principal or criticgl functions.
Additional characteristics torbewalidated can include usability of the
documentation; fault tolerance] resilience, and recovery featfires of the
software.

6) Constraints include-practical limitations of accuracy, uncqrtainty,
repeatability thatcareimposed by the validation enablers, th¢ associated
measurement methods, and the availability, accessibility and intercon-
nection with/€nablers. The validation strategy is constrained by the
progress of the project; in particular, planned validation actipns are
redefined ovrescheduled when unexpected events or systen] evolutions
occur, Validation can be extended to include ongoing measurgments of
usersatisfaction and customer complaints.

7,) To make effective use of stakeholders' time and expertise|validation
typically focuses on stakeholder priorities, while verification is used for
non-functional requirements. Potential validation actions thpt are candi-
dates for deletion are evaluated for the risks their withdraw4l imposes
8) The supplier, the acquirer, or an agent of the acquirer partfcipates

in or performs validation. The responsibility is often designdted in the
agreement.
9) - Identify system constraints from the validation strategy|to be incor-
porated in the stakeholder requirements.
10) - Training and qualification requirements for personnel fjeeded for
software system operation are identified and defined.
11) The training and qualification includes awareness of the foftware
system in its operational environment and a defined prograrp of familiar-
ization, with appropriate failure detection and isolation instfuction. Op-
erator knowledge, skill and experience requirements guide the personnel
selection criteria, and where relevant, their authorization tofoperate is
confirmed. The scope of qualification depends on the systemfof-interest
and its environment. For example, in some environments regulatory
requirements include certification of operators, whereas in qthers there
is no certification requirement.
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Reference

Name

Category

Characteristics

12) - Trained, qualified personnel to be operators are assigned, depend-
ing on the need for human intervention and control of operations.

13) With due regard for separation of duties, such as for administrative
control of system access and investigation of security issues, many mod-
ern software products minimize the need for operators as distinct from
end users, Operators commonly support enabling systems, such as cloud
services, database and system software, security monitors, data storage,
and help desk.

[ISO/IEC/IEEE 12207:2017, 6.4.11.3 a) 1)] 14) Define the validation strat-
egy, which includes the following:

[ISO/IEC/IEEE 12207:2017, 6.4.11.3 a) 2)] 15) Identify system constraints
from the validation strategy to be incorporated in the stakeholder re-

quil CIIITIILS,.
[ISO/IEC/IEEE 12207:2017, 6.4.11.3 a) 3)] 16) Define the putpose, condi-
tions and conformance criteria for each validation action,
[ISO/IEC/IEEE 12207:2017, 6.4.11.3 a) 4)] 17) Select appropriiate valida-
tion methods or techniques and associated critefia for each yalidation

action.

04-32

Verification strategy

Plan

1) - The verification strategy is defined, whieh’includes the fgllowing: i)
Identify the verification scope, including th& software system, element, or
artifact, the properties to be verified; and the expected resullts. ii) Iden-
tify the constraints that potentiallfxlimit the feasibility of vefification
actions. iii) Identify verificatiop-priorities.
2) A verification strategy gerferally focuses on minimizing cqst, schedule,
or risk, providing a balanced approach for confirming that the software
system or element has eén 'built right'.

3) The verification strategy and schedule account for dynam|c changes
when anomalous results (events, incidents, or problems) occpir. According
to the progress ofthe project, planned verification actions aije redefined
or rescheduléd when unexpected events or system evolutionfs occur.

4) The verification strategy can be documented in a plan, e.g|, a verifica-
tion plafi/ota project's SDP or SEMP.

5) Overall verification scope includes the software system-of-interest or
systeni elements, including interfaces. For each verification 4ction, the
scope identifies the software system, element, or artifact to lpe verified
(e.g., the actual system, or a model, a mock-up, a prototype, cpde, a
procedure, a plan or other document) and the expected results, such as
conformance, or performance, fault tolerance, and recovery gfter service
interruption. The properties to be verified can include requifements,
architecture and design characteristics, integration, and accpiracy of
documentation. Design characteristics can include security implications
of the design in the context of the planned operational envirgnment

and the achievement of critical quality characteristics as stated in the
requirements.

6) Constraints include technical feasibility, cost, time, availapility of
verification enablers or qualified personnel, contractual conftraints, and
characteristics such as criticality of the mission. Such constrpints often
factor into verification strategy determination, e.g., whether{an organiza-
tionally independent verification effort is necessary or justiffed.

7) In software systems, verification of every possible scenar}o (100 %
code coverage) is typically infeasible. The verification stratepy typically
includes trading off what will be verified (scope) against the constraints
or limits, and deducing what verification actions to perform find how
many iterations of verification actions and rework are needefd to reduce
risk. A model-based testing approach can enable the generatjon and
management of multiple scenarios. Potential verification actjons that

dadat £ dalais 1 tad £ 1o ol N 3
are-candidatesfor-deletionareevaluatedfor-theriskstheirwithdrawal

imposes.

8) - Constraints are identified from the verification strategy to be incor-
porated in the system/software requirements, architecture, or design.

9) This includes practical limitations of accuracy, uncertainty, repeat-
ability that are imposed by the verification enablers, the associated
measurement methods, the need for software system integration, and the
availability, accessibility and interconnection with enablers.

10) - The purpose, conditions and conformance criteria for each verifica-
tion action is defined.

11) - Appropriate verification methods or techniques and associated cri-
teria for verification actions, such as inspection, analysis, demonstration,
or testing are selected.
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12) The selection of verification methods or techniques is made according
to the type of system, the purpose of the verification, the objectives of the
project, and the acceptable risks. Verification methods or techniques in-
clude inspection (including code walkthroughs and peer review), analysis
(including modelling and simulation, and analogy/similarity), demonstra-
tion, and dynamic and static testing.

13) The selected verification approach, methods, and techniques can be
coordinated with relevant stakeholders to help ensure the verification
approach is acceptable.

[ISO/IEC/IEEE 12207:2017, 6.4.9.3 a) 1)] 14) Define the verification strat-
egy, which includes the following:

[1SO/IEC/IEEE 12207:2017, 6.4.9.3 a) 2)] 15) Identify constraints from the

verTicatiomrstT dtTgy tOU UT IIICOT poTrated 11T tire bybLEul/’bquvv pre require-
ments, architecture, or design.
[ISO/IEC/IEEE 12207:2017, 6.4.9.3 a) 3)] 16) Define the purppse, condi-
tions and conformance criteria for each verificatiomaction.
[ISO/IEC/IEEE 12207:2017, 6.4.9.3 a) 4)] 17) Sel€ct approprigte verifi-
cation methods or techniques and associated €ritetia for ver{fication
actions, such as inspection, analysis, demonstration, or testipg.

04-33

Work breakdown structure

Plan

1) - Awork breakdown structure (WBS) basSed on the deliveiable prod-
ucts or the evolving architecture of the software system is e§tablished.

2) Each element of the software system architecture, and appropriate
processes and activities, are deScribed with a level of detail that is
consistent with identified risks*Related tasks in the work brpakdown
structure are grouped for performance. Project tasks identifly work items
being developed or produced. The Practice Management Staijdard for
Work Breakdown Stnlictutes of the Project Management Instfitute (PMI)
contains additional details on WBSs.

3) For projects withragile or iterative methods, a WBS element can corre-
spond to thegprimary features, from a user perspective, to bd produced
during iterations.
[ISO/IEC/IEEE 12207:2017, 6.3.1.3 a) 4)] 4) Establish a work preakdown
structure (WBS) based on the deliverable products or the evplving archi-
tecture of the software system.

06-1

Information Management
Procedures

Procedure

1) - Manual or automated procedures for data generation, collection, anal-
ysis and reporting into the relevant processes are integrated.
2) This task can involve change impacts to other life cycle prpcesses to
accomplish procedural integration.
[ISO/IEC/IEEE 12207:2017, 6.3.7.3 b) 1)] 3) Integrate manual or automat-
ed procedures for data generation, collection, analysis and r¢porting into
the relevant processes.

06-2

Validation Procedures

Procedure

1) - The validation procedures, each supporting one or a set ¢f validation
actions are defined.

2) Validation procedures identify stakeholder requirements fo be vali-
dated, the associated software system artifact (e.g., the actugl system,

or a model, a mock-up, a prototype, code, a set of instructiong or other
information item), and the expected results (success criteria, such as
completed and timely performance of a function. The procedures identify
the purpose of the validation with success criteria (expected|results),
the validation technique to be applied, the necessary enablinjg systems
(facilities, equipment), and the environmental conditions to perform
each validation procedure (resources, qualified personnel, participating
stakeholders, and specialized procedural set-up or work instructions).
Validation strategy includes how the validation procedure rgsults will be
recorded, analysed, stored, and reported.

3) Fhevatidation Pt oceduresare per formedirthedefiredenvironment.
4) Validation occurs, in accordance with the validation strategy, at

the appropriate time in the schedule, in a defined environment (such

as the operational environment, a similar test environment, or other
representative environment), with defined enablers and resources. The
performance of a validation action typically consists of capturing exe-
cution results, comparing the obtained result with the success criteria,
and deducing a degree of compliance or stakeholder satisfaction with the
software system, element, service, or engineering artifact.
[ISO/IEC/IEEE 12207:2017, 6.4.11.3 b) 1)] 5) Define the validation proce-
dures, each supporting one or a set of validation actions.

[ISO/IEC/IEEE 12207:2017, 6.4.11.3 b) 2)] 6) Perform the validation pro-
cedures in the defined environment.

© ISO/IEC 2024 - All rights reserved

72



https://iecnorm.com/api/?name=0d604a000837f59781841d0f44f985ec

ISO/IEC TR 33022:2024(en)

Table C.1 (continued)

Reference

Name

Category

Characteristics

06-3

Verification Procedures

Procedure

1) - The verification procedures, each supporting one or a set of verifica-

tion actions are defined.

2) Verification procedures, which can be performed by automated scripts,

include the requirements to be verified, the type of software

system

element or artifact to be verified (e.g., the actual system, or a model, a
mock-up, a prototype, code, a procedure, a plan, or other information
item), and the expected results (success criteria), such as conformance,
or performance of a function or capacity in terms of response time or
throughput. The procedures identify the purpose of the verification
with success criteria (expected results), the verification technique to
be applied, the necessary enabling systems (facilities, equipment), and
the environmental conditions to perform each verification procedure

(resources, qualified personnel, specialized procedural setu

or work

instructions). Verification procedures include how the vegifi

dure results will be recorded, analysed, stored, and reporteq.

3) - The verification procedures are performed.

4) Verification occurs, in accordance with the verification st
appropriate time in the schedule, in the defined,enyvironmen
fined enabling systems and resources. The pexformance of a
action consists of capturing a result from the'execution of th
procedure; comparing the obtained and‘re¢orded result with

fation proce-

ategy, at the
, with de-

verification

P verification
the expect-

ed result; and deducing a degree of covrectness (or success/fpilure) of the

submitted element.

[ISO/IEC/IEEE 12207:2017, 6.49.3 b) 1)] 5) Define the verifid
dures, each supporting one of ,asét of verification actions.

[ISO/IEC/IEEE 12207:2017%,'6.4.9.3 b) 2)] 6) Perform the veri
procedures.

ation proce-

ication

07-1

Information item

Product

1) - The identified items of information are obtained, develoj
formed.

ed or trans-

2) This includes collecting the data, information, or informatjion items

from appropriate sources (e.g., resulting from any life cycle g
and writing,dllustrating, or transforming it into usable infor
stakeholders. It includes reviewing, validating, and editing iy
per information standards.

3Y<Information items and their storage records are maintai

4) Information items are maintained according to their integ
and privacy requirements. The status of information items is
(e.g., version description, date of issue or validity date, recor
tion, security classification). Legible information is stored af
such a way that it is readily retrievable.

5) The source data and tools used to transform information,
the resulting documentation is placed under configuration c
accordance with the Configuration Management process. ISQ
26531 provides requirements for content management systej
life cycle information and documentation.
6) - Information and information items are published and dis
and access provided to designated stakeholders.

7) Information is provided to designated stakeholders in an
form, as required by agreed schedules or defined circumstar
mation items include documentation used for certification, a
license or assessment ratings, as required.

rocess),
mation for
hformation

hed.

rity, security
maintained,

H of distribu-
d retained in

hlong with
ntrol in
/IEC/IEEE
Ims useful for

tributed,
ppropriate

ces. Infor-
ccreditation,
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Table C.1 (continued)

Reference

Name

Category

Characteristics

8) - Key artifacts and information items are provided that have been
selected for baselines.

[ISO/IEC/IEEE 12207:2017, 6.3.6.3 b) 1)] 9) Obtain, develop, or transform
the identified items of information.

[ISO/IEC/IEEE 12207:2017, 6.4.1.3 e) 2)] 10) Provide key artifacts and
information items that have been selected for baselines.
[ISO/IEC/IEEE 12207:2017, 6.4.2.3 f) 3)] 11) Provide key artifacts and
information items that have been selected for baselines.
[ISO/IEC/IEEE 12207:2017, 6.4.3.3 d) 3)] 12) Provide key artifacts and
information items that have been selected for baselines.
[ISO/IEC/IEEE 12207:2017, 6.4.4.3 f) 7)] 13) Provide key artifacts and
information items that have been selected for baselines.

[ISO/IEC/IEEE 12207:2017, 6.4.5.3 d) 4)] 14) Provide key artjfacts and
information items that have been selected for baselines-
[ISO/IEC/IEEE 12207:2017, 6.4.6.3 c¢) 2)] 15) Provide key art{facts and
information items that have been selected for baselines.
[ISO/IEC/IEEE 12207:2017, 6.4.7.3 c) 3)] 16) Provide key artifacts and
information items that have been selected farbaSelines.
[ISO/IEC/IEEE 12207:2017, 6.4.8.3 c) 3)}-17]Provide key art{facts and
information items that have been selected.for baselines.
[ISO/IEC/IEEE 12207:2017, 6.4.9.3)5)] 18) Provide key artifacts and
information items that have been selected for baselines.
[ISO/IEC/IEEE 12207:2017, 6:4.10.3 c) 4)] 19) Provide key artifacts and
information items that hayeleen selected for baselines.
[ISO/IEC/IEEE 12207:2017)6.4.11.3 c) 5)] 20) Provide key arfifacts and
information items that have been selected for baselines.
[ISO/IEC/IEEE 1220%:2017, 6.4.12.3 c) 4)] 21) Provide key arf}ifacts and
information items.that have been selected for baselines.
[ISO/IEC/IEEE 12207:2017, 6.4.13.3 d) 4)] 22) Provide key afjtifacts and
informatigiitems that have been selected for baselines.

07-2

Information item: Item
status

Product

[ISO/IE€/IEEE 12207:2017, 6.3.6.3 b) 2)] 1) Maintain informfition items
and their storage records, and record the status of informatipn.

07-3

Information item: Publish

Product

[ISO/1IEC/IEEE 12207:2017, 6.3.6.3 b) 3)] 1) Publish, distribufe or provide
dccess to information and information items to designated sfakeholders.

07-4

Information measurement
data item

Product

1) - Data are collected, stored, and verified.
[ISO/IEC/IEEE 12207:2017, 6.3.7.3 b) 2)] 2) Collect, store, andl verify data.

07-5

Information product

Product

1) - Data is analysed and information items are developed.

[ISO/IEC/IEEE 12207:2017, 6.3.7.3 b) 3)] 2) Analyse data and|/develop
information items.

07-6

Integrated system

Product

1) - Implemented software system elements in accordance wijith agreed
schedules are obtained.

2) The implemented software system elements are provided|from the de-
velopers or received from suppliers, the acquirer, or other refources and
typically placed under CM control. The elements are handledin accord-
ance with relevant health, safety, security and privacy considlerations.

3) - The implemented elements are integrated.
4) This task is performed to achieve software system elemernjt config-
uration (complete or partial) connecting the implemented elpments as
prescribed in the integration strategy, using the defined progedures,
interface control descriptions, and the related integration erfabling
systems.
5) In terms of software, integrating the implemented elemenits can

nvelveHnkingtogether-pieces-ofobjecteodeorsimplybringing together
the implemented elements that are part of the software configuration in
amethodical piece by piece approach. Software elements are typically
compiled into a 'build’ so that branched units are properly linked or
merged in the assembled element. Firmware elements are fabricated,
often as prototypes, and installed in hardware elements. If software
functions are not yet available for integration, emulated functionality
(stubs or scaffolding) can be used to temporarily support integration of
software elements or represent input from external interfaces. Successful
aggregations resultin an integrated software element, that is stored and
available for further processing, i.e., additional software system element
integration, verification, or validation.
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Reference

Name

Category

Characteristics

6) Anti-counterfeit, anti-tamper, system and software assurance and
interoperability concerns can arise when performing integration and

identifying and defining checkpoints. Integration and Verific
cesses often use fictitious data for security or privacy consid
ISO/IEC/IEEE 15026 and the ISO/IEC 27000 series include in

ation pro-
erations.
formation on

assurance, integrity, and security considerations affecting integration.
7) - The integrated software interfaces or functions run from initiation

to an expected termination within an expected range of data
checked.

values are

8) As part of the acceptance of the implemented software system

elements, selected elements are checked to help ensure they

meet accept-

ance criteria as specified in the integration strategy and applicable agree-

ments-Checking caninclude conformancetotheagreed-conf
=3

iguration,

compatibility ofcinterfaces, and the presence of mandatorix
items. The Project Assessment and Control process canfbe‘uis
ance with the integration strategy to plan and condugét teChn
of the integrated software system elements, e.g., atest readi
to help ensure the integrated element or system'with its affi
and information items is ready for qualification testing.
[ISO/IEC/IEEE 12207:2017, 6.4.8.3 b) 1)] 9))@btain implemen
system elements in accordance with agreedschedules.
[1SO/IEC/IEEE 12207:2017, 6.4.8.3 b) 2)] 10) Integrate the inf
elements.

[1SO/IEC/IEEE 12207:2017, 6.4(8.3 b) 3)] 11) Check that the i
software interfaces or functionsTun from initiation to an ex
nation within an expected\range of data values.

formation
ed in accord-
lical reviews
hess review
iated data

ted software
plemented

htegrated
ected termi-

07-7

Skills development re-
sources

Product

1) - Training, educatien e¥mentoring resources are obtained
oped.

2) These resourcesiinclude training materials that are devel
organizationor external parties, training courses that are ay
external suppliers, computer based instruction.
[ISO/IEC/IEEE 12207:2017, 6.2.4.3 b) 2)] 3) Obtain or develo
education or mentoring resources.

or devel-

ped by the
ailable from

p training,

07-8

Software element

Product

1)-'Software elements, according to the strategy, constraint
fined implementation procedures are realized or adapted.
2) Software elements are acquired, identified for reuse from
tional assets, or developed (constructed). Software elementg
acquired can range from a simple product purchase in accor
organizational or project purchasing rules to a complex acqul
a software system that involves the Acquisition and Supply p
Adaptation includes configuration of software elements that]
or modified. Construction can involve software coding, adap
and integration of existing units, refactoring, database devel
construction of manual or automated test procedures for ead
3) For software elements that are developed, at the lowest le
implementation executable software units are constructed (|
associated data structures, application programming interfg
descriptions, user documentation, test cases, or other eleme
trolled, made available to authorized roles, and stored accor
CM procedures for development artifacts.

4) The SWEBOK, Guide to the Software Engineering Body of
provides detailed discussion on Software Construction. This|
area addresses fundamentals, management, measurement, p
considerations (e.g., construction design, languages, testing,
integration), construction technologies (e.g., object oriented
exception handling, executable models, distributed softwarg

,and de-

organiza-
thatare
ance with
isition of
rocesses.
are reused
tive reuse
opment, and
h unit.

Vel of

pften with
ces, service
hts), con-
ling to the

Knowledge
knowledge
ractical
reuse and
error and
,and tools

4 H £
ahrtrenviroments:

5) - Hardware elements of software systems are realized or adapted.
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Reference

Name

Category

Characteristics

6) Hardware elements are acquired or fabricated using appli

cable tech-

niques relevant to the physical implementation technology and materials

selected. As appropriate, hardware elements are verified for

conformance

to specified system requirements and critical quality characteristics. In
the case of repeated system element implementation (e.g., mass produc-
tion, replacement system elements) the implementation procedures and
fabrication processes are defined and can be automated to achieve con-
sistent and repeatable producibility. Some common hardware elements in
software systems include integrations of acquired COTS systems, special
modifications, e.g., for test or operational environments, and hardware

controls with embedded software.

7) - Service elements of software systems are realized or adapted.

Q\ Serviceelementsinclude asetofservicestobe nrnxnr!nrl 1

20000 (IEEE Std 20000) applies to management ofsystem el
ized in services, including strategy, design, and transitioh.”A
ate, service elements are verified for conformance to‘the'Sys
ments and service criteria. For example, operational pesourc
are verified for conformance to the system requiregments ang
concept. Service elements can include network ¢communicati
software packaging and distribution services,software cust|
services for customer-specific needs, operational and securi
ing, and user assistance.

[ISO/IEC/IEEE 12207:2017, 6.4.7.3%) 1)] 9) Realize or adapt
elements, according to the strategy, constraints, and defined|
tion procedures.

[1SO/IEC/IEEE 12207:2017:6%4/7.3 b) 2)] 10) Realize or adapf
elements of software syStems.

[ISO/IEC/IEEE 12207:2017, 6.4.7.3 b) 3)] 11) Realize or adapt
elements of softwaresystems.

O/IEC
bments real-

appropri-
emrequire-
e elements

operational
pns, training,
pmization

y monitor-

oftware
implementa-

hardware

service

08-04

Agreement amendment

record

Record

1) - The agreement with the acquirer is updated, as necessary.

2) The result'ef the agreement modification is incorporated
ject plaps,and communicated to all affected parties.
[ISO/AEC#IEEE 12207:2017, 6.1.1.3 ¢) 5)] 3) Update the agree
the supplier, as necessary.

[ISO/IEC/IEEE 12207:2017, 6.1.2.3 ¢) 5)] 4) Update the agree
the acquirer, as necessary.

nto the pro-
ment with

Iment with

08-05

Agreement closure record

Record

1) - The agreement is closed.

2) The project is closed by the Portfolio Management procesg.

[ISO/IEC/IEEE 12207:2017, 6.1.1.3 €) 4)] 3) Close the agreem|

ent.

08-06

Agreement impact evalua-

tion record

Reécord

1) - The impact of changes is evaluated on the agreement.

2) Any change is investigated for impacts to project plans, sc
cost, technical capability, or quality. A change can be handled
existing agreement, can require a modification to the agreen
require a new agreement.

[1SO/IEC/IEEE 12207:2017, 6.1.2.3 c) 3)] 3) Evaluate impact
the agreement.

hedule,
within the
hent, or can

f changes on

08-07

Agreement performance

review record

Record

1) - The agreement is executed according to the established
2) A supplier sometimes adopts, or agrees to use, acquirer pij
3) - The execution of the agreement is assessed.

4) This includes confirmation that all parties are meeting th
bilities according to the agreement. The Project Assessment
process is used to evaluate projected cost, schedule, perform

roject plans.
ocesses.

ir responsi-
hnd Control
ance, and the

impact of undesirable outcomes on the organization. The ch4

nge manage-

ment activity of the Configuration Management process is uged to control

chianges to the system elements. This mformation 1s combined with other
assessments of the execution of the terms of the agreement. If execution

of the agreement does not result in an acceptable product or
acquirer or supplier can terminate the agreement as allowed

service, the
in its terms.

[ISO/IEC/IEEE 12207:2017, 6.1.1.3 d) 1)] 5) Assess the execution of the

agreement.

[ISO/IEC/IEEE 12207:2017, 6.1.2.3 d) 1)] 6) Execute the agre
cording to the established project plans.

[1SO/IEC/IEEE 12207:2017, 6.1.2.3 d) 2)] 7) Assess the execu
agreement.

ement ac-

tion of the
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Reference

Name

Category

Characteristics

08-08

Architecture assessment
result

Record

1) - Each candidate architecture is assessed against constraints and

requirements.

2) - Each candidate architecture is assessed against stakehol
using evaluation criteria.

3) The System Analysis process and the Risk Management pr
used to support this task.

4) - The preferred architecture(s) selected and key decisions
ale are captured.

5) The Decision Management process can be used to support

der concerns

ocess can be

and ration-

this task.

6) - The architecture baseline of the selected architecture is established.
7) The architecture baseline is composed of models, views and other

relevant architecture descriptions

[ISO/IEC/IEEE 12207:2017, 6.4.4.3 €) 1)] 8) Assess each cdnd|
tecture against constraints and requirements.
[ISO/IEC/IEEE 12207:2017, 6.4.4.3 e) 2)] 9) Assess each/cand|
tecture against stakeholder concerns using evaluation criter
[ISO/IEC/IEEE 12207:2017, 6.4.4.3 e) 3)] 10) Sélect'the prefe
tecture(s) and capture key decisions and rationdle.

[ISO/IEC/IEEE 12207:2017, 6.4.4.3 e) 4)}"11).Establish the ar
baseline of the selected architecture,

idate archi-
idate archi-
lia.

red archi-

thitecture

08-09

Business opportunities
evaluation record

Record

1) - Each alternative solution class’is assessed.

2) Each alternative solution claSs is assessed against defined|
that are established based ofi thie‘organization's strategy. Fe
the solution class is one keéyrdeCision criteria. The Portfolio M
process provides some Criteria to be considered.

3) The System AnalySis’process is used to assess the value of]
on for each alternative solution class. Structured affordabilit
are recommendedy Including cost as a criterion will aid affor;
decisions. Thie;assessment of alternatives can include modelj
tion, analyftieal techniques, or expert judgment to understan
feasibility and value of the alternative candidate solution cla|
4) - The preferred alternative solution class(es) is selected.

5)/Fhe Decision Management process is used to evaluate alte
to guide selection. Selected alternatives are validated in the
organization's strategy. Feedback on risks, feasibility, marke

criteria
sibility of
anagement

each criteri-
y trade-offs
Hability

ng, simula-

H the risks,
kses.

Irnatives and
fontext of the
t factors, and

alternatives is provided for use in updating the organizatiorﬂs strategy.

[ISO/IEC/IEEE 12207:2017, 6.4.1.3 d) 1)] 6) Assess each alte
solution class.

[ISO/IEC/IEEE 12207:2017, 6.4.1.3 d) 2)] 7) Select the prefer
tive solution class(es).

native

red alterna-

08-10

Business opportunities
review record

Record

1) - Identified problems and opportunities are reviewed in t}
tion strategy with respect to desired organization goals or o
2) This includes problems or opportunities with respect to t}
tion business or mission, vision, Concept of Operations, and
zation strategic goals and objectives. This includes identified

or gaps in existing capabilities, systems, products, or services.

[ISO/IEC/IEEE 12207:2017, 6.4.1.3 a) 1)] 3) Review identified
and opportunities in the organization strategy with respect
organization goals or objectives.

e organiza-

pjectives.

he organiza-
ther organi-
deficiencies

problems
fo desired

08-11

Configuration Management
Change Requests

Record

1) - Requests for Change and Requests for Variance are identj
recorded.

2) Arequest for variance is often referred to as a deviation, y
concession.

fied and

baiver, or

3) - Reqguestsfor Change and Reguests for Variance are coor
7 T (=] T

inated,

evaluated and dispositioned.

4) Evaluation commonly includes analysis of rationale and need versus
impact on the software and interoperating systems, considering risks and
opportunities, quality, users, schedule, and cost. A decision is made on

whether to implement or deny the change request.

5) Requests for Change and Requests for Variance are often under the

formal control of a Configuration Control Board (CCB).

6) - Approved changes to the baseline, Requests for Change and Requests

for Variance are tracked and managed.
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Reference Name Category Characteristics

7) This task involves prioritization, tracking, scheduling, and closing

changes. Changes are then made through the Technical Processes. These
changes are verified or validated through the Verification and Validation
processes, to help ensure that the approved changes have been correctly

applied.

8) Changes and rationales are typically recorded when approved and

when completed.

[ISO/IEC/IEEE 12207:2017, 6.3.5.3 c) 1)] 9) Identify and record Requests

for Change and Requests for Variance.

[ISO/IEC/IEEE 12207:2017, 6.3.5.3 ¢) 2)] 10) Coordinate, evaluate, and

disposition Requests for Change and Requests for Variance.

[ISO/IEC/IEEE 12207:2017, 6.3.5.3 c) 3)] 11) Track and manage approved

changes to the baseline, Requests tor Change and Requests t

r Variance.

08-12

Configuration Management

Release Records

Record

1) - Release requests, identifying the software system éléme
release are identified and recorded.

2) The life cycle model helps determine the frequency/of iter

htsina

tive or

incremental software releases. The Integratiomprocess is usgd to select

and configure a release package, software versioh, update o
changes are verified or validated throughtheVerification or
processes. Changes are made through the“Téchnical processg
larly Transition.

3) Releases for a software test, for software or system qualif]
other formal tests, or for trial (beta) or operational use.

4) - Software system releasesand deliveries are approved.
5) Releases often involveprieritization, tracking, scheduling
changes. Approval of a release for operational use can includ
of the verified and validated changes. Criteria for approval o
often includes rollback plans or contingency plans in the eve
unsuccessful reléase.

6) For software systems, automated version control tools ca
that only.the)correct source code versions are accessed, upd3
and do¢umented for approved changes by appropriate perso
released.

7)%Distribution of software system releases to specified eny
oy software deliveries is tracked and managed.

8) Master copies or copies of incremental changes to release
versions can be maintained for the life of the system or proje
controlled environment. Software suppliers often track deliy
of licensed software to the acquirer in order to provide agreg

patch. These
Validation
s, particu-

cation or

and closing
E acceptance
arelease

ht of an

h help ensure
ted, tested
hnel, and

ironments

software
ctina

ered copies
d software

maintenance. The software system release is stored and distributed in

accordance with agreement and with the policies of the orga|
involved.

[ISO/IEC/IEEE 12207:2017, 6.3.5.3 d) 1)] 9) Identify and rec
requests, identifying the software system elements in a releg
[1SO/IEC/IEEE 12207:2017, 6.3.5.3 d) 2)] 10) Approve softw3
releases and deliveries.
[ISO/IEC/IEEE 12207:2017, 6.3.5.3 d) 3)] 11) Track and mand
tion of software system releases to specified environments ¢
deliveries.

hizations

rd release
se.

re system

ge distribu-
r software
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Reference

Name

Category

Characteristics

08-13

Configuration management
identification records

Record

1) - The software system elements to be uniquely identified as configura-

tion items subject to configuration control are selected.

2) Configuration items subject to configuration control in software
systems usually include system/software requirements specifications,

interface specifications; product and system elements (e.g., s

oftware ob-

jects, hardware, and services) while under development, baseline config-
urations or software versions established for transition between stages

and as released for operational use; master ('gold") copies of
or executable software for different platforms or versions; si
cific configurations in operational use; and information item

source code
te-spe-
s, such as

agreements, architecture models, service descriptions and operational

procedures; and items in enabling systems.

3) Unigueidentificationcanbe applied to software comupone
P

ts, versions,

or to individually licensed copies. The identifiers are in aceof
with relevant standards and product sector conventions) st
items under configuration control are unambiguously tyacea
supplier and to their specifications or equivalent recorded d
Information items are often identified and managed'separat
other configuration items.

4) Software configuration identifiers facilitate’traceability W
than one developer or maintenance prografimer is working
software function, so that various branches of code can be sy
reassembled and tested.

5) The ISO/IEC 19770 standard (multiple parts) provides an
management system for tragkingsoftware licenses.

6) - The attributes of configuration items are identified.

7) Attributes refers te~item status, or physical or logical feat
for managing or maintaining the software system. Appropri
can differ for hardware and software configuration items.

8) Configuration‘attributes and identifiers can reflect a deco|
the software System, so that configuration items are tracked|
at which-¢hange needs to be controlled.
9) Software from external suppliers can be tracked by its licg
maintehance agreement, which can involve tracking to the Id
ber.0f1 size of systems where it is used or the number of conc
allowed. Software versions can be traced to the stakeholder
ments which they implement.

[ISO/IEC/IEEE 12207:2017, 6.3.5.3 b) 1)] 10) Select the softw
elements to be uniquely identified as configuration items su
figuration control.

[ISO/IEC/IEEE 12207:2017, 6.3.5.3 b) 2)] 11) Identify the att
configuration items.

dance

h that the
ble to their
bscriptions.
bly from

hen more
bn the same
ccessfully

T Asset

res useful
te attributes

mposition of
at the level

nse and
cation, num-
rrent users
require-

are system
ject to con-

ibutes of

08-17

Disposal Records

Record

1) - The software system or element is deactivated to prepar
removal.

2) Interfaces to other systems are considered, in accordance
procedures or instructions, and relevant health, safety, secu
privacy constraints.

b it for

with special
ity and

3) - The software system, its elements, its data, and non-reugable material

from use or production for appropriate disposition and actio|

4) The disposition includes reuse, recycling, reconditioning,
or destruction. The disposition and subsequent actions are ¢
in accordance with relevant safety, security, privacy and eny
standards, directives and laws. Elements of the software sys|

I is removed.

bverhaul,
bnducted
ronmental
kem that

have useful life remaining, either in their current condition dr following
modification, are transferred to other systems-of-interest orforgani-

zations. Where appropriate, consider refurbishing system el

pments to

extend their useful life.

5) - Impacted operating staff are withdrawn from the software system or

system element and record relevant operating knowledge.

6) Reallocate, redeploy or retire operators. This is conducted in accord-
ance with relevant safety, security, privacy and environmental standards,
directives and laws. Act to safeguard and secure operator's knowledge

and skills, using the Knowledge Management process.
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Table C.1 (continued)

Reference

Name

Category

Characteristics

7) - Designated software system elements are reused, recycled, recondi-

tioned, overhauled, archived, or destroyed.

8) Handle system elements and their parts that are not intended for reuse

in a manner that will assure they do not get back into the sup
9) - Destruction is conduced of the system elements, as neces

ply chain.
sary, to

reduce the amount of waste treatment or to make the waste easier to

handle.

10) When the element is non-maintainable or non-recyclable, it is nec-
essary to prevent the elements from getting back into the supply chain,
e.g., complete erasure of all software from all system storage media

and removal of license keys, data, and interfaces. This activit
obtaining the destruction services to melt, crush, incinerate,

y includes
demolish or

1. N : 1
TTauICdle tIIC Sy SCCIT O ICS CICIICIICS a5 1Tecessal y-

11) - Confirm that detrimental health, safety, security, and ey
conditions following disposal have been identified and.treat

12) - The environment is returned to its original state or to aj
specified by agreement.

13) - Information gathered through the lifetinie/of the produ

vironmental
d.

state thatis

ft to permit

audits and reviews in the event of long-terym hazards to health, safety,

security and the environment, and to permitfuture softwareé
creators and users to build a knowledge base from experieng

[ISO/IEC/IEEE 12207:2017, 6.4.14/3.b)'1)] 14) Deactivate the
system or element to prepare it for removal.

[ISO/IEC/IEEE 12207:2017,6,4.14.3 b) 2)] 15) Remove the so
system, its elements, its data, dnd non-reusable material froy
production for appropriate disposition and action.
[ISO/IEC/IEEE 122072017, 6.4.14.3 b) 3)] 16) Withdraw imp)|
ing staff from the§oftware system or system element and re
operating knowledge.

[ISO/IEC/IEEE 12207:2017, 6.4.14.3 b) 4)] 17) Reuse, recycle
overhaul,archive, or destroy designated software system eld
[ISO/IEG/IEEE 12207:2017, 6.4.14.3 b) 5)] 18) Conduct destr
systémnelements, as necessary, to reduce the amount of wast]
offeumake the waste easier to handle.

ISO/IEC/IEEE 12207:2017, 6.4.14.3 c) 1)] 19) Confirm that d
health, safety, security, and environmental conditions follow
have been identified and treated.
[ISO/IEC/IEEE 12207:2017, 6.4.14.3 c) 2)] 20) Return the eny
its original state or to a state that is specified by agreement.
[ISO/IEC/IEEE 12207:2017, 6.4.14.3 c¢) 3)] 21) Archive inform]
ered through the lifetime of the product to permit audits and
the event of long-term hazards to health, safety, security and
ment, and to permit future software system creators and usg
knowledge base from experience.

system
e is archived.

software

ftware
huse or

hcted operat-
tord relevant

recondition,
ments.

ction of the
e treatment

ptrimental
ing disposal

ironment to

ation gath-
reviews in
the environ-
rs to build a

08-18

Enabling system reeords:

Measuremefit

Record

[ISO/IEC/IEEE 12207:2017, 6.3.7.3 a) 7)] 1) Identify and plan|
essary enabling systems or services to be used.

for the nec-

08-19

Enabling system-records:
Architecture.definition

Record

[ISO/IEC/IEEE 12207:2017, 6.4.4.3 a) 5)] 1) Identify and plan|
essary enabling systems or services needed to support the A|
Definition process.

[ISO/IEC/IEEE 12207:2017, 6.4.4.3 a) 6)] 2) Obtain or acquirs
the enabling systems or services to be used.

for the nec-
Ichitecture

access to

08-20

Enabling system records:
Business or Mission Anal-

ysis.

Record

[ISO/IEC/IEEE 12207:2017, 6.4.1.3 a) 3)] 1) Identify and plan|
necessary enabling systems or services needed to supportb
mission analysis.

for the
siness or

[TSO/TEC/TEEE T2207:2017,6.4.1.3 aJ 4J] ZJ Ubtain or acquire access to

the enabling systems or services to be used.

08-21

Enabling system records:
Design definition

Record

[ISO/IEC/IEEE 12207:2017, 6.4.5.3 a) 3)] 1) Identify and plan
essary enabling systems or services needed to support desig

for the nec-
n definition.

[ISO/IEC/IEEE 12207:2017, 6.4.5.3 a) 4)] 2) Obtain or acquire access to

the enabling systems or services to be used.

08-22

Enabling system records:

Disposal

Record

[1SO/IEC/IEEE 12207:2017, 6.4.14.3 a) 3)] 1) Identify and plan for the

necessary enabling systems or services needed to support di

sposal.

[ISO/IEC/IEEE 12207:2017, 6.4.14.3 a) 4)] 2) Obtain or acquire access to

the enabling systems or services to be used.
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Table C.1 (continued)
Reference Name Category Characteristics
08-23 Enabling system records: Record [ISO/IEC/IEEE 12207:2017, 6.4.7.3 a) 3)] 1) Identify and plan for the nec-
Implementation essary and distinct software environments, including enabling systems
or services needed to support development and testing.
[ISO/IEC/IEEE 12207:2017, 6.4.7.3 a) 4)] 2) Obtain or acquire access to the
software environments and other enabling systems or services.
08-24 Enabling system records: Record [ISO/IEC/IEEE 12207:2017, 6.4.8.3 a) 3)] 1) Identify and plan for the nec-
Integration essary enabling systems or services needed to support integration.
[ISO/IEC/IEEE 12207:2017, 6.4.8.3 a) 4)] 2) Obtain or acquire access to
the enabling systems or services to be used to support integration.
08-25 Enabling system records: Record [ISO/IEC/IEEE 12207:2017, 6.4.13.3 a) 5)] 1) Identify and plan for the
Maintenance necessary enabling systems or services needed to support maintenance.
[TSO/TEC/HEEE 1220772017, 6.4.13.3 4) )] 2) ObTalror acquite access to
the enabling systems or services to be used.
08-26 Enabling system records: Record [ISO/IEC/IEEE 12207:2017, 6.4.12.3 a) 3)] 1) Identify‘and‘plap for the
Operation necessary enabling systems or services needed to support operation.
[ISO/IEC/IEEE 12207:2017, 6.4.12.3 a) 4)] 2) Obtain or acquife access to
the enabling systems or services to be used.
08-27 Enabling system records: Record [ISO/IEC/IEEE 12207:2017, 6.4.2.3 a) 3)}-L) Identify and plan|for the nec-
Stakeholder needs and essary enabling systems or services needed to support stakeholder needs
requirements and requirements definition.
[ISO/IEC/IEEE 12207:2017, 6.4.2.3 a) 4)] 2) Obtain or acquir¢ access to
the enabling systems or services to be used.
08-28 Enabling system records: Record [ISO/IEC/IEEE 12207:2017,6:4°6.3 a) 5)] 1) Identify and plan|for the nec-
System analysis essary enabling system§ oy 'services needed to support the apalysis.
[ISO/IEC/IEEE 12207:2017, 6.4.6.3 a) 6)] 2) Obtain or acquir¢ access to
the enabling systemsor services to be used.
08-29 Enabling system records: Record [ISO/IEC/IEEE 12207:2017, 6.4.3.3 a) 3)] 1) Identify and plan|for the nec-
System/software require- essary enablinig systems or services needed to support systen/software
ments requirements definition.
[ISO/IECYIEEE 12207:2017, 6.4.3.3 a) 4)] 2) Obtain or acquir¢ access to
the enabling systems or services to be used.
08-30 Enabling system records: Record [ISO/IEC/IEEE 12207:2017, 6.4.10.3 a) 6)] 1) Identify and plah for the
Transition fiecessary enabling systems or services needed to support trpnsition.
[ISO/IEC/IEEE 12207:2017, 6.4.10.3 a) 7)] 2) Obtain or acquife access to
the enabling systems or services to be used.
08-31 Enabling system records: Record [ISO/IEC/IEEE 12207:2017, 6.4.11.3 a) 5)] 1) Identify and plah for the
Validation necessary enabling systems or services needed to support vglidation.
[ISO/IEC/IEEE 12207:2017, 6.4.11.3 a) 6)] 2) Obtain or acquife access to
the enabling systems or services to be used to support validdtion.
08-32 Enabling system records: Record [ISO/IEC/IEEE 12207:2017, 6.4.9.3 a) 5)] 1) Identify and plan|for the nec-
Verification essary enabling systems or services needed to support verification.
[ISO/IEC/IEEE 12207:2017, 6.4.9.3 a) 6)] 2) Obtain or acquirq access to
the enabling systems or services to be used to support verifi¢ation.
08-33 Information itemdisposal Record 1) - Unwanted, invalid or unvalidated information is disposefl.
record 2) This is done according to organization policy, and security and privacy
requirements.
[ISO/IEC/IEEE 12207:2017, 6.3.6.3 b) 5)] 3) Dispose of unwapted, invalid
or unvalidated information.
08-34 Information measurement Record 1) - Measurement users are informed.
communication record 2) - Results are recorded.
3) T:AC mIcasur ClllCll‘\: Glllc\‘l_y SCTSTTS u:tb darcrT C})Ul ‘I‘.Cd ‘I-.U T C:CVG lt Stake'
holders in a timely, usable fashion to support decision making and assist
in corrective actions, risk management, and improvements. Results are
reported to decision process participants, technical and management
review participants, and product and process improvement process
owners.
[ISO/IEC/IEEE 12207:2017, 6.3.7.3 b) 4)] 4) Record results [and inform
the measurement users.]
[ISO/IEC/IEEE 12207:2017, 6.3.7.3 b) 4)] 5) [Record results and] inform
the measurement users.
08-35 Infrastructure evaluation Record 1) - The degree to which delivered infrastructure resources satisfy pro-

record

ject needs is evaluated.

[ISO/IEC/IEEE 12207:2017, 6.2.2.3 b) 1)] 2) Evaluate the degree to which

delivered infrastructure resources satisfy project needs.
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Table C.1 (continued)

Reference

Name Category

Characteristics

08-36

Infrastructure provision Record

record

1) - Infrastructure resources and services that are needed to implement
and support projects are identified,] obtained and provided.

2) An inventory asset registry is often established to track infrastructure
elements and support reuse of infrastructure assets.

[ISO/IEC/IEEE 12207:2017, 6.2.2.3 a) 2)] 3) [Identify,] obtain and provide
infrastructure resources and services that are needed to implement and
support projects.

08-37

Knowledge Asset Records Record

1) - Knowledge and skills are captured or acquired.

2) - Knowledge assets are developed or acquired.
3) Knowledge assets include system elements or their repres

entations

(e.g., reusable code libraries, reference architectures) architecture or de-

s, criteria,

cign clements (u . architectureor Aucign pdffnvhc)' proc

or other technical information (e.g., training materials) relat
knowledge, and lessons learned.

4) - Knowledge, skills, and knowledge assets are maintained
5) - The reuse of knowledge, skills, and knowledge‘assets is 1
monitored.

[ISO/IEC/IEEE 12207:2017, 6.2.6.3 b) 2)] 6),Capture or acqui
edge and skills.

[ISO/IEC/IEEE 12207:2017, 6.2.6.3 c)2)] 7) Develop or acqui
assets.

[ISO/IEC/IEEE 12207:2017, 6.2,6.3 d) 1)] 8) Maintain knowl4
and knowledge assets.

[ISO/IEC/IEEE 12207:201756276.3 d) 2)] 9) Monitor and rec
of knowledge, skills, and knowledge assets.

bd to domain

lecorded and
re knowl-

re knowledge
dge, skills,

rd the reuse

08-38

Knowledge Asset applica-

tion

Record

1) - Knowledge and-skills are shared across the organization
2) - Knowledge assets'are shared across the organization.
3) Automated search capabilities improve access to knowled

[ISO/IEC/JEEE 12207:2017, 6.2.6.3 b) 3)] 4) Share knowledgg
across the erganization.

[ISO/JEC/IEEE 12207:2017, 6.2.6.3 c) 3)] 5) Share knowledgg
acrossithe organization.

be assets.
and skills

assets

08-39

Knowledge asset review

record

Record

1) - The currency of technology and market needs for the kn
assets are periodically reassessed.

2) Assess the business benefits which the organization gaing
the use of knowledge management practices.
[ISO/IEC/IEEE 12207:2017, 6.2.6.3 d) 3)] 3) Periodically reas

wledge
d through

sess the

currency of technology and market needs for the knowledge pssets.

08-40

Maintenance (Logistics)
Records

Record

1) - Incidents and problems are recorded, including their res
significant maintenance and logistics results.

2) This includes anomalies due to the maintenance strategy,
tenance enabling systems, execution of the maintenance and|
or incorrect system definition. The Project Assessment and (
Quality Assurance processes are used to perform maintenan
identification and resolution, e.g., analyse the data to identif
cause, enable corrective or improvement actions, and record|
learned. This activity can include changes to logistics or soft|
distribution procedures. Changes to the software system red
architecture, or design are done within other Technical proc

3) - Trends of incidents, problems, and maintenance and logi
are identified and recorded.

4) Trend data and problem resolution reports are used to inf]
tions and maintenance personnel, customers, and other stak]

lutions, and

the main-
logistics,
ontrol and
ce problem
b the root
lessons
are
uirements,
bsses.

tics actions

brm opera-
kholders and

ProJecCts tidat are Creating or utiiZIing SIIIldr SyStenl entities

5) Incident and problem reporting, including resulting action taken, is
tracked through the incident and process management activity of the

Quality Assurance process.

6) - Customer satisfaction is measured and monitored with s
maintenance support.
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Table C.1 (continued)

Reference

Name

Category

Characteristics

7)1S0 10004:2012 contains guidelines for monitoring and measuring
customer satisfaction. When customer satisfaction data is collected, it is

then used in the Quality Management process.

[1SO/IEC/IEEE 12207:2017, 6.4.13.3 d) 1)] 8) Record incidents and

problems, including their resolutions, and significant mainte
logistics results.

nance and

[ISO/IEC/IEEE 12207:2017, 6.4.13.3 d) 2)] 9) Identify and record trends of

incidents, problems, and maintenance and logistics actions.

[ISO/IEC/IEEE 12207:2017, 6.4.13.3 d) 5)] 10) Monitor and measure cus-

tomer satisfaction with system and maintenance support.

08-41

Manage architecture

Record

1) - The architecture governance approach is formalized and
ance-related roles and responsibilities, accountabilities, and

govern-
authorities

related to design, quality, security, and safety are specified.

2) - Explicit acceptance of the architecture by stakeholders 1
3) The Validation process is used to confirm that the\archite
and views reflect stakeholder requirements, that.stakeholde]
are addressed, and to help ensure that future iterations of soj
tem architecture better address stakeholdereon¢erns.
4) - Concordance and completeness of the arghitectural entit}
architectural characteristics is maintained.
5) The entities to be checked are notenly technical. These ar
example, legal, economical, organizational and operational e|

are normally part of stakeholdér gequirements and concerng

6) - The evolution of the archifecture models and views is or
assessed and controlled.to‘help ensure that the architectura
and the architectural vision and key concepts are correctly i

7) - The architecture definition and evaluation strategy is m

[ISO/IEC/IEEE 12207:2017, 6.4.4.3 f) 1)] 8) Formalize the ar(
governance approach and specify governance-related roles 3
sibilities, aCoountabilities, and authorities related to design,
security, and safety.

[ISO/FEC/IEEE 12207:2017, 6.4.4.3 f) 2)] 9) Obtain explicit ag
theaxchitecture by stakeholders.
HSO/IEC/IEEE 12207:2017, 6.4.4.3 f) 3)] 10) Maintain conco
completeness of the architectural entities and their architec
teristics.

[ISO/IEC/IEEE 12207:2017, 6.4.4.3 f) 4)] 11) Organize, asses
evolution of the architecture models and views to help ensur

obtained.

ture models
I concerns
ftware sys-

es and their

e also, for
htities that

banized,
intent is met
mplemented.

hintained.

hitecture
nd respon-
Huality,

ceptance of

dance and
ural charac-

and control
e that the

architectural intent is met and the architectural vision and Key concepts

are correctly implemented.

[ISO/IEC/IEEE 12207:2017, 6.4.4.3 f) 5)] 12) Maintain the ar
definition and evaluation strategy.

hitecture

08-42

Manage software elements

Record

1) - The software system element is packaged and stored.

2) Contain the software system element in order to achieve d
of its characteristics. Conveyance and storage, and their dur
influence the specified containment. For software, a master
implemented software (electronic or on physical media) is st}
controlled location and made available to authorized roles (¢
the Integration and Transition processes). Configuration and
formation is captured by the Configuration Management and
Management processes when the element is stored.

3) - Objective evidence that the software system element me
ments is recorded.

4) Evidence is provided in accordance with supply agreemen

ontinuance
tions, can
opy of the
ored in a

Lg., for use in
product in-
Information

pts require-

ts, legisla-

Hon-and-ot -

(s

made due to processing changes or non-conformances found

ifications
during the

Verification and Validation processes. The objective evidence is part of
the element’s as-implemented configuration baseline established through
the Configuration Management process and includes the results of unit
testing, analysis, inspections, walkthrough events, demonstrations, prod-

uct or technical reviews, or other verification exercises.

[ISO/IEC/IEEE 12207:2017, 6.4.7.3 b) 5)] 5) Package and stor
ware system element.

[ISO/IEC/IEEE 12207:2017, 6.4.7.3 b) 6)] 6) Record objective
that the software system element meets requirements.

e the soft-

evidence
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Table C.1 (continued)

Reference

Name Category Characteristics

08-43

Manage software system Record 1) - The design and rationale is captured.

element design 2) Commonly captured information includes the software system
elements and affiliated requirements and design data, e.g., for software
elements, internal and external interfaces, data structures, implementa-
tion and test requirements, unit aggregation data for integration, and test
cases. Rationale typically includes information about major implementa-
tion options and enablers. The resultant design is controlled in accord-
ance with the strategy.

3) - Traceability is established between the detailed design elements,
the system/software requirements, and the architectural entities of the
software system architecture.

4) This task facilitates providing feedback to the Architecture Definition

process for }Juu:utiq} lllUL‘lilti\.ﬂLlUAlD, for CAalll}JlC, tO lllUb‘lify the allocation
of software system elements in order to obtain the expected|architec-
tural characteristics; or possibly to modify the expected architectural
characteristic due to factors discovered during the desigh prfocess, or to
make stakeholders aware of the potential impacts:
5) Through the life cycle, bidirectional traceability”is maintajned
between the design and the verification methods or techniqyes, and soft-
ware system element requirements. Allocations and design groperties
are assigned to software elements, software units and affiligted artifacts,
at a detailed enough level to permit software testing and imglementation,
including construction.
[ISO/IEC/IEEE 12207:2017, 6.4(5.3 d) 1)] 6) Capture the design and
rationale.

[ISO/IEC/IEEE 12207:2017, 6.4.5.3 d) 3)] 7) Determine the sfatus of the
software system and element design.

08-44

Manage stakeholder re- Record 1) - Explicit agreementis obtained with designated stakeholflers on the
quirements stakeholder requirements.
2) This includes confirming that stakeholder requirements afe expressed
correctly,comprehensible to originators, and that the resolufion of con-
flict in the requirements has not corrupted or compromised ptakeholder
intentions.

[ISOAEC/IEEE 12207:2017, 6.4.2.3 f) 1)] 3) Obtain explicit agreement
with designated stakeholders on the stakeholder requirements.

08-45

Manage system require- Record 1) - Explicit agreement is obtained on the system/software rgquirements.

ments 2) This includes confirming that system/software requiremgnts are
expressed correctly, comprehensible to originators and implpmenters,
and that the resolution of conflict in the requirements is congistent with
stakeholder decisions.

[ISO/IEC/IEEE 12207:2017, 6.4.3.3 d) 1)] 3) Obtain explicit agreement on
the system/software requirements.

08-46

Operation actions Record 1) - The software system is used in its intended operational gnvironment.
2) Where agreed, continuous service capacity and quality is maintained
when the software system replaces an existing system or element that is
being retired.
3) - Materials and other resources area applied, as required, fo operate
the software system and sustain its services.
4) This includes energy sources for hardware, connectivity fpr software,
and human or automated operators.
5) - Software system operation is monitored, including consideration

of the following: i) Managing adherence to the operation strgtegy (e.g.,
operational procedures); ii) Recording and reporting signifidant events,
such as possible breaches of software and data confidentialify and integ-
rity; iii) Operating the software system in a safe manner and|/compliant

with legislated guidelines e.g., those concerning occupational safety and
environmental protection; and iv) Recording when software system or
service performance is not within acceptable parameters.
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Table C.1 (continued)

Reference

Name

Category

Characteristics

6) This includes anomalies due to the operation strategy, the operation
enabling systems, execution of the operation, or incorrect software
system definition. The system sometimes exhibits unacceptable perfor-
mance when system elements implemented in hardware have degraded
or exceeded their useful life or the system's operational environment
affects the software operation, e.g., workload above capacity thresh-
olds, utilization by contending applications, security hacks, or software
defects.

7) - Where feasible, automated operational procedures are developed to
minimize the risk of operational anomalies, consistent with the opera-
tional strategy.

8) This includes procedures for handling routine (pre-approved) change

v‘nqnacfc ahd-service. vnqnucfc’ fwnuk]nchnnﬁng and-incident eporting,
especially for security incidents.
9) - Measurements are analysed to confirm that: i) Service pg¢rformance
is within acceptable parameters or agreed service leyels for the agreed
workload; ii) System and service availability and.response times are
acceptable; iii) Cost of operation is consistent with.objective$ and con-
straints; and iv) Potential improvements are‘identified and prioritized,
consistent with the operational strategy.
10) Operator feedback and suggestions are often useful inpuf for improv-
ing software system operational performance. The Quality Assurance
and Measurement processes can besapplied.

11) - Contingency operations afe performed, if necessary.

12) This includes operatingthesoftware system in a degrad¢d mode,
performing back-out and.restore operation, system shutdowp, imple-
mentation of work-around'procedures to restore operation, ¢r other
modes for special cenditions. If needed, the operator performs steps
necessary to entef:into contingency operations and possibly power down
the system. Contingency operations are performed in accordance with
pre-establislied procedures for such an event. Often these prpcedures are
accompanied by a continuity plan..

[ISO/IEG/IEEE 12207:2017, 6.4.12.3 b) 1)] 13) Use the softwdre system in
its intended operational environment.

[ISOAEC/IEEE 12207:2017, 6.4.12.3 b) 2)] 14) Apply materials and other
resources, as required, to operate the software system and spstain its
services.
[ISO/IEC/IEEE 12207:2017, 6.4.12.3 b) 3)] 15) Monitor softwhre sys-

tem operation, including consideration of the following: i) Mdnaging
adherence to the operation strategy (e.g., operational procedures); ii)
Recording and reporting significant events, such as possible preaches of
software and data confidentiality and integrity; iii) Operatirlg the soft-
ware system in a safe manner and compliant with legislated guidelines
e.g., those concerning occupational safety and environmentgl protection;
and iv) Recording when software system or service performfince is not
within acceptable parameters.
[ISO/IEC/IEEE 12207:2017, 6.4.12.3 b) 4)] 16) Consistent with the
operational strategy, develop and, where feasible, automate ¢perational
procedures to minimize the risk of operational anomalies.
[ISO/IEC/IEEE 12207:2017, 6.4.12.3 b) 5)] 17) Consistent with the
operational strategy, analyse measurements to confirm that| i) Service
performance is within acceptable parameters or agreed serlice levels
for the agreed workload; ii) System and service availability gnd response
times are acceptable; iii) Cost of operation is consistent with|objectives
and constraints; and iv) Potential improvements are identifi¢d and prior-
itized.
USO/IEC/IEEE 12207:2017,.6.4.12.3 b) 6)] 18) Perform contihgency oper-

ations, if necessary.
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