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Information technology — Security techniques —

Entity authentication —
Part 3:

Mechanipms using digital sigmature techmniques

1 Scope

This part of ISO/IEC 9798 specifies entity authentica-
tion mechanfisms using digital signatures based on asym-
metric techifiques. Two mechanisms are concerned with
the authentication of a single entity (unilateral authenti-
cation), while the remaining are mechanisms for mutual
authentication of two entities. A digital signature is
used to verify the identity of an entity. A trusted third
party may be involved.

The mecharlisms specified in this part of ISO/IEC 9798
use time variant parameters such as time stamps, se-
quence numjbers, or random numbers, to prevent valid
authenticatfon information from being accepted at, a
later time.

If a time st3mp or a sequence number is used;one pass
is needed fof unilateral authentication, while two passes

are needed

o achieve mutual authentication. If a chal-

lenge and r¢sponse method employing random numbers

is used, tw

h passes are needed for -unilateral authen-

tication, while three or four passés (depending on the

mechanism

employed) are fequired to achieve mutual

authenticatjon.

2 Nornpative-reference

The followling” standard contains provisions which,

3 Definitions and notation

For the purposes of thisipart of ISO/IEC|9798 the defini-
tions and notation déscribed in ISO/IEC 9798-1 apply.

4 Requirements

In the authentication mechanisms specified in this part
of ISO/IEC 9798 an entity to be authenticated corrob-
ofates its identity by demonstrating its knowledge of its
private signature key. This is achieved by the entity us-
ing its private signature key to sign specific data. The
signature can be verified by anyone using the entity’s
public verification key.

The authentication mechanisms have the following re-
quirements:

a) A verifier shall possess the valid pyblic key of the

claimant, i.e., of the entity that the clajmant claims to
be.

b) A claimant shall have a private signature key known
and used only by the claimant.

If either of these is not satisfied then thq authentication
process may be compromised or it cann¢t be completed
successfully.

through reference in this text, constitute provisions of
this part of ISO/IEC 9798. At the time of publica-
tion, the edition indicated was valid. All standards are
subject to revision, and parties to agreements based on
this part of ISO/IEC 9798 are encouraged to investi-
gate the possibility of applying the most recent edition
of the standard indicated below. Members of IEC and
ISO maintain registers of currently valid International
Standards.

ISO/IEC 9798-1: 1997, Information technology — Se-
curity techniques — Entity authentication — Part 1:
General.

NOTES

1 One way of obtaining a valid public key is by means
of a certificate (see Annex C of ISO/IEC 9798-1). The
generation, distribution, and revocation of certificates
are outside the scope of this part of ISO/IEC 9798.
There may exist a trusted third party for this pur-
pose. Another way of obtaining a valid public key is
by trusted courier.

2 References to digital signature schemes are contained
in Annex D of ISO/IEC 9798-1.
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5 Mechanisms B. Uniqueness / timeliness is controlled by generating
and checking a time stamp or a sequence number (see
The specified entity authentication mechanisms make Annex B of ISO/IEC 9798-1).

use of time variant parameters such as time stamps, se-
quence numbers or random numbers (see Annex B of

ISO/IEC 9798-1 and Note 1 below).

The authentication mechanism is illustrated in figure 1.

Throughout this part of ISO/IEC 9798, tokens have the (1) CertA[[Token AB

following form: A > B (2)
Token = Xl””Xl”ssli( ,1””},1) Figure 1

In this part of ISO/IEC 9798, the term “signed data” The form of the token (TokenAB), sent by the claimant

refers to “Yi|| . Y5 used s inpwtto the signe=—— A to the verifter 8=

ture scheme and|the term “unsigned data” refers to
“Xyl| - 1% TokenAB = {,2 || B| Text2||sS 4 (AT,/:‘ (| BJ|Text1)

If information conftained in the signed data of the token
can be recovered |from the signature, then it need not
be contained in the unsigned data of the token (see, for
example, ISO/IEC 9796).

where the claimant A uses eithep.4a sequende number
N4 or a time stamp T4 as the time variant farameter.
The choice depends on the tethnical capabilifies of the
claimant and the verifier,as well as on the enviironment

If information cofitained in the text field of the signed

data of the token cannot be recovered from the signa- NOTES
ture, then it shall|be contained in the unsigned text field 1 The inclusionof the identifier B in the siged data of
of the token. TokenAB isyecessary to prevent the token from being

acceptéd’by anyone other than the intended|verifier.
If information in [the signed data of the token (e.g., a

random number) fis already known to the verifier, then
it need not be cqntained in the unsigned data of the
token sent by the|claimant.

2 dn general, Text2 is not authenticated b} this pro-
ceéss.

3" One application of this mechanism could pe key dis-
tribution (see Annex A of ISO/IEC 9798-1),

All text fields spefified in the following mechanisms are

available for use ip applications outside the scope of this (1) A sends TokenAB and, optionally, its certificate to
part of ISO/IEC 9798 (they may be empty). Their re B.
lationship and coptents depend upon the specific appli-
cation. See Annex A for information on the use of text (2) On receipt of the message containing TokenAB, B
fields. performs the following steps:

NOTES (1) Tt ensures that it is in possession pf a valid

public key of A either by verifying the certifi-

1 The signing by one entity of a-data block which has cate of A or by some other means

been manipuldted by a second entity for some ulterior

motive can be|prevented by-the first entity including its (i1) It verifies TokenAB by verifying the|signature
own random rumber in-the data block which it signs. of A contained in the token, by checking the
In this case, it is the unpredictability which prevents time stamp or the sequence numbef, and by
the signing of |pre-defined data. checking that the value of the identifier field
2 As the distrjbution of certificates is outside the scope (B) in the signed data of TokenAB i equal to
of this part of [SO/TET 9798, the sending of certificates entity B’s distinguishing 1dentifier.

is optional in all mechanisms.

. .. 5.1.2 Two pass authenticati
5.1 Unilateral authentication pass authentication

In this authentication mechanism the claimant A is
authenticated by the verifier B who initiates the pro-
cess. Uniqueness / timeliness is controlled by generat-

L ing and checking a random number Rp (see Annex B of
5.1.1 One pass authentication ISO/IEC 9798-1).

Unilateral authentication means that only one of the
two entities is authenticated by use of the mechanism.

In this authentication mechanism the claimant A ini-
tiates the process and is authenticated by the verifier
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The authentication mechanism is illustrated in figure 2.

(1) Rp||Textl

> > 3)
A (2) CertAl||TokenAB B

Figure 2

The form of the token (TokenAB), sent by the claimant
A to the verifier B is:

. TokenAB = R4||Rp||B||Text3||sS s (Ral|Rpl|B||Text2).

ISO/IEC 9798-3:1998(E)

The mechanism specified in 5.2.3 uses four messages
which, however, need not all be sent consecutively. In

5.2.1 Two pass authentication

In this authentication mechanism uniqueness / time-
liness is controlled by generating and checking time
stamps or sequence numbers (see Annex B of

ISO/IEC 9798-1).

The authentication mechanism is illustrated in figure 3.

The inclusipi of identifier B in TokenA B IS optiomal1t
depends or| the environment in which this authentica-
tion mechapism is used.

NOTE$

1 The inclusion of the optional identifier B in the signed
data of| TokenAB can prevent the token from being ac-

cepted
in a pe
2 The
part of
ture of
authen
quired,
for pur

(1) B sen
text fi

(2) A send
B.

(3) On reg

perfor

t
t

by anyone other than the intended verifier (e.g.,
'son-in-the-middle attack).

nclusion of the random number R4 in the signed
TokenAB prevents B from obtaining the signa-
A on data chosen by B prior to the start of the
ication mechanism. This measure may be re-
for example, when the same key is used by A
boses other than entity authentication.

s a random number Rp and, optionally, a
ld Textl to A.

s TokenAB and, optionally, its certificate to

eipt of the message containing TokenAB, B
ms the following steps:

ensures that it is in possession of a valid
ublic key of A either by verifying the certifi-
hte of A or by songe'other means.

verifies Token AB by checking the signature
f A contained-in the token, by checking that
he random-number Rp, sent to A in step (1),

agrees with’the random number contained in

he signed data of TokenAB, and by checking

hat(the value of the identifier field (B) in the

(1) CertA||TokenAB
(4) A e — B (2)

The form of the token)(TokenAB), sefft by A to B, is
identical to that specified in 5.1.1.

TokenAB = ;{}; ||B|| Text2||sS 4 (;{,‘: ||B| Text‘l).
The formiof the token (TokenBA), seny by B to A, is:
TokenBA = 1B [|A||Text4]|sSp ({,g || Al Text3).

The choice of using either time stamps dr sequence num-
bers in this mechanism depends on the technical capa-
bilities of the claimant and the verifier s well as on the
environment.

NOTE 1 — The inclusion of identifiers A and B in the
signed data of TokenBA and TokenA[B, respectively, is
necessary to prevent the tokens from being accepted by
anyone other than the intended verifipr.

Steps (1) and (2) are identical to those gpecified in 5.1.1,
one pass authentication.

(3) B sends TokenBA and, optionally)its certificate to
A

(4) The message in step (3) is handled in a manner
analogous to step (2) of 5.1.1

signed data of TokenADB, iI present, is equal
to B’s distinguishing identifier.

5.2 Mutual authentication

Mutual authentication means that the two communicat-
ing entities are authenticated to each other.

The two mechanisms described in 5.1.1 and 5.1.2 are
extended in 5.2.1 and 5.2.2, respectively, to achieve mu-
tual authentication. This is done by transmitting one
further message resulting in two additional steps.

NOTE 2 — The two messages of this mechanism are
not bound together in any way, other than implicitly
by timeliness; the mechanism involves independent use
of mechanism 5.1.1 twice. Further binding together of
these messages can be achieved by making appropriate
use of the text fields.
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5.2.2 Three pass authentication (4) B sends TokenBA and, optionally, its certificate to

A.

In this authentication mechanism uniqueness / timeli-
ness is controlled by generating and checking random
numbers (see Annex B of ISO/IEC 9798-1).

(5) On receipt of the message containing TokenBA, A
analogously performs steps (i) and (ii) listed under
(3). In addition, A checks that the random number
Rp contained in the signed data of TokenBA is
equal to the random number Rp received in step

(1) Rp||Text1 (1)-

(5) A 2) CertA||TokenAB . B (3)

(4) CertB||TokenBA

The authentication mechanism is illustrated in figure 4.

5.2.3 Two pass parallel authentication

In this mechanism authentication is carried out in par-
allel. “Uniqueness / timeliness is controlled, By gener-
ating and checking random numbers (se¢CAnhex B of

ISO/IEC 9798-1).

e
IrIgure 4

The tokens are of|the following form:

TokenAB = R j|||Rp||B||Text3||sS 4 (Ra||Rp||B||Text2),

The authentication mechanism is #lustrated in| figure 5.
TokenBA = RH||R4||A||Text5||sSp (Rp||RallA|| Textd).

. . . (1) CertA||R 4}|Text1
The inclusion of the parameter B in TokenAB and the <

inclusion of the parameter A in TokenBA are optional.
They depend on the environment in which this authen-
tication mechanisqn is used.

(2) (1') CertB||R || Text2 (2)
(1) 4 (3). TokenB A

<

(3)) TokenAB

. . . Figure 5
NOTE — Thq inclusion of the random number R4 in

the signed par{ of TokenAB prevents B from obtaining
the signature of A on data chosen by B prior to the start
of the authentiration mechanism. This measure may be
required, for example, when the same key is used by A
for purposes other than entity authentication. However,
the inclusion qf Rp in TokenBA, whilst necessary for
security reasons which dictate that A should check that
it is the same ds the value sent in the first message, may.
not offer the same protection to B, since Rp is known
to A before R4 is chosen. If this type of protéction
is required, B fan insert an additional random number
R’5 in the text] fields Text4 and Text5 of TokerrBA.

The tokens ate similar to those of clause 5.1.2

TokenAB = R,||Rp||B||Textd||sS 4 (R4||Rpl|B]|[ext3),
TokenBA = Rp||R || A||Text6||sSp (Rp||R 4l Al Texts).

The inclusion of the parameter B in TokenAH and the
inclusion of the parameter A in TokenBA are pptional.
They depend on the environment in which thid authen-
tication mechanism is used.

NOTE 1 — The random number R, is present in
TokenAB to prevent B from obtaining the kignature
of A on data chosen by B prior to the start ¢f the au-
thentication mechanism. This prevention mpy be re-
quired, for example, when the same key is uked by A
A sends Tokeh AB and, optionally, its certificate to for other purposes in addition to entity autheptication.
B. For similar reasons the random number Rjg is present in
TokenBA. Depending on the relative time of feceipt of
the messages sent in steps (1) and (1°), one of the parties

may know the random number of the other pdrty when
choosing its ranéem—ﬂ-a-mber.—l-f-t-lﬁs-is—mdtshj;le, both

parties can insert an additional random number R’; and

B sends a rapdom number Rp and, optionally, a
text field Texf1 to A.

On receipt of [the message containing TokenAB, B
performs the following steps:

(1) It ensures that it is In possession of a valid

public key of A either by verifying the certifi-

cate of A or by some other means.
(ii) It verifies TokenAB by checking the signature
of A contained in the token, by checking that
the random number Rp, sent to A in step (1),
agrees with the random number contained in
the signed data of TokenAB, and by checking
that the value of the identifier field (B) in the
signed data of TokenAB, if present, is equal
to B’s distinguishing identifier.

R’ in the text fields Text3 and Text4 of TokenAB, and
Text5 and Text 6 of TokenBA, respectively.

A sends R4 and, optionally, its certificate and a
text field Textl to B.

B sends Rp and, optionally, its certificate and a
text field Text2 to A.
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(2) A and B ensure that they are in possession of a valid
public key of the other entity either by verifying the
respective certificate or by some other means.

(3) A sends TokenAB to B.
(3’) B sends TokenBA to A.

(4) A and B perform the following steps:

Each of them verifies the received token by checking
the signature contained in the token and by check-
ing that the random number, which it previously
sent to the other entity, agrees with the random

ISO/IEC 9798-3:1998(E)

numbgqrcontained T the signed datz of thetokem
receivdd.

NOTE|2 — An alternative to mechanism 5.2.3 is to run
mechanism 5.1.2 both ways. The inclusion of the cer-
tificatep in the first messages of mechanism 5.2.3 allows
for earlier certificate verification which may speed up
the aufhentication process.
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Use of text fields

ifled in clause 5 of this part of

[SO/IEC 9798 contain text fields. The actual use of
and the relationships between the various text fields in
3 given pass depend on the application. Some examples

Signed text fields may be used to indicate that the token
is only valid for the purpose of entity authentication.
Should there be a concern that one entity might choose
a “degenerate” value with malicious intent for the other

are given below; spe also Annex A of ISO/IET 9793-1.

[f a signature schg

me without message recovery is used

and if the signed tpxt field is not empty, then the verifier

needs to be in posg
signature. In this
text fields in the

ession of the text prior to verifying the
Annex “signed text fields” refers to
igned data and “unsigned text fields”

refers to text fields in the unsigned data.

For example, if a
sage recovery is 1
origin authenticat
field and (as part g

If the tokens do n
signed text fields
dundancy.

Higital signature scheme without mes-
ised, any information requiring data
on should be placed in the signed text
f) the unsigned text field in the token.

bt contain (sufficient) redundancy, the
may be used to provide additional re-

entity to sign, the other entity may introduce
number in the text field.

Should an algorithm be used where, it ‘may
ble to launch attacks based on thefact that a j

2 random

be possi-

articular

claimant is using the same key for-all verifiers with which
the claimant communicates, and if such attacks are con-
sidered to be a threat, the identity of the intended ver-

ifier should be included‘in the signed text fie
necessary, in the unsigned text field.

Unsigned text fieldscan also be used to provide
tion to a verifiep indicating the (unauthenticaf
tity which-alclaimant is claiming. If means o

d and, if

informa-
ed) iden-
her than

certificates/are used for distributing public kpys, such

information may be required to allow a verifier
mine“which public key is to be used to auths
claimant.

to deter-
nticate a
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