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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical Commission)
form the specialized system for worldwide standardization. National bodies that are members of ISO or IEC
participate in the development of International Standards through technical committees established by the
respective organization to deal with particular fields of technical activity. ISO and IEC technical committees
collaborate in fields of mutual interest. Other international organizations, governmental and non-governmental, in

liaison with
Internationd
In the field
Draft Intern

Publication

Attention is
patent right

Internations
technology,
collaboratioj

This secon
revision.

ISO/IEC 95
Interconned

Part 1:
Part 2:
Part 3:
Part 4:
Part 5:

Part 6:

SO and 1EC, alSo [ake part in the Work.
| Standards are drafted in accordance with the rules given in the ISO/IEC Directives;/Part
of information technology, 1ISO and IEC have established a joint technical committee, |
ational Standards adopted by the joint technical committee are circulated. to\hational bog

as an International Standard requires approval by at least 75 % of the national bodies cag

drawn to the possibility that some of the elements of this part of JSO/IEC 9594 may be
5. 1ISO and IEC shall not be held responsible for identifying any or-all'such patent rights.

| Standard ISO/IEC 9594-9 was prepared by Joint Technical Committee ISO/IEC JTC

Subcommittee SC 6, Telecommunications and inférmation exchange between
h with ITU-T. The identical text is published as ITU-T ,R€&commendation X.525.

D4 consists of the following parts, understhe general title Information technology — (
tion — The Directory :

Overview of concepts, models andyservices
Models

Abstract service definition

Procedures for distributed operation
Protocol specifications

Selected attribute types

3.

SO/IEC JTC 1.
ies for voting.
ting a vote.
the subject of

1, Information
systems, in

| edition cancels and replaces the first edition (ISO/IEC 9594-9:1995), of which it conslitutes a minor

Dpen Systems

Part 7:

Selected nhjnrf classes

Part 8:

Part 9:

Authentication framework

Replication

Part 10: Use of systems management for administration of the Directory

Annex A forms a normative part of this part of ISO/IEC 9594. Annex B is for information only.
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I ntroduction

This Recommendation | International Standard, together with other Recommendations | International Standards, has been
produced to facilitate the interconnection of information processing systems to provide directory services. A set of such
systems, together with the directory information which they hold, can be viewed as an integrated whole, caled the
Directory. The information held by the Directory, collectively known as the Directory Information Base (DIB) is
typically used to facilitate communication between, with or about objects such as application-entities, people, terminals
and distribution lists.

The Directory plays a significant role in Open Systems Interconnection, whose aim is to alow, with a minimum of
technical agreement outside of the interconnection standards themselves, the interconnection of information processing

systems:

from different manufacturers;

This Recd
level of s€

This third
Internatior
second e
implemen

This third

The first g
designed

the protog
of ITU-T K
function u

Implemen
Recommeg
this Reco
corrigendd
Published
be obtaine

Annex A,
directory 4

Annex B,
reports tha

unoer gifferent marnagermernts,
of different levels of complexity; and

of different ages.

mmendation | International Standard defines the replication capabilities provided by D
rvice to Directory users.

edition technically revises and enhances, but does not replace, the ‘second edition of th

Jition will not be supported (i.e. reported defects will no lohger be resolved). It is
ations conform to this third edition as soon as possible.

edition specifies version 1 and version 2 of the Directory protocols.

nd second editions also specified version 1. Most-0f the services and protocols specifi
o function under version 1. When version 1 has been negotiated, differences between th
ols defined in the three editions are accommodated using the rules of extensibility defing
Rec. X.519 | ISO/IEC 9594-5. However some, enhanced services and protocols, e.g. Si
hless all Directory entites involved in the operation have negotiated version 2.

ors should note that a defect resolution process exists and that corrections may
ndation | International Standard in the'form of technical corrigenda. The identical correctic
mmendation | International Standard in the form of an Implementor’'s Guide. A list of
. for this Recommendation international Standard can be obtained from the Subc
technical corrigenda are, available from your national standards organization. The Imple
d from the ITU Web site.

Which is an integral-part of this Recommendation | International Standard, provides the A
hadow abstractservice.

vhich is not.aniintegral part of this Recommendation | International Standard, lists the an
ht have beefiincorporated to form this edition of this Recommendation | International Stan

SAs to improve the

is Recommendation |

al Standard. Implementations may still claim conformance to the se&cond edition. Howeveér, at some point, the

recommended that

bd in this edition are
b services and betweel
d in the 1997 edition
gned errors, will not

be applied to this
ns will be applied to
approved technical
bmmittee secretariat.
mentor’'s Guide may

SN.1 module for the

endments and defect
dard.
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INTERNATIONAL STANDARD

ITU-T RECOMMENDATION

INFORMATION TECHNOLOGY — OPEN SYSTEMS INTERCONNECTION -

THE DIRECTORY: REPLICATION

1 Scobe

PpPoopT

This Recommendation | International Standard specifies a shadow service which DSAs may use to replicat]
information. The service alows Directory information to be replicated among DSAS to improve service t

e Directory
b Directory

users. The phadowed information is updated, using the defined protocol, thereby improving the service provided to users

of the Diregtory.

2 Normative references

The following Recommendations and International Standards contain provisions-which, through reference
constitute provisions of this Recommendation | International Standard. At thetime of publication, the editiorn
were valid All Recommendations and Standards are subject to revision) and parties to agreements bas

n this text,
s indicated
bed on this

Recommeridation | International Standard are encouraged to investigate the possibility of applying the fost recent

edition of {he Recommendations and Standards listed below. Members of |IEC and SO maintain registers
valid Intermational Standards. The Telecommunication Standardization Bureau of the ITU maintains a list
valid ITU-T Recommendations.

21

dentical Recommendations | I nternational Standards

ITU-T Recommendation X.200 (1994) | ISO/IEC 7498-1:196fbrmation technology — O
Interconnection- BasicReferencévlodel: The Basic Model.

- ITU-T Recommendation X;500 (1997) | ISO/IEC 9594-1:19&fGrmation technology — Of
Interconnection- TheDirectory: Overviewof conceptsmodelsandservices

-{ ITU-T Recommendation X.501 (1997) | ISO/IEC 9594-2:196ftrmation technology — Of
Interconnectio"TheDirectory: Models

- ITU-T Recemmendation X.509 (1997) | ISO/IEC 9594-8:19&fGrmation technology — Of
Intercopmection- TheDirectory: Authenticatiorframework.

- ITUsT-Recommendation X.511 (1997) | ISO/IEC 9594-3:19@ftrmation technology — Of
Interconnection- TheDirectory: Abstractservicedefinition.

pf currently
pf currently

enSystems

enSystems

enSystems

enSystems

enSystems

- ommendation X :19afbrma
Interconnection- TheDirectory: Proceduredor distributedoperation.

penSystems

— ITU-T Recommendation X.519 (1997) | ISO/IEC 9594-5:196aftrmation technology — OpenSystems

Interconnection- TheDirectory: Protocol specifications.

— ITU-T Recommendation X.520 (1997) | ISO/IEC 9594-6:198farmation technology — OpenSystems

Interconnection- TheDirectory: Selectedttributetypes.

— ITU-T Recommendation X.521 (1997) | ISO/IEC 9594-7:198farmation technology — OpenSystems

Interconnection- TheDirectory: Selectedbjectclasses.

— ITU-T Recommendation X.530 (1997) | ISO/IEC 9594-10:198fér mation technology — Open Systems
Interconnection — The Directory: Use of systems managemnt for administration of the Directory.

— ITU-T Recommendation X.680 (1994) | ISO/IEC 8824-1:198fy mation technology — AbstractSyntax

NotationOne(ASN.1):Specificatiorof basicnotation.

ITU-T Rec. X.525 (1997 E)

1
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ITU-T Recommendation X.681 (1994) | ISO/IEC 8824-2:198fer mation technology — AbstractSyntax
NotationOne(ASN.1):Informationobjectspecification.

ITU-T Recommendation X.682 (1994) | ISO/IEC 8824-3:198fr mation technology — AbstractSyntax
NotationOne(ASN.1):Constraintspecification.

ITU-T Recommendation X.683 (1994) | ISO/IEC 8824-4:198fer mation technology — AbstractSyntax
NotationOne (ASN.1):Parametrizatiorof ASN.1specifications.

ITU Recommendation X.830 (1995) | ISO/IEC 11586-1:198farmation technology Open Systems
Interconnection — Generic upper layers security: Overview, models and notation

ITU Recommendation X.833 (1995) | ISO/IEC 11586-4:198trmation technology — Open Systems
Interconnection — Generic upper layers security: Protecting transfer syntax specification

ITU-T Recommendation X.880 (1994) | ISO/IEC 13712-1:1990rmation technology — Remote

anerations:Caoncentsmodelandnotation
1 T g}

2.2 Raired Recommendations | I nternational Standards equivalent in technjcal’‘content

3 Definitions

For the purposes of this Recommendation | International Standard, the following definitions apply.

31 Basic directory definitions
The follow]ng terms are defined in ITU-T Rec. X.500 |ISO/IEC 9594-1:

3.2 Directory model definitions
The followling terms are defined in ITY-T Rec. X.501 | ISO/IEC 9594-2:

o Q

Qo O

ITU-T Recommendation X.881 (1994) | ISO/IEC 13712-2:1990rmation technology] — Remote
operations:OSlrealizations— RemoteOperationsServiceElementROSE)servicedefinition.

CCITT Recommendation X.208 (1998hecification of Abstract Syntax Notation One (ASN.1).

ISO/IEC 8824:1990Information technology — Open Systems Intérconnection — Specification of Abstract
Syntax Notation 1 (ASN.1).

(the) Directory.

distinguished name;
Directory Information Tree;
DSA Specific Entry;

DSA Information Model;

DSA Information Tree;

e - P=S - A o
UIetiury oysiciin AYyCTIL.

3.3 Distributed operation definitions

The following terms are defined in ITU-T Rec. X.518 | ISO/IEC 9594-4:

a)
b)
<)
d)
e)

f)

access point;

knowledge information;

name resolution;

naming context;

non-specific subordinate reference;

subordinate reference.

2 ITU-T Rec. X.525 (1997 E)
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34 Replication definitions
The following terms are defined in this Recommendation | International Standard:

341 area prefix: The sequence of RDNs and associated administrative information common to al entries within a
replicated area.

34.2 attribute completeness: Indicates whether or not al user attributes are included in an entry-copy.

34.3 cache-copy: A copy of an entry (or part of an entry) whose consistency with its corresponding entry is
maintained by means outside the scope of this Directory Specification.

344 caching: The process of creating cache copies. This process is outside the scope of this Directory
Specification.

345 cpnsumer reference: The access point of the shadow consumer.
34.6 entry-copy: Shadowed information from an entry.

34.7 extended knowledge: Those subordinate and non-specific subordinate references that would be |ncluded as
subordinat¢ knowledge if the replicated area were extended to the lower boundary of the namiag Context.

3.4.8 master DSA: The DSA which has administrative authority for a naming-context. All adds, ¢leletes and
modificatigns to entries in this naming context are done by the master DSA. The master-DSA may enter into|shadowing
agreementg with other DSAs to provide copies of a subset of anaming context (seeunit of replication).

349 primary shadowing: Shadowing where the shadow supplier isthe master DSA.
34.10 rpplicated area: A subtree of the DIT for purposes of shadowing.

3.4.11 rpplication: The process by which copies of entry and @perationa information are held by DSAg other than
the master DSA.

3.4.12  rpplication base entry: The distinguished name-0f-the root vertex of areplicated area.
3.4.13 spcondary shadowing: Shadowing where the'shadow supplier is not the master DSA.
3.4.14 shadow consumer: A DSA that recejves shadowed information.

3.4.15 shadow operational binding:. The relationship between two DSAS, one acting as a supplier of replicated
informatiom and the other as its consumer;

3.4.16 shadow service: The service provided to perform shadowing between two DSAs that have entered|into one or
more shadgwing agreements.

3.4.17 shadow supplier:sA DSA that provides shadowed information. This DSA may or may not be the master DSA.

3.4.18 shadowed(DSA specific entry (SDSE): A unit of shadowed information which is associated with a specific
name; it representSithe information taken from a DSE which is shadowed.

3419 sphadewed information: The complete set of information associated with a unit of replication| Shadowed
information is conceptually held both by the shadow supplier and the shadow consumer for the purposes of the shadow
protocol and comprises a tree shaped structure of shadowed DSEs.

3.4.20 shadowing: Replication between two DSAs whereby shadowed information is copied and maintained using
the Directory Information Shadowing Protocol.

3.4.21 shadowing agreement: The terms specific to a particular agreement required for shadowing to occur between
apair of DSAs.

3.4.22 subordinate completeness: Indicates whether or not subordinate knowledge is complete for an entry-copy.
3.4.23 supplier reference: The access point of the shadow supplier.
3.4.24 unit of replication: A specification of the information to be shadowed, including (optionally) subordinate

knowledge information.

ITU-T Rec. X.525 (1997 E) 3
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4 Abbreviations

For the purposes of this Recommendation | International Standard, the following abbreviations apply:
ACI Access Control Information
DIB Directory Information Base
DISP  Directory Information Shadowing Protocol
DIT Directory Information Tree
DSA Directory System Agent
DSE DSA Specific Entry

DUA Directory User Agent

RDN Relative Distinguished Name
DSE  Shadowed DSA Specific Entry

n

5 Conventions

With minor exceptions this Directory Specification has been prepared according to the “Presentation of ITU-T | ISO/IEC
common text" guidelinesin the Guide for ITU-T and ISO/IEC JTC 1 Cooperation, March 1993.

The term "Directory Specification” (as in "this Directory Specification") shall*be taken to mean this Recommendation |
Internationdl Standard. The term "Directory Specifications' shall ,be-taken to mean al of the X[500-Series
Recommer]dations | SO/IEC 9594.

This Directory Specification uses the term "1988 edition systems' to refer to systems conforming to the first (1988)
edition of the Directory Specifications, i.e. the 1988 edition ‘of.the series of CCITT X.500 Recommendati¢ns and the
ISO/IEC 9594:1990 edition. This Directory Specification @ses the term "1993 edition systems' to refer [to systems
conforming to the second (1993) edition of the Diréctory Specifications, i.e. the 1993 edition of the series of
ITU-T X.500 Recommendations and the ISO/IEC 9594:1995 edition. Systems conforming to this third edtion of the
Directory $pecifications are referred to as 1997 edijtion systems".

This Direcfory Specification presents ASN.1 netation in the bold Times Roman, 9 point typeface. When AISN.1 types
and values|are referenced in normal text, they are differentiated from normal text by presenting them in the pold Times
Roman, 9 typeface.

If the items in a list are numhered (as opposed to using "-" or letters), then the items shall be ¢onsidered steps in a
procedure].

This Dirgctory Specification defines directory operations using the Remote Operation ngtation defined in
ITU-T Req. X.880 | ISO/IEC 13712-1.

6 Replication in the Directory

Replicated (copied) information can exist in the Directory. Shadowing is the mechanism for replication defined in this
Directory Specification. Directory information can also be replicated by means outside this Directory Specification, such
as caching. Any such alternative means of replication will need to ensure that exactly one instance of each replicated
entry is identified as the master copy if the Directory and DSA Abstract Services are to be used.

Service controls provide the ability to control whether replicated information may be used in support of directory

operations, regardless of the replication mechanism used to acquire the copy. DISP is protected by the underlying
protocol as defined in ITU-T Rec. X.518 | ISO/IEC 9594-5.

6.1 Caching

One method of replicating directory information is caching. Caching procedures are considered to be almost entirely
governed by local policies, and therefore outside the scope of this Directory Specification.

4 ITU-T Rec. X.525 (1997 E)
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6.2 Shadowing

Another method of replicating directory information is shadowing. An overview of the Directory information shadow
serviceisfound in clause 7. Before shadowing can occur, an agreement, covering the conditions under which shadowing
may occur is required. Although such agreements may be established in a variety of ways, such as policy statements
covering al DSAs within a given DMD, the shadowing is always between a pair of DSA. The technical parameters for
the subsequent shadowing are specified as part of the resulting shadowing agreement. Components of the shadowing
agreement are defined in clause 9.

Once the terms of the agreement have been established, the DSAs may initiate, modify and subsequently terminate the
shadowing agreement. This may be done through a shadow operational binding as defined in clause 8.

This shadowing service for the Directory is based on the models established in ITU-T Rec. X.501 | ISO/IEC 9594-2, to
satisfy the requi rements outlined i in ITU T Rec. X.500 | ISO/IEC 9594-1. The protocol spe(:|f|cat|on for shadowing and
conformange ) 9 Specification
provides the def|n|t|on of an operat|onal bi nd| ng for the purpose of initiati ng, mod|fy| ng, and term| natig|shadowing
agreementg between DSAS. This operational binding type is defined using the tools specified in ITUsP Rec. X.501 |
I SO/IEC 9%94-2.

The directory information shadow service is defined in clause 10. The actual shadowing eceurs through the set of
operations defined in clause 11. These operations accommodate the transfer of Directory information and upfates to the
shadowed information.

The use of shadowed information by a DSA to satisfy a Directory request ishdescribed in ITU-T Rgc. X.518 |
I|SO/IEC 9%94-4.

6.3 Shadowing functional model
In the stanglardized form of Directory replication, termed shadowifig,"a DSA may assume the role of shadaw supplier,
the source pf shadowed information, or shadow consumer, the regipient of shadowed information. The role played by a

DSA when|engaging in standardized replication activities (shadoew supplier or shadow consumer) is always With respect
to another DSA which plays the reciprocal role (shadow consumer or shadow supplier).

A given D$A may assume both roles, either:

with respect to different DSAs for'the same or different units of replication; or

with respect to a single DSA-(which plays the reciprocal role) for different units of repligation.

The Shadpwing functional model addresses two approaches to shadowing Directory information:

- aprimary shadowing' policy requires that each shadow consumer receives its update$ directly from the
master DSA for.the unit of replication;

-{ a secondary.'shadowing policy permits a shadow consumer to assume the shadow bsupplier role with
respectio-shadow consumers not having a shadowing agreement directly with the mapter DSA.

The characteristics of these two policies and their approach to addressing performance, availgbility, reliability and
recovery gre{described below.

6.3.1 Primary shadowing

Figure 1 depicts primary shadowing. In this case the shadowing policy in effect has the following characteristics:
a) the master DSA is the only shadow supplier for a replicated area;
b) each shadow consumer has a direct shadowing agreement with the master DSA;

c) only read, compare, search, and list operations may be performed at a shadow consumer holding
shadowed information. All modification operations are directed to the master DSA.

Because it allows for the placement of copies of often requested information, or knowledge of it, closer to the requester,
this approach may be used to satisfy the performance requirement. Also, because this approach provides for the
redundancy of individual entry or knowledge information, it is possible, in a primitive sense, to provide for availability,
reliability, and recovery.

ITU-T Rec. X.525 (1997 E) 5
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6.3.2 9
Figure 2 de
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shadow comsumers are holding theisame shadowed information.

TISO4040-94/d01
_ Shadow updates

Figure 1 — Primary shadowing

econdary shadowing

i cts secondary shadowing. In this case the shadowing policy in effech has the following character

The master DSA is not the only shadow supplier for areplicated area. Only some shadow cong
adirect shadowing agreement with the master DSA as thieir shadow supplier.

Other shadow consumers may have a shadowing agfeement with a shadow supplier that is no
for the unit of replication. The shadowing agreements between the master DSA and its dir
consumers may, however, have an impact on seéondary shadowing agreements.

shadowed information. All modification\operations are directed to the master DSA, either d

supplier DSA(S).

shadowing is very similar to primary shadowing in the way that it provides for performance,
Ind recovery. It differsin thatitrelieves the single master DSA of the burden of directly supplying
with the shadowed information. This is a desirable combination in environments where a large

stics:
umers have

the master
ect shadow

Only read, compare, search, and list operations may be performed at a shadow consunjer holding

rectly (if a

secondary shadow consumer DSA-has knowledge of the master DSA) or indirectly via fhe shadow

hvailability,
all shadow
number of

Shadow
consumer and
shadow
supplier DSA

Shadow
consumer
DSA

TISO4050-94/d02
_ Shadow updates

Figure 2 — Secondary shadowing
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Shadowing in the Directory

The directory information shadow service defined here, provides the Directory with a standardized mechanism to
provide and support shadowed information. In outline, the shadow supplier maintains, for each shadowing agreement,
information which is to be shadowed (the shadowed information). This information is replicated by protocol exchange
between the shadow supplier and the shadow consumer. The information to be shadowed is al or a subset of the
information held by the shadow supplier's DSA Information Tree. The shadow consumer’'s shadowed information
becomes part of its DSA Information Tree.

To use the directory information shadow service, the Administrative Authorities of two DSAs must first reach an

agreement on the terms under which shadowing will take place. This agreement, and the technical specification related
to this agreement (the shadowing agreement), is discussed in 7.1. A description of the manner in which shadowed
information is represented for the purposes of shadowing is provided in 7.2. The actual transfer of this shadowed
information from the shadow supplier to the shadow consumer is accomplished by means of a set of shadow operations,

which are

The use 0

7.1

[da)

Before sh
Directory

respect to
include ar
informatio

A shadow
shadow c
(e.g. cove
unique id
agreemen

fmroduced 1T 7.3-

f shadowed information to satisfy Directory requests is described in ITU-T Rec. X.518)[1S

thadowing agreement

Management Domains involved in the shadowing. This agreement fer shadowing may
DSAs, in that it may cover all shadowing permitted among the_séet*of DSAs concerned
y set of terms acceptable to the Administrative Authorities. For_example, the agreemer
N related to security, charging, or other special conditions.

ng agreement is the specific agreement for a particular instance of shadowing betweer
bnsumer DSA and the shadow supplier DSA). Thistagreement may be explicit (e.g. co
red by the general terms of an agreement for shadéwing as defined above). Each shad
bntifier used in all protocol exchanges associated with the agreement. Other paramg
t include a specification of the unit of replication, the update mode and possibly the acce

DSA for fhe shadowed information. Access contrdlNinformation is always included in shadowsd

therefore

Initially the
by an off
subseque
operationy
Some tec
clause 9.

It must be
parameter
the techni
values thg
existence
they are Q

heed not be explicitly specified.

b representation of the shadowing agreement within a DSA (shadow supplier or shadow
Hine administrative process. It<¥epresents essentially a template whose technical p
ntly validated during the initiating phase of the agreement and possibly modified

on the agreement. The method of storing this agreement is beyond the scope of this D
nnical aspects of the shadowing agreement may be exchanged via protocol and are

noted that although the shadowing agreement will normally provide a true representd
s related to the directory information shadow service, there may be exceptional cases in
Cal specification resulting in a service inconsistency. For example, there may be certain
t must be withheld for security reasons. It may be the case that security policy prevent
of these attributes, in which case it would be a violation to represent in the shadowing a
eing withheld. In this type of situation, the behaviour of the shadow supplier DSA will bg

specificati

D/IEC 9594-4.

hdowing can occur, an agreement for shadowing is established between-the Administrative Authorities of the

be multilateral with
The agreement may
t may specify policy

a pair of DSAs (the
ntractual) or implicit
bwing agreement has
ters of a shadowing
Ss point of the master
d information and

consumer) is created
arameter values are
during modification
rectory Specification.
discussed in detail in

tion of the technical

which policy overrides
attributes or attribute
5 disclosing the mere
greement the fact that
b as if the technical

bnwvere a trile representation Thus_users with access to the sensitive data will receive

different views of the

affected entries, depending on whether they access the master or a shadow consumer.

7.2

Shadowed infor mation

Shadowed information is the logical set of information which is replicated by the shadow consumer. A replicated area is
a subtree of the DIT defined for purposes of shadowing. The three components of shadowed information are:

a) Prefix information: Information relevant to entries within the replicated area which, with respect to the
DSA information model, is positioned between the area prefix and the root DSE. This may contain
administrative entry and subentry information.

b) Areainformation: Information about DSEs whose names fall within the replicated area.

c) Subordinate information: Information about knowledge references subordinate to the replicated area.

ITU-T Rec. X.525 (1997 E)
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Figure 3 illustrates the derivation of shadowed information.
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TISO4060-94/
Figure 3 — Shadow supplier derivation of shadowedinformation

Asiillustratied at the left of Figure 3, the replicated area is always fully contained within a single naming ¢

103

bntext. The

root of the pubtree representing the replicated areais called the Replication Base Entry. Subordinate knowledge may also

be replicated. This knowledge, the refined replicated area, and the‘area prefix constitute the unit of replig
means that|the specification of a unit of replication may extend beyond the naming context; however the rep
itself is limited to the naming context. From this unit of replication specification, the shadow supplier c
representat|on of the shadowed information, which, as shown at the right of the figure, includes the prefix i
the area information (representing information held by«DSEs in the replicated area), and (optionally)

information. This shadowed information is subsequently”conveyed by protocol to the shadow consumer

integrates the information into its own DSA information tree. The shadowed information is built out of shad
(SDSEs), which are discussed in 7.2.1. The establishment of shadowed information is discussed in 7.2.2.

Figure 4 illustrates the derivation of shadowed information where extended knowledge is included.

lation. This
icated area
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hformation,
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bwed DSEs

1
1
_______________ ___l_______ —————— —————— —
I
Root i
i
1
1
i
Context Prefix '
Area . .
Prefix Prefix Information
1
Naming Context :
1
i T¢ shadow
Replication e £ s — -consumer
Base Entry H in DISP
i
1
!
) Replicated Area Information
Replicated Area Area
i
i
Subordinate —_———— —_— e — —_—
Knowledge H Subordinate Information
TIS04070-94/d04
Unit of Replication Shadowed Information

Figure 4 — Shadow supplier derivation of shadowed information with extended knowledge
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721 SDSEs

Shadowed DSE (SDSE): That information being shadowed that is associated with a specific name. The SDSE represents
the information shadowed from a DSE in the shadow supplier to a DSE in the shadow consumer, and is therefore not
part of the DSA Information Model.

An SDSE isanalogous to a DSE and consists of:

SDSE type (always);

user attributes (derived from entry information for DSEs corresponding to entries that are to be

shadowed);
operational attributes (present as required);

subordinate-completeness flag (for area and subordinate information only);

The nam
informatio
AttributeTy
affects wh
which are

NOTE A
using th

7211 9
DSE types

Aatribute-Compieteness ftag (present for area mformation onty);

attribute-values-incomplete flag (present for area information only).

<]
h and alternative distinguished values in thalueswithContext componénts of

peAndDistinguishedValue pairs. If the specific shadowing agreement includes)a context s
ich alternative distinguished values are shadowed (but does not applyto the primary
always included). Otherwise, all distinguished values are included in the name of the SDS

of the SDSE shall be the primary distinguished name and each ®RDN shall include context

contributing
election, then this
distinguished values
E.

If the name of an SDSE does not include all alternative distinguished natmes of the DSE, then nanfe resolution performed

e shadowed information may fail to recognize a valid context variant ofla hame.

DSE type
are defined in ITU-T Rec. X.501 | ISO/IEC 9594-2. SDSEype, as specified in 11.3.1.1, isanalog

type, but has fewer relevant options; glue, cp, entry, alias, subr, nssr{_admPoint, subEntry and sa.

7212 9

The subord

ubor dinate-completeness flag

inate-completeness flag is a boolean that is present for SDSEs within the area information and

information. If the shadow supplier does not intend te\provide information about subordinate completenes:

FALSE isU

Theflagis
a
b

Theflagis

a

sed for each SDSE. Otherwise the flag hasithe following semantics:

[TRUE only if one of the following eonditions is met for a particular SDSE:
it represents aleaf entry;

the replicated area contains SDSEs for each subordinate entry and each subordinate referenc
the master DSA, andhif the SDSE represents an NSSR, this knowledge is represented in the SD

FAL SE if one of thefollowing conditions is met for a particular SDSE:

the subordinates known to the master for that particular SDSE are not al present in thd
information;

pus to DSE

subordinate
5, the value

e known to
SE.

shadowed

in-the'case of a shadow supplier DSA performing secondary shadowing, if its shadow supplier]

chooses to set itsto FAL SE.

had set the

flag to FALSE or if its shadow supplier had set the flag to TRUE and the secondary shadTw supplier

7.21.3 Attribute-completenessflag

The attribute completeness flag is a Boolean and is TRUE if, and only if, all user attributes of the entry, all relevant
collective attributes, all values of such user or collective attributes, and all context information associated with those

values, are

present for the SDSE. It is only present for SDSESs containing entry information.

The attribute-completeness flag is not used with respect to Directory operational attributes; it is aways assumed that
they are not all present in the SDSE.

7.21.4 Attribute-values-incomplete flag

The attribute-values-incomplete flag is a list of the attribute types present in the SDSE for which not all attribute values

are present

inthe SDSE. It is only present for SDSESs containing entry information.

NOTE - Attribute values may be missing because of selective shadowing based on contexts.
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7.2.2 Establishment of shadowed infor mation

The shadowed information represents three basic types of information: prefix information, area information, and
subordinate information. Each of theseis discussed in the following subclauses.

7.2.2.1 Prefix information

If the replicated area does not start immediately below the root of the DIT, the shadowed information will include
SDSEs for each entry that is part of the area prefix of the replicated area (the path down from the root of the DIT to, but
not including, the replication base entry, and any relevant subentries). SDSEs for prefix information are constructed as
shown below.

a) If the DSE isan administrative point that has attributes pertaining to the replicated area, or that has one or
more associated subentries whose subtree scope includes some or &l of the replicated area, the SDSE is of
type admpPoaint. If the DSE is also of type cp, the corresponding SDSE is of additiona type cp. Any
attributes that are relevant for the replicated area are included in the SDSE. The administrativeRole
attribute shall be included in al administrative point SDSEs which are relevant to thg shadowed
information.

) For subentries below the administrative point for which the subtree scope includes some o all of the
replicated area, SDSEs of type subentry may be included in the shadowed information. If fthe subtree
scope of such a subentry does not include the replicated area or parts of it, n0'SDSE for this subentry
need be included. Collective attributes, schema and access control informiation selected fpr the area
information are represented in SDSEs of type subentry.

c¢) Thereisan empty SDSE of typeroot for the root DSE.
d If theDSE isonly of type cp, the SDSE is of type cp.

All other DSEs not described in &), b), c), or d) are represented as SDSEs of type glue and will only
represent the RDN of the entry.

There are no subordinate completeness flags in area prefix SDSEs.

7.2.2.2 Areainformation

All entrieg in the shadow supplier information tree that~are included in the replicated area are represented in the
shadowed information as SDSEs of type entry (unless removed by filtering). These SDSEs contain the attrilputes of the
entries as $elected by the attribute selection of the shadowing agreement. Collective attributes held in sulpentries are
selected in|the same manner as other attributes ard-are represented in SDSEs of type subentry. If any attriputes of an
entry have|been selected for inclusion in the Shadow, the objectClass attribute and the relevant entry acdess control
informatiw will be included in the SDSE €or that entry. The attribute-completeness flag is set to indicate whether al

user attriblites in the DSE and all relevant collective attributes are present for the SDSE. The collectijeExclusions
operational| attribute, if present, is awayslincluded in the SDSE.

If the DSE|is of type admPoint, the.corresponding SDSE is of additional type admPoint and SDSEs of type subentry for
al relevarft subentries immediately subordinate to the administrative point DSE are included in thg shadowed
informatiomn. The rules for inclusion of subentries are stated in 7.2.2.1.

If the DSE|is of type cp,/the corresponding SDSE is of additional type cp.

If subordingte knewledge is specified, and if the DSE is of type nssr, the corresponding SDSE is of additiongl type nssr
and the norjSpecifi¢k nowledge attribute shall be included.

If filteringtasbeen— oHo-thete stecHe - actowree Srrmate sy—o-tonger-be-tontiguous.
There may be entries that have been removed by filtering that cause the tree structure of the shadowed information to
break down. For each entry that has been removed by filtering, the following rules are applied:

a) If there are SDSEs subordinate to that entry within the shadowed information that are not filtered out, an
SDSE of type glue for the removed entry is added to the shadowed information. The subordinate
completeness flag is set as specified in 7.2.1.2. As this SDSE contains no entry information, it has no
attribute completeness flag.

b) If there are no other SDSEs subordinate to the entry within the shadowed information, the subordinate-
completeness flag of the SDSE for the entry immediately superior to the removed entry is set to FALSE
and the SDSE for the removed entry is excluded from the shadowed information.

¢) IftheDSE isof type admPoint, it is aways shadowed and the administrativeRole attribute is included.

Each SDSE in area information has a subordinate-completeness flag. The conditions for setting this flag are specified
in7.2.1.2.
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7.2.2.3 Subordinate information

The type of subordinate information required (i.e. master access points, shadow access points, or both; and whether
extended knowledge is to be included or not) is specified in the shadowing agreement.

If subordinate knowledge is supplied, subordinate references directly below the replicated area (master, shadow, or both
types of knowledge as appropriate) are included as SDSEs of type subr, complete with the appropriate knowledge.

If extended knowledge is specified, subordinate references below (but not immediately subordinate to) the replicated
area (master, shadow, or both) are included as SDSEs of type subr or nssr, complete with the appropriate knowledge.
Subordinate glue SDSEs shall be inserted to maintain connection with SDSEs in the replicated area. This may create glue
SDSEs which are either within or below the replicated area. No other glue SDSEs are provided to support subordinate
information.

subr and nssr_SDSEs carry a subordinate completeness flag. glue SDSEs added for the purpose of extended knowledge
carry no gubordinate completeness flag and are always assumed to be incomplete (with respect to. pubordinate
knowledge).

More detailed information on the unit of replication and the representation of shadowed informationis contaimed in 9.2.

7.3 Shadow operations

Shadowed [information is transmitted from the shadow supplier to the shadow consumer by using directory shadow
operations.| These operations provide two fundamentally different models for updating shadowed information

-{ shadow supplier-initiated shadowing (a "push” model); and

- shadow consumer-initiated shadowing (a "pull" model).
These mogdels are described more fully in clause 10.

In either model, the information transmitted by protocol takes one of two forms:

- total in which the complete set of information within the replicated area is transmitted. Each element is an
SDSE.

- incremental in which only changes to the replicated area are transmitted. Each el¢ment is an SDSE
change. SDSE changes reflectithe net effect of changes that have been made to the corresponding DSEs
in the replicated area since.the previous update, whether these changes originally o¢curred as a result of
changes to individual DSES (adds, deletes, etc.) or as a result of changes to multiple|DSEs (e.g. resulting
from aModifyDN operation).

Three shgdow operations are defined. &b dinateShadowUpdate operation is used in the push mod¢l to enable the
shadow stipplier to indicate the shadowing agreement for which it intends to send an update, to indicate the time the last
update was sent for that agreement, and the intended update strategya(eog.incremental). If a positive result is

received ih response-tocaor dinateShadowUpdate operation, the shadow supplier uses uheateShadow @peration to

convey the shadowed information or the changes in the shadowed information, as indicated by th¢ update strategy. For
the pull model, the shadow consumer usesqgaestShadowUpdate operation to indicate the shadowing| agreement for

which it wishes_to receive an update, the time supplied in the last update for that agreement, afd the desired update
strategy. If the’parameters of theguestShadowUpdate operation are acceptable to the shadow supplier} a positive result

is sent to the shadow consumer. The shadow supplier usaspdaeShadow operation to convey the shadowed
information or the changes to the shadowed information, as indicated by the update strategy. These operations are
described in detail in clause 11.

7.4 DSA Shadow Bind and DSA Shadow Unbind

The DSAShadowBind andDSA ShadowUnbind operation, defined in 7.4.1 and 7.4.2 respectively, are used by a DSA at the
beginning and the end of a particular period of providing shadow updates.

7.4.1 DSA Shadow Bind

A dSAShadowBind operation is used at the beginning of a period of providing shadows.

dSAShadowBind OPERATION ::= directoryBind

ITU-T Rec. X.525 (1997 E) 11
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The components of the dSAShadowBind are the same as the components of directoryBind (see ITU-T Rec. X.511 |
| SO/IEC 9594-3) with the following differences:

a)

DSA to be sent to the responding DSA. The AE-Title shall be in the form of a Directory Di
Name.

b) The credentials of the directoryBindResult allows information identifying the AE-Title of the

DSA to be sent to the initiating DSA. The AE-Title shal be in the form of a Directory Di
Name.

The credentials of the directoryBindArgument allows information identifying the AE-Title of the initiating

stinguished

responding
stinguished

NOTE — The credentials required for authentication may be carried by the Security Exchange Service Element
(see ITU-T Rec. X.519 | ISO/IEC 9594-5) in which case they are not present in the bind arguments or results.

7.4.2 DSA Shadow Unbind

A dSAShad

dSAShadow

8

owUnbind operation is used at the end of a period of providing shadows.
Unbind OPERATION ::= directoryUnbind
bhadow oper ational binding

This clausg defines the operational binding type for shadowing. It uses the elements and mechanisms d
Operationg Framework defined in ITU-T Rec. X.501 | ISO/IEC 9594-2.

The shad
administr
Directory
operations
referred to

8.1

[da)

811 S

The shadoy
type are:

A detailed

8.12 A

The agred

operational binding type may be used to administer a shadowing agreement reached b
ve authorities of two DSAs. Otherwise, the administration of such an agreement is outside the

f the DSA

tween the
tope of this

Specification. An instance of this operational binding type creates the environment in Whigh shadow

can be carried out between the two DSAs. Each instance is identified by an OperationalBin
ps Agreementl D. The AgreementI D is modified in a modifyOper ational Binding operation.

thadow oper ational binding type charactéristics

ymmetry and roles

v operational binding type is an asymmetrical type of operational binding. The two rolesin a bin

the role of the shadow-supplier (associated with the abstract role "A");

the role of the shadow consumer (associated with the abstract role "B").
description ofithe”concept of roles is given in ITU-T Rec. X.501 | ISO/IEC 9594-2.

greement

ement-that has to be exchanged during the establishment of the shadow operational

inglD also

Hing of this

binding or subsequent

modificatipnsyis defined by the ASN.1 typeadowingAgreementInfo defined in 9.1.

8.1.3 Initiator

The establishment, modification, and termination of the shadow operational binding can be initiated by either the DSA

with role s

hadow supplier (ROLE-A) or by the DSA with role shadow consumer (ROLE-B).

8.14 Establishment parameters

No additio

nal parameters are transferred during the establishment of the binding.

8.1.5 Type identification

The shadow operational binding information object is identified by the value of the ID field of the class assigned as part

of its defin

12

ition.
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8.2 DSA proceduresfor operational binding management

A set of operations has been defined for managing operational bindings (see ITU-T Rec. X.501 | ISO/IEC 9594-2). The
use of these operations for management of a shadow operational binding is described in 8.2.1 to 8.2.3 below. These
procedures apply to DSAs which support the directoryOperationalBindingManagementAC, as defined in
ITU-T Rec. X.519 | ISO/IEC 9594-5. In the event of a protocol |oss while initiating, modifying, or terminating a shadow
operational binding, neither success or failure can be assumed. It is the responsibility of the initiator to ensure both
parties reach a common understanding of the state of the operation. Should the responder receive a proposal to activate a
shadowing agreement with an existing ID, it shall return a duplicatelD error as defined in ITU-T Rec. X.501 |
ISO/IEC 9594-2. Procedures for management of the shadow operational binding for DSAs which do not support the
directoryOper ational BindingM anagementAC are outside the scope of this Directory Specification.

821 Establishment procedure

Once an agreemer aclowt mee woAdmntstrative A e Hag-procedres outside the
scope of |this Dlrectory SpeC|f|cat|on) a shadowmg agreement between two DSAs is activated with an
establishOgler ationalBinding operation, as defined in ITU-T Rec. X.501 | ISO/IEC 9594-2. As argumgnts to this
operation, the initiating DSA supplies the AgreementID for the instance of the binding, the role of the initiating DSA for
this binding instance (shadow supplier or shadow consumer), and the ShadowingAgreementlinfo.

Agreementl|[D ::= OperationalBindingl D

AgreementID identifies the shadowing agreement being activated. It shall be unique between the pair of DEAS, and is
used in subsequent operations to identify this agreement.

If other parjameters are included, they are ignored.
The valueg for the parameters in ShadowingAgreementinfo are simply accepted or rejected; there is no negotiation. The
respondingl DSA does not have the option of returning a modified™set of acceptable parameter values. Assuming a
successful putcome of the request to establish a shadow operational binding, the shadow supplier and shadow consumer
have the sgme information in their shadowing agreement.

If the estab|ishOperational Binding is successful, the shadowifig agreement becomes active.

Errors retufned in response to an establishOper ational Binding operation are interpreted according to the error|description
in ITU-T Rec. X.501 | ISO/IEC 9594-2.

8.2.2 M odification procedure

8.22.1 M oadification of the agreement

Modificatiin of the parameters:of a shadowing agreement is agreed as part of the agreement for shadowing.
Modificatipn of these parameters results in a new shadowing agreement being established. The paramgters of the
agreement may be exchanged-using a modifyOper ationalBinding operation. The DSA Administrative Author]|ties should
consider tHe effect of agreement modification on any secondary shadows prior to the modification operatipn as these
secondary ggreementsthay be required to be modified, updated or terminated.

The modificationyprocedure does not allow modification of the name of the replicated base entry or the DSA'’s roles.

The argur 5 aHBHetAg Agr-eeren
for the binding after the operatlon has been apphed the role of the DSA for this binding |nstance (shadow supplier or
shadow consumer), and the nsiadowingAgreementinfo. The values for the parameters of ghadowingAgreementinfo

for the modify operation are accepted or rejected; there is no negotiation. Assuming a successful outcome to the request
for a modification of the shadow operational binding, the shadow consumer and shadow supplier have the same
information in their shadowing agreement.

After the modification operation, the data associated with the prior agreement remains in the shadow consumer and
becomes the shadowed information for the new agreement. This does not preclude the shadow consumer requesting &
total refresh. An update of the shadowed information may be required to remove inconsistencies between prior
shadowed data and data required to be shadowed as specified imittb&Replication associated with the new
shadowing agreement.

Errors returned in response tonadifyOper ationalBinding operation are interpreted according to the error description in
ITU-T Rec. X.501 | ISO/IEC 9594-2.
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8.2.2.2 Update of secondary shadow information

Either the shadow supplier or shadow consumer may signal, with the establishment of the operational binding, that
secondary shadow information should be supplied by the shadow consumer to the shadow supplier of the replicated area.
The secondary shadow information indicates the set of DSAs holding commonly usable copies of the replicated areas. A
DSA acting as both a shadow consumer and shadow supplier for different shadowing agreements for the same replicated
area, conveysin thisinformation to its shadow supplier with avalue of the M odificationParameter .

M odificationParameter = SEQUENCE({
secondaryShadows  SET OF Supplier AndConsumers}

secondar yShadows contains a complete set of secondary shadow DSA access points holding commonly useful copies
of the replicated area.

8.2.3 Termination procedure

Termination of the operational binding deactivates the shadowing agreement. The termination is accomplishJad by either
the shadow supplier or the shadow consumer initiating the terminateOperationalBinding operation,.as gpecified in
ITU-T Reg X.501 | ISO/IEC 9594-2. No additional parameters are defined for the terminaté@peratipnalBinding
operation. Conditions may have been specified as part of the bilateral agreement regarding subsequent treatment of the
data upon fermination, such as the removal of the shadowed information from the shadow-consumer DSA within a
specified time. Such conditions take effect upon termination. In the event that a shadew operationa |binding is
terminated] the shadow consumer shall deactivate any secondary shadowing agreements.dependent on information in the
shadowing|agreement in question. The deactivation of secondary shadowing agreements.i's independent of and typically
happens some time after the original terminateOper ational Binding operation.

If the ter minateOper ationalBinding is successful, the shadowing agreement ceasesito be active.

Errors retufned in response to a terminateOper ational Binding operation arelinterpreted according to the error |description
in ITU-T Rec. X.501 | ISO/IEC 9594-2,

8.24 Qperations and procedures

The opergions that can be executed in the active state“of a shadow operationa binding are thdse defined
within thg shadowConsumerinitiatedAC,  shadowSupplierinitiatedAC, reliableShadowConsumerinitiate)AC  and
reliableShaflowSupplier InitiatedAC application contexts.defined in ITU-T Rec. X.519 | ISO/IEC 9594-5:

updateShadow operation;

-  requestShadowUpdate operation;

- coordinateShadowUpdate op€ration.

These operations are defined in clause 11. The associated service is defined in clause 10.

8.3 (perational Binding

This subglause defings:'the shadow operational binding information object class as an ingtance of the class
OPERATI(QNAL-BINBING as defined in ITU-T Rec. X.501 | ISO/IEC 9594-2.

shadowOper atiopalBinding OPERATIONAL-BINDING ::= {
AGREEMENT ShadowingAgreementinfo
ARRLICATION CONTEXTSY
{ shadowSupplierInitiatedAC
APPLIESTO { All-operations-supplier-initiated } } |
{ shadowConsumer I nitiatedAC
APPLIESTO { All-operations-consumer-initiated } } |
{ reliableShadowSupplierInitiatedAC
APPLIESTO { All-operations-supplier-initiated } } |
{ reliableShadowConsumerInitiatedAC
APPLIESTO { All-operations-consumer-initiated } } }
ASYMMETRIC
ROLE-A { -- shadow supplier role
ESTABLISHMENT-INITIATOR TRUE
ESTABLISHMENT-PARAMETER NULL
MODIFICATION-INITIATOR TRUE
TERMINATION-INITIATOR TRUE}
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ROLE-B { -- shadow consumer role
ESTABLISHMENT-INITIATOR TRUE
ESTABLISHMENT-PARAMETER NULL
MODIFICATION-INITIATOR TRUE
MODIFICATION-PARAMETER M odificationPar ameter
TERMINATION-INITIATOR TRUE }

ID id-op-binding-shadow }

All-operations-consumer -initiated OPERATION = {
requestShadowUpdate | updateShadow }

All-operations-supplier-initiated OPERATION = {
coor dinateShadowUpdate | updateShadow }

The type ShadowingAgreementinfo is defined in 9.1.

9 Shadowing agreement

Before shaflowing takes place between two DSAS, an agreement covering the terms of the-shadowing is reqyired. There
may be a requirement to establish the policy covering the shadowing which can occur~Administrative Authorities may
be required to configure the environment to enable the shadowing to occur, including’identification of the infprmation to
be shadowgd and the type of update, etc. The types of agreements required will \vary depending on the environment
within whith the shadowing will occur. In some cases, an explicit shadowing.agreement, contractual in natyire, may be
required. In other cases, the shadowing agreement may be implicit, based on-the agreement for shadowipg between
Administrative Authorities of the relevant DMDs.

In addition| to the parameters of a shadowing agreement (see below)\this agreement for shadowing may indude policy
conditionsfor the treatment of the data upon termination of thetagreement, such as for the remova of shadowed
informatiomn upon termination (or modification) of the shadowing agreement itself. Administrative Authoritigs also need
to consider|factors affecting interoperability, such as use of the RTSE ASE, when establishing agreements.

A shadowilng agreement is required before shadowed, information may be shared between any pair of [DSAs. This
establishes|the technical parameters of the agreementy specifying update frequency, replicated area and information to be
shadowed.

The shadofving agreement may be activated by its inclusion in an establishOper ationalBinding operation (as outlined
in8.2.1) of by means outside the scope:of this Directory Specification. In addition a shadowing agreement may be
modified through a modifyOperationalBinding operation (as outlined in 8.2.2). No negotiation of paramgters of the
agreement |s supported by the operational binding management protocol. The parameters are either accepted jor rejected.
A shadowing agreement may beterminated through a ter minateOper ational Binding operation.

9.1 Shadowing,agreement specification

The shadowing agreement is specified as:

Shadowingfgreementinfo ::= SEQUENCE {
shadowStbteet HritofRepheation;
updateM ode UpdateM ode DEFAULT supplierInitiated : onChange: TRUE,
master AccessPoint OPTIONAL,

secondaryShadows [2] BOOLEAN DEFAULT FALSE }

shadowSubject specifies the subtree, entries and attributes to shadow. The components of the UnitOfReplication are
defined in 9.2.

updateMode specifies when updates of a shadowed area are scheduled to occur. The components of UpdateMode are
defined in 9.3.

master contains the access point of the DSA containing the mastered area. This element is optional and need only be
supplied for optimization purposes.

secondar yShadows permits secondary shadow information to subseguently be supplied to the shadow supplier.
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9.2 Unit of replication

This subclause describes how portions of the DIT can be replicated by defining the granularity of the DIT information
that can be shadowed. The unit of replication is defined within the Directory information model, and a specification
mechanism is provided. The shadowing mechanism in the Directory is based on the definition of the subset of the DIT
that will be shadowed. This subset is called a unit of replication.

Because shadowing in the Directory is only defined between pairs of DSAS, there is a constraint that the shadowed
information shall be completely within a single DSA. The specification of the unit of replication may extend beyond a
naming context, but the replicated areais limited to the naming context.

The unit of replication comprises a three-part specification which defines the scope of the portion of the DIT to be
replicated, the attributes to be replicated within that scope, and the requirements for subordinate knowledge. The unit of
replication also implicitly causes the shadowed information to include policy information in the form of operationa
attributes held in entries and subentries (e.g. access control information) which is to be used to correctly perform
Directory gperatrons—Hhe-poticy-Hrformation-to-bethctided-begins-at-an-attoromets-admintstrative-pormit-ang extends to

on base entry, but does not include it.

the replicat

The unit of|replication is specified as:

UnitOfRepljcation 1= SEQUENCE {
area AreaSpecification,
attributes AttributeSelection,
knowl|edge Knowledge OPTIONAL,

contextSelection ContextSelection OPTIONAL,
supplyContextsCHOI CE {

allContexts NULL,
$electedContexts SET OF ContextType} OPTIONAL }
AreaSpecifilcation 1= SEQUENCE{
contextPrefix DistinguishedName,
repligationArea SubtreeSpecification }
Knowledge 1= SEQUENCE {
knowl|edgeType ENUMERATED {
master (0),
shadow (1),
both 21,

extenfledK nowledge BOOLEAN DEFAULT FAESE }

area defings the replicated area. It includes the\context prefix of the naming context containing the replicated area and
the subtreq specification relative to that context prefix. For the case where a DSA is shadowing first level |knowledge
from a firgt level DSA, the contextPr gfix \component is empty. SubtreeSpecification is defined in ITU-T Rec. X.501 |
ISO/IEC 9594-2. The names used in ‘area shall be the primary distinguished names, without context infgrmation or
alternativedistinguished values.

attributes defines the set of attributes to be shadowed. It includes specification of user attributes (including collective
attributes) and operational @ttributes, as described in 9.2.2.

knowledgeType definesSdhe knowledge references to be shadowed. It includes specification of the type of| references
(master/shadow) tobe-shadowed as well as whether the knowledge requested is extended knowledge.

master indicatesthat only references to master naming contexts are to be supplied.

shadow indrcatesthatonty Teferences tocommonty Usabie Tephitatetaress are to e supphed:
both indicates that references to both master and shadowed naming contexts are to be supplied.

If extendedK nowledge is specified, then all subordinate and non-specific subordinate references of the naming context,
which are subordinate to the area prefix are included in the unit of replication. To achieve this glue SDSEs are included,
as necessary, in the shadowed information to represent all entries between the lower boundary of the replicated area and
the subordinate knowledge references.

contextSelection is used to refine further the information selection. It may be used to select which attribute values of the
attributes selected in attributes are to be shadowed. Only attribute values selected by contextSelection shall be shadowed.
Selection is based on the same rules as described for entry information selection in 7.6.2 of ITU-T Rec. X.511 |
| SO/IEC 9594-3. contextSelection is also applied to the alternative distinguished values of naming attributes and so may
affect the names of SDSEs (it is not applied to the primary distinguished values which are always shadowed). If
contextSelection is not specified, then al attribute values for all attributes in attributes shall be shadowed (i.e. default
contexts are not applied to UnitOfReplication asthey are for Entrylnfor mationSelection).
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supplyContexts indicates that the shadow consumer wishes to receive context information associated with the attribute
values that are selected to be replicated. If allContexts is specified, then al context information is supplied with the
attribute values that are shadowed. If selectedContexts is used, then only context information of the type(s) specified is
supplied with the attribute values that are shadowed. If supplyContexts is omitted, then the supplying DSA shall supply
attribute values devoid of al context information.

supplyContexts is not applied to the distinguished attribute values shadowed as part of the SDSE name. If any alternative
values are included in an AttributeTypeAndDistinguishedValue in an RDN in the SDSE, then the associated context list
shall also be included for the primary distinguished value and all the alternative distinguished values in the
AttributeTypeAndDistinguishedValue.

The following subclauses define the components of the unit of replication in detail. Support, by a shadow supplier DSA,
for various componentsis optional as specified in 9.3.1 of ITU-T Rec. X.519 | ISO/IEC 9594-5.

9.21 Area specification

The replicdted area is specified by defining a subtree of the DIT and refining that subtree to exclude those [Lortions not
required. The refinements include a filtering of entries, based on their object class. These stages are described in 9.2.1.1
and 9.2.1.2

9.2.1.1 Hubtreeboundary specification

The first stigge is to specify the shape of the subtree that is to be shadowed within a DSAJThis is done by drawing the
boundary pf the subtree based on the tree structure using the subtree specification mechanism as |defined in
ITU-T Reg X.501 | ISO/IEC 9594-2. The component base of SubtreeSpecification is.uSed to provide the replifcation base
entry of the unit of replication relative to the context prefix from which the feplicated area was derived. The chop
component| of SubtreeSpecification is used to define the lower boundary of the subtree that is to be shadowed. [The entries
that can be referenced by either the specificExclusions or the maximum component are limited by the lower houndary of
the naming context holding the replication base entry. If the chop component is absent, the unit of replicatipn includes
the whol e gubtree starting with the base and proceeding down to the lower boundary of the naming context.

NOTE - The componemhinimum shall not be used to specify a.subtree to be shadowed.

9.2.1.2 SYubtreerefinement

The next ptage of refinement is to apply a filter to\the selected subtree. The specificationFilter corpponent of
SubtreeSpefification is used to specify the filter. Filterinighis done on object class only.

Filtering may result in a unit of replication that isho longer a connected subtree in the DSA, from the viewpoint of the
Directory Information Model. For such subtrees-glue DSEs are required to be supplied for as many entries ad are needed
to build a gonnected subtree in the shadow €onsumer.

9.2.2 Attribute selection

This furth¢r stage of refinement;of the unit of replication specifies the attributes (user, collective angl Directory
operational]) to be shadowed.

In additior] to those specified here, access control operational attributes, createTimestamp and modifyTimestamp are
always included in a-unit™of replication. Also, if knowledge is specified (as defined in 9.2.3) the knowledge |operational
attributes will be ineluded in the shadowed information and need not be enumerated as part of this attribute sgection.

The create |mestamp and modlfyTlmeetamp shall be prowded by the shadow suppller |n the shadowed nformation
) DS . ) or if anew
shadow DSE is added The modnfyﬁmestamp shaII aways be conveyed in the SDSEContent if present in the shadow
supplier's DSE for that entry or subentry.

The attribute selection shall be specified to reflect, if at all possible, any restrictions on shadow consumer access to the
information. However, it is possible that some security policies may cause very limited exceptions to this norm where
particular information is withheld from the shadowed information.

The principles of attribute selection are:

a) The selection takes place within the shadow supplier DSA, in accordancatniitinteSelection at the
time of shadowing. There are no actions whatever that are applied by the shadow consumer DSA.

b) Attributes that are to be selected for shadowing, SDSE by SDSE, can be selected on the basis of the class
of the entries and/or subentries being shadowed, or for generic use within all shadowed entries.

NOTE 1 — This permits flexibility such as either shadowingtédh@honeNumber attribute for all entries which
have this attribute or shadowing tteeephoneNumber attribute only for entries of classganizationalUnit.
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AttributeSelection

SET OF ClassAttributeSelection

ClassAttributeSelection 1= SEQUENCE {
class OBJECT IDENTIFIER OPTIONAL,
classAttributes ClassAttributes DEFAULT allAttributes: NULL }
ClassAttributes := CHOICE({
allAttributes NULL,
include [Q] AttributeTypes,
exclude [1] AttributeTypes}

AttributeTypes

SET OF AttributeType

Each element of AttributeSelection is a ClassAttributeSelection element, and specifies the attributes that the shadow
supplier is to select for shadowing. Specification of attributes for an object superclass also applies to any subclasses of

the named

The defaul
relevant c
included. |
included, t

Attributes
specificatid
specificatig

Explicit in
exclusion d

Where ent
conflicting
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even if
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The next stiege in defining the unit of replication+'s the inclusion of subordinate knowledge. This knowledge
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allAttributes specifies that all user attributes (including collective attributes) are to be included.
llective attributes associated with the class, the appropriate collectiveAttributeSubentrys arg

any directory operational attributes (other than access control, timestamps and knowledge
ey must be identified in the include element of the specification.

gre implicitly included in the case where allAttributes is specified. In addition, when using
n, any attributes contained in an entry which are not explicitly excluded are implicitly ing
n of an attribute supertype implicitly includes any subtypes of that attributé.

tlude or exclude of a collective attribute for a particular class results in the corresponding i
f the collective attributes in the holding subentries.

specifications include has priority over explicitly excluded attributes and exclude has priority ovd
ributes.

— If a specific collective attribute is shadowed, it maybe returned by the shadow consumer &npay]
t has not been specifically included for that entryAblyibuteSelection. This is because thttributeSeleg
Sidered by the shadow consumer in fulfilling thé.abstract service.

ubor dinate knowledge

b knowledge of either master, of'shadowed naming contexts and may include specific and/or n
Additionally, such subordinate*knowledge references may be included in the unit of replication, ¢

They must still be subordinate to the ar eaPr efix.

ubentries

are included in'the unit of replication for access control, schemaand collective entries as described

ccess.control information

ponsibility of the shadow supplier to provide properly transformed access control information for

If there are
implicitly
are to be

the exclude
luded. The

hclusion or

ries belong to more than one of the specified classes, thel specifications are cumulative. In the case of

r implicitly

trdbr mation
tion value is

nay include
on-specific
bven if they

hediately subordinate to entries in the replicated area, in which case they are referred to as extendedlK nowledge

below.

tach itemin

the unit of

replication. The nature of the transformation IS specified as part of the snadowing agreement and

simple as the identity transformation.

NOTE 1 — For example, the transformation may reflect a local policy that states it is not necessary to shadow permiedions relat
to controlling modification of the shadowed items. Such a policy is consistent with the read-only nature of shadowed mformatio

The following access control information shall always be shadowed:

may be as

a) the operational attribute accessControlScheme, for each access control specific area in the unit of
replication;

b) prescriptive access controls relevant to the reading of the replicated information and found in
access-control-specific or inner points or their subentries within the replicated area up to and including
the first access-control-specific or autonomous administrative point encountered proceeding from the area
prefix towards the root;

c) entry access controls relevant to the reading of each entry shadowed.
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The shadow consumer shall enforce access control using the shadowed access control information.

NOTE 2 — It is desirable that changes in access control policy, as expressed by prescriptive ACI, should be propagated to
shadowing DSAs (and other DSAs) as soon as possible. Such changes may cause (for example) the initiation of a (hormal)
incremental refresh exchange to affected DSAs, without regard for any particular periodic strategy. The refresh woul@include (
consistency) any other updates pending to the unit of replication. A similar consideration may apply when changes are made to a
groupOfUniqueNames attribute if itpertains to access control.

9.2.4.2 Schema information

The schema information required by a shadow consumer to accommodate the shadowed information in its DSA
Information Tree and to satisfy Directory query operations on that shadowed information needs to be shadowed as part
of the unit of replication.

The relevant operational attributes of the subschema subentry are always included in the unit of replication.

9.24.3 Entry collection information

Collective [attributes are included in or excluded from the unit of replication as user attributes. If~allAttributes is
specified, Bl corresponding collectiveAttributeSubentrys are implicitly included in the unit of replicatipn. If user
attributes ¢xplicitly included in the unit of replication are collective attributes, the corresponding* attribptes of the
collectiveAtfributeArea are included in the unit of replication.

9.25 Arinciplesfor the use of SDSE information

The SDSE jinformation supplied by atotal or incremental refresh shall be used to generéatela set of DSEs that ¢orresponds
precisely tg the set of SDSEs defined by the unit of replication, with the following exceptions:

theDSEType value shall become equal to tBBSEType value aftersetting the shadow bit gnd resetting all
bits not permitted iISDSEType;

- the consumer DSA may create and maintain additional\@perational attributes for local purposes.

It is possilple for such a DSE to coincide with other DSEs (i.e.fjaving the same name). This can ocqur as a result of other
shadowing agreements, or because the shadowed information shares common DSEs with those held as master
informatiop or as cross references by the DSA. Where such'a coinciding exists, the DSA shall maintain the DSE arising
from the ghadowing agreement as an independent pieece of information, except that later informatfon, derived from the
same master copy, can always supersede earlier infrmation where this is detectably the case.

As an exgmple, the naming context Q is shadowed, as Q', to the DSA holding the superior naming context. This causes
the context prefix at Q to be superimposed on'the subordinate reference’ B&EBpoints to B, the qontext prefix
of Q. In th|s case, the subordinate refereneé DSE shall be maintained separately from the shadowed context prefix.

9.2.6 Qverlapping replicated areas

A shadow consumer may optionally be involved in two or more shadowing agreements specifying overlapping
replicated|areas. The procedures to be followed by DSAs that do not support overlapping replicated areas are defined
in 9.2.6.1.|The procedures.t0_be followed by DSAs that support overlapping replicated areas are defined in 9.2.6.2.

9.26.1 Hroceduresfor. DSAsnot supporting overlapping replicated areas

This subclause defineés the procedures to be followed by shadow consumers that do not support pverlapping replicated
areas.

A shadow .€ensumer shall not engage in two or more shadowing agreements Walt@sReplicatign specifies
overlappirig—+replicated—areas—However—the-shadow-consumer—may-encouhier—cases-where—-nen-overlapping replicated
areas share prefix or other information, resulting in overlapping area prefix SDSEs. A similar situation occurs when an
SDSE overlaps mastered information. Thus, augntry SDSEs within prefix information may be subject to separate
(uncoordinated) updates from different shadowing agreements. Changes in subentries (such as prescriptive access
control information) need to be associated with particular data, and updates reflecting such changes will only be sent for
relevant shadowing agreements. Subentries and administrative entries for shadowing agreements which share prefix or
other information with DSEs from other sources (e.g. master information or other shadowing agreements) need to be
logically maintained separately and associated with the appropriate unit of replication.

9.26.2 Proceduresfor DSAs supporting overlapping replicated areas
This subclause defines the procedures to be followed by shadow consumers that support overlapping replicated areas.

Each replicated area (associated with a shadowing agreement) shall be represented in the shadow consumer by a separa
"information plane". When the shadowed information associated with a shadowing agreement is updated, only the
"information plane" that represents that shadowed information shall be affected.
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When performing a Directory interrogation operation on a given replicated area, a shadow consumer shall do one of the
following:

a) Select an "information plane’ that is capable of satisfying the specified Directory operation. The
procedure used to select the appropriate "information plane" is outside the scope of this Directory
Specification. Once an appropriate "information plane" is found, only the shadow DSES contained in that
"plane" are considered during the execution of the Directory operation, i.e. information contained in other
"information planes" isignored.

b) Consider the aggregate of shadowed information the shadow consumer holds for the relevant replicated
area by merging the shadow DSEs from different "information planes' into one single set of shadow
DSEs, one for each replicated entry. If the resulting shadowed information is capable of satisfying the
Directory operation, execute the latter on the resulting set of shadow DSEs.

NOTE — A shadow DSE resulting from the union of ashadow DSEs representing a given replicated entry
should contain the most current shadowed information from the set of all applicable "information planes".

9.3 Update mode

The updatIvI ode argument in the shadowing agreement specifies when updates are expected, to-occur fof shadowed
information.

UpdateM ode ;== CHOICE({
supplierInitiated [0] SupplierUpdateM ode,
consumer I nitiated [1] ConsumerUpdateMode}

Supplier UpdateM ode = CHOICE{
onChange BOOLEAN,
schedpled SchedulingParameters}

Consumer UpdateM ode ::= SchedulingParameters

The compdnents of updateM ode are defined in 9.3.1 through,9.3.3.

For each stjadowing agreement, a choice has to be made between the shadow supplier or shadow consumer ifitiating the
update. Thisis specified by selecting supplierInitiated>Or consumer I nitiated. This choice does not preclude either party in
a shadowimg agreement from initiating (or attempting to initiate) an update at times outside those specified by the
updateM ode.

If rule-basgd-access-control is in place, the-clearance of the peer DSA needs to be checked against the lapel for any
shadowed @ttribute value to check that the peer DSA has the clearance to access the data.

931 Supplier update mode

In SupplierUpdateM ode, onChange indicates that the shadow supplier is expected to provide updates when changes occur
within the|replicated area‘as specified by the unit of replication. Should the shadow consumer be unavgilable, the
shadow supplier shall~resend the update within an appropriate, locally-defined, time period. If, due to the urfavailability
of the shadpw consuirier, a number of changes are outstanding, the shadow supplier may transmit them withir one single
updateShadow,operation.

932 Consumer update mode

In Consumer UpdateM ode the scheduling of the update requestsis as specified by the SchedulingParameters.

933 Scheduling parameters
The SchedulingPar ameter s provide the information required to schedule the requests for updates.

SchedulingParameter s ;= SEQUENCE {
periodic PeriodicStrategy OPTIONAL, -- must be present if othertimesis set to FALSE --
othertimes BOOLEAN DEFAULT FALSE }

Scheduling can be based on a periodic basis (periodic), an exception basis (othertimes) or a combination of both.
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If present, periodic indicates that update windows are expected to occur on a regular basis. PeriodicStrategy is used to
specify the windows by providing a start time of the first window, the size of each window, and the amount of time
between windows. These parameters provide guidance as to when updates are expected to occur; however, updates may
also be attempted, for a number of reasons, outside the windows specified.

PeriodicStrategy 1= SEQUENCE {
beginTime Time OPTIONAL,
windowSize INTEGER,
updatel nterval INTEGER }

Time ;.= GeneralizedTime

-- asper 34.3 b) and c) of CCITT Rec. X.208 and | SO/IEC 8824

i i nacifiesthactart tima of tha firat vwindow,
eginlime
} HEeSHe-SalHRe-OtHe-H-SHAHREEW-

windowSizq is the length of the update window in seconds.

updatel nterfval is the interval between the start of one update window and the start of the next_tipdate window. The
interval is éxpressed in seconds.

If beginTime is not specified, the update strategy starts at the time the shadowing agreementisactivated.

othertimes findicates that updates can be scheduled according to local requirements. \When this is set as [part of the
shadowing| agreement, then the shadow supplier may include the updatewindow parameter during shadow update
operations fo signal the window for the next expected update.

If periodic |s present and othertimes is TRUE, a window selected by UpdateWindow in an updateShadow opetation, or as
a result off a coordinateShadowUpdate or requestShadowUpdate operation, has precedence over those dpecified in
PeriodicStrptegy (e.g. if othertimes calls for alater time than the next périodic update according to PeriodicSt ategy), the
PeriodicStrptegy timeisignored.

10 Directory information shadow service

The directqry information shadow service defined here'provides the Directory with a mechanism to provide and support
replicated information. The use of shadowed information to satisfy Directory requestsis described in ITU-T Rec. X.518 |
I SO/IEC 9%94-4.

Once a shgdowing agreement has been activated, shadowing may take place in the form of updates by using operations
of the Directory Information Shadowing Protocol (DISP). Three distinct operations are| available:
coor dinate$hadowUpdate, updateShadow and requestShadowUpdate. Descriptions of how these operations gre used for
shadow supplier initiated update-and for shadow consumer initiated update are provided in 10.1 and 10.2 belpw. In both
cases the ypdates for a particultar agreement are sent in a single operation. The operations themselves arg defined in
clause 11 and the associated errorsin clause 12.

10.1 Shadow.supplier initiated service

This subcl
operations.
for which the shadow suppller intends to send an update

HateShadow
agreement

Upon receipt of a positive acknowledgement, the shadow supplier sends the update for the shadowing agreement by
using the updateShadow operation.

Otherwise the shadow consumer responds with a shadowError. The circumstances under which particular errors will be
returned are defined in clause 11.

Although the coordinateShadowUpdate operation applies to only a single shadowing agreement, several shadowing
agreements can be updated within a single application association. For any one shadowing agreement, the
coor dinateShadowUpdate operation (request and result) must precede the updateShadow operation. Only one instance of
the updateShadow operation can be invoked per coordinateShadowUpdate instance. For any one shadowing agreement,
there can only be a single coordinateShadowUpdate operation for which the response and updateShadow operation are
outstanding at any one time.
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Under certain circumstances, a failure of underlying services may be detected by the shadow supplier and/or shadow
consumer (e.g. as aresult of a RO-REJECT-P indication or an A-P-ABORT indication). If such an indication is received
at any point prior to receipt of a positive response to the updateShadow operation, the shadow supplier shall assume that
the combination of coordinateShadowUpdate and updateShadow failed. If the shadow consumer receives such an
indication at any point prior to responding to the updateShadow operation, the shadow consumer shall also assume that
the entire combination failed. Assuming such a failure, the shadow consumer, upon receipt of another
coordinateShadowUpdate operation for this shadowing agreement, shall disregard any previously outstanding
coor dinateShadowUpdate rather than return an error. Procedures for recovery are outside the scope of this Directory
Specification.

10.2 Shadow consumer initiated service

This subclause describes shadow consumer initiated update using the requestShadowUpdate and updateShadow
operations. FheTequestShadowtpdate opet attorvoked Iuy the-shedow-consumertdentifres-the-shadowit g agreement
for which the shadow consumer wishes to receive an update.

If the paraqneters in the RequestShadowUpdateArgument are acceptable to the shadow supplier, a result will pe returned
although np information will be conveyed with it. The shadow supplier sends the update for the,Shadowing agreement
using the updateShadow operation.

Otherwise the shadow supplier responds with a shadowError. The circumstances under which particular erfors will be
returned arg defined in clause 11.

Although the requestShadowUpdate operation applies to only a single shadowing agreement, several |shadowing
agreementg can be updated within a single application association. ¢FOr any one shadowing agreement, the
requestShaglowUpdate operation (request and result) must precede the updateShadow operation. Only one insfance of the
updateShadow operation can be invoked per requestShadowUpdate ingtance. For any one shadowing agreemeft there can
only be a gngle requestShadowUpdate operation for which the resgonse and updateShadow operation are oufstanding at
any onetine.

Under certpin circumstances, a failure of underlying services may be detected by the shadow supplier and/or shadow
consumer (.g. as aresult of a RO-REJECT-P indication oran A-P-ABORT indication). If such an indication|is received
at any poirft prior to receipt of a positive response to.the' updateShadow operation, the shadow supplier shall gassume that
the combinjation of requestShadowUpdate and updateShadow failed. If the shadow consumer receives such an indication
at any poirjt prior to responding to the updateShadow operation, the shadow consumer shall also assume that the entire
combinatign failed. Assuming such a failure; the shadow supplier, upon receipt of another requestShadowUpdate
operation flor this shadowing agreement.shall disregard any previously outstanding requestShadowUpdate |rather than
return an efror. Procedures for recovery are outside the scope of this Directory Specification.

11 Shadow oper ations

The operalions of the<Directory Information Shadowing Protocol (DISP), used by shadow suppliers gnd shadow
consumers|to realize'the directory information shadow service described in clause 10, are defined in 11.1 through 11.3.
The associgted érrors are defined in clause 12.

111 Coordinate Shadow Update oper ation

The coor dinateShadowUpdate operation is used by the shadow supplier to indicate the shadowing agreement for which it
intends to send updates. The arguments of the operation may be signed, encrypted, or signed and encrypted (see 15.3 of
ITU-T Rec. X.501 | ISO/IEC 9594-2) by the shadow supplier. If so requested, the shadow consumer may sign, encrypt,
or sign and encrypt the result.

CoordinateShadowUpdate OPERATION  ::= {
ARGUMENT  CoordinateShadowUpdateAr gument
RESULT CoordinateShadowUpdateResult
ERRORS { shadowError }

CODE id-opcode-coor dinateShadowUpdate }
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Coor dinateShadowUpdateAr gument ;2= OPTIONALLY-PROTECTED { [0] SEQUENCE {
agreement|D Agreementl|D,
lastUpdate Time OPTIONAL,
updateStrategy CHOICE({
standard ENUMERATED {
noChanges (0),
incremental (),
total 21,
other EXTERNAL },

securityParameters  SecurityParameters OPTIONAL },
DIRQOP.& dispCoor ShadowArg-QOP{@dirqop} }

}
CoordinateShadowUpdateResult ::= CHOICE {
null NULL,
information PROTECTED {
SEQUENCE {
agreement| D AgreementI D,
lastUpdate Time OPTIONAL,

COMPONENTSOF CommonResults},
DIRQOP.& dispCoor ShadowRes-QOP{@dirqop} } }

11.1.1  Qoordinate Shadow Update parameters
The varioup parameters have the meanings defined below.
The agreementI D argument identifies the shadowing agreement as defined in 9.4,

The lastUpflate argument indicates is the time provided by the shadow supplier in the most recent successful update. It
shall be abgent if there has been no previous successful update for the shadowing agreement, or if the shadow consumer
requires a full update even if there have been no changes to the shadowed information, e.g. to recover from erfors.

The updateStrategy argument identifies the update strategy the shadow supplier intends to use for this update] Within the
choice of [standard, the shadow supplier may select noChanges (indicating no modifications to the shadowed
informatiom), incremental (indicating incremental changes){<or total (indicating a complete replacement of |the unit of
replication).

The option noChanges should only be used when the shadow supplier wishes to inform the shadow consuimer that no
modificatigns have occurred to the replicated aréa since the last update (e.g. in the case where a regularly scheduled
update is expected). This shall be followed by ‘an‘updateShadow operation with Refreshinformation set to noR¢fresh.

The securityParameters argument is definedkin 7.10 of ITU-T Rec. X.511 | ISO/IEC 9594-3. The target parameter value
is set to ngne. The securityParameter ssargument shall be included if the argument is to be signed, encrypted, or signed
and encrypted by the shadow supplier.

11.1.2  Goordinate Shadow Update success

Should the|request succeed, 'a result shall be returned. If the result is to be signed, encrypted, or signed and ecrypted by
the shadow consumer;{the SecurityParameters (see 7.10 of ITU-T Rec. X.511 | ISO/IEC 9594-3) component of
CommonRgsults (see#4 of ITU-T Rec. X.511 | ISO/IEC 9594-3) shall be included in the result. If the resultjis not to be
signed by the shadow consumer, no information shall be conveyed with the result.

11.1.3 (oordinate-Shadow-L Ipdafnfmlllrn

Should the reguest fail, a shadowError shall be reported. Circumstances under which the particular shadow problems
will be returned are defined below.

An invalidAgreementI D shadow problem is returned if the shadow consumer DSA does not recognize the AgreementID
specified within the set of Agreementl Ds with this shadow supplier DSA.

An inactiveAgreement shadow problem is returned if the shadow consumer DSA recognizes the AgreementID as a valid
AgreementID for this shadow supplier DSA, but the shadow consumer DSA understands that the AgreementID is
inactive.

An unsupportedStrategy shadow problem is returned if the shadow consumer DSA does not support the refresh strategy
selected by the shadow supplier DSA for this shadowing agreement.

A missedPrevious shadow problem is returned if the shadow consumer DSA’s understanding of the time of last update is
earlier than the time indicated by the value receiveasibpdate.
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A fullUpdateRequired shadow problem is returned by the shadow consumer DSA to inform the shadow supplier that a
total refresh is required to bring the shadow consumer DSA into a state of consistency with the shadow supplier. This
could be returned, for instance, if the shadow consumer DSA is recovering from a mgjor failure and does not currently
understand its state of consistency with respect to the shadow supplier.

An unwillingToPerform shadow problem is returned by the shadow consumer DSA to indicate that it is unwilling to
perform the update operation associated with this coordinate operation. Interpretation of this shadow problem is outside
the scope of this Directory Specification.

An unsuitableTiming shadow problem is returned if the shadow consumer DSA is unwilling to perform the update
associated with this operation at thistime.

An updateAlreadyReceived shadow problem is returned if the shadow consumer DSA’s understanding of the time of last
update is later than the time indicated by the value receivestipdate.

TheinvalidinformationReceived shadow problem is not returned in response to this operation.

An invalid$equencing shadow problem is returned to signal the receipt of multiple consecutidnateShadowUpdate
requests for aingle shadowing agreement without completing an intervaeipdgteShadow operatioh or [receiving an
underlying service failure indication.

11.2 Request Shadow Update operation

A requestShadowUpdate operation is used by the shadow consumer to request Updates from the shhadow supplier. The

arguments$ of the operation may be signed, encrypted, or signed and erefypted (see 15.3 of|ITU-T Rec. X.501 |
ISO/IEC 9594-2) by the shadow consumer. If so requested, the shadow supplier may sign, encryptt, or sign and encrypt
the result.

requestShaglowUpdate OPERATION = {
ARGUMENT RequestShadowUpdateAr gument
RESULT RequestShadowUpdateResult
ERRORS { shadowError }
CODE id-opcode-requestShadowUpdate }

RequestShddowUpdateAr gument == OPTIONALLY-PROTECTED {[0] SEQUENCE {
agreement|D Agreementl| D,
lastUpdate Time OPTIONAL,
requestedStrategy CHOICE {
standard ENUMERATED {
incremental D,
total 2%}
other EXTERNALY,
securjtyParameters SecurityParameters OPTIONAL },
DIRQOP.& dispRequest ShadowlUpdateAr g-QOP{@dirqop} }

RequestShgdowUpdateResult ;= CHOICE {

npll NULL,
information PROTECTED {
SEQUENCE {
agreement|D AgreementID,
lastUpdate Time OPTIONAL,

COMPONENTSOF CommonResults},

11.21 Request Shadow Update parameters
The various parameters have the meanings as defined below.
TheagreementID argument identifies the shadowing agreement as defined in 9.1.

The lastUpdate argument is the time provided by the shadow supplier in the most recent successful update. It shall be
absent if there has been no previous successful update for the shadowing agreement, or if the shadow consumer require
a full update even if there have been no changes to the shadowed information, e.g. to recover from errors.

TherequestedStrategy argument identifies the type of update being requested by the shadow consumer.

The shadow consumer may request eithemearemental or atotal update from the shadow supplier. However, if the
shadow consumer requestsiamemental update and the shadow supplier determines that it needs to tetasidipdate,
it will return ashadowError with problem set tofullUpdateRequired.
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The securityParameters argument is defined in 7.10 of ITU-T Rec. X.511 | ISO/IEC 9594-3. The target parameter value
is set to none. The securityParameters argument shall be included if the argument is to be signed, encrypted, or signed
and encrypted by the shadow consumer.

11.2.2 Request Shadow Update success

Should the request succeed, a result shall be returned. If the result isto be signed, encrypted, or signed and encrypted by
the shadow supplier, the SecurityParameters (see 7.10 of ITU-T Rec. X.511 | ISO/IEC 9594-3) component of
CommonResults (see 7.4 of ITU-T Rec. X.511 | ISO/IEC 9594-3) shall be included in the result. If the result is not to be
signed by the shadow supplier, no information shall be conveyed with the result.

The lastUpdate argument indicates the shadow supplier's understanding of the time at which the last update for this
agreement was sent and is the time as provided by the shadow supplier DSA. This argument may only be omitted before
the first instance of 8hadowUpdate operation for a particular shadowing agreement.

11.23 Request Shadow Updatefailure

Should the request fail, shadowError shall be reported. Circumstances under which the particular shadow problems
will be retyirned are defined below.

An invalidAgreement! D shadow problem is returned if the shadow supplier DSA does_not recognigfteement| D
specified ithin the set gfgreement! Ds with this shadow consumer DSA.

An inactivgAgreement shadow problem is returned if the shadow supplier DSA‘fecognizesgthenenti) as a valid
AgreementID for this shadow consumer DSA, but the shadow supplien.DSA understands thajrébeentID is
inactive.

An unsuppprtedStrategy shadow problem is returned if the shadow.supplier DSA does not support the refresh strategy
selected Hy the shadow consumer DSA for this shadowing agréement.

A fullUpdateRequired shadow problem is returned by the . shadow supplier DSA to inform the shadgqw consumer that a

total refresh is required to bring the shadow consumer, DSA into a state of consistency with the shadow supplier. This
could be returned, for instance, if the shadow suppliemDSA is unable to construct a meaningful incfemental update with
respect to[the value receivedaatUpdate.

An unwillingToPerform shadow problem is returned by the shadow supplier DSA to indicate that|it is unwilling to
perform tHe update operation associated with this request operation. Interpretation of this shadow problem is outside the
scope of this Directory Specification.

An unsuitgbleTiming shadow problemy is returned if the shadow supplier DSA is unwilling to pefform the update
associated with this request operation at this time.

The invalidll nformationReceived;” missedPrevious, and updateAlreadyReceived shadow problems are ngt returned in
response [o this operatian.

An invalidgequencing shadow problem is returned to signal the receipt of multiple consecetjwestShadowUpdate
requests for a single shadowing agreement without completing an intervgdmeShadow operation or receiving an
underlying service failure indication.

11.3 Update Shadow oper ation

An updateShadow operation is invoked by the shadow supplier to send updates to the shadow consumer for a unit of
replication. Prior to this operation being initiated;oer dinateShadowUpdate or arequestShadowUpdate operation must

have been successfully completed for the identified shadowing agreement. The arguments of the operation may be
signed, encrypted, or signed and encrypted (see 15.3 of ITU-T Rec. X.501 | ISO/IEC 9594-2) by the shadow supplier. If
so requested, the shadow consumer may sign, encrypt, or sign and encrypt the result.

updateShadow OPERATION = {
ARGUMENT UpdateShadowArgument
RESULT UpdateShadowResult
ERRORS { shadowError }
CODE id-opcode-updateShadow }
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UpdateShadowArgument  ::= OPTIONALLY-PROTECTED { [0] SEQUENCE {
agreement| D AgreementID,
updateTime Time,
updateWindow UpdateWindow OPTIONAL,
updatedi nfo Refreshlinformation,

securityParameters  SecurityParameters OPTIONAL 1},
DIRQOP.& dispUpdateShadowArg-QOP{@dirqop} }

UpdateShadowResult ::= CHOICE {

in

null NULL,
formation PROTECTED {
SEQUENCE {
agreement|D AgreementID,
lastUpdate Time OPTIONAL,

11.31 Update Shadow parameters

The variou

The agreementI D identifies the shadowing agreement that has been established.

COMPONENTSOF CommonResults},
DIRQOP.& dispUpdateshadowRes-QOP{@dirqop} } }

5 parameters have the meanings as defined below.

The updatgTime argument is supplied by the shadow supplier. Thistimeis used during the next-coor dinateShadowUpdate

or requestShadowUpdate to ensure that the shadow supplier and shadow consumer have a common view of th
information.

P shadowed

The updatgwindow argument, when present, indicates the next window during/Which the shadow supplier| expects to

send an update. This parameter is only alowed if the SchedulingParametér—0f the UpdateMode of the

shadowing

5 information at any

agreement has the othertimes parameter set to TRUE.
UpdateWindow ;= SEQUENCE({

start Time,

stop Time}
The updatgdinfo argument provides the information required by the shadow consumer to update ity shadowed
informatioT. This may be a total copy of the shadowed, information or only incremental updates for a set{of SDSEs.
Although this need not provide a "mirror image" in the shadow consumer of the shadow supplier’
particular [nstant in time, the updates sent must belinternally consistent for the replicated area.

The semalntics of the information conveyed in-this parameter shall result in the shadow consumer

supplied.

If for insta|
consumer
same as J
would the
since intel

The securit

~urthermore each update shall be-applied independently and without regard to previously
nce, a particular add or delete was sent twice (in two separate updates with different upds
would not signal an error; as the effect of adding theskadoer DSE twice in immediate sud
dding it once. Similarly, deleting twice in immediate succession is the same as deleting o
shadow consumer.disregard the second update on the basis of having received an e
vening changes ta the DSE (within the update window) could make the second update sig

yParameters argument is defined in 7.10 of ITU-T Rec. X.511 | ISO/IEC 9594-3.tdryet parg

eflecting the changes
transmitted updates.
te times), the shadow
cession is the

nce. However, neither
hrlier identical update,
ynificant.

meter value
crypted, or signed

is set tonone. The SecupityParameters argument shall be included if the argument is to be signed, en
and encrypted by, the shadow supplier.
Refreshlnfgrmation == CHOICE{

noRefr esh NULL,

total [{'\] Tnf::chlFrnch,

incremental [1]  IncrementalRefresh,

other Strategy EXTERNAL }

noRefresh indicates that there have been no changes to the shadowed information from the previous instance to the
present. This may be used where wgdateShadow operation must be supplied at a certain interval defined in the
shadowing agreemenugdateMode), but no modification has actually occurred. It shall not be used where the
updateShadow operation is in response toceordinateShadowUpdate or refreshShadowUpdate operation in which the
lastUpdate argument has been omitted.

total provides a new instance of the shadowed information.

incremental provides, instead of a complete replacement of the shadowed information, only the changes which have
occurred to that shadowed information betweegUpdate in the most recentcoordinateShadowUpdate (or
requestShadowUpdate request), andpdateTime in the currentipdateShadow request (orequestShadowUpdate response).

other Strategy provides the ability to send updates by mechanisms outside the scope of this Directory Specification.
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11.3.1.1 Total refresh

The complete shadowed information is included starting at the root of the DIT and including all SDSEs within the

shadowed information.
TotalRefresh ;=  SEQUENCE({
sDSE SDSEContent OPTIONAL,
subtree SET OF Subtree OPTIONAL }
SDSEContent ;= SEQUENCE {
sDSEType SDSEType,
subComplete [0] BOOLEAN DEFAULT FALSE,
attComplete [1] BOOLEAN OPTIONAL,
attributes SET OF Attribute,
attVallncomplete SET OF AttributeType DEFAULT {} }
SDSEType ~—=—-—PSEHype
Subtree = SEQUENCE({
rdn RelativeDistinguishedName,
COMPONENTSOF TotalRefresh }

Absence o] objects (SDSEs) formerly contained in the shadowed information indicates their deletion.

sDSEType indicates the type of DSE being shadowed. If the bits root, supr, xr, shadow, immSupr or rhob are get, they are
ignored.
subtree is gmitted for SDSEs which have no subordinate SDSES. The RDNs used-if\subtree shall be primary |RDNs, and
shall incl uiz context information and all alternative distinguished values in thevalteswithContext component, unless the
specific shadowing agreement includes a context selection which reduces the number of alternative distinguished values
which are shadowed.
subComplefe is a boolean that, if present, indicates whether or noet/subordinate knowledge is completel If TRUE,
subordinaté¢ knowledge is complete. If FAL SE, subordinate knowledge isincomplete or unknown.
attCompletg is a Boolean and is TRUE if and only if all user attributes of the entry, all values of such user attfibutes, and
all contextfinformation associated with those values, are present for the entry. If FALSE, some user attributgs or values
or context [nformation have been omitted. If absent, it is undefined whether or not al user attributes or values or context
informatiomn are present.
attributes i$ comprised of al user and operationalh attributes specified in the shadowing agreement.
attVallncomplete is a list of those attribute types present in attributes for which not all attribute values are included.
Attribute vialues may have been omitted.due to context-based selection. For any attribute type listed, some attribute
values have been omitted. For any attribute type not listed, all attribute values are included. AttVallncomplgte shall not
contain any attribute types that do_net appear in attributes.
11.3.1.2 Ipcremental refresn
Only the chianges to the-shadowed information are included in the I ncr emental Refr esh.
Incremental Refresh ::= SEQUENCE OF Incremental StepRefresh
IncrementalStepRefresh 1= SEQUENCE {
sDSELhanges CHOICE {
add [0 SDSEContent,
remove NULL,
modify [1] ContentChange} OPTIONAL,
subordinateUpdates SEQUENCE OF SubordinateChanges OPTIONAL }
ContentChange 1= SEQUENCE{
rename CHOICE{
newRDN RelativeDistinguishedName,
newDN DistinguishedName } OPTIONAL,
attributeChanges CHOICE {
replace [0] SET OF Attribute,
changes [1]] SEQUENCE OF EntryModification } OPTIONAL,
sDSEType SDSEType,
subComplete [2] BOOLEAN DEFAULT FALSE,
attComplete [3] BOOLEAN OPTIONAL,
attVallncomplete SET OF AttributeType DEFAULT {} }
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Subor dinateChanges := SEQUENCE {
subordinate RelativeDistinguishedName,
changes Incremental StepRefresh }

The sequence of incremental StepRefresh within the IncrementalRefresh element shall be applied to the replicated areain
the order supplied. Thisis required to support incremental updates in the case of reuse of a Distinguished Name.

incremental

StepRefresh specifies agroup of changes to be applied to the replicated area.

sDSEChanges indicates changes which need to be reflected in the shadowed information.

add provides a copy of a complete SDSE. The shadow DSE in the shadow consumer has no subordinates. If a shadow
DSE with this name already exists in the shadow consumer, any subordinates are deleted and the shadow DSE replaced.

remove indicates that this SDSE, and any subordinates to it, should not be represented by shadow DSEs in the shadow

consumer.

modify inc
values and

renameis
the newRD
in the SDS
needs to
values. Th
alternativg
number of

udes those changes that need to be reflected in a particular SDSE, including the addition of.ing
the deletion of old attribute values.

sed to indicate changes to the name of the corresponding DSE. If only the RDN of an'entry is ch
N component is used to indicate the distinguished values of one or more attributeswhich need to
E. If asubtree is moved to a new parent, then the newDN component is used to.ifdicate the new 1
pe reflected in the shadow consumer’'s DSA informationr &reseme is not used to add or d
e RDNs used irewRDN andnewDN shall be primary RDNs, and shall‘include context infd
distinguished values, unless the specific shadowing agreement.inclides a context selec
alternative distinguished values which are shadowed.

v attribute

bnged, then

be reflected

ame which

elete attribute
rmation and all

tion which reduces the

If the changes to the SDSE are extensive, a complete replacement of content is achieveshlasih@therwise

changes is
If attComp

attVall ncon
the chang
attribute ty
appear in

subordinatg
supplied.
name. Ea
the same

Subordinat
RDNs, ar
componer|
alternativsg

11.32

Should thq
the shadd

Ised to indicate changes which need to be reflected in the ' SDSE.
ete is absent, this indicates that its value is undefined and it should not be included in the

nplete is a list of those attribute types present in3WSE for which not all attribute values a
bs in this refresh have been applied. For any-attribute type listed, some attribute values a|
pe not listed, all attribute values are preget\allncomplete shall not contain any attribute ty,
the changed SDSE

Updates specifies a sequence @fbordinateChanges which shall be applied to the replicated g
his ordering may be used, for example, to support incremental updates in the case of rg
th of theubor dinateChanges speeifies changes to make to subordinates of the entry. Note th
subordinates may be specified in otloeemental StepRefresh components ofncr emental Refresh.

EChanges is used to indicate changes to subordinate SDSEs. The RDNs usédr ifinate shal

t, unless the specific shadowing agreement includes a context selection which reg
distinguished\vatues which are shadowed.

pdate Shadow success

b requést succeed, a result shall be returned. If the result is to be signed, encrypted, or si
w/consumer, thgecurityParameters (see 7.10 of ITU-T Rec. X.511 | ISO/IEC 9594-3)

SDSE.

e present after
re not present. For any
bes that do not

rea in the order
use of a distinguished
at other changes to

be primary

d shall include context information and all alternative distinguished values ivaltlesy/ithContext

uces the number of

gned and encrypted by
component of

CommonR4g

bsUlts (see 7.4 of ITU-T Rec. X.511 | ISO/IEC 9594-3) shall be included in the result. If the

result is not to be

signed by

the shadow consumer, no information shall be conveyed with the result.

The lastUpdate argument is the time provided by the shadow supplier of the previous successful update. This argument
may only be omitted in the first instance dradowUpdate operation for particular shadowing agreement.

11.33

Update Shadow failure

Should the request fail, shadowError shall be reported. Circumstances under which the particular shadow problems
will be returned are defined below.

An invalidAgreement! D shadow problem is returned if the shadow consumer DSA does not recogmiag eimeent! D
specified within the list oAgreementl Ds with this shadow supplier DSA.

An inactiveAgreement shadow problem is returned if the shadow consumer DSA recognizagrdement|D as a valid
AgreementI D for this shadow supplier DSA, and if the shadow consumer DSA understands tiAagt édreentID is

inactive.
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An invalidlnformationReceived shadow problem is returned if the shadow consumer DSA determines that, as a result of
an error in the received data, it may not be able to use the received data to provide Directory services to the Directory
users. As a general rule, extraneous data (e.g. entries that should have been filtered as a result of object class selection,
attributes that should have been filtered out, etc.) is not considered sufficiently serious to require the return of this
shadow problem as it can be ignored by the shadow consumer. Interpretation of this shadow problem is outside the
scope of this Directory Specification.

An unwillingT oPerform shadow problem is returned by the shadow consumer DSA to indicate that the shadow consumer
DSA is unwilling to perform this update operation. It may be returned, for example, to indicate that the APDU size
exceeds local limits. Interpretation of this shadow problem is outside the scope of this Directory Specification.

The unsupportedStrategy, missedPrevious, fullUpdateRequired, unsuitableTiming, and updateAlreadyReceived shadow
problems are not returned in response to this operation.

An mvahdSequencmg shadow problem is returned to srgnal the recei pt of an updateShadow operation for which there had

ShadowProplem, and optionally the lastUpdate with a more suitable updatewindow. If the'parameters of the operation
were signeqd, encrypted, or signed and encrypted (see 7.10 of ITU-T Rec. X.511 | ISO/IEC 9594-3) by theg requesting

CODE id-errcode-shadowError }
ShadowProplem = INTEGER {

invalipAgreement| D D),
inactijyeAgreement ),
invalifl nfor mationReceived 3,
unsugportedStrategy (4),
misseflPrevious 5),
fullUpdateRequired (6),
unwillingToPerform (A,
unsuitableTiming (8),
updatieAlreadyReceived 9),
invaligdSequencing (10),
insufffcientResour ces (11)}

121

One of the following problems encountered is specified in ShadowProblem:

PAR

ERROR := {
METER OPTIONALLY-PROTECTED { SEQUENCE {
problem ShadowProblem,
llastUpdate Time OPTIONAL,
lipdatewWindow UpdatewWindow OPTIONAL,

COMPONENTS OF CommonResults},
DIRQOP.& dirErrors-QOP{@dirqop} }

Shadow.érpor problems

invalidAgresment!D: This DSA_does not rnr‘ngni7n the Agreement!D Qrmr‘ifiprl within lthe list of
Agreementl Ds with that DSA.

b) inactiveAgreement: This error is returned when the agreement with this DSA exists but has not yet
become active, or has become inactive but still exists.

¢) invalidinformationReceived: This error indicates a serious problem with the shadow consumer DSA’s
understanding of the data received (i.e. the shadow consumer DSA is unable to use the data to provide
directory services to directory users).

d) unsupportedStrategy: Indicates that the refresh strategy selected is not in the shadowing agreement or is
not supported by this DSA.

e) missedPrevious: Indicates that the value receivedastUpdate is not consistent with the time the shadow
consumer DSA understands was the time of the last update.

f) fullUpdateRequired: Indicates that the only acceptable strategy at this time (e.g. in the event of an
otherwise unrecoverable mismatch of time stamps) is a full update.
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