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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,

ISO/IECJTC 1.

The procedyres used to develop this document and those intended for its further maintenang
described in the ISO/IEC Directives, Part 1. In particular the different approval criteria needg
the different types of document should be noted. This document was drafted in accordance wit
editorial rulgs of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention is|drawn to the possibility that some of the elements of this documentimay be the s
of patent rights. ISO and IEC shall not be held responsible for identifying any omall such patent r
Details of any patent rights identified during the development of the document @will be in the Intrody
and/or on thie ISO list of patent declarations received (see www.iso.org/patérits).

Any trade name used in this document is information given for the convenience of users and dog
constitute an endorsement.

For an explhnation on the meaning of ISO specific terms and expressions related to confo
assessment, ps well as information about ISO’s adherence to the'WTO principles in the Technical Ba
to Trade (THT), see the following URL: Foreword — Supplementary information.
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The committee responsible for this document is ISO/HEC JTC 1, Information technology, Subcommnpittee

SC 17, Cards pind Personal Identification.

ISO/IEC 116P3 consists of the following parts,funder the general title Identification cards — O
memory cards:

— Part 1: General characteristics
— Part 2: (o-existence with other machine readable technologies

— Part 3: Authentication techiiigues
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This part of ISO/IEC 11693 is one of a series of International Standards defining the parameters for
authentication technology for optical memory cards.

This part of ISO/IEC 11693 is specific to authentication techniques for memory cards using the
holographic and linear recording methods. Characteristics which apply to other specific recording

meth

ods are found in separate Standards documents.

The International Organization for Standardization (ISO) and International Electrotechnical Commission
(IEC) draw attention to the fact that it is claimed that compliance with this document may involve the

use of patents.
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olders of these patent rights have ensured the ISO and [EC that they are willingto nego
" reasonable and non-discriminatory terms and conditions with applicahtsthrougho
s respect, the Statements of the holders of these patent rights are registered with the
mation may be obtained from:

go GmbH
nring 12
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tion is drawn to the possibility that some aof.the elements of this document may be t

any or all such patent rights.

50 and IEC take no position concerning the evidence, validity and scope of these'patel

ht rights.

fiate licenses
it the world.
ISO and IEC.

he subject of

t rights other than those identified above S0 and IEC shall not be held responsible for identifying
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Identification cards — Optical memory cards —

Part 3:
Authentication techniques

1 Scope

This part of ISO/IEC 11693 defines the authentication techniques.

ormative references

llowing documents, in whole or in part, are normatively referenced in this document and are
indispensable for its application. For dated references, only the edjtion cited applies. For undated
nces, the latest edition of the referenced document (including any-amendments) applies.

ISO/IEC 7810, Identification cards — Physical characteristics

ISO/IEC 11693-1, Identification cards — Optical memory cards:=— Part 1: General characteristics

ISO/IEC 11693-2, Identification cards — Optical memory cards — Part 2: Co-existence of optical memory
with pther machine readable technologies

C 10373-1, Identification cards — Test methaods — Part 1: General characteristics
C 10737-5, Identification cards — Test methods — Part 5: Optical memory cards

C 11694-2, Identification cards -<<Optical memory cards — Linear recording methqd — Part 2:
sions and location of the accessjble optical area

C 11694-3, Identification eards — Optical memory cards — Linear recording methgd — Part 3:
I properties and characteristics

C 11694-4, Identification cards — Optical memory cards — Linear recording methqd — Part 4:

Logicpl data structures
ISO/IEC 11695-2, Identification cards — Optical memory cards — Holographic recording method — Part 2:
Dimepsions andlecation of accessible optical area

C 11695-3, Identification cards — Optical memory cards — Holographic recording method — Part 3:
Lpreperties and characteristics

ISO/IEC 11695-4, Identification cards — Optical memory cards — Holographic recording method — Part4: 3.3

3 Terms and Definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 11693-1, ISO/IEC 11693-2,
and the following apply.

31

reflectivity

ratio of reflected light to the light incident at a specified wavelength measured at a normal incidence on
the optical memory card

Note 1 to entry: Reflectivity is generally expressed as a percentage.

© ISO/IEC 2015 - All rights reserved 1
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deviation of reflected radiation from the angle predicted by the law of reflection.

Note 1 to entry: Reflections that undergo scattering are called diffuse reflections. Diffuse reflections are measured
by means of an integration sphere, while properly averaging over all angles of illumination and observation.

3.3

optical resolution
ability of the storage material to resolve physical details by optical means

Note 1 to entry: The (spatial) resolution is typically expressed in line pairs per millimetre.

3.4
diffraction

effectoccury
called diffra

3.5
diffraction
relation of tH

P

ing when lightisincident on an optical structure, the lightis diffracted in discretedirec
Ction orders

efficiency
e power of the diffracted light beam, Pgjfr, to the incident powep of the readout beam,

_ Cdif
P.

1ng

n

Note 1 to enty
1% and 100 9

3.6
diffraction

device having periodic variations of reflectivity and/or refractive index and/or optical path length

3.7
read power
laser power

3.8

authenticat
user defined
authenticati

y: The diffraction efficiency is dependent upon the holographic storage medium. It varies be
0.

prating

lised to read-out information fr'em the accessible optical area

jon element
| feature integral to.the accessible optical area which is appropriate to the spe
bn technique

4 Authe

Authenticati
medium; sed

lLtication techniques

n techhiques are based upon the use of an authentication element integral to the o
the'existing standards ISO/IEC 11694-3 and ISO/IEC 11695-3.

tions,

Pinc:

ween

rified

btical

5 Physical characteristics of authentication elements

5.1 Dimensions

The dimension of the authentication element is user defined in compliance with accessible optical area as
specified in ISO/IEC 11693-2. Aminimum area of a x b, whereas a = 10 mm and b = 10mm is recommended.

5.2 Technology combinations

Numerous combinations of technology are possible; see ISO/IEC 11693-2.

© ISO/IEC 2015 - All rights reserved
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5.4

ISO/IEC 11693

Card construction

EC 7810 applies.

Cross section at accessible optical area

See Figure 1.

-3:2015(E)

The accessible optical area contains an area that is reserved for the authentication element.

The authentication element is composed of different layers: which can include an adhesive layer, a

Subsfr‘afn lavzer-a reflective laver o storaage laver and one or more nrotective lavers tonro
J 4 J 4 o J L3¢ J r

layer
confi

NOTE

Authd

5.4.1

Ther
surfal

The g

5 from damage e.g. by surface damage, humidity and other environmental influencefin
buration only a storage layer is required.

protective layer(s)
storage layer

reflective layer{optional)

™~

substrate layer

Drawing not to scale.

bntication elements are laminated, coated, or glued onto the card surface or inserted into t

Protective layer(s)

e is one or multiple protective layer(s) to protect the sub-layers (storage layer, reflectiv
ce damage, humidity and otherenvironmental influence.

rotective layer shall be transparent to the writing and reading beam.

When using a reading or writing beam with linear or circular polarization, the protective I

free ¢

f birefringence.

The protective layer_ensures that the authentication element can survive the action of 4

influg

5.4.2
The S

nce to the extent thatit continues to show optical characteristics which conform to the bz

Storage layer

ect the sub-
the simplest

Figure 1 — Cross-section of the authentication element for optical memory cards

he card body.

e layer) from

ayer shall be

destructive
ise standard.

torage layer is a photosensitive material applied to the reflective or substrate layers.

Examples of

mate

Yy A | h] 1
IdIS, WIIICIT CdIT DC UsStU dI'T.

— high-resolution photographic silver-halide film;

— S

ilver-halide sensitized gelatin;

— dichromated gelatin;

— photoresists;

— photopolymers;

— functionalized liquid crystalline polymers;

— metal films;

© ISO/IEC 2015 - All rights reserved
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dye-polymer films.

The thickness of the storage layer may vary depending on the specific optical characteristics of the
material chosen. The material as well as the parameters for recording and/or reading authentication
elements shall be specified by the card manufacturer.

The material composing the storage layer determines the parameters for recording and reading
information (wavelength of writing/reading beam, writing/reading power). Information can be
macroscopic, microscopic or holographic; a single authentication element shall incorporate information
in one or more of these forms.

5.4.3 Refl

A reflective
be metallic ¢
chromium. N
such as spec
optical charg

5.4.4 Sub:

A substrate
body itself s

The substra
which the oy
on the other

The thickne;s

) h |
CUuve idycl

Jayer is necessary if the storage layer is not inherently reflective. The reflectivenlaye
r non-metallic: metals which can be used include aluminium, silver, tin, gold, titaniug
on metallic materials which can be used include materials with a very high refractive
ial polymer films. The thickness of the reflective layer may vary depending on the sp
icteristics of the selected material.

strate layer

ayer is necessary if an authentication element is attached td the card body, unless thg
brves as the substrate layer.

fe layer shall be made of a material which provides,a*flat, smooth surface on the s
tical storage layer is applied and with a materialwhich can be bonded to the card sy
side.

s of the substrate layer may vary depending.on the materials used and the manufact

process emplloyed.

5.4.5 Adh

An adhesive
self adhering

5.5 Bendj
ISO/IEC 781

5.6 Card
ISO/IEC 781

psive layer

layer is necessary if the substrate layer or storage layer of the authentication element
F to the card surface.

ng stiffness
D applies.
varpage

) applies.

r can
n and
index
ecific

card

de to
rface

uring

is not

5.7 X-rays

ISO/IEC 7816-1 applies.

5.8 Toxicity

ISO/IEC 7810 applies.

5.9 Ultraviolet light

ISO/IEC 7816-1 applies.

© ISO/IEC 2015 - All rights re

served


https://iecnorm.com/api/?name=62233e74c6e9b530cfbb2b74a7a980f0

ISO/IEC 11693-3:2015(E)

5.10 Light transmittance
ISO/IEC 7810 applies.

5.11 Bending properties
ISO/IEC 7816-1 applies.

5.12 Resistance to chemicals

ISO/IEC 7810 applies.

5.13| Atmospheric requirements

The quthentication element shall continue to function in accordance with this International Standard
wher] exposed to

— Salt (NaCl) concentrations of less than 2,7 ug/m3,
— (aseous concentrations of less than 0,1 pg/kg of SO, H3S, or NO,

NOTE NO, means NO, NO3 or a mixture of NO and NO».

5.14(Durability
ISO/IEC 7810 applies.

5.15|Dimensional stability and warpage with temperature and humidity

ISO/IEC 7810 applies.

5.16|Default test environment and conditioning
ISO/IEC 10373-1 applies, plus the\following conditions:
— adtmospheric pressure: 75 kPa to 105 kPa;

— dondensation: nonepermitted.

6 Optical properties and characteristics

6.1 |Surface roughness/scattering

The sjurface of the substrate layer shall provide a flat and smooth surface as the carrier for tlhe reflective
and optical storage layers. The surface roughness shall be less than Ra = 100nm: higher values can cause
substantial scattering of the read-out beam. Scattered light shall be less than 10 % for wavelengths
between 500 nm and 1 000 nm.

6.2 Reflectivity of blank accessible optical area

The reflective layer enables reading of information from the add-on optical element in reflection
mode. The reflectivity of the blank accessible optical area shall be greater than 90 % for wavelengths
between 500 nm and 1 000 nm when using the holographic authentication element. For macroscopic or
microscopic authentication elements the minimum reflectivity shall be 75 % for wavelengths between
500 nm and 1 000 nm.

© ISO/IEC 2015 - All rights reserved 5
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