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Foreword

ISO (the International Organization for Standardization) and IEC (the International
Electrotechnical Commission) form the specialized system for worldwide standardiz-
ation. National bodies that are members of ISO or IEC participate in the development

of International Standards through technical committees established by
organization to deal with particular fields of technical activity. ISO and

the respective
IEC technical

committees collaborate in fields of mutual interest. Other international organizations,
governmental and non-governmental, in liaison with ISO and IEC, also take part in the

saork

In the field of information technology, ISO and IEC have established-a joint technical

committee, ISO/IEC JTC 1. Draft International Standards .adopted
technical committee are circulated to national bodies for voting. Pub
International Standard requires approval by at least 75 %-of'the national
a vote.

by the joint
ication as an
bodies casting

International Standard ISO/IEC 10021-2 was prepared by Joint Technigal Committee

ISO/IEC JTC 1, Information technology.

ISO/IEC 10021-2 consists of the following parts, under the general title

Information

technology — Text Communication — Message-Oriented Text Interchange Systems

(MOTIS) —

— Part 1: System and-Service Overview
— Part 2: Overall Architecture

— Part 3: Abstract Service Definition Conventions

— Part 4: Message Transfer System: Abstract Service Definition and Procedures

— Part’5: Message Store: Abstract Service Definition
— ~Part 6: Protocol! Specifications

. Part 7: Interpersonal Messaging System

Annexes A, B, C and E form an integral part of this part of ISO/IEC 1¢021. Annexes

D, F and G are for information only.

ix
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Introduction

This part of ISO/IEC 10021 is one of a number of parts of ISO/IEC 1002} (the International Standards
for Message-Oriented Text Interchange Systems (MOTIS)). ISO/IEC 10021 provides a comprehensive
blueprint for a Message Handling System (MHS) realized by any number of cooperating open systems.

The purpose of an MHS is to enable users to exchange messages on a store-and-forward basis. A
message submitted on behalf of one user, the originator, is conveyed by the Message Transfer System
(MTS) and subsequently delivered to the agents of one or more additional users, the recipients. Access
units (AUs) link the MTS to communication systems of other kinds (e.g., postal systems). A user is

assisted in tlie preparation, storage, an iSplay of messages by a user agen . Optionally, he is
assisted in tHe storage of messages by a message store (MS). The MTS comprises a numberyof] message
transfer agents (MTAs) which collectively perform the store-and-forward message transfer_fungtion.

This part of] ISO/IEC 10021 specifies the overall architecture of the MHS and serves as a [technical
introduction [to it.

The text of this part of ISO/IEC 10021 is the subject of joint CCITT-ISO agreement. The corrdsponding
CCITT specification is Recommendation X.402.
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Information technology - Text Communication -
Message-Oriented Text Interchange Systems (MOTIS) -

Part 2 :

Overall Architecture

Section one - Introduction

1 Sq

This part
introductid

Other aspq
overview (
of the abg
service th
ISO/IEC 1
protocols
Interperso

The ISO 1
Table 1.

|

ope

of ISO/IEC 10021 defines the overall architecture of the MHS and serves as
n to it,

cts of Message Handling are specified in other parts of ISO/IEC 10021. A ng
f Message Handling is provided by ISO/IEC 10021-1. The conventions used in th
tract services provided by MHS components are defined inMSO/IEC 10021-3. T
e MTS provides and the procedures that govern its distributed operation are
0021-4. The abstract service the MS provides is defined<in ISO/IEC 10021-5. The
that govern the interactions of MHS components are’ specified in ISO/IEC 10
al Messaging System, an application of Message Handling, is defined in ISO/IEC 1

Table 1
Specifications for\Message Handling Systems
$ecacconcn docecnnn D R R R R R R T R +
| 1SO/1EC | CCITT, | SUBJECT MATTER |
+- Introduction (--#------csrmccesco ittt +
10021-1 | X400 | Service and system overview
10021-2 |-%,402 | Overall architecture

- Various‘\Aspects

X.403 | Conformance testing

X.407 | Abstract service definition conventions

X.408 | Encoded information type conversion rules

- Abstract Services ------eccmciiiiiiiieie e
10021-4 | X.411 | MTS Abstract Service definition and

procedures for distributed operation

10021-5 | X.413 | MS Abstract Service definition

- Protocols ----- LR R L LR R LR +
10021-6 | X.419 | Protocol specifications

- Interpersonal Messaging System

—

100213 |

 +

a technical

n-technical
e definition
he abstract
defined in
application
D21-6. The
0021-7.

ternational Standards and CCITT Recommendations on Message Handling are sumimarized in

10021-7 | X.420 | Interpersonal Messaging System
= } 1.330 | Telomaticaccess—to [RMS

The Directory, the principal means for disseminating communication-related information among MHS
components, is defined in ISO/IEC 9594, as summarized in Table 2.
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The architec

OSI Referend

services and
8825. The m
The means f

means for m;

The ISO Inte
Handling are|

This part of
presents abst
to satisfy a
describes the

Table 2
Specifications for Directories

deeceananan oamanan L R TR +
| 1SO/1EC | CCITY | SUBJECT MATTER |

.500
.501
51
.518

Models
Abstract service definition
Procedures for distributed operation

.520
.521

Selected attribute types
Selected object classes

X

X

‘ |
X

X.519 I Protocol specifications I
X

X | |
X.509 | |

.509 | Authentication framework

tural foundation for Message Handling is provided by other International Stands
e Model is defined in ISO 7498. The notation for specifying the data structures of
application protocols, ASN.1, and the associated encoding rules are defined in ISO
pans for establishing and releasing associations, the ACSE, is defined(in/ISO 8649 3
br reliably conveying APDUs over associations, the RTSE, is defined in ISO/IEC 9
hking requests of other open systems, the ROSE, is defined in ISO/IEC 9072.

rnational Standards and CCITT Recommendations which form”the foundation for
summarized in Table 3.

Table 3
Specifications for MHS Foundations

| 1s0
+- Model
| 7498
+- ASN.1
| 8824 | x.208 | Abstract syntax notation |
| 8825 | X.209 | Basic/encoding rules |
+- Association Control
8649 X.217 |(Service definition
8650 | X.227 |“Protocol specification
+- Reliable Transfer
| 9066-1 | X.218 | Service definition |
| 9066-2 |\X.228 | Protocol specification |
+- Remote.Operations
907221 | X.219 | Service definition
9072-2 | X.229 | Protocol specification
£t R L R L E R PR PP P +

ISO/IEC 40021 is structured as follows. Section one gives a general overview. Se
ract models of Message Handling. Section three specifies how one can configure
hy of.-a~variety of functional, physical, and organizational requirements. Sect
naming and addressing of users and distribution lists and the routing of inf

objects to t
describes hd
information.

rds. The
abstract
8824 and
nd 8650.
066. The

Message

ction two
the MHS

ion four
ormation
tion six

en, Section five describes the uses the MHS may make of the Directory Sec

No requirements for conformance to this part of ISO/IEC 10021 are imposed.

2

Normative references

pplemental

The following standards contain provisions which, through reference in this text, constitute provisions

of this part

of ISO/IEC 10021.

At the time of publication, the editions indicated were v

alid. All

standards are subject to revision, and parties to agreements based on this part of ISO/IEC 10021 are
encouraged to investigate the possibility of applying the most recent editions of the standards listed
below. Members of ISO and IEC maintain registers of currently valid International Standards.
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2.1 Open Systems Interconnection

This part of ISO/IEC 10021 and others in the set cite the following OSI specifications:

ISO 7498:1984, Information processing systems - Open Systems Interconnection - Basic Reference
Model.
ISO 7498-2:1989, Information processing systems - Open Systems Interconnection - Basic Reference

Model - Part 2: Security Architecture.

ISO 8649:1988, Information processing systems - Open Systems Interconnection - Service
defimirton for the Assoctarton ComrotService Eterrent:

ISO 8650;1988, Information processing systems - Open Systems Interconnection €Profocol
specification for the Association Control Service Element.

ISO 882211988, Information processing systems - Open Systems Interconnection - Conpection
oriented presentation service definition.

ISO 882411990, Information processing systems - Open Systems Interconnection - Spetification of
Abstract Syntax Notation One (ASN.1).

ISO 88251990, Information processing systems - Open Systems Interconnection - Spegification of
Basic Encoding Rules for Abstract Syntax~Notation One (ASN.1).

ISO/1EC|9066:1989, [Information processing systems - Text communication - Reliable Transfer
Part 1: Model and service definitiofi,

Part 2: Protocol specification.

ISO/IEC|9072:1989, [Information processing sysfems - Text communication ~ Remote operadtions
Part 1: Model, notation and service definition.

Part 2: Protocol spectfication.

2.2 Directory Systems
This part of ISO/IEC 10021 and others in the set cite the following Directory System specifications:
ISO/1IEC| 9594:1990, [Infonmation technology - Open Systems Interconnection - The Directory
Part 1: Overview of concepts, models, and services.
Part 2: Models.

Part 3: Abstract service definition.

Part 4: Procedures for distributed operation,
Part 5: Protocol specifications.
Part 6.: Selected attribute types.
Part 7: Selected object classes.

Part 8: Authentication framework.
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2.3 Message Handling Systems

This part of ISO/IEC 10021 and others in the set cite the following Message Handling System

specifications:

ISO/IEC 10021:1990, Information technology - Text communication - Message-Oriented Text

Interchange Systems (MOTIS) -
Part 1: Service and system overview.

Part 3: Abstract service definition conventions.

CCITT T.330:1988,
CCITT X.403:1988,

CCITT X.408:1988,

24 Country Codes

Part 4: Message transfer system : Abstract service definition and proceduyes.

Part 5: Message store . Abstract service definition.
Part 6: Protocol specifications.

Part 7: Interpersonal messaging system.

Telematic access to IPMS.

Message handling systems: Conformance testing.

Message handling systems: Encoded information type conversion rules.

This part of |ISO/IEC 10021 cites the following Country-Code specification:

ISO 3166:1988,

3 Definitions

Codes for the representation of names of countries.

For the purposes of this part of ISQ/FEC 10021 and others in the set, the following definitions

3.1 Open Systems Interconnection

This part of] ISO/IEC 10021 and others in the set make use of the following terms defined in
as well as the names_6f-the seven layers of the Reference Model:

a) abstfact syntax;

b) application entity (AE);

apply.

ISO 7498,

c) application process;

d) application protocol data unit (APDU);

e) application service element (ASE);

f) distributed information processing task;
g) layer;

h) open system,;

i) Open Systems Interconnection (OSI);

Vi
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k), peer;
k) presentation context;
1) protocol;

m) Reference Model;
n) transfer syntax; and

0) user element (UE).

This part jof ISO/IEC 10021 and others in the set make use of the following terms defined’[in ISO 8824
and 8825,[as well as the names of ASN.1 data types and values:

a) Abstract Syntax Notation One (ASN.1);

b) Basic Encoding Rules;

c) explicit;
d) export;
e) implicit;
f) import;
g) macro;

h) module;

i) tag,
i) type; and
k) value.

This part|of ISO/IEC 10021 and‘others in the set make use of the following terms defined in ISO 8649:

a) application association; association;

b) application context (AC);

¢) Agsociation Control Service Element (ACSE);
d) injtiator] and

e) responder.

This part of ISO/IEC 10021 and others in the set make use of the following terms defined in
ISO/IEC 9066-1:

a) Reliable Transfer (RT); and
b) Reliable Transfer Service Element (RTSE).

This part of ISO/IEC 10021 and others in the set make use of the following terms defined in
ISO/IEC 9072-1:

a) argument;
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b)
c)
d)
e)
f)
g)
h)
i)
i)
k)

3.2

asynchronous;
bind;

parameter,
remote error,
remote operation;

Remote Operations (RO);

Remo]e Operations Service Element (ROSE);
result;
synchjonous; and

unbing.

Directory Systems

This part of] ISO/IEC 10021 and others in the

ISO/IEC 9594

a)
b)
c)
d)
e)
f)
g)
h)
i)
)
k)
b

m)

3.3

attribite;

certificate;

certification authority;
certification path;

directpry entry; entry;
directpry system agent (DSA);
Directory;

hash flunction;

name;

object class;

object;

set make use ‘of* the following terms de

Fined in

simple authentication; and

strong authentication.

Message Handling Systems

For the purposes of this part of ISO/IEC 10021 the terms indexed in annex G apply.
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ISO/IEC 10021-

Abbreviations

For the purposes of this part of ISO/IEC 10021 the abbreviations indexed in annex G apply.

2:1990 (E)

5 Conventions

This part of ISO/IEC 10021 uses the descriptive conventions identified below.

5.1 ASN.1

This part |of ISO/IEC 10021 uses several ASN.1-based descriptive conventions in annexes A and C to
define thg Message Handling-specific information the Directory may hold. In particular,| it uses the
OBJECT-CLASS, ATTRIBUTE, and ATTRIBUTE-SYNTAX macros of ISO/IEC 9594-2 to define
Message Handling-specific object classes, attributes, and attribute syntaxes.

ASN.1 appears both in annex A to aid the exposition, and again, largely redundantly, in annex C for

reference.|If differences are found between the two, a specification error.is indicated.

ASN.1 tags are implicit throughout the ASN.l1 module that annex € defines; the module is definitive in

that respegt.

5.2 Grade

Whenever|this part of ISO/IEC 10021 describes a class. of data structure (e.g., O/R addrefses) having

components (e.g., attributes), each component is assighed one of the following grades:

a) mandatory (M): A mandatory component<shall be present in every instance of the clags.

b) optional (O): An optional component'<shall be present in an instance of the class at the discretion
of [the object (e.g., user) supplying that instance. There is no default value.

c) defaultable (D). A defaultable-component shall be present in an instance of the [class at the
digcretion of the object (e)g., user) supplying that instance. In its absence a ddfault value,
specified by this part of ISO/IEC 10021, applies.

d) copditional (C): A conditional component shall be present in an instance of the clas§ as dictated
by| this part of ISOAEC 10021.

5.3 Terms

Throughoyt the )remainder of this part of ISO/IEC 10021, terms are rendered in bold when| defined, in

italic whep-réferenced prior to their definitions, without emphasis upon other occasions.

Terms that are proper nouns are capitalized, generic terms are not.
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6 Ove

Section two - Abstract Models

rview

This section presents abstract models of Message Handling which provide the architectural basis for the
more detailed specifications that appear in other parts of ISO/IEC 10021.

Message Handling is a distributed information processing task that integrates the following intrinsically

related sub-

sks:

a)

comp|

b)
mean|

This section

Mesnge Transfer: The non-real-time carriage of information objects between part

ters as intermediaries.

Message Storage: The automatic storage for later retrieval of information objects con

5 of Message Transfer.

covers the following topics:

a) Functional model;
b) Information model;
) Operational model;
d) Secuiity model.

NOTE - Message Handling has a variety of applications, one of which i Interpersonal Messaging, described in ISO/IEC 10

7

This clause
the subject ¢

Fun

The Messagg
Message Ha
into lesser,

ictional Model

provides a functional model of yMessage Handling. The concrete realization of the
f other parts of ISO/IEC 10021.

Handling Environment (MHE) comprises "primary" functional objects of several
ndling System (MHS), users, and distribution lists. The MHS in turn can be de
secondary” functional objects of several types, the Message Transfer System (M

es using

veyed by

021-7.

model is

ypes, the
composed
7'S), user

agents, message stores, and dceess units. The MTS in turn can be decomposed into still lesser,|"tertiary"
functional objects of a singletype, message transfer agents.

The primary, secondary, and tertiary functional object types and selected access unit types are
individually |defined(and described below.

As detailed [below), functional objects are sometimes tailored to one or more applications off Message
Handling, elg),“nterpersonal Messaging (see ISO/IEC 10021-7 and CCITT Recommendation T.330). A

functional o

contents of messages exchanged in that application.

ject that has been tailored to an application understands the syntax and semantics of the

As a local matter, functional objects may have capabilities beyond those specified in ISO/IEC 10021. In
particular, a typical user agent has message preparation, rendition, and storage capabilities that are not
standardized.

7.1 Primary Functional Objects

The MHE comprises the Message Handling System, users, and distribution lists. These primary
functional objects interact with one another. Their types are defined and described below.

The situation is depicted in Figure 1.

S
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7.1.1

The pringipal purpose of Message Handling is to convey information objects from one part
The functional object by means ©f which this is accomplished is

Message

The MHE comprises a single MHS.

7.1.2

The pringipal purpose of (the MHS is to convey information objects between users. A fund
(e.g., a pgrson) that engages in (rather than provides) Message Handling is called a user.

The follgwing kindS.of user are distinguished:
a) direct uwser: A user that engages in Message Handling by direct use of the MHS.

b) indirect user: A user that engages in Message Handling by indirect use of the MHS,
another communication system (€.g., a posial system or {he telex Network) to which

ISO/IEC 10021-2 : 1990 (E)

n' MHS

Figure 1
The Message Handling Environment

[he Message Handling System

Handling System (MHS).

Users

y to another.
called the

tional object

i.e., through

linked.

The MHE comprises any number of users.

7.1.3

Distribution Lists

1 the MHS is

By means of the MHS a user can convey information objects to pre-specified groups of users as well as
to individual users. The functional object that represents a pre-specified group of users and other DLs

is called

a distribution list (DL).
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A DL identifies zero or more users and DLs called its members. The latter DLs (if any) are said to be
nested. Asking the MHS to convey an information object (e.g., a message) to a DL is tantamount to
asking that it convey the object to its members. Note that this is recursive.

The right, or permission, to convey messages to a particular DL may be controlled. This right is called
submit permission. As a local matter the use of a DL can be further restricted.

The MHE comprises any number of DLs.

NOTE - A DL might be further restricted, e.g., to the conveyance of M€55ages of a prescribed content type.

7.2 Secopdary Functional Objects

The MHS comprises the Message Transfer System, user agents, message stores, and access unifts. These
secondary fynctional objects interact with one another. Their types are defined and described below.

The situatiof is depicted in Figure 2.

To User
To User To User

— —
— o

-~~~ " MHS -~

y UA UA UA N

\ AU

Figure 2
The Message Handling System

7.2.1 The Message Transfer System

The MHS conveys information objects to individual users and to the members of DLs. The functional
object that actually does this is called the Message Transfer System (MTS). The MTS is a store-and-
forward communication system and can be considered the backbone of the MHS.

The MTS is general-purpose, supporting all applications of Message Handling. Additionally, the MTS
may be tailored to one or more particular applications so it can carry out conversion.

The MHS comprises a single MTS.

10
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User Agents

The functional object by means of which a single direct user engages in Message Handling is called a
user agent (UA).

A typical
The MHS

UA is tailored to one or more particular applications of Message Handling.

comprises any number of UAs.

NOTE - A UA that serves a human user typically interacts with him by means of input/output devices {e.g., a keyboard, display,
scanner, printer, or combination of these).

7.2.3 Message Stores

A typical

(single) di

associated

Every MS

user must store the information objects it receives. The functional object that

with one UA, but not every UA has an associated MS.

is general-purpose, supporting all applications of Message Handling. Additionally,

be tailored to one or more particular applications so that it can morescapably submit and

retrieval o

The MHS

NOTE - As

[ messages associated with that application.

comprises any number of MSs.

7.2.4 Access Units

The funcf

network) {o the MTS and via which its patrons engage in Message Handling as indirect users

access uni

A typical

t (AU).

applicatiofs of Message Handling.

The MHS

7.3 Te

The MTS

comprises any number 0f A Us.

rtiary Functional Objects

comprises message transfer agents. These tertiary functional objects interact. T

defined and describéd below.

The situat

jon is<depicted in Figure 3.

provides a

rect user with capabilities for Message Storage is called a message store (MS). Each MS is

an MS may
support the

b local matter a UA may provide for information objects storage that-either supplements or replaces that of an MS.

ional object that links another communication system (e.g., a postal system dr the telex

is called an

AU is tailored to a particular communication system and to one or morg¢ particular

heir type is

11


https://iecnorm.com/api/?name=4b53dff7c49adc907295fa585feee911

ISO/IEC 10021-2 : 1990 (E)

To UA
To MS L To MS
_-" MTS ~ o
- S o
e MTA N
/7 \\
MTA \
/ \ \
| )
\
\ MTA MTA /
N //
\\
\\\ ///
S~ _ =" To AU
Figure 3

The Message Transfer,System

7.3.1 Message Transfer Agents
The MTS cpnveys information objects to users«and DLs in a store-and-forward manner. A [functional
object thgt provides one link in - the MTS  store-and-forward chain is |called a
message trapsfer agent (MTA).

Every MTA is general-purpose, supporting all applications of Message Handling. Additionally, an MTA
may be tailgred to one or more partictlar applications so it can carry out conversion.

The MTS comprises any number of MTAs.

7.4 Selepted AU Types

As described above;~the MHS interworks with communication systems of other types via AUs. Several
selected AU types==physical delivery, telematic, and telex--are introduced in the subclauses bdlow.

7.4.1 Physical—Detivery

A physical delivery access unit (PDAU) is an AU that subjects messages (but neither probes nor reports)
to physical rendition and that conveys the resulting physical messages to a physical delivery system.

The transformation of a message into a physical message is called physical rendition. A
physical message is a physical object (e.g., a letter and its paper envelope) that embodies a message.

A physical delivery system (PDS) is a system that performs physical delivery. One important kind of
PDS is postal systems. Physical delivery is the conveyance of a physical message to a patron of a PDS,
one of the indirect users to which the PDAU provides Message Handling capabilities.

Among the applications of Message Handling supported by every PDAU is Interpersonal Messaging (see
ISO/IEC 10021-7).

12
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7.4.2 Telematic

Telematic access units, which support Interpersonal Messaging exclusively, are introduced in
ISO/IEC 10021-7.

7.4.3 Telex

Telex access units, which support Interpersonal Messaging exclusively, are introduced in
ISO/IEC 10021-7.

8 Information Model

This claus¢ provides an information model of Message Handling. The concrete realization of the model
is the subject of other parts of ISO/IEC 10021.

The MHS|and MTS can convey information objects of three classes: messages, probes, dnd reports.
These clasges are listed in the first column of Table 4. For each listed class, the second column indicates
the kinds pf functional objects--users, UAs, MSs, MTAs, and AUs--that/are the ultimate sources and

destination

s for such objects.

Table 4
Conveyable Information Objects
D L O LR LR +
| Infor- | Functional' Object |

mation 4----qrgyPeeececen- +
Object | user UA MS MTA AU |
#emmmeaan #racl el +
| message [<SD° - - -
probe S -.- D
repont D - - 8
L R L LR T T +
#- Legend

| S ultimate source
| D ultimate destination |

The information objects, summarized in the table, are individually defined and described in the
subclauses| below.

8.1 Mgssages

The primdry purpose of Message Transfer is to convey information objects called messaggs from one
user to ot}rers. A message has the following parts, as depicted in Figure 4:

a) envelope: An information object whose composition varies from one transmittal step to another
and that variously identifies the message’s originator and potential recipients, documents its
previous conveyance and directs its subsequent conveyance by the MTS, and characterizes its
content.

b) content: An information object that the MTS neither examines nor modifies, except for
conversion, during its conveyance of the message.

13
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ENVELOPE

CONTENT

One piece of
an identifier
content over
users, and ena
Another pie
represented
Identifier of
individual p
to particular

portion of tHe

8.2 Probés
A second pu
to but just

message and

A message described by a probe is called a described message.

A probe cor
message. Be
probe’s enve
The submissfo
described

ssage, except that DL expansion and delivery are forgone in the case of the
particular, %rmmwﬁmnmmoﬁmm

h1l. This identifier enables the MTS to determine the ‘message’s deliverability to |

be of information borne by the envelope identifies the types of encoded int
in the content. An encoded information type/ (EIT) is an identifier (an ASN.

prtions of the content. It further enables the/MTS to determine the message's deli
users, and to identify opportunities for it to make the message deliverable by con

rpose of Message Transfer-is to convey information objects called probes from on
short of other users (i.;to the MTAs serving those users). A probe describes
is used to determine the/deliverability of such messages.

nprises an envelope alone. This envelope contains much the same information as
ides bearing the content type and encoded information types of a described me
lope bears the length of its content.

MESSAGE

Figure 4
A Message’s Envelope and Content

information borne by the envelope identifies the type of-the content. The content type is

(an ASN.1 Object Identifier or Integer) that denotes-the syntax and semantid

bles UAs and MSs to interpret and process the content.

s of the
barticular

ormation
1 Object

Integer) that denotes the medium and format (e.g., IAS5 text or Group 3 facsimile) of

content from one EIT to another.

L
[«

n of)a probe elicits from the MTS largely the same behaviour as would submissi

verability
verting a

b
L

user up
| class of

hat for a
sage, the

brn of any

same reports as would any described message. This fact gives probes their utility.

8.3

Reports

probe. In
vokes the

A third purpose of Message Transfer is to convey information objects called reports to users. Generated
by the MTS, a report relates the outcome or progress of a message’s or probe’s transmittal to one or
more potential recipients.

The message or probe that is the subject of a report is called its subject message or subject probe.

A report concerning a particular potential recipient is conveyed to the originator of the subject message
or probe unless the potential recipient is a member recipient. In the latter case, the report is conveyed to
the DL of which the member recipient is a member. As a local matter (i.e., by policy established for that

14
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particular DL), the report may be further conveyed to the DL’s owner; either to another, containing DL

(in the case of nesting) or to the originator of the subject message (otherwise); or both.

The outcomes that a single report may relate are of the following kinds:

a) delivery report: Delivery, export, or affirmation of the subject message or probe, or DL
expansion.
b) non-delivery report: Non-delivery or non-affirmation of the subject message or probe.

A report may comprise one or more delivery and/or non-delivery reports. A message or probe may

provoke several delivery and/or non-delivery reports concerning a particular potential recfpient. Each

marks the|passage of a different transmittal step or event.

9 Operational Model

This clausg
the subjectt of other parts of ISO/IEC 10021.

provides an operational model of Message Handling. The concrete-realization of

he model is

The MHS| can convey an information object to individual users,-DLs, or a mix of thq two. Such

conveyance is accomplished by a process called transmittal comprising steps and events. The

parts, and|the roles that users and DLs play in it are defined and\described below.

9.1 Transmittal

The conveyance or attempted conveyance of a message or probe is called transmittal.

process, its

Transmittal

encompasdes a message’s conveyance from its originator to its potential recipients, and a probe’s
conveyande from its originator to MTAs able toaffirm the described messages’ deliverability to the

probe’s pdtential recipients. Transmittal also encompasses the conveyance or attempted conve

originator|of any reports the message or probetmay provoke.

A transmittal comprises a sequence of transmittal steps and events. A transmittal step (or
conveyande of a message, probe, or réport from one functional object to another "adjace
transmittal event (or event) is processing of a message, probe, or report within a functiona

may influgnce the functional object’s’selection of the next transmittal step or event.

The information flow of transmrittal is depicted in Figure 5. The figure shows the kinds ¢
objects--direct users, indirect users, UAs, MSs, MTAs, and AUs--that may be
transmittall, the information objects--messages, probes, and reports--that may be convey
them, and the names of the transmittal steps by means of which those conveyances are accor

The figurp highlights the facts that a message or report may be retrieved repeatedly and t

first convpyance of‘a retrieved object from UA to user constitutes receipt.

yance to the

step) is the
nt" to it. A
object that

f functional
olved in a
ed between
nplished.

hat only the
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! Standardised Indirect User |
| ________ Non- {one of many) i
i Standardised — :
' —ORG,” REC™ Other Communications |
| { WP, \l M/R ) Network i
i r—— - :\_.-— -—’.—‘ ———————— '
L [AUL | |
| | R N |
i l . II \‘ | '
' EXP \ WP I
| | {MP/RI \ M/PIR |
. . | :

! | : | | TRN[To another MTA) l
| | : \‘ MP/R |
L'l oirect | : : : | Direct
! User | ORG REC @ User
| e - -
' WP
I | (Frat :
| |MHS
[MHE = ————————————w=—-——-- J
+- Llegend - cieimemeeeee ettt +
M message ORG origination. EXP export
P probe SBM submission) DLV delivery
R report IMP import RTR retrieval
TRN transfer REC receipt
L R L T R +
Figure 5

The Information Flow of Transmittal
One event

recipients
immediate
a message (
Each of th

all immedidte recipients;.a situation that can be created, if necessary, by splitting.

associated with a  ‘particular instance of a message or

are

The

plays a distinguished role iff transmittal. Splitting replicates a message or probe apd divides
responsibility for its immediate qrecipients among the resulting information objects.
probe
fecipients. An MTAustages a splitting if the next step or event required in the con)
r probe to some immediate recipients differs from that required in its conveyance
e step and event descriptions which follow assumes that the step or event is apprépriate for

potential
dalled the

to others.

9.2 Trapsmittal.Roles
Users and DLs play a vanety of roles m a message s or probe’ S transm1ttal These roles are informally
categorizedas—"source'rotes;'destination’ rotes;orstatusesto—whichusers or PEscamrbeetevdted.

A user may play the following "source" role in the transmittal of a message or probe:

a)

originator: The user (but not DL) that is the ultimate source of a message or

probe.

A user or DL may play any of the following "destination" roles in the transmittal of a message or probe:

a) intended recipient: One of the users and DLs the originator specifies as a message’s or probe’s
intended destinations.
b) originator-specified alternate recipient: The user or DL (if any) to which the originator requests

that a message or probe be conveyed if it cannot be conveyed to a particular intended recipient.

16
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c) member recipient: A user or DL to which a message (but not a probe) is conveyed as a result of

DL expansion.

d) recipient-assigned alternate recipient: The user or DL (if any) to which an intended, originator-

specified alternate, or member recipient may have elected to redirect messages.

A user or DL may attain any of the following statuses in the course of a message’
transmittal:

a) potential recipient: Any user or DL to (i.e., toward) which a message or probe is

s or probe's

conveyed at

any point during the course of transmittal. Nec_es_sari]y an intended, originator-specified

al ; =
b) adtual recipient (or recipient). A potential recipient for which delivery or @ffir
place.

9.3 Transmittal Steps

mation takes

The kindf of steps that may occur in a transmittal are listed in the firSt,column of Table| 5. For each
listed kind, the second column indicates whether ISO/IEC 10021 standardizes such steps, the third
column the kinds of information objects--messages, probes, and reports--that may be conveyed in such

of messages

a step, the fourth column the kinds of functional objects--users, UJAs, MSs, MTAs, and A{s--that may
participafe in such a step as the object’s source or destination.
The tablg is divided into three sections. The steps in the fifst section apply to the "creation'
and probes, those in the last to the "disposal" of messages{and reports, and those in the middle section to
the "relayling" of messages, probes, and reports.
Table 5
Transmittal Steps
L R e aane dececcracanaan L LR R +
Information Functional
Stand- Objects Objects
ard- L LR LR +
Transmittal_Step | ized? | M P R | user UA MS MTA AU |
L e deseacean L L deceecraciienaaaann +
| origination | No | x x Is D - -
| submission | Yes | x x ] S SbD ]
R L R PP 4e-mreean L LR R R T +
import No X X X D s
transfer Yes X X X s -
| export | No | x x x |- s D |
L LR L D L L LR +
| delivery | Yes X x - D D S
| retrieval | Yes X X - D s
| receipt | No | x x |D s - |
R LR TR e R LT PR L LR R T PR +
+ Lcucnd g
M message $ source x permitted
P probe D destination
| R report |
L R L +

The kinds of transmittal steps, summarized in the table, are individually defined and described in the

subclauses below.

9.3.1 Origination

In an origination step, either a direct user conveys a message or probe to its UA, or an
conveys a message or probe to the communication system that serves it. This step gives
message or probe and is the first step in its transmittal.

indirect user
birth to the

17
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The user above constitutes the message’s or probe’s originator. In this step, the originator identifies the
message’s or probe’s intended recipients. Additionally, for each intended recipient, the originator may
(but need not) identify an originator-specified alternate recipient.

9.3.2 Submission

In a submission step, a message or probe is conveyed to an MTA and thus entrusted to the MTS. Two
kinds of submission are distinguished:

a)
This step may be taken only if the user is equipped with an MS.

b) direct submission: A transmittal step in which the originator’s UA or MS conyveys a message or
probe to an MTA. Such a step follows origination or occurs as part of indirect submissign.
This [step may be taken whether or not the user is equipped with an MS,

Indirect and| direct submission are functionally equivalent except that additional capabilities may be
available with the former, Indirect submission may differ from direct submission in other resppcts (e.g.,
the number |of open systems with which that embodying a UA must_interact) and for that feason be
preferable tq direct submission.

The UA or MS involved in direct submission is called the submission agent. A submission agenlt is made
known to thg MTS by a process of registration, as a result of which the submission agent and MTS keep

one another|informed of their names, their locations, and/any other characteristics required|for their
interaction.

9.3.3 Import

In an import step, an AU conveys a message;-probe, or report to an MTA. This step injecty into the
MTS an inf¢rmation object born in another communication system, and follows its conveyance by that
system.

NOTE - The c¢ncept of importing is a generic one. How this step is effected varies, of course, from one type of AU to another.

9.3.4 Transfer

In a transfer step, one . MTA conveys a message, probe, or report to another. This step traﬂsports an
information [object ovér-physical and sometimes organizational distances and follows direct submission,

import, or (4

This step m4

prior) transfer.

y be_taken, of course, only if the MTS comprises several MTAs.

The following kinds of transfer are distinguished, on the basis of the number of MDs involved:

a) internal transfer: A transfer involving MTAs within a single MD.
b) external transfer: A transfer involving MTAs in different MDs.
9.3.5 Export

In an export step, an MTA conveys a message, probe, or report to an AU. This step ejects from the
MTS an information object bound for another communication system. It follows direct submission,
import, or transfer.

As part of this step, the MTA may generate a delivery report.
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NOTE - The concept of exporting is a generic one. How this step is effected varies, of course, from one type of AU to another.

9.3.6

Delivery

In a delivery step, an MTA conveys a message or report to an MS or UA. The MS and UA are those of
a potential recipient of the message, or the originator of the report’s subject message or probe. This step
entrusts the information object to a representative of the user and follows direct submission, import, or
transfer. It also elevates the user in question to the status of an actual recipient.

As part of this step, in the case of a message, the MTA may generate a delivery report.

The MS ¢

process of

r UA involved is called the delivery agent. A delivery agent is made known to\th
registration, as a result of which the delivery agent and MTS keep one anéther

their namles, their locations, and any other characteristics required for their interaction:

9.3.7 ]

In a retri
recipient
retrieves

This step

9.3.8

Retrieval

pval step, a user’s MS conveys a message or report to its UA. The user in question
of the message or the originator of the subject message or probe. This step non-

the information object from storage. This step follows delivery’or (a prior) retrieval.

may be taken only if the user is equipped with an MS.

Receipt

In a rece
system t
step cony

In the cas
an indire
the user.
recipient

9.4 T

The kind

ipt step, either a UA conveys a message or report to its direct user, or the co
t serves an indirect user conveys such an“information object to that user. In eit}
eys the object to its ultimate destination.

e of a direct user, this step follows the object’s delivery or first retrieval (only). I
ct user, it follows the informatign-object’s conveyance by the communication sy
In either case, the user is a potential recipient (and, in the case of a direct us
of the message in question, Or the originator of the subject message or probe.

ansmittal Events

5 of events that may occur in a transmittal are listed in the first column of Table

listed kind, the second_column indicates the kinds of information objects--messages,

reports--
UAs, MS

All the ejq

for which such’ events may be staged, the third column the kinds of functional ob
5, MTAs,@nd AUs--that may stage such events.

ents-occur within the MTS.

e MTS by a
informed of

is an actual
destructively

mmunication
er case, this

h the case of
stem serving
br, an actual

6. For each
probes, and
jects--users,

19


https://iecnorm.com/api/?name=4b53dff7c49adc907295fa585feee911

ISO/IEC 10021-2 : 1990 (E)

Table 6
Transmittal Events

Information Functional
Objects Objects

splitting X
joining X
name resolution X
DL expansion X
A
b
X

regiTection

conversion

non-del ivery
non-affirmation - X
affirmation - X
routing X X X
D R decreenecanans R L] +

x
KX X X X M X X X X

+- Legend ---c-neeeseee- +
M message x permitted
P probe

| R report |

The kinds of transmittal events, summarized in the table, are individually defined and descrifjed in the
subclauses below.

9.4.1 Splitting

In a splitting event, an MTA replicates a message orlprobe, dividing responsibility for its jmmediate
recipients among the resulting information objeCts. This event effectively allows an [MTA to
independently convey an object to various potential\recipients.

An MTA stages a splitting when the next steép or event required in the conveyance of a message or
probe to sorhe immediate recipients differs from that required in its conveyance to others.

9.4.2 Joining

In a joining event, an MTA cdmbines several instances of the same message or probe, or twp or more ‘'
delivery and/or non-delivery reports for the same subject message or probe.

An MTA may, but need\not stage a joining when it determines that the same events and next step are
required to convey several highly related information objects to their destinations.

9.4.3 Name Resolution

¥n a name resolution event, an MTA adds the corresponding O/R address to the O/R name that
identifies one of a message’s or probe’s immediate recipients.

9.4.4 DL Expansion

In a DL expansion event, an MTA resolves a DL among a message’s (but not a probe’s) immediate
recipients to its members which are thereby made member recipients. This event removes indirection
from the immediate recipients’ specification.

A particular DL is always subjected to DL expansion at a pre-established location within the MTS. This
location is called the DL’s expansion point and is identified by an O/R address.

As part of this event, the MTA may generate a delivery report.
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DL expansion is subject to submit permission. In the case of a nested DL, that permission must have
been granted to the DL of which the nested DL is a member. Otherwise, it must have been granted to
the originator.

9.4.5 Redirection

In a redirection event, an MTA replaces a user or DL among a message’s or probe’s immediate
recipients with an originator-specified or recipient-assigned alternate recipient.

9.4.6 (onversion
In a conversion event, an MTA transforms parts of a message’s content from one EIT to another, or
alters a pkobe so it appears that the described messages were so modified. This~event increases the

likelihood| that an information object can be delivered or affirmed by tailoring, it to ity immediate
recipients.

The following kinds of conversion are distinguished, on the basis of how the-EIT of the inflormation to
be converted and the EIT to result from the conversion are selected:

a) explicit conversion: A conversion in which the originator seleets both the initial and flinal EITs.
b) implicit conversion: A conversion in which the MTA selects“the final EITs based upon the initial

EI[ls and the capabilities of the UA.
9.4.7 Non-delivery

In a non-delivery event, an MTA determines that,the MTS cannot deliver a message to ity immediate
recipients| or cannot deliver a report to the originator of its subject message or probe. Thi{ event halts
the conveyance of an object the MTS deems unconveyable.

As part of this event, in the case of a message, the MTA generates a non-delivery report.

An MTA |stages a non-delivery, e.g., when it determines that the immediate recipients arg improperly
specified,| that they do not accept-.delivery of messages like that at hand, or that the mesgage has not
been delivered to them within pré-specified time limits.

9.4.8 Non-affirmation

In a non-affirmationsevent, an MTA determines that the MTS could not deliver a described message to
a probe’s [immediate/recipients. This event partially or fully determines the answer to the question posed
by a probe.

As part of thisevent, the MTA generates a non-delivery report.

An MTA stages a non-affirmation, e.g.,, when it determines that the immediate recipients are
improperly specified or would not accept delivery of a described message.

9.4.9 Affirmation

In an affirmation event, an MTA determines that the MTS could deliver any described message to a
probe’s immediate recipients. This event partially or fully determines the answer to the question posed
by a probe, and elevates the immediate recipients to the status of actual recipients.

As part of this event, the MTA may generate a delivery report.

An MTA stages an .affirmation once it determines that the immediate recipients are properly specified
and, if the immediate recipients are users (but not DLs), would accept delivery of any described
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message. If the immediate recipients are DLs, an MTA stages an affirmation if the DL exists and the
originator has the relevant submit permission.

9.4.10 Routing

In a routing event, an MTA selects the "adjacent" MTA to which it will transfer a message, probe, or
report, This event incrementally determines an information object’s route through the MTS and
(obviously) may be taken only if the MTS comprises several MTAs.

The following kinds of routing are distinguished, on the basis of the kind of transfer for which they
prepare:

a) intenlal routing: A routing preparatory to an internal transfer (i.e., a transfer within\an MD).

b) external routing: A routing preparatory to an external transfer (i.e., a transfer between M Ds).

An MTA stages a routing when it determines that it can stage no other event, and take |no step,
regarding an |object.

10 Security Model

This clause provides an abstract security model for Message Transfer. The concrete realizatidn of the
model is the| subject of other parts of ISO/IEC 10021. The security model provides a framework for
describing the security services that counter potential threats/(see annex D) to the MTS and thq security
elements tha{ support those services.

The security| features are an optional extension to thexMHS that can be used to minimise the risk of
exposure of |assets and resources to violations of a @ecurity policy (threats). Their aim is tq provide
features independently of the communications services provided by other lower or higher| entities.
Threats may|be countered by the use of physicalisecurity, computer security (COMPUSEC), or security
services provided by the MHS. Depending on-the perceived threats, certain of the MHS security services
will be sele¢ted in combination with appropriate physical security and COMPUSEC measyres. The
security servjces supported by the MHS are_described below. The naming and structuring of the services
are based on|ISO 7498-2.

NOTE - Despite these security features, cerfain’ attacks may be mounted against communication between a user and {he MHS or

against user-toqjuser communication (e.g., in the case of users accessing the MHS through an access unit, or in the chse of users
remotely accessipg their UAs).

In many casgs, the broad classes of threats are covered by several of the services listed.

The security services Are supported through use of service elements of the Message Transfer Service
message envelope. The‘envelope contains security relevant arguments as described in ISO/IEC| 10021-4.
The description of-thé security services takes the following general form. In clause 10.2 the sefvices are
listed, with, [in each case, a definition of the service and an indication of how it may be provifled using
the security| -elements in ISO/IEC 10021-4. In clause 10.3 the security elements are ingdividually

. sl I FPTIIEI £ et . 1 4 P P .
described, i m—each—case;—a—detmttonr—ot—the—service—etement—and——references—to—rts—constituent

arguments in ISO/IEC 10021-4.

Many of the techniques employed rely on encryption mechanisms. The security services in the MHS
allow for flexibility in the choice of algorithms. However, in some cases only the use of asymmetric
encryption has been fully defined in this part of ISO/IEC 10021. A future addenda to this part of
ISO/IEC 10021 may allow use of alternative mechanisms based on symmetric encipherment.

NOTE - The use of the terms "security service” and "security element” in this clause are not to be confused with the terms "service"
and "element of service" as used in ISO/IEC 10021-1. The former terms are used in the present clause to maintain consistency with
ISO 7498-2.
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10.1  Security Policies

Security services in the MHS must be capable of supporting a wide range of security policies which
extend beyond the confines of the MHS itself. The services selected and the threats addressed will
depend on the individual application and levels of trust in parts of the system.

A security policy defines how the risk to and exposure of assets can be reduced to an acceptable level.

In addition, operation between different domains, each with their own security policy, will be required.
As each domain will be subject to its own overall security policy, covering more than just the MHS, a
bilateral agreement on interworking between two domains will be required. This must be defined so as
not to confiicrwiththesecurity poticies foreither dommaimamd—effectivety becomes—part—ofthe overall
security pdlicy for each domain.

10.2  Sequrity Services

This subclause defines the Message Transfer security services. The naming ‘and structuring of the
services are based on ISO 7498-2.

Message Transfer security services fall into several broad classes. These classes and the services in each
are listed in Table 7. An asterisk (*) under the heading of the form X/Y indicates that the service can
be provided from a functional object of type X to one of type Y.

Table 7
Message Transfer Security Services
R R R ] D R R +
UA7UA MS/MTA MTA/MS MTA/UA

SERVICE UA/MS UA/MTA MTA/MTA MS/UA

+- ORIGIN AUTHENTICATION ---s3(™ e RE LR TR +

| Message Origin Authentication * ok .ox - - - |

| Probe Origin Authentication L A R R
Report Origin Authentication S R
Proof of Submission R - - *
Proof of Delivery * - - - - - - Note

+- SECURE ACCESS, MANAGEMENT --c-#cccccecercncrccmacnnnmnnnecann- +

| Peer Entity_ -AUthentication L L AL A A L

| Security gontext A A A

+- DATA CONFIDENTIALITY -------- LR R R R +
Connection Confidentiality L A A T
Content 'Confidentiality * - - - - - - -
Message Flow Confidentiality L - - - -

+-{ DATA INTEGRITY SERVICES ----- R R LR R +
Connection Integrity L L A S
Content Integrity * - . - - - - -
Message Sequence Integrity * - - - - - -

+- NON-REPUDIATION ------<--c--- AR R R LR R +
Non-repudiation of Origin * . - % - - - -
Non-repudiation of Submission L .
Non-repudiation of Delivery o

+-—MESSAGESECURITYLABELLING ==+ -

| Message Security Labelling | * % * * * x x %

+- SECURITY MANAGEMENT SERVICES #----c-cvcccecmmonrmennnnnccnnns +
Change Credentials L A A T A
Register - * - % -
MS-Register - * - - - - -

L R R R LR L LR R R R PR +

Note - This service is provided
by the recipient's MS to the originator's UA.

Throughout the security service definitions that follow, reference is made to Figure 6, which reiterates
the MHS functional model in simplified form. The numeric labels are referenced in the text.
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1 5
MTS- MTS-
user user

2 3 4

MTA MTA MTA
Figure 6
Simplified MHS Functional Model

10.2.1 Origin Authentication Security Services
These secutfity services provide for the authentication of the identity of communicating peer eptities and
sources of dlata.

10.2.1.1 Data Origin Authentication Security Services

These secufity services provide- corroboration of the origin of a message, probe, or report to all

concerned éntities (i.e., MTAs\or recipient MTS-users). These security services cannot protect against

duplication|of messages, praobes, or reports.

10.2.1.1.1 |Message Origin Authentication Security Service

The Message Origin Authentication Service enables the corroboration of the source of a message.

This securilx service can be provided using either the Message Origin Authentication or the Message
Argument Integrity security element. The former can be used to provide the security service to any of
the parties concerned (1-5 inclusive in Figure 6), whereas the latter can only be used to provide the

security service to MTS-users (I or 5 in Figure 6). The security element chosen depends on the
prevailing security policy.

10.2.1.1.2 Probe Origin Authentication Security Service
The Probe Origin Authentication security service enables the corroboration of the source of a probe.
This security service can be provided by using the Probe Origin Authentication security element. This

security element can be used to provide the security service to any of the MTAs through which the
probe is transferred (2-4 inclusive in Figure 6).
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The Report Origin Authentication security service enables the corroboration of the source of a report.

This security service can be provided by using the Report Origin Authentication security element. This
security element can be used to provide the security service to the originator of the subject message or
probe, as well as to any MTA through which the report is transferred (1-5 inclusive in Figure 6).

10.2.1.2

Proof of Submission Security Service

This secyrity service enables the originafor of a message to obtain corroborafion thaf

received

This secu

10.2.1.3

This secu
delivered

This secu

4

o

10.2.2

The Secu
against t
Authentig

10.2.2.1

This secu
the conngé
confidend
replay of

y the MTS for delivery to the originally specified recipient(s).

Fity service can be provided by using the Proof of Submission security element.

Proof of Delivery Security Service

rity service enables the originator of a message to obtain (Corroboration that
by the MTS to its intended recipient(s).

Fity service can be provided by using the Proof of Delivery security element.

becure Access Management Security Service

re Access Management security service is concerned with providing protection f
neir unauthorised use. It can be divided)into two components, namely the
ation and the Security Context security services.

Peer Entity Authentication Security Service

pity service is provided for use’at the establishment of a connection to confirm th
bcting entity. It may be used on the links 1-2, 2-3, 3-4, or 4-5 in Figure 6
e, at the time of usage only, that an entity is not attempting a masquerade or an
a previous connection.

This security service is supported by the Authentication Exchange security element. Note

this secur
be used t

10.2.2.2

This secu

ity element may\yield other data as a result of its operation that in certain circu
b support a Connection Confidentiality and/or a Connection Integrity security servi

Security’Context Security Service

the Securi

Fity’ service is used to 11m1t the scope of passage of messages between entmes by

it has been

it has been

or resources
Peer Entity

=
~

identity of

and provides

unauthorised

that use of
mstances can
ce.

reference to

lated to the

Message Securnty Labellmg securlty servxce whxch provides for the assocxatlon of messages and Security

Labels.

The Security Context security service is supported by the Security Context and the Register security

elements.

10.2,.3 Data Confidentiality Security Services

These sec

urity services provide for the protection of data against unauthorised disclosure.
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10.2.3.1 Connection Confidentiality Security Service

The MHS does not provide a Connection Confidentiality security service. However, data for the
invocation of such a security service in underlying layers may be provided as a result of using the
Authentication Exchange security element to provide the Peer Entity Authentication security service.
The security service may be required on any of links 1-2, 2-3, 3-4, or 4-5 in Figure 6.

10.2.3.2 Content Confidentiality Security Service

The Content Confidentiality security service provides assurance that the content of a message is only
known to the sender and recipient of a message.

It may be provided using a combination of the Content Confidentiality and the Message Argument
Confidentiality security elements. The Message Argument Confidentiality security element can be used
to transfer d secret key which is used with the Content Confidentiality security element to en¢ipher the
message conftent. Using these security elements the service is provided from MTSruser 1 to M[IS-user 5
in Figure 6,/ with the message content being unintelligible to MTAs.

10.2.3.3 Message Flew Confidentiality Security Service

This security service provides for the protection of informatien~which might be derived from
observation [of message flow. Only a limited form of this security sérvice is provided by the MHS.

The Doubl¢ Enveloping Technique enables a complete message to become the content of another
message. THis could be used to hide addressing information)from certain parts of the MTS| Used in
conjunction| with traffic padding (which is beyond the ctrrent scope of ISO/IEC 10021) thig could be
used to proyide message flow confidentiality. Other elements of this service, such as routing fontrol or
pseudonyms|, are also beyond the scope of ISO/IEC 10021.

10.2.4 Daga Integrity Security Services

These securjty services are provided to counter active threats to the MHS.

10.2.4.1 (onnection Integrity Security Service

The MHS does not provide a €onnection Integrity security service. However, data for the invpcation of
such a secyrity service in_underlying layers may be provided by using the Authentication [Exchange
security element to provide_the Peer Entity Authentication security service. The security servife may be
required on|any of links\}=2, 2-3, 3-4, or 4-5 in Figure 6.

10.2.4.2 (ontent.Integrity Security Service

This security sérvice provides for the integrity of the contents of a single message This takes the form
of enabling the determination of whether the message content has been modified. This security service

does not enable the detection of message replay, which is provided by the Message Sequence Integrity
security service.

This security service can be provided in two different ways using two different combinations of
security elements.

The Content Integrity security element together with the Message Argument Integrity security element
and, in some cases, the Message Argument Confidentiality security element can be used to provide the
security service to a message recipient, i.e., for communication from MTS-user 1 to MTS-user 5 in
Figure 6. The Content Integrity security element is used to compute a Content Integrity Check as a
function of the entire message content. Depending on the method used to compute the Content Integrity
Check, a secret key may be required, which may be confidentially sent to the message recipient using
the Message Argument Confidentiality security element. The Content Integrity Check is protected
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against change using the Message Argument Integrity security element. The integrity of any confidential
message arguments is provided using the Message Argument Confidentiality security element.

The Message Origin Authentication security element can also be used to provide this security service.

10.2.4.3 Message Sequence Integrity Security Service

This security service protects the originator and recipient of a sequence of messages against re-ordering
of the sequence. In doing so it protects against replay of messages.

This securlity service may be provided using a combination of the Message Sequence Integtity and the
Message Argument Integrity security elements. The former provides a sequence number toreach message,
which may be protected against change by use of the latter. Simultaneous confidentiality apd integrity
of the M¢dssage Sequence Number may be provided by use of the Message Argument Confidentiality
security element,

These seclirity elements provide the service for communication from MTS-~user 1 to MTB-user 5 in
Figure 6, and not to the intermediate MTAs.

10.2.5 Non-Repudiation Security Services

These secyrity services provide irrevocable proof to a third party“after the message has been submitted,
sent, or dplivered, that the submission, sending, or receipt didyoccur as claimed. Note thay for this to
function dorrectly, the security policy must explicitly cover<the management of asymmetric keys for the
purpose of non-repudiation services if asymmetric algoritims are being used.

10.2.5.1 [Non-repudiation of Origin Security Service

This security service provides the recipient(s) of“a message with irrevocable proof of the origin of the
message, {ts content, and its associated Message Security Label.

This security service can be providedhin two different ways using two different combpinations of
security dlements. Note that its provision is very similar to the provision of the (weaKer) Content
Integrity security service. '

The Content Integrity security-element together with the Message Argument Integrity secufity element
and, in sqme cases, the Message Argument Confidentiality security element can be used to|provide the
service to| a message recipient, i.e., for communication from MTS-user 1 to MTS-user 5 fin Figure 6.
The Content Integrity sécurity element is used to compute a Content Integrity Check as a|function of
the entire| message content. Depending on the method used to compute the Content Integrity Check, a
secret key may belrequired, which may be confidentially sent to the message recipieft using the
Message Argument\Confidentiality security element. The Content Integrity Check and, if nequired, the
Message SecuritysLabel are protected against change and/or repudiation using the Message Argument
Integrity pecurity element. Any confidential message arguments are protected against change and/or
repudiatignysing the Message Argument Confidentiality security element.

If the Content Confidentiality security service is not required, the Message Origin Authentication
security element may also be used as a basis for this security service. In this case the security service
may be provided to all elements of the MHS, i.e., for all of 1-5 in Figure 6.

10.2.5.2 Non-Repudiation of Submission Security Service

This security service provides the originator of the message with irrevocable proof that the message was
submitted to the MTS for delivery to the originally specified recipient(s).

This security service is provided using the Proof of Submission security element in much the same way
as that security element is used to support the (weaker) Proof of Submission security service.
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10.2.5.3 Non-Repudiation of Delivery Security Service

This security service provides the originator of the message with irrevocable proof that the message was
delivered to its originally specified recipient(s).

This security service is provided using the Proof of Delivery security element in much the same way as
that security element is used to support the (weaker) Proof of Delivery security service.

10.2.6 Message Security Labelling Security Service

This security service allows Security Labels to be associated with all entities in the MHS, 1.e., YITAs and
MTS—users.Tln conjunction with the Security Context security service it enables the implementation of
security pollicies defining which parts of the MHS may handle messages with specified associated
Security Labels.

This securitly service is provided by the Message Security Label security element.” The integrity and
confidentiality of the label are provided by the Message Argument Integrity and the Message Argument
Confidentiallity security elements.

10.2.7 Sedurity Management Services

A number of security management services are needed by the MHS. The only managemen}t services
provided within ISO/IEC 10021-4 are concerned with changing-credentials and registering MTS-user
security labels.

10.2.7.1 C(Change Credentials Security Service

This securify service enables one entity in the MHS to change the credentials concerning it held by
another entity in the MHS. It may be provided using the Change Credentials security element.

10.2.7.2 Register Security Service

This securitly service enables the establishment at an MTA of the Security Labels which are permissible
for one particular MTS-user. It may ;be provided using the Register security element.

10.2.7.3 MS-Register Security Service

This securify service enables the establishment of the security label which are permissible fof the MS-
user.

10.3  Secyrity Elements

The following subclauses describe the security elements available in the protocols described within
ISO/IEC 10021-4 to support the security services in the MHS. These security elements relate directly to
arguments in various services described in ISO/IEC 10021-4, The objective of this subclause is to
separate out each element of the ISO/IEC 10021-4 service definitions that relate to security, and to
define the function of each of these identified security elements.

10.3.1 Authentication Security Elements

These security elements are defined in order to support authentication and integrity security services.
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10.3.1.1 Authentication Exchange Security Element

The Authentication Exchange security element is designed to authenticate, possibly mutually, the
identity of an MTS-user to an MTA, an MTA to an MTA, an MTA to an MTS-user, an MS to a UA,
or a UA to an MS. It is based on the exchange or use of secret data, either passwords, asymmetrically
encrypted tokens, or symmetrically encrypted tokens, The result of the exchange is corroboration of the
identity of the other party, and, optionally, the transfer of confidential data which may be used in
providing the Connection Confidentiality and/or the Connection Integrity security service in underlying
layers. Such an authentication is only valid for the instant that it is made and the continuing validity of
the authenticated identity depends on whether the exchange of confidential data, or some other
mechanism, is used to establish a secure communication path. The establishment and use of a secure
communigation—path—is—outside—the-scope—ofthispart of ISO/EC 10021

This security element uses the Initiator Credentials argument and the Responder Credentjals result of
the MTS{bind, MS-bind, and MTA-bind services. The transferred credentials are either passwords or
tokens.

10.3.1.2 | Data Origin Authentication Security Elements

These sedurity elements are specifically designed to support data origin, authentication servifes, although
they may|also be used to support certain data integrity services.

10.3.1.2.} Message Origin Authentication Security Element

The Mesgage Origin Authentication security element enables anyone who receives or trandfers message
to authenticate the identity of the MTS-user that originated the message. This may mean the provision
of the Megssage Origin Authentication or the Non-repudiation of Origin security service.

The secufity element involves transmitting, as_part of the message, a Message Origin Ajuthentication
Check, computed as a function of the message ‘content, the message Content Identifier, and| the Message
Security [Label. If the Content Confidentiality security service is also required, the Mdssage Origin
Authentigation Check is computed as a funétion of the enciphered rather than the unenciphered message
content. By operating on the message content as conveyed in the overall message (i.e., after] the optional
Content Confidentiality security element), any MHS entity can check the overall messpge integrity
without the need to see the plaintext-message content. However, if the Content Confidentiplity security
service is[ used, the Message Origin-Authentication security element cannot be used to provide the Non-
repudiatipn of Origin security service.

The secufity element uses-the Message Origin Authentication Check, which is one of the arguments of
the Message Submission,~-Message Transfer, and Message Delivery services.

10.3.1.2.2 Probe-Origin Authentication Security Element

Similar t¢ the Message Origin Authentication security element, the Probe Origin Authentication security
element gnables any MTA to authenticate the identity of the MTS-user which originated a probe.

This security element uses the Probe Origin Authentication Check, which is one of the arguments of the
Probe Submission service,
10.3.1.2.3 Report Origin Authentication Security Element

Similar to the Message Origin Authentication security element, the Report Origin Authentication
security element enables any MTA or MTS-user who receives a report to authenticate the identity of the
MTA which originated the report.

This security element uses the Report Origin Authentication Check, which is one of the arguments of
the Report Delivery service.
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10.3.1.3 Proof of Submission Security Element

This security element provides the originator of a message with the means to establish that a message
was accepted by the MHS for transmission.

The security element is made up of two arguments: a request for Proof of Submission, sent with a
message at submission time, and the Proof of Submission, returned to the MTS-user as part of the
Message Submission results. The Proof of Submission is generated by the MTS, and is computed as a
function of all the arguments of the submitted message, the Message Submission Identifier, and the
Message Submission Time,

The Proof [ service.
Depending op the security policy in force, it may also be able to support the (stronger) Non-repudiation
of Submissiop security service.

The Proof gf Submission Request is an argument of the Message Submission service. The |Proof of
Submission i§ one of the results of the Message Submission service.

10.3.1.4 Proof of Delivery Security Element

This security element provides the originator of a message with the meéans to establish that al message
was deliveredl to the destination by the MHS,

The security|element is made up of a number of arguments. The message originator includes a|Proof of
Delivery Request with the submitted message, and this request i§” delivered to each recipient (with the

message. A 1

associated w

th the message. The proof of delivery is returned by the MTS to the message orig

part of a report on the results of the original Message Submission.

The Proof o

security policy in force, it may also be able to*support the (stronger) Non-repudiation of

security serv
The Proof (
Message Del
service and (

NOTE - Non-r

10.3.2 Sec

1CC.

f Delivery Request is an argument of the Message Submission, Message Tran
ivery services. The Proof of*Delivery is both one of the results of the Message
ne of the arguments of the\Report Transfer and Report Delivery services.

eceipt of a Proof of Delivery does not imply non-delivery.

ure Access Manmagement Security Elements

ecipient may then compute the Proof of Delivery)as a function of a number of arguments

nator, as

" Delivery can be used to support the Proof of Delivery security service. Depending on the

Delivery

sfer, and
Delivery

These security elements are defined in order to support the Secure Access Management securify service
and the secufity management services.

10.3.2.1 Sgqcurity Context Security Element

When an MTS-user or an MTA binds to an MTA or MTS-user, the bind operation specifies the security
context of the connection. This limits the scope of passage of messages by reference to the labels
associated with messages. Secondly, the Security Context of the connection may be temporarily altered
for submitted or delivered messages.

The Security Context itself consists of one or more Security Labels defining the sensitivity of
interactions that may occur in line with the security policy in force.

Security Context is an argument of the MTS-bind and MTA-bind services.
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10.3.2.2 Register Security Element

The Register security element allows the establishment at an MTA of an MTS-user’s permissible
security labels.

This security element is provided by the Register service. The Register service enables an MTS-user to
change arguments, held by the MTS, relating to delivery of messages to that MTS-user.

10.3.2.3 MS-Register Security Element

The MS-Register security element allows the establishment of the MS-User's permissivlie secyrity labels.
This secutity element is provided by the MS-Register service. The MS-Register service)enables an MS-
user to cHange arguments held by the MS relating to the retrieval of messages to that MS-uspr.

10.3.3 Data Confidentiality Security Elements
These sequrity elements, based on the use of encipherment, are all concerned with the [provision of
confidentjality of data passed from one MHS entity to another.
10.3.3.1 | Content Confidentiality Security Element

The Content Confidentiality security element provides assuirance that the content of the message is
protected| from eavesdropping during transmission by _use’ of an encipherment security glement. The

security glement operates such that only the recipient ‘and sender of the message know the plaintext
message dontent,

The specjfication of the encipherment algorithm, the key used, and any other initialisjing data are
conveyed| using the Message Argument Confidentiality and the Message Argument Integrity security
elements.[The algorithm and key are then uséd to encipher or decipher the message contents|

The Content Confidentiality security,€lement uses the Content Confidentiality Algorithm Identifier,
which is an argument of the Message Submission, Message Transfer, and Message Delivery dervices.

10.3.3.2 | Message Argument Confidentiality Security Element

The Message Argument Confidentiality security element provides for the confidentiality, iftegrity, and,
if requirgd, the irrevocability of recipient data associated with a message. Specifically, this data will
comprise [any cryptographic keys and related data that is necessary for the confidentiality and integrity
security dlements _té/function properly, if these optional security elements are invoked.

The security element operates by means of the Message Token. The data to be protected by| the Message
Argument Confidentiality security element constitutes the Encrypted Data within the Mersage Token.
The Encrlypted Data within the Message Token is unintelligible to all MTAs.

The Message Token is an argument of the Message Submission, Message Transfer, and Message Delivery
services.

10.3.4 Data Integrity Security Elements

These security elements are provided to support the provision of data integrity, data authentication, and
non-repudiation services.
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10.3.4.1

Content Integrity Security Element

The Content Integrity security element provides protection for the content of a message against

modification

during transmission.

This security element operates by use of one or more cryptographic algorithms. The specification of the
algorithm(s), the key(s) used, and any other initialising data are conveyed using the Message Argument
Confidentiality and the Message Argument Integrity security elements. The result of the application of
the algorithms and key is the Content Integrity Check, which is sent in the message envelope. The
security element is only available to the recipient(s) of the message as it operates on the plaintext
message contents.

If the Conte

depending oj:

Origin secur

The Content

Delivery sery

10.3.4.2 M

The Messag

irrevocability
comprise any

the Message

The security

Argument In

The Messagd Token is an argument of the Message Stbmission, Message Transfer, and Message]
services.
10.3.4.3 Miessage Sequence Integrity Security Element

The Message
message against receipt of messages-in'the wrong order, or duplicated messages.

A Message
position of

recipient pair requiring to Gs¢ this security element will have to maintain a distinct sequence o

numbers. T
Sequence Ny

10.3.5 No

There are no specific Non-repudiation security elements defined in ISO/IEC 10021-4.

ty service.
rices.

pssage Argument Integrity Security Element

.
L

Argument Integrity security element provides for the_integrity, and, if requ
of certain arguments associated with a message, “Specifically, these argum
selection of the Content Confidentiality Algorithm ldentifier, the Content Integri
Security Label, the Proof of Delivery Request, and the Message Sequence Number.

element operates by means of the Message Token. The data to be protected by thg
tegrity security element constitutes the signed-data within the Message Token.

Sequence Integrity security element provides protection for the sender and recip
Sequence Number is associated with an individual message. This number iden
h message in a séquence from one originator to one recipient. Therefore each o

nis security ‘element does not provide for initialisation or synchronisation of
mbers.

-repudiation Security Elements

Integrity Check is an argument of the Message Submission, Message Transfer, and

t Integrity Check is protected using the Message Argument Integrity security elern|ent then,
the prevailing security policy, it may be used to help provide the Non-repud

iation of

Message

ired, the
bnts may
y Check,

Message

Delivery

ient of a

tifies the ‘=

riginator-
F message
Message

repudiation services may be provided using a combination of other security elements.

10.3.6 Sec

These securi

10.3.6.1 M

urity Label Security Elements

ty elements exist to support security labelling in the MHS.

essage Security Label Security Element

he non-

Messages may be labelled with data as specified in the prevailing security policy. The Message Security
Label is available for use by intermediate MTAs as part of the overall security policy of the system.
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A Message Security Label may be sent as a message argument, and may be protected by the Message
Argument Integrity or the Message Origin Authentication security element, in the same manner as other

message a

rguments.

Alternatively, if both confidentiality and integrity are required, the Message Security Label may be
protected using the Message Argument Confidentiality security element. In this case the Message
Security Label so protected is an originator-recipient argument, and may differ from the Message
Security Label in the message envelope.

10.3.7 Security Management Security Elements

10.3.7.1

Change Credentials Security Element

The Charlge Credentials security element allows the credentials of an MTS-useror an

updated.

The securfty element is provided by the MTS Change Credentials service.

10.3.8 :I)ouble Enveloping Technique
I

Addition

protection may be provided to a complete message, including the envelope pa

the ability to specify that the content of a message is  itSelf a complete message, i.e
Envelopirlg Technique is available.

This tech
specify t

hique is available though the use of the Content Type argument which makes i

itself a mpssage (envelope and content) for forwarding by the recipient named on the outer

the recipi

The Cont
services.

ent named on the Inner Envelope.

ent Type is an argument of the Message Submission, Message Transfer, and Mess

MTA to be

rameters, by
, a Double

possible to

at the content of a message is an Inner Envelope. This Content Type means that the content is

envelope to

hge Delivery
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11

Section three - Configurations

Overview

This section specifies how one can configure the MHS to satisfy any of a variety of functional, physical,
and organizational requirements,

This section

a) Func
b) Physi
c) Orgal
d) The ¢
12

This clause

configuratio

employs an

12.1

With respect

{e.g., see cl

NOTE - A pa

made possible Y

12.2

With respec

with or without an MS. A (usér without access to an MS lacks the capabilities of Message Storaj

in such circ
local matter

The two fu
possible co

figure, user|2.45equipped with an MS while user 1 is not.
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Functional Configurations

Regarding the Directory

Regdrding the Message Store

covers the following topics:

lional configurations;
cal configurations;
nizational configurations;

Flobal MHS.

specifies the possible functional configurations of\-the MHS. The variety

MS.

y International Standards for Directories is under construction.

to the MS, the(MHS can be configured for a particular direct user in either of

imstances depends upon his UA for the storage of information objects, a capabilit

figuration of the MTS, and its linkage to another communication system via an A

s results from the presence or absence of the Directory, and from whether a d

ially, rather than fully interconnected Directory may exist for an interim period during which the (glob4

of such
irect user

to the Directory, the MHS can be configured for a particular user, or a collection of users
se 14.1), in either of two ways: with or without the Directory. A user without acq
Directory mpy lack the capabilities described in-Section five.

ess to the

1) Directory

fwo ways:
be. A user
y that is a

hctionalsconfigurations identified above are depicted in Figure 7 which also illustrates one

U. In the
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Functional Configurations Regarding the MS

le the users depicted in the figure are people, the figure applies with equal force and validity to users of oth

ysical Configurations

specifies the possible physical configurations of the MHS, i.e., how the MHS can

interconnected computer systems. Because the number of configurations is unb
ribes the kinds of messaging systems from which the MHS is assembled, and iden
representative configurations.

ing blocks used intthe physical construction of the MHS are called messaging
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A/SYS S/SYS AS/SYS T/SYS

MTA

& I
6 AU Optional

ATISYS ST/SYS AST/SYS
eeen -
@ | |6—
MTA
aueeers || [auoetere || AU Jopmm MTA
Figure 8

Messaging System Types

each type listed, the second column indicates the kinds.of functional object--UAs, MSs, MTAs, and
AUs--that may be present in such a messaging system,whether their presence is mandatory or optional,
and whether just one or possibly several of them may, be present in the messaging system:.

The types of messaging system, depicted in the figure, are”listed in the first column of Tﬂ})le 8. For

The table i§ divided into two sections. Messaging systems of the types in the first section arg dedicated
to single uspers, those of the types in the second can (but need not) serve multiple users.

Table 8
Messaging Systems

L L P L +
| Functional Objects |
Messaging +---------cecrcenannn +
System | UA MS MTA AU |
4rraarencens T +
A/SYS [ 1 - |
$/SYS | - 1 |
AS/SYS | 11 |
decrcneanann D R R +
T/SYS 1 [M]
AT/SYS M 1 [M]
ST78YS } M 4 tMI—t
AST/SYS I M M 1 [M]
D LR L LA L TP PP +
+- Legend ----ceeceecceienans +
| M multipte [...] optional |
e T +

The messaging system types, summarized in the table, are individually defined and described in the
subclauses below.

NOTE - The following major principles governed the admission of messaging system types:

a) An AU and the MTA with which it interacts are typically co-located because no protocol to govern their interaction is
standardized.
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b) An MTA is typically co-located with multiple UAs or MSs because, of the standardized protocols, only that for transfer
simultanecusly conveys a message to multiple recipients. The serial delivery of a message to multiple recipients served by a
messaging system, which the delivery protocol would require, would be inefficient.

c) No purpose is served by co-locating several MTAs in a messaging system because a single MTA serves multiple users, and
the purpose of an MTA is to convey objects between, not within such systems. (This is not intended to exclude the
possibility of several MTA -related processes co-existing within a single computer system.)

d) The co-location of an AU with an MTA does not affect that system’s behaviour with respect to the rest of the MHS. A single
messaging system type, therefore, encompasses the AU’s presence and absence.

13.1.1

An acces

An A/SYS is dedicated to a single user.

13.1.2

A storagé system (S/SYS) contains one MS and neither a UA, an MTA, 'nor an AU,

An S/SY

13.1.3

An access and storage system (AS/SYS) contains one UA, one MS, and neither an MTA no

An AS/S|YS is dedicated to a single user.

13.1.4

A transf
MS.

A T/SYS can serve multiple users;

13.1.5

An access and transfer system (AT/SYS) contains one or more UAs; one MTA; optionally,
AUs; and no MS.

An AT/S§YS Can serve multiple users.

13.1.6

freecess—Systems
5 system (A/SYS) contains one UA and neither an MS, an MTA, nor an AU.

Storage Systems

3

b is dedicated to a single user.

Access and Storage Systems

Transfer Systems

br system (T/SYS) contains oane) MTA; optionally, one or more AUs; and neither

Access and Transfer Systems

r an AU.

A UA nor an

one or more

Storage and Transfer Systems

A storage and transfer system (ST/SYS) contains one or more MSs; one MTA; optionally, one or more
AUs; and no UA.

An ST/SYS can serve multiple users.

13.1.7

Access, Storage, and Transfer Systems

An access, storage, and transfer system (AST/SYS) contains one or more UAs; one or more MSs; one
MTA; and optionally, one or more AUSs.
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An AST/SYS can serve multiple users.

13.2 Representative Configurations

Messaging systems can be combined in various ways to form the MHS. The possible physical
configurations are unbounded in number and thus cannot be enumerated. Several important
representative configurations, however, are described below and in Figure 9.

i B—~sysH AST/sngNsvsJ—HCﬂ

(a) Fully centralised (b) Centralised Message Transfer & Storage
mﬂ-—-—[ﬁg}—{ ST/SYS |
Fhfn-—{ASISYSLH T/SYS | s/sys]

fr B—{nsysH T/sYs Hsisys

A/SYS

(d) Fully Distributed

A/SYS

(c) Centralised Message Transfer

Figure 9
Répresentative Physical Configurations

NOTES
1. While the usprs depicted in thefigure are people, the figure applies with equal force and validity to users of other kinds

2. Besides the physical configurations that result from the "pure" approaches below, many "hybrid" configurations can be gonstructed.

13.2.1 Fully/Centralized

The MHS may be fully centralized (panel a of the figure). This design 1s realized by a single AST/SYS
which contains functional objects of all kinds and which can serve multiple users.

13.2.2 Centralized Message Transfer and Storage

The MHS may provide both Message Transfer and Message Storage centrally but distributed user access
(panel b of the figure). This design is realized by a single ST/SYS and, for each user, an A/SYS.
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13.2.3 Centralized Message Transfer

The MHS may provide Message Transfer centrally but Message Storage and distributed user access
(panel ¢ of the figure). This design is realized by a single T/SYS and, for each user, either an AS/SYS
alone or an S/SYS and an associated A/SYS.

13.2.4 Fully Distributed

The MHS may provide even distributed Message Transfer (panel d of the figure). This design involves
multiple ST-SYSs or T-SYSs.

14 Organizational Configurations

This clause specifies the possible organizational configurations of the MHS, i.e.;How the MHS can be
realized a§ interconnected but independently managed sets of messaging systems, (which arg themselves
interconndcted). Because the number of configurations is unbounded, the clause describes the kinds of
managemdnt domains from which the MHS is assembled, and identifies a few important representative
configurations.

14.1 Management Domains

The primgry building blocks used in the organizational construction of the MHS are called pranagement
domains. A management domain (MD) (or domain) is a set~-of messaging systems--at least ope of which
contains, or realizes, an MTA--that is managed by a singlé.organization.

The above does not preclude an organization from ¢managing a set of messaging systems (d.g., a single
A/SYS) that does not qualify as an MD for lack of an MTA. Such a collection of messaging systems, a
secondary|building block used in the MHS’ constfuction, "attaches" to an MD.

MDs are of several types which are individually defined and described in the subclauses belqw.

14.1.1 Administration Management\ Domains

An administration management domain (ADMD) comprises messaging systems managed by a CCITT

NOTE - An|ADMD provides Message Handling to the public.

14.1.2 HBrivate Management Domains

A private/management domain (PRMD) comprises messaging systems managed by an organjzation other
than a CJITT Administration.

NOTE - A PRMD provides Message Handling, e.g., to the employees of a company, or to those employees at a particular company
site.

14.2 Representative Configurations

MDs can be combined in various ways to form the MHS. The possible organizational configurations are
unbounded in number and thus cannot be enumerated. Several important representative configurations,
however, are described below and in Figure 10.
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Figure 10
Representative Organizational Configurations

ps the organizational configurations that result fromthe "pure" approaches below, many "hybrid" configurs

ly Centralized

MHS may be managed by 0ne organization (pane! ¢ of the figure). This design is r

ectly Connected

ay be managed by several organizations, the messaging systems of each connec
stems ofSall of the others (panel b of the figure). This design is realized by mul
ed pair~wise.

14.2.3

Indirectly Coanected

tions can be

balized by

ed to the
tiple MDs

The MHS may be managed by several organizations, the messaging systems of one serving as
intermediary between the messaging systems of the others (panel ¢ of the figure). This design is realized

by multiple

15

MDs one of which is interconnected to all of the others.

The Global MHS

A major purpose of ISO/IEC 10021 is to enable the construction of the Global MHS, an MHS providing
both intra- and inter-organizational, and both intra- and international Message Handling world-wide.

The Global MHS almost certainly encompasses the full variety of functional configurations specified in

clause 12.
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The physical configuration of the Global MHS is a hybrid of the pure configurations specified in clause
13, extremely complex and highly distributed physically.

The organizational configuration of the Global MHS is a hybrid of the pure configurations specified in
clause 14, extremely complex and highly distributed organisationally.

Figure 11 gives an example of possible interconnections. It does not attempt to identify all possible
configurations. As depicted, ADMDs play a central role in the Global MHS. By interconnecting to one
another internationally, they provide an international Message Transfer backbone. Depending upon
national regulations, by interconnecting to one another domestically, they may also provide domestic
backbones joined to the international backbone.

/ Y
{ < Country C
\ \
PRMD \ \ | PRMD \
\ \
ADMD \ N /\/ ADMD
PRMD \ ADMD \\
\ \
ADMD \ AN
\ _| PRMD PRMD |
/ \
PRMD 4 \\
\ \
Country A / Country B )
Figure 11
The Global MHS
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16 Ove

Section four - Naming, Addressing, and Routing

rview

This section describes the naming and addressing of users and DLs and the routing of information
objects to them.

This section ¢

a) Namipg;

b) Addressing;
c) Routing.
17 Naming

This clause s

in them.

When it dire
When the M
are the data

17.1 Direc

A Directory
Directory. Bj
entry. From

Not every u
Directory naj

NoTES

1. Many users a|
users (e.g., posts

2. Users and DL
pre-establishing|

3. The typical
couched in ter

Bltrectory name is more user-friendly and more stable than the typical O /R address because the latter ig

overs the following topics:

ctly submits a message or probe, a UA or MS identifies its potential recipients to {
[S delivers a message, it identifies the originator{to ‘each recipient’s UA or MS. O
structures by means of which such identification 1s achieved.

tory Names

name is one component of an Q/R name. A Directory name identifies an obje
presenting such a name to the ‘Directory, the MHS can access a user’s or DL’s |
that entry the MTS can obtain,e.g., the user’s or DL’s O/R address.

er or DL is registered inCthe Directory and, therefore, not every user or DL pg
me.

hd DLs will lack Directory names until the Directory is widely available as an adjunct to the MHS. M3
| patrons) will lack 8Gch names until the Directory is widely available as an adjunct to other communicatio

E may be assigned Directory names even before a fully interconnected, distributed Directory has been put
the naming.authorities upon which the Directory will eventually depend.

pecifies how users and DLs are named for the purposes of Message Handling in geferal and
Message Transfer in particular. It defines O/R names and describes the/role that Directory na

mes play

he MTS.
R names

Ct to the
Directory

ssesses a
ny indirect
n systems.

in place by

necessarily

of ‘\the organizational or physical structure of the MHS while the former need not be. Therefore, it is in

ended that

over time, Direcfory names become the primary means by which users and DLs are identified outside the MTS (i.e., by other users),

and that the use

17.2  O/R

of O /R addresses be largely confined to the MTS (i.e., to use by MTAs).

Names

Every user or DL has one or more O/R names. An O/R name is an identifier by means of which a user
can be designated as the originator, or a user or DL designated as a potential recipient of a message or
probe. An O/R name distinguishes one user or DL from another and may also identify its point of

access to the

MHS.

An O/R name comprises a Directory name, an O/R address, or both. If present, the Directory name (if
valid) unambiguously identifies the user or DL (but is not necessarily the only name that would do so).
If present, the O/R address does the same and more (again see clause 18.5).

42


https://iecnorm.com/api/?name=4b53dff7c49adc907295fa585feee911

=

ISO/IEC 10021-2 : 1990 (E)

At direct submission, the UA or MS of the originator of a message or probe may include either or both
components in each O/R name it supplies. If the O/R address is omitted, the MTS obtains it from the
Directory using the Directory name. If the Directory name is omitted, the MTS does without it. If both
are included, the MTS relies firstly upon the O/R address. Should it determine that the O/R address is
invalid (e.g., obsolete), it proceeds as if the O/R address had been omitted, relying upon the Directory
name.

At delivery the MTS includes an O/R address and possibly a Directory name in each O/R name it
supplies to a message’s recipient or to the originator of a report’s subject message or probe. The
Directory name is included if the originator supplied it or if it was specified as the member of an
expanded DL.

NOTE - Redlirection or DL expansion may cause the MTS to convey to a UA or MS at delivery, O/R names the UA] or MS did not
supply at dirpct submission.

18 Addressing

This clausp specifies how users and DLs are addressed. It defines O/R addnesses, describes the structure
of the attiibute lists from which they are constructed, discusses the character sets from whic}. individual
attributes pre composed, gives rules for determining that two attribute’lists are equivalent fand for the
inclusion pf conditional attributes in such lists, and defines the standard attributes that maly appear in
them.

To convey a message, probe, or report to a user, or to expand a DL specified as a potential |recipient of
a message|or probe, the MTS must locate the user or DL relative to its own physi_cal and organizational
structures| O/R addresses are the data structures by means of which all such location is accqmplished.

18.1  Attribute Lists

The O/R| addresses of both users and DLs are'attribute lists. An attribute list is an ordered set of
attributes.

An attribyte is an information item that-describes a user or DL and that may also locate it ip relation to
the physidal or organizational structure ‘of the MHS (or the network underlying it).

An attribyte has the following parts:
a) atfribute type (or type). An identifier that denotes a class of information (e.g., personal names).

b) atfribute value (or yalue): An instance of the class of information the attribute type denotes (e.g.,
a particular personal name).

Attributeg are of the following two kinds:

a) standard attribute: An attribute whose type is bound to a class of information by |this part of
ISO/IEC 10021.

The value of every standard attribute except terminal-type is either a string or a collection of
strings.

b) domain-defined attribute: An attribute whose type is bound to a class of information by an MD.
Both the type and value of every domain-defined attribute are strings or collections of strings.

NOTE - The widespread use of standard attributes produces more uniform and thus more user-friendly O/R addresses. However, it is
anticipated that not all MDs will be able to employ such attributes immediately. The purpose of domain-defined attributes is to
permit an MD to retain its existing, native addressing conventions for a time. It is intended, however, that all MDs migrate toward the
use of standard attributes, and that domain-defined attributes be used only for an interim period.
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18.2

Character Sets

Standard attribute values and domain-defined attribute types and values are constructed from Numeric,
Printable, and Teletex Strings as follows:

a)

String, or both. The same choice shall be made for both the type and value.

b)

The type or value of a particular domain-defined attribute may be a Printable String, a Teletex

The kinds of strings from which standard attribute values may be constructed and the manner of

construction (e.g., as one string or several) vary from one attribute to another (see clause 18.3).

The value o

type: Nume
this, the fol

a) Whe

both|

b) Whe
may
cony
cony

NOTES

1. Teletex Str
countries.

2. The downgr
has been suppl

18.3  Stan
The standai
column ind
be drawn.

The table has three sections. Attribute types in the first are of a general nature, those in f

have to do

, and Printable and Teletex. With
owing rules govern each instance of communication:

ric only, Printable only, Numeric and Printable

) may be supplied equivalently.

ey the same information so that either of them can be safely\ighored upon receipt.

ed.
dard Attributes

d attribute types are listed in the-first column of Table 9. For each listed type,
icates the character sets--numeric, printable, and teletex--from which attribute v

with routing to a PDS; and those in the third have to do with addressing within a P

rever both Numeric and Printable Strings are permitted, strings of eithéer, variety

hding rules in Annex B of ISO/IEC 10021-6 state that an O/R address cannot be downgraded if only the ']

g upon its
respect to

(but not

rever both Printable and Teletex Strings are permitted, strings of ‘€ither or both varieties
be supplied, but Printable Strings should be supplied as a minimum whenever atti
eyed internationally. If both Printable and Teletex Strings, areé supplied, the t

ibutes are
vo should

ngs are permitted in attribute values to allow inclusion, e.g., of \the accented characters commonly used in many

eletex String

he second
alues may

he second
DS.
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Table 9
Standard Attributes

O T L LR R e T P +
| Character Sets |

Standard Attribute Type | NUM PRT TTX |
+- General -------cccccccnieiitiatiintntens L R +
administration-domain-name X x -
common - name - X
country-name X -
network-address x(*) -
numeric-user-identifier X -
organization- hame X
organizational-unit-names - X
personal -name - X X

X

X

> X

private-domain-name X
terminal-identifier
terminal - type - - -
+- Postal Routing ---<-=-~c-ccccrrcccnrrrccccnvn- L AR R T +
pds - name - X <
physical-delivery-country-name X X X\
postal -code X X -
+- Postal Addressing -------=--c-rercoacconman- LR G +
extension-postal-0/R-address-components -

extension-physical-delivery-address-components -
local -postal-attributes

physical-delivery-office-name :
physical-delivery-office-number -
physical-delivery-organization-name -
physical-delivery-personal - name
post-office-box-address -
poste-restante-address .
street-address
unformatted-postal-address -
unique-postal -name
B e i M R R R PR D +

KX N M XK XK X XX X XX
MO X X XK XK X X XX XX

+- Legend --ersressee e e +
| NUM numeric % permitted |
PRT printable * Under prescribed circumstances

TTX teletex a Sequence of Octet Strings

The standard attribute types, summarized in the table, are individually defined and described in the
subclause below.

18.3.1 Administration<domain-name

An administration-domain-name is a standard attribute that identifies an ADMD relative tq the country
denoted By a country-name.

The valug of ‘an administration-domain-name is a Numeric or Printable String chosen from p set of such
strings thpatlis’administered for this purpose by the country alluded to above.

The attribute value comprising a single space (" ") shall be reserved for the following purpose. If
permitted by the country denoted by the country-name attribute, a single space shall designate any (i.e.,
all) ADMDs within the country. This affects both the identification of users within the country and the
routing of messages, probes, and reports to and among the ADMDs of that country. Regarding the
former, it requires that the O/R addresses of users within the country be chosen so as to ensure their
unambiguousness, even in the absence of the actual names of the users’ ADMDs. Regarding the latter, it
permits both PRMDs within, and ADMDs outside of the country, to route messages, probes, and reports
to any of the ADMDs within the country, and requires that the ADMDs within the country interconnect
themselves in such a way that the messages, probes, and reports are conveyed to their destinations.
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Common-name

A common-name is a standard attribute that identifies a user or DL relative to the entity denoted by

another att

ribute (e.g., an organization-name),

The value of a common-name is a Printable String, Teletex String, or both. Whether Printable or
Teletex, the string is chosen from a set of such strings that is administered for this purpose (and
perhaps others) by the entity alluded to above.

NOTE - Among many other possibilities, a common-name might identify an organizational role (e.g., "Director of Marketing").

18.3.3 CJ)untry-name

A country-

The value

by ISO 314
Recommen

18.34 E

An extension-postal-O/R-address-components is a standard attribite that provides, in a pos

additional

The value

18.3.5 E

An extens

address, ag

name is a standard attribute that identifies a country.

6, or a Numeric String that gives one of the numbers assigned to~the country
dation X.121.

ktension-postal-O/R-address-components

information necessary to identify the addressee (e.g., an organizational unit).

pf an extension-postal-O/R-address-components(isa Printable String, Teletex Strin

ktension-physical-delivery-address-components

on-physical-delivery-address-components is a standard attribute that specifies,

bf a country-name is a Printable String that gives the character pair assigned to the country

by CCITT

al address,

g, or both.

in a postal

Iditional information necessary to identify the exact point of delivery (e.g., room and floor
numbers in a large building).

K String, or

r than that
r’'s physical

The value jof an extension-physical-delivery-address-components is a Printable String, Telete
both.

18.3.6 Lpcal-postal-aitributes

A local-pgstal-attributesiis a standard attribute that identifies the locus of distribution, othg
denoted by a physical-delivery-office-name attribute (e.g., a geographical area), of a use
messages.

The value |of a-local-postal-attributes is a Printable String, Teletex String, or both.

18.3.7 Network-address

A network-address is a standard attribute that gives the network address of a terminal.

The value
a)
b)
¢)

of a network-address is any one of the following:

A Numeric String governed by CCITT Recommendation X.121.
Two Numeric Strings governed by CCITT Recommendations E.163 and E.164.

A PSAP address.

NOTE - Among the strings admitted by CCITT Recommendation X.121 is a Telex number preceded by the Telex escape digit (8).
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18.3.8 Numeric-user-identifier

A numeric-user-identifier is a standard attribute that numerically identifies a user relative to the MD
denoted by a private-domain-name, or an administration-domain-name, or both.

The value of a numeric-user-identifier is a Numeric String chosen from a set of such strings that is
administered for this purpose by the MD alluded to above.

18.3.9 Organization-name

An organization-name 15 a standard attribute thal idenftiries T 1 1 matter, this
identifidation may be either relative to the country denoted by a country name (sothat organization
names afe unique within the country), or relative to the MD identified by a privatézdomain-name, or
an admihistration-domain-name, or both.

The valgie of an orgamzauon name is a Printable Strmg, Teletex String, or both. Whether Printable or
Teletex,| the string is chosen from a set of such strings that is administéred for this [purpose (and
perhaps others) by the country or MD alluded to above.

NOTE - In countries choosing country-wide unique organization-names, a national registration authority for orgahization-names is
required.
18.3.10 | Organizational-unit-names
An orgaElzational-unit-names is a standard attribute that\identifies one or more units (e.g., divisions or
departmgnts) of the organization denoted by an organization-name, each unit but the first being a sub-
unit of the units whose names precede it in the attribute.
The value of an organ_izational—unit-names is an ordered sequence of Printable Strings, an ordered
sequence of Teletex Strings, or both. Whether Printable or Teletex, each string is chosen |from a set of
such stfings that is administered for this\ purpose (and perhaps others) by the organization (or
encompassing unit) alluded to above.

18.3.11| Pds-name

A pds-pmame is a standard attribute that identifies a PDS relative to the MD denoted |by a private-
domaininame, or an administration-domain-name, or both.

The valpe of a pds-name 15 a Printable String chosen from a set of such strings that is administered for
this purpose by the MD“alluded to above.

18.3.12| Personal-name

A persopal>name is a standard attribute that identifies a person relative to the entity denofed by another
attribute (e g am OTgaMIZatioT=TTaIE):

The value of a personal-name comprises the following four pieces of information, the first mandatory,
the others optional:

a) The person’s surname.

b) The person’s given name.

¢) The initials of all of his names but his surname.
d) His generation (e.g., "Jr").

The above information is supplied as Printable Strings, Teletex Strings, or both.
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18.3.13 Physical-delivery-country-name

A physical-delivery-country-name is a standard attribute that identifies the country in which a user
takes delivery of physical messages.

The value of a physical-delivery-country-name is subject to the same constraints as is the value of a
country-name.
18.3.14 Physical-delivery-office-name

A physical- which is

situated the post office through which a user takes delivery of physical messages.

The value of a physical-delivery-office-name is a Printable String, Teletex String, or both.

18.3.15 Physical-delivery-office-number

A physical-felivery-office-number is a standard attribute that distinguisheS among several pgst offices
denoted by 4 single physical-delivery-office-name,

The value of a physical-delivery-office-number is a Printable String; Teletex String, or both.

18.3.16 Physical-delivery-organization-name

A physicalfdelivery-organization-name is a standard ‘attribute that identifies a postall patron’s
organization{

The value of a physical-delivery-organization-name™is a Printable String, Teletex String, or both.

18.3.17 Physical-delivery-personal-name
A physical-idelivery-personal-name is a(standard attribute that identifies a postal patron.

The value of a physical-delivery-personal-name is a Printable String, Teletex String, or both,

18.3.18 Post-office-box-address

A post-offite-box-address is a standard attribute that specifies the number of the post offi¢e box by
means of which a user{takes delivery of physical messages.

The value of a post-office-box-address is a Printable String, Teletex String, or both chosen from the set
of such strings-assigned for this purpose by the post office denoted by a physical-delivery-office-name
attribute.

18.3.19 Postal-code

A postal-code is a standard attribute that specifies the postal code for the geographical area in which a
user takes delivery of physical messages.

The value of a postal-code is a Numeric or Printable String chosen from the set of such strings that is
maintained and standardized for this purpose by the postal administration of the country identified by a
physical-delivery-country-name attribute.
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18.3.20 Poste-restante-address

A poste-restante-address is a standard attribute that specifies the code that a user gives to a post office
in order to collect the physical messages that await delivery to him.

The value of a poste-restante-address is a Printable String, Teletex String, or both chosen from the set

of such strings assigned for this purpose by the post office denoted by a physical-delivery-office-name
attribute,.

18.3.21 Private-domain-name

A privatd-domain-name is a standard attribute that identifies a PRMD. As a national|matter, this
identification may be either relative to the country denoted by a country-name (so jthat PRMD names
are uniqup within the country), or relative to the ADMD identified by an administration-domain-name.

The valud of a private-domain-name is a Numeric or Printable String chosen from a set of |such strings
that is administered for this purpose by the country or ADMD alluded to above)

NOTE - In|countries choosing country-wide unique PRMD names, a national registration authority for private-dpmain-names is
required.

18.3.22 $treet-address

A street-pddress is a standard attribute that specifies the street address (e.g., house numbgr and street
name and| type (e.g., "Road")) at which a user takes delivetry) of physical messages.

The valud of a street-address is a Printable String, Teletex String, or both.

18.3.23 Terminal-identifier

A terminal-identifier is a standard attribute that gives the terminal identifier of a terminal (e.g., a Telex
answer bgck or a Teletex terminal identifier).

The valug of a terminal-identifier-i§ a Printable String.

18.3.24 Terminal-type
A terminal-type is a standard attribute that gives the type of a terminal,

The valug¢ of a termrinal-type is any one of the following: Telex, Teletex, G3 facsimile, ¢4 facsimile,
1AS5 terminal, and Videotex.

18.3.25 Unformatted-postal-address

An unformatted-postal-address is a standard attribute that specifies a user’s postal address in free form.

The value of an unformatted-postal-address is a sequence of Printable Strings, each representing a line
of text; a single Teletex String, lines being separated as prescribed for such strings; or both.

18.3.26 Unique-postal-name

A unique-postal-name is a standard attribute that identifies the point of delivery, other than that
denoted by a street-ad'dress, post-office-box-address, or poste-restante-address, (e.g., a building or
hamlet) of a user’s physical messages.

The value of a unique-postal-name is a Printable String, Teletex String, or both.
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18.4

Attribute List Equivalence

Several O/R addresses, and thus several attribute lists, may denote the same user or DL. Tl}is
multiplicity of O/R addresses results in part (but not in full) from the following attribute list

equivalence

a)
b)

The

rules:

relative order of standard attributes is insignificant.

String, the choice between them shall be considered insignificant,

NOTE
X.12
num

part

Whe
orb

¢)
d)
e)

trail

NOTES

1. An MD may
concerning puf

attributes.

Whe
cons

In a

Where the value of a standard attribute may be a Numeric String or an equivalent Printable

of ISO/IEC 10021,

bth, the choice between the three possibilities shall be considered insignificant.

jdered insignificant.

ng, and all but one consecutive embedded spaces shall bé-considered insignificant.

2. As a national matter, MDs may impose additional equivalence'fules regarding standard attributes whose values are giv

Strings, in part|

18.5

Every user

distinguishe

expansion

An O/R address may take (any of the forms summarized in Table 10. The first column of]

O/R

cular, the rules for deriving the equivalent Printable Strings.

Address Forms

or DL is assigned one. ot more O/R addresses. An O/R address i1s an attribut

int.

identifies tHe attributes available for the construction of O/R addresses. For each O/R address

second colu
clause 18.6)

= This rule applies even to {he country-name standard attribute, where the choiC
1 or ISO 3166 forms shall be considered insignificant. Where X.121 allocates more
ber to a country the significance of which number is used has not been standardis

re the value of a standard attribute may contain letters, the cases of those lette

impose additional equivalence rules upon the attributes it assigns to its own users and DLs. It might defiy
ctuation characters in attribute values, the case of letters in such values, or the relative order of domain-defined

one user from anothéryand identifies the user’s point of access to the MHS or

b between
than one
ed by this

re the value of a standard attribute may be a Printable String, an equivalent Teletex String,

r shall be

domain-defined attribute type or value, or in a standard attribute value, all ldading, all

e, e.g., rules

n as Teletex

e list that
the DL’s

the table
form, the

n indicates the attributes that may appear in such O/R addresses and their grades (see also

The table hias four-sections. Attribute types in the first are those of a general nature, attribufe types in
the second and 'third those specific to physical delivery. The fourth section encompasses domajn-defined
attributes.
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R R LR T R B R R TR P +

Attribute Type

administration-domain-name
common- name

country-name
network-address

T EXTOX

POST
MNEM NUMR F
+- General ----------eeiiiiiiocooons LR A +

M

M

0/R Address Forms |

+- Postal Addressing

+-

ress 1 provi

numeric-user-identifier
organization-name
organizational-unit-names
personal - name
private-domain-name
terminal-identifier
terminal - type

+- Postal Routing =--------srmrveecce

pds - name
physical-delivery-country-name
postal - code

extension-postal

-0/R-address- components
extension-physical-delivery

-address-components
local-postal-attributes
physical-delivery-office-name
physical-delivery-office-number
physical-delivery-organization-name
physical-delivery-personal -name
post-office-box-address
poste-restante-address
street-address
unformatted-postal -address
unique-postal - name

| domain-defined (one'or more)

+- Legend ---cccceesississres e

MNEM- mnemonic F formatted
NUMR numeric
POST postal

TERM terminal

Mnemonic O/R Address

an MD, and a user or DL relative to it.

U unformatted

C

c

O+ 00000000

M mandatory

C conditional

A mnemonic O/R address comprises the following attributes:

morapie 1 1

M

Domain-defined ---+-#y-------v---- AR R R +

R L N RN L R +

1 ion 1or

¢ |

s of O/R addréss, summarized in the table, are individually defined and desctibed in the

USer or . It identifies

a) One country-name, one administration-domain-name and conditionally one private-domain-
name, which together identify an MD.

b) One organization-name, one organizational-unit-names, one personal-name or common-name, or
a combination of the above; and optionally one or more domain-defined attributes; which
together identify a user or DL relative to the MD in item a above.
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18.5.2 Numeric O/R Address

A numeric O/R address is one that numerically identifies a user. It identifies an MD, and a user relative
to it.

A numeric O/R address comprises the following attributes:

a) One country-name, one administration-domain-name and conditionally one private-domain-
name, which together identify an MD.

b) One numeric-user-identifier which identifies the user relative to the MD in item a above.

c) Conditionally, one or more domain-defined attributes which provide information additional to

that which identifies the user.

18.5.3 Podtal O/R Address

A postal O/R address is one that identifies a user by means of its postal address. It identifies the PDS
through which the user is to be accessed and gives the user’s postal address,

The followinpg kinds of postal O/R address are distinguished:

a) formatted: Said of a postal O/R address that specifies a user’s-postal address by means pf several
attributes. For this form of postal O/R address, this part of ISO/IEC 10021 pres¢ribes the
strudture of postal addresses in some detail.

b) unformatted: Said of a postal O/R address that “specifies a user’s postal address in a single
attripute. For this form of postal O/R address, this part of ISO/IEC 10021 largely| does not
pres¢ribe the structure of postal addresses.

A postal O/R address, whether formatted or unformatted, comprises the following attributes:

a) One| country-name, one administration-domain-name and conditionally one privatd-domain-
name, which together identify an MD.

b) Conditionally, one pds-name which identifies the PDS by means of which the usern is to be
accegsed.

c) One| physical-delivery-Country-name and one postal-code, which together ideptify the

geographical region ifi ' which the user takes delivery of physical messages.

A formatted postal O/R‘address comprises, additionally, one of each postal addressing attribute (see
Table 9), exlcept unformatted-postal-address, that the PDS requires to identify the postal patromn.

An unformdtted postal O/R address comprises, additionally, one unformatted-postal-address atfribute.

NOTE - The {otal number of characters in the values of all attributes but country name, administration-domain-nane, and pds-
name in a posta : : & 83 : : ypical physical
envelope window. The rendltlon algorlthm is PDAU specxﬁc but is likely to mclude msertmg dellmlters (e.g., spaces) between some
attribute values.

18.5.4 Terminal O/R Address

A terminal O/R address is one that identifies a user by means of the network address and, if required,
the type of his terminal. It may also identify the MD through which that terminal is accessed In the
case of a Telematic terminal, it gives the terminal’s network address and possibly its terminal identifier
and terminal type. In the case of a Telex terminal, it gives its Telex number.

A terminal O/R address comprises the following attributes:

a) One network-address.
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b) Conditionally, one terminal-identifier.

c) Conditionally, one terminal-type.

d) Conditionally, both one country-name and one administration-domain-name and conditionally
one private-domain-name which together identify an MD.

e) Conditionally, one or more domain-defined attributes, all of which provide information

additional to that which identifies the user.

The private-domain-name and the domain-defined attributes shall be present only if the country-name
and administration-domain-name attributes are present.

18.6 (onditional Attributes

The presence or absence in a particular O/R address of the attributes marked (¢onditional ip Table 10 is
determinged as follows.

All condftional attributes except those specific to postal O/R addresses are present in an OfR address at
the discretion of, and in accordance with rules established by, the MD denoted by the cpuntry-name,
administfation-domain-name and private-domain-name attributes.

All condlitional attributes specific to postal O/R addresses are present or absent in such Q/R addresses
so as to $atisfy the postal addressing requirements of the users-they identify.

19 Routing

To convey a message, probe, or report toward a.GSer or the expansion point of a DL, an M
only locgte the user or DL (i.e., obtain its O/R address) but also select a route to that loca

is thus t

should be transferred.

This clayse is tutorial in nature: it is<envisaged that a future Addendum to this Internati

will be
required

Where no other considerations apply, the optimal routing is to transfer the message §

possible
more in
MTAs;

intermediate MTA~for a service such as conversion. The costs of disseminating and st
information possibly combined with the undesirability for some domains of disclosing inte
means that frequently routing directly to the ultimate MTA will not be possible, even wher

he process of selecting, given an O/R address, the MTA to which the message, pr

developed standardising the mechanisms for dissemination of and use of thg
for routing decisions.

to the MTA to which the recipient’s UA is connected. However, there may be fac

using late fan=o0ut to give optimisation of transmission costs; and needing

ITA must not
tion. Routing
obe or report

onal Standard
information

s directly as
tors making a

jirect route apprepriate such as: less direct routes utilising higher bandwidth links between

to access an
pring routing
rnal structure
desirable.

The first parct” of the routing decision that an MTA must make is whether this recipient|is in its own
MD. To i inati = inistration-domain-
name and private-domain-name attributes which identify its own domain. A PRMD may have as many
combinations of these as there are entry points from ADMDs to that PRMD, although for PRMDs
existing entirely within countries adopting nationally unique private-domain-names a single pair of
values of country-name and private-domain-name attributes will be sufficient to identify that PRMD
internally regardless of whether or not semantic absence of the administration-domain-name is
permitted at entry points from ADMDs.

If the recipient is identified as within the same MD the values of other attributes of the recipient’s O/R
address are examined to determine whether the recipient is a UA served by that MTA, in which case
local delivery will occur, or whether an appropriate MTA within the MD can be identified to which the
message can be relayed. Failing either of these, a non-delivery event must occur.

Not all MTAs within an MD necessarily need be configured with the capability to relay to or receive
from other MDs, but there must be at least one MTA within the MD with such capabilities if the MD is
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not to remain isolated from all other MDs. Every MTA within a (non-isolated) MD must be capable of
routing to an MTA within that MD which can relay to other MDs, if not possessing this capability
itself. So, even if the recipient is identified as being outside the MD, relaying to another MTA within
the MD may still be necessary.

If the external MD is identified as one to which a direct connection exists, then this direct connection
will often be used. The external MD may also be identified as one reached by relaying through one or
more intermediate MD. If these intermediate MDs are PRMDs then this option can only be exercised
by bilateral agreement. Alternatively, the external MD may be unknown and then the services of an
ADMD will be required.

The role offamADPMBP—within—the—MHS—1s—to plUV;dC, dilcbﬂy OT ;udilcvﬂy, |o1a1;115 to all other
ADMDs, ang to relay messages to all PRMDs directly connected to that ADMD. Thus a PRMD always
has the optign of choosing to use the services of an ADMD for routing to other PRMDs.

When more than one entry point to an external MD can be identified, additional O/R jaddress [attributes
or other considerations may be used to determine the most appropriate entry point.Nln the extreme case
of the originating MD having complete information about the recipient’'s MD this would allpw direct
communicatjon between originator’s MTA and recipient’'s MTA,
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Section five - Use of the Directory

20 Overview

This section describes the uses to which the MHS may put the Directory if it is present. If the Directory
is unavailable to the MHS, how, if at all, the MHS performs these same tasks is a local matter.

This section covers the following topics:

a) Authentication;

b) Name resolution;

¢) DL expansion;

d) C4dpability assessment.

21 Authentication

A functignal object may accomplish authentication using information stored in the Directory.

22 Name Resolution
A functignal object may accomplish name resolution using the Directory.

To obtainy the O/R address(es) of a user or DE whose Directory name it possesses, an object presents
that namg to the Directory and requests from the Directory entry the following attributes;

a) M|HS O/R Addresses.
b) M|HS Preferred Delivery Methods.

To do this successfully, the object must first authenticate itself to the Directory and have [access rights
to the inflormation requested.

23 DL Expansion

A functignal objeet may accomplish DL expansion using the Directory, first verifying that the necessary
submit p¢rmissions exist.

To Obtai tha mamhbare ~f » ] yvwhaca Miractaey mamag 1+ naccaccas tha Al
tH— Moo o0 D =—wWnos0—H GO YT me—1t—PoO s tHe—oo

Directory and requests from the Directory entry the following attributes:

resents—that name to the

a) MHS DL Members.
b) MHS DL Submit Permissions.
c) MHS Preferred Delivery Methods.

To do this successfully, the MTA must first authenticate itself to the Directory and have access rights to
the information requested.
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24 Ca

A functional object may assess the capabilities of a user or MS using the Directory.

pability Assessment

The following Directory attributes represent user capabilities of possible significance in Message

Handling:

a) MHS Deliverable Content Length.

b) MH

S Deliverable Content Types.

c) MHI|S Deliverable EITs.

d) MH)

The follow
Handling:

a) MH,
b) MH|

) MH

S Preferred Delivery Methods.

S Supported Automatic Actions.
S Supported Content Types.

S Supported Optional Attributes.

ing Directory attributes represent MS capabilities of possible significance ip Message

To assess a particular capability of a user or MS whose Directory name it possesses, the object presents

that name
capability.

To do this [successfully, the MTA must first authenticate itself to the Directory and have acce

the informftion requested.

to the Directory and requests from the Directory entry the attribute associated with that

5s rights to
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Section six - OSI Realization

25 Overview

This section describes how the MHS is realized by means of OSI.

This section covers the following topics:

a) A

b) A

plication service elements;

bplication contexts.

26 Application Service Elements

This clau

Message Handling.

se identifies the application service elements (ASEs) that figure-in the OSI r

palization of

In OSI the communication capabilities of open systems are organized\ 'into groups of related capabilities
called ASEs. The present clause reviews this concept from the OSE Reference Model, draws

between
Message

NOTE - Bs

Handling.

since that ASE does not figure in the ACS for Message Handling (see ISO/IEC 10021-6), it is not discussed here.

26.1 The ASE Concept

The ASE| concept is illustrated in Figure 12,Swhich depicts two communicating open syste

OSI-relat

more AS
system’s
services

Fs. A UE represents the controlling or organizing portion of an AE which defi

e.g., for message submission-or transfer), that the UE requires to play its role.

The relatfionship between two, AEs in different open systems is called an application ass

ASEs in
presentat

on connection between them. That communication is what creates and sustains th

embodied in the application association. For several ASEs to be successfully combined in
they muslt be designed. to“coordinate their use of the application association.

a distinction

symmetric and asymmetric ASEs, and introduces the “ASEs defined for or sypportive of

sides the ASEs discussed, the MHS relies upon the Directory Actess Service Element defined in ISO/IEC 9594-6. However,

ms. Only the

ed portions of the open systems, called AEs, are shown. Each AE comprises a UE and one or

hes the open

role (e.g., that of an MTA).*An ASE represents one of the communication capability sets, or

ciation. The

each open system\ communicate with their peer ASEs in the other open system via a

relationship
a single AE,
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An ASE pla
from the fof

in the open
thereof, for

NOTE - Strict

context an app
application prog.

26.2 SymIetric and Asymmetric ASEs

The followi

a) symin

ASE

an M

b) asym

both

asym

only
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Application-Entity Application-Entity
User User
Element Element
Application
Assoclation

ASE1B - - ASE1H

A A

Application Layer

Presentation
Layer Presentation Connection

Figure 12
The ASE Concept

m dictated by the application protocol that govérns the ASE's interaction with its
system to which the association connects it. The ASE realizes an abstract service,
purposes of OSI communication (see ISO/IEC:0021-3).

ication process realizes a functional object of one.of the types defined in clause 7. A UE in turn is on
ess.

g two kinds of ASE, illustrated in Figure 13, can be distinguished:

for message transfer, e.g., is symmetric because both open systems, each of which
TA, offer and/may consume the service of message transfer by means of it.

metric; Saidvof an ASE by means of which a UE supplies or consumes a service

dependinig upon how the ASE is configured. The ASE for message delivery
metric because only the open system embodying an MTA offers the associated se
the ©ther open system, which embodies a UA or MS, consumes it.

vs the largely mechanical role of translating requests and responses made by its UE to and

peer ASE
or a part

y speaking, an open system’s role is determined by the behaviour of its application processes. In the Message Handling

p part of an

hetric: Said of an ASE°by means of which a UE both supplies and consumes a sefvice. The

embodies

, but not
, e.g., is
rvice and
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Figure 13
Symmetric and Asymmetric (ASEs
With respect to a particular asymmetric ASE, one UE supplies a service which the other consumes. The
ASEs co-lpcated with the UEs assist in the service’s supply and consumption. The resulting four roles
are captured in Figure 14 and in the following terminology:
a) x-supplying UE: An application process that supplies the service represented by asymmetric ASE
X.
b) x-supplying ASE: An asymmetric ASE x configured for co-location with an x-supplying-UE.
c) x—Sc onsuming UE: An application process that consumes the service represented by |asymmetric
ASE x.
x-¢onsuming ASE: An.asymmetric ASE x configured for co-location with an x-consuming-UE.

- d)

59


https://iecnorm.com/api/?name=4b53dff7c49adc907295fa585feee911

ISO/IEC 10021-2 : 1990 (E)

Application-Entity Application-Entity
UE UE
Consumi Supplyi
onsumin u n
UE Application e g
Association
ASE x - P ASE x
x- X-
Consuming Supplying
ASE— ASE

A A

Application Layer
Presentation
Layer Presentation Connection

Figure 14
Terminology for Asymmetric ASEs

As indicatef, the four roles described above are defined rélative to a particular ASE. When an AE
comprises several asymmetric ASEs, these roles are assigned independently for each ASE, Thus, as
shown in Ia?gure 15, a single UE might serve as the comsumer with respect to one ASE and as the
supplier with respect to another.

Application-Entity Application-Entity
UE UE
x-c:un:;:n;:\nggl:]: Application )f-cs::spt::,r:?nggUUEE
y y Assoclation y

ASE x ASE —P psex ASE y "
X' - x’ - ety
Consuming I Supglying Supplying COns{lming
ASE ASE ASE ASE

A A

Application Layer

Presentation
Layer Presentation Connection

Figure 15
Multiple Asymmetric ASEs

26.3 Message Handling ASEs

The ASEs that provide the various Message Handling services are listed in the first column of Table 11.
For each ASE listed, the second column indicates whether it is symmetric or asymmetric. The third
column identifies the functional objects--UAs, MSs, MTAs, and AUs--that are associated with the
ASE, either as consumer or as supplier.
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Table 11
Message Handling ASEs
deacene LT D L R +
| Functional Objects |
D +
| ASE | Form | UA MS MTA AU |
[EEEET [ZEEET D R R P R R +
| MTSE | sY | cs 1
$ereoen LR R R R +
MSSE | ASY c cs S
MDSE | ASY c C S
| MRSE | ASY ' c S |
| MASE | ASY | C TS S I
PR e R R R R R +
+- Legend ----eccccrsenerines +

| SY symmetric C consumer |
| ASY asymmetric S supplier |
L T +

The Message Handling ASEs, summarized in the table, are individually introduced in th¢ subclauses
below. Eagh is defined in ISO/IEC 10021-6.
26.3.1 Mlessage Transfer

The Messpge Transfer Service Element (MTSE) is the means By which the transfer transnjittal step is
effected.
26.3.2 Message Submission
The Message Submission Service Element (MSSE)-is’ the means by which the submission tragsmittal step
is effected.
26.3.3 Message Delivery
The Messpge Delivery Service Element (MDSE) is the means by which the delivery transmittal step is
effected.
26.3.4 Message Retrieval

The Messpge RetrievaliService Element (MRSE) is the means by which the retrieval transmittal step is
effected.

26.3.5 Message Administration

The Message Administration Service Element (MASE) is the means by which a UA, MS, or MTA places
on file with one another information that enables and controls their subsequent interaction by means of
the MSSE, MDSE, MRSE, and MASE.

26.4 Supporting ASEs

The general-purpose ASEs upon which Message Handling ASEs depend are listed in the first column of
Table 12. For each listed ASE, the second column indicates whether it is symmetric or asymmetric.
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Table 12
Supporting ASEs

deceans dreaenn +
| ASE | Form |
------ dreenead
ROSE SY
sY
| ACSE | sY |
------ 4ot

+- Legend ------- +
| SY symmetric |
| ASY asymmetric ]

The supporting ASEs, summarized in the table, are individually introduced in the subclauses bejow.

26.4.1 Remote Operations

The Remotg Operations Service Element (ROSE) is the means by which the asymmetric| Message
Handling A$Es structure their request-response interactions between consuming and supplyjing open
systems.

The ROSE i3 defined in ISO/IEC 9072-1.

26.4.2 Reljable Transfer
The Reliable Transfer Service Element (RTSE) is_the means by which various symmetric and
asymmetric [Message Handling ASEs convey information’ objects--especially large ones (e.g., |facsimile
messages)--between open systems so as to ensure their’safe-storage at their destinations.

The RTSE ip defined in ISO/IEC 9066-1.

26.4.3 Asqociation Control

The Associdtion Control Service Element (ACSE) is the means by which all application associations
between opgn systems are established, released, and in other respects managed.

The ACSE is defined in ISO(8649.

27  Application Contexts

In OSI the ¢ommunication capabilities (i.e., ASEs) of two open systems are marshalled for a |particular
purpose by |means of application contexts (ACs) An AC is a detailed specification of the pse of an
association betweenm two opem systems, 1.e., a protocol:

An AC specifies how the association is to be established (e.g., what initialization parameters are to be
exchanged), what ASEs are to engage in peer-to-peer communication over the association, what
constraints (if any) are to be imposed upon their individual use of the association, whether the initiator
or responder is the consumer of each asymmetric ASE, and how the association is to be released (e.g.,
what finalization parameters are to be exchanged).

Every AC is named (by an ASN.l1 Object Identifier). The initiator of an association indicates to the

responder the AC that will govern the association’s use by conveying the AC's name to it by means of
the ACSE.

An AC also identifies by name (an ASN.l Object Identifier) the abstract syntaxes of the APDUs that an
association may carry as a result of its use by the AC’s ASEs. Conventionally one assigns a name to the
set of APDUSs associated either with each individual ASE or with the AC as a whole. The initiator of an
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association indicates to the responder the one or more abstract syntaxes associated with the AC by

conveying their names to it via the ACSE.

The abstract syntax of an APDU is its structure as an information object (e.g., an ASN.1 Set comprising
an Integer command code and an IAS5 String command argument). It is distinguished from the APDU’s
transfer syntax which is how the information object is represented for transmission between two open
systems (e.g., one octet denoting an ASN.!l Set, followed by one octet giving the length of the Set, etc.).

The ACs by means of which the various Message Handling services are provided are specified in

ISO/IEC 10021-6. These protocols are known as P1, P3, and P7.

AL

NOTE T - r ] PO | - & v dn V. S £
- re—mrature—ot—a—1r ge scontent—avesnot—enternto—tre— e Mmoot

encapsulated (as an Octet String) in the protocols by means of which it is conveyed.

the content is
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Annex A

(normative)

Directory Object Classes and Attributes

Several Directory object classes, attributes, and attribute syntaxes are specific to Message Handling.
These are defined in the present annex using the OBJECT-CLASS, ATTRIBUTE, and ATTRIBUTE-
SYNTAX macros of ISO/IEC 9594-2, respectively.

A.l Obj¢

The object

NOTE - The
1SO/IEC 9594
Directory entn
Information T

A.1.1 M1
An MHS D
permissions
DL, identif
deliverable

mhs

q

A1.2 M)

An MHS M

1S Message Store

ct Classes

blasses specific to Message Handling are those specified below.

Directory object classes described in this annex can be combined with other object classes, e.g., the on
7. See also ISO/IEC 9594-2, clause 9 for an explanation of how Directory object clagses can be com
k. Annex B of ISO/IEC 9594-7 gives some further information about Directory name . forms and possil
ee structures.

HS Distribution List

stribution List object is a DL. The attributes in its entry”identify its common nan
and O/R addresses and, to the extent that the releyant attributes are present, dd
y its organization, organizational units, and owaner, cite related objects; and id
content types, deliverable EITs, members, and pteférred delivery methods.

istribution-list OBJECT-CLASS
SUBCLASS OF top
MUST CONTAIN {
commonName,
mhs-dl-submit-permissions,
mhs-or-addresses)
MAY CONTAIN (
description,
organization,
organizationalUnitName,
owner,
seeAlso,
mhs-deliverable“content- types,
mhs-del iverable-eits,
mhs-dl -members,
mhs-preferred-delivery-methods)
id-oc-mhs-distribution-list

essage Store object is an AE that realizes an MS, The attributes in its entry, to

that they 4

bs defined in
bined in one
le Directory

e, submit
scribe the
lentify its

the extent

re.present, describe the MS. identify its owner, and enumerate the optional

automatic actions, and content types it supports.

mhs-message-store OBJECT-CLASS
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SUBCLASS OF applicationEntity
MAY CONTAIN {
description,
owner,
mhs-supported-optional -attributes,
mhs-supported-automatic-actions,
mhs - supported-content - types)
id-oc-mhs-message-store

attributes,
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MHS Message Transfer Agent

An MHS Message Transfer Agent object is an AE that implements an MTA. The attributes in its entry,
to the extent that they are present, describe the MTA and identify its owner and its deliverable content

length.

mhs-message- transfer-agent OBJECT-CLASS

Al4

An MHS

address,

to the e

content

SUBCLASS OF applicationEntity
MAY CONTAIN (

description,

owner,

mhs-deliverable-content- tength)
+:= jd-oc-mhs-message-transfer-agent

l

MHS User

User object is a generic MHS user. (The generic MHS user can have, for examp
a residential address, or both.) The attributes in its entry identify the user’s O/R

vpes, and EITs; its MS; and its preferred delivery methods.

mhs-user OBJECT-CLASS

SUBCLASS OF top

MUST CONTAIN (
mhs-or-addresses)

MAY CONTAIN {
mhs-del iverable-content- length,
mhs-deliverable-content- types,
mhs-deliverable-eits,
mhs-message-store,
mhs-preferred-delivery-methods)

::= id-oc-mhs-user

A.1.5 |MHS User Agent
An MHS User Agent object is an AE that realizes a UA. The attributes in its entry, to t
they are|present, identify the UA’s owner; its deliverable content length, content types,
its O/R pddress.
mhs-user-agent OBJECT-CLASS
SUBCLASS OF applicationEntity
MAY CONTAIN (
owner)
mhsrdeliverable-content-length,
mhs-deliverable-content-types,
mhs-del iverable-eits,
mhs-or-addresses)
:5=)id-oc-mhs-user-agent
A2 Attributes

The attributes specific to Message Handling are those specified below.

e, a business
address and,

xtent that the relevant attributes are present, identify the user’s“deliverable content length,

e extent that
nd EITs; and
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A2l

MHS Deliverable Content Length

The MHS Deliverable Content Length attribute identifies the maximum content length of the messages

whose deliv

A value of

ery a user will accept.

this attribute is an Integer.

mhs-deliverable-content-length ATTRIBUTE

A2.2

The MHS
delivery a

A value of

mhs-d

A2.3

The MHS
accept.

A value of

mhs-

A24 M
The MHS 1
A value of

mhs -

MHS Deliverable Content Types

Ml

WITH ATTRIBUTE-SYNTAX integerSyntax
SINGLE VALUE
= id-at-mhs-deliverable-content-length

eliverable Content Types attribute identifies the content types of the- messag

ser will accept.

this attribute is an Object Identifier.

el iverable-content-types ATTRIBUTE
WITH ATTRIBUTE-SYNTAX objectldentifierSyntax
MULTI VALUE
id-at-mhs-deliverable-content-types

HS Deliverable EITs

Deliverable EITs attribute identifies the EITsCof  the messages whose delivery a

this attribute is an Object Identifier.

el iverable-eits ATTRIBUTE

WITH ATTRIBUTE-SYNTAX objectlIdentdfierSyntax
MULT1 VALUE

id-at-mhs-deliverable-eits

HS DL Members
DI, Members attribute identifies a DL’s members.

this attribute is-an O/R name.

b1 -members ATTRIBUTE

WITHIATTRIBUTE-SYNTAX mhs-or-name-syntax
MUETI VALUE

id-at-mhs-dl -members

es whose

user will

A2S

MHS DL Submit Permissions

The MHS DL Submit Permissions attribute identifies the users and DLs that may submit messages to a

DL.

A value of

this attribute is a DL submit permission.

mhs-dl-submit-permissions ATTRIBUTE
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WITH ATTRIBUTE-SYNTAX mhs-dl-submit-permission-syntax
MULTI VALUE
id-at-mhs-dl-submit-permissions
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