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a)

b)

c)

d)

INTRODUCTION

Technical background, main issues and organisation of the Standard

Over the last twenty years, Instrumentation and Control (1&C) systems for nuclear facilities
and Nuclear Power Plants (NPP) have progressed from using hard-wired, mostly analogue
components to the versatile mostly digital systems. This progression to digital systems have
enhanced design flexibility, and provides for increased acquisition of system performance
data but also introduces susceptibility to cyber-attacks for the system itself and nuclear
facility as a whole. The generally recognized solution of the I&C NPP security provision
problem is to define security requirements as early as possible during the life cycle of the
I&C system. These requirements are mapped into the appropriate system’s architecture and
security measures (controls) during the design stage. However, in practice, security controls
are| often introduced only at the final stages of system development. It may ledd to a
“‘didagreement” between system architecture and security controls that presumably make
thelapplication of implemented measures ineffective.

On|a technical view, the problem may be represented as a set of particular’issues, quch as
asslet classification, selection, and assignment of security controls jproeviding prqtective
barfier measures against cyber-attacks, arrangement of information (inks between pssets,
etc| Current I&C NPPs security development practice addresses thése issues. The wprk [1]'
dedls with assets classification issue. The technical level IEC 63096 standard [6] dedls with
selection of the security controls. However, in general, the cybersecurity provision of the
1&( system is still an unresolved issue, especially at the'stage of system design and
apgroval of functional requirements and cybersecurity measures. It is intended that this
Teghnical Report is used by operators of NPPs (ufilities), systems evaluators gnd by
licejnsors.

Situation of the current Standard in the structure of the IEC SC45A standard se¢ries
IEQ 63415 is a 4th level IEC/SC45A document covering the use.

For| more details on the structure of the {EC SC45A standard series, see item d)|of this
intrpduction.

Re¢ommendations and limitations regarding the application of the Standard

To ensure that the document will*Continue to be relevant in future years, the emphagis has
begn placed on issues of principle, rather than specific technologies.

Desgcription of the structure of the IEC SC45A standard series and relationships with
othler IEC documents and other bodies documents (IAEA, ISO)

Thg IEC SC 45A standard series comprises a hierarchy of four levels. The tgp-level
doquments of the [EC"SC 45A standard series are IEC 61513 and IEC 63046.

IE] 61513 proyides general requirements for instrumentation and control (1&C) systems and
eqyipment that are used to perform functions important to safety in nuclear power plants
(NRPs). IEC-63046 provides general requirements for electrical power systems of NPPs; it
coviers power supply systems including the supply systems of the |I&C systems.

IEQ 61513 and IEC 63046 are to be considered in conjunction and at the samag level.
IEC 61513 and IEC 63046 structure the IEC SC 45A standard series and shape a complete
framework establishing general requirements for instrumentation, control and electrical
power systems for nuclear power plants.

IEC 61513 and IEC 63046 refer directly to other IEC SC 45A standards for general
requirements for specific topics, such as categorization of functions and classification of
systems, qualification, separation, defence against common cause failure, control room
design, electromagnetic compatibility, human factors engineering, cybersecurity, software
and hardware aspects for programmable digital systems, coordination of safety and security
requirements and management of ageing. The standards referenced directly at this second
level should be considered together with IEC 61513 and IEC 63046 as a consistent
document set.

T Numbers in square brackets refer to the Bibliography.
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At a third level, IEC SC 45A standards not directly referenced by IEC 61513 or by IEC 63046
are standards related to specific requirements for specific equipment, technical methods, or
activities. Usually these documents, which make reference to second-level documents for
general requirements, can be used on their own.

A fourth level extending the IEC SC 45 standard series, corresponds to the Technical
Reports which are not normative.

The IEC SC 45A standards series consistently implements and details the safety and
security principles and basic aspects provided in the relevant IAEA safety standards and in
the relevant documents of the IAEA nuclear security series (NSS). In particular this includes
the IAEA requirements SSR-2/1 , establishing safety requirements related to the design of
nuclear power plants (NPPs), the IAEA safety guide SSG-30 dealing with the safety
clagsifieationofstruetores—Ssystems—andecomporents—NPRs—tetAEA—Safetygtide SSG-
39 gealing with the design of instrumentation and control systems for NPPs, the |IAEA safety

implementing guide NSS42-G for computer security at nuclear facilities. ‘'The safety and
sequrity terminology and definitions used by the SC 45A standards are copsistent with those

61513 and IEC 63046 have adopted a presentation format similar to the basid safety
pulflication IEC 61508 with an overall life-cycle framework and a system life-cycle

of the general requirements of IEC 61508-1, IEC 61508-2@nd’IEC 61508-4, for the puclear
apglication sector. In this framework, IEC 60880, IEC 62438 and IEC 62566 correspond to

IEQ 61508-3 for the nuclear application sector.
IEQ 61513 and IEC 63046 refer to ISO 9001 as wéell as to IAEA GSR part 2 and IAEA GS-
G-3.1 and IAEA GS-G-3.5 for topics related to quality assurance (QA).

vel 2, regarding nuclear security, IEC 62645 is the entry document for the IEC/$C 45A
security standards. It builds upon the valid\high level principles and main conceptq of the

completes them to fit the nuclear:gontext and coordinates with the IEC 62443 sefies. At
¢l 2, IEC 60964 is the entry document for the IEC/SC 45A control rooms stapdards,
IEQ 63351 is the entry document for the human factors engineering standards and
IEQ 62342 is the entry document-for the ageing management standards.

NOTE 1 It is assumed that for the/design of 1&C systems in NPPs that implement conventional safety functions
(e.g| to address worker safety, .asset protection, chemical hazards, process energy hazards) interndtional or
natipnal standards would be-applied.

NOTE 2 IEC TR 64000 provides a more comprehensive description of the overall structure of the IEQQ SC 45A
standards series and\of its relationship with other standards bodies and standards.
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NUCLEAR POWER PLANTS - INSTRUMENTATION AND CONTROL
SYSTEMS - USE OF FORMAL SECURITY MODELS FOR I1&C SECURITY

ARCHITECTURE DESIGN AND ASSESSMENT

1 Scope

The TR provides an overview over the formalized modelling and designing of cybersecure

archite

risk as

The fo
archite
or logi
betweg
system

This d¢
particu

e asslet classification,

e bar
e the

Eessment can use the techniques covered by this TR.

rmal security models are often used in the analysis and design of L&C 5
ctures. A formal security model is a mathematical notation such as algebra’and sef
cal expression that defines the security properties of a system andxthe relatig

and to identify potential vulnerabilities and threats.

cument considers the complex problem of NPP I&C architecture synthesis to 3
ar issues:

rier measures assignment,

information transfer and links conformity withysecurity requirements.

NPP |
the ma

e spe
e ma
e def

the

e assjistance in the determination of the security degree assignment with a mode

tec

e dedign and establishment of security zones boundaries.

These
[2] and

This dgrcument provides guidance on creatingCa“comprehensive security model applic

C systems that describes NPP I&C cybersecurity architecture and aids in accomg
n tasks of 1&C system secure design, which are:

cification of system designs with increased determinism that enhance security,
bping of the security requirements into the security architecture of the 1&C syster

nition of the security requirements for information exchange between components
I&C system, operaters-and other systems,

hnique considering asset properties and formal grouping of the assets,

asksareclosely related with the I&C NPP security framework established by IEGC
implement the Secure by Design principle (SeBD) [3].

ctures to apply for I&C system cybersecurity enforcement at NPPs. The plant-specific

ecurity
theory
nships

n different components. It provides a rigorous way to reason abeut the securfty of a

ddress

Able to
lishing

n,

within

-based

62645

This document presents the following limitations. The presented methods of the security

modelli

ng rely on the following properties of the 1&C system:

a) The system is built upon the hierarchical principle, the hierarchy exists both at the level of
functional system architecture (subsystems, software and hardware components etc.) and
at the security architecture level (degrees and zones);

b) The focus is on preserving integrity, which prevails over the principle of maintaining

con

fidentiality.

c) The availability property and any time related behaviour are out of the scope of this

doc

ument;

d) The notion of a “secure” communication or a “secure” barrier in the document generally does
not define the exact mechanism (controls) of how the secure property is achieved. It just

ass

umes that an appropriate set of the security controls is implemented in situ;

e) The approach takes into account the existing nuclear safety classification scheme [7].
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In addition to a general consideration of the I&C system security, several assumptions about
properties of the I&C system have been made to facilitate the analysis, namely:

o the set of the assets is fixed and stable over a long period of time;

e peer-to-peer relations between assets are fixed and known;

e technological/functional requirements are determined.

The users of the presented methods are supposed to be familiar with basics of graph theory,
discretionary access models, and documents listed in Clause 2.

Specific software tools implementing the presented methods eases the requirements to the
users’ Mathematicarl background.

2 Nagrmative references

The following documents are referred to in the text in such a way that somerorall of their gontent
constitpites requirements of this document. For dated references, only theledition cited gpplies.
For undated references, the latest edition of the referenced document (including any
amendments) applies.

IEC 61513, Nuclear power plants — Instrumentation and control~important to safety — General
requirdments for systems

IEC 62645, Nuclear power plants — Instrumentation,“control and electrical power sysfems —
Cybergecurity requirements

IEC 62859, Nuclear power plants — Instrumentation and control systems — Requirem@nts for
coordinating safety and cybersecurity

IEC 63096, Nuclear power plants — lnstrumentation, control and electrical power sysfems —
Securily controls

NTERNATIONAL ATOMIC ENERGY AGENCY, Computer Security Techniques for Nuclear
Facilities, IAEA Nuclear Security Series No. 17-T (Rev. 1), IAEA, Vienna (2021)

3 Tefrms and_definitions

For thg purposes of this document, the following terms and definitions apply.

ISO an
addresses:

llowing

e |EC Electropedia: available at https://www.electropedia.org/

e |SO Online browsing platform: available at https://www.iso.org/obp
3.1
asset

physical or logical object owned by or under custodial duties organization, having either a
perceived or actual value for organization

[SOURCE: IEC TS 62443-1-1 2009, 3.2.6]
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https://www.iso.org/obp
https://iecnorm.com/api/?name=ba577b52a22c0f6804a17ad112666ecb

IEC TR 63415:2023 © IEC 2023 -1 -

3.2

I&C system

system, based on electrical and/or electronic and/or programmable electronic technology,
performing I&C functions as well as service and monitoring functions related to the operation
of the system itself.

The term is used as a general term which encompasses all elements of the system such as
internal power supplies, sensors and other input devices, data highways and other
communication paths, interfaces to actuators and other output devices. The different functions
within a system may use dedicated or shared resources

Note 1 to entry: See also “I&C function”.

Note 2 t¢ entry: Any network is either a part of an 1&C system or an 1&C system by itself.

[SOURICE: IEC 61513:2011, 3.29]

3.3
1&C function
functiop to control, operate and/or monitor a defined part of the process

[SOURICE: IEC 61513:2011, 3.28]

3.4
data model
informjation exchange model

model that describes access relations between assets in 1&C system during their functigoning

3.5
digital|twin
a digitgl twin is a formal digital representation of some asset, process or system that captures
attribues and behaviours of that entity, suitable for communication, storage, interpretgtion or
procesging within a certain context

3.6
integrity level
properfy of the asset which“solely depends on the connectivity property

3.7
security architecture
plan and set ef.principals describing the security services that a system is required to provide
to meef the-needs of its users, the system elements required to implement the service and the
perforTance level required in the elements to deal with the threat environment

[SOURCE: IEC TS 62443-1-1:2009, 3.2.100]

Note 1 to entry: The security architecture defines the security structure of the I&C system as a system of systems,
including the main functions, degrees, zones and boundaries of each system, the interconnection or independence
of critical digital assets (CDAs), the priority of the goals of simultaneously operating in the system and the order of
interaction between the personal and the machine in the I&C system.

Note 2 to entry: In narrower context the system architecture is a partitioning of the I&C system into a number of
interconnected subsystems and components and the arrangement of system subsystems using zone approach to
comply with security requirements related to the overall security degree of the system.

3.8
security controls
means of managing security which can be administrative, technical, or management
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[SOURCE: IEC 62645:2019, 3.18, modified — “technical, physical, or administrative” replaced
by “administrative, technical, or management ]

3.9

security degrees

gradation of security protection with associated sets of requirements, assigned to a system
according to the maximum consequences of a successful cyberattack on this system in terms
of plant safety and performance

Note 1 to entry: We assume that security degrees are ordered. The order from smaller to bigger number
corresponds to the sequence from highest security to less strict security.

[SOURCETEC 626452019, 3.19]

3.10
security measure
abstragt barrier that enables secure data transfer between assets

3.11
security policy
set of rules that specify or regulate how a system or an organization, provides security sgrvices
to protéct its assets

Note 1 to entry: the term “security policy” used in the content of/the document corresponds to “I&[ digital
programmable system policy” in IEC 62645 context.

Note 2 t¢ entry: 1&C programmable digital system security poli¢y should be translated into requirements, which will
be used [to derive essential properties of the security models:

Note 3 t¢ entry: Requirements may be expressed mathematically or in a natural non-formal language.

[SOURICE: IEC TS 62443-1-1:2009, 3.2.112]

3.12
security model
security requirements model

model that defines collection of classes (degrees of cybersecurity) and relations between them,
and rules governing assetattribution to a degree

3.13
security zone
A computer security zone is a logical and/or physical grouping of digital assets that are assigned to the same

computefr security level and that share common computer security requirements owing to inherent propertigs of the
systems|or their connections to other systems (and, if necessary, additional criteria).

[SOURCE: TAEA Nuclear Security Series No. 17-1: 20271, Z.9]

3.14

security architecture synthesis

process of bringing the information exchange model into accordance with the security
requirements model

4 Abbreviated terms

CDA  Critical Digital Asset

CPS Cyber Physical System

DAC Discretionary Access Control
MAC Mandatory Access Control
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DM Data Model
ICM  Integrated Cybersecurity Model
1&C Instrumentation and Control
LAN Local Area Network
NPP  Nuclear Power Plant
oS Operation System
SeBD Secure by Design
SLM  Security Level Model
TR Technical Report
WS Workstation
5 1&C system security life cycle and security modelling activities
The ovgrall life cycle of the I&C programmable digital security system security forms thg basis
for the|understanding how various components of a secure I&C system”are related tpo each
other. Development of the 1&C system commonly includes the security‘related activitie§ which
are spriead on life cycle stages defined by IEC 62645. The security policy ought to cover all life
cycle dtages. Omission of any stage in the security policy makes it very difficult to gchieve
cybersecurity in the next stages. Table 1 shows how security modelling is used on each decurity
life cyde stages to strengthen the security of the I&C architecture.
Table 1 — I&C life cycle stages and corresponding
scenarios for the use of security modelling
N Life cycle stage (as per Security tasks (as per Application of secufity
IEC 61513:2011) IEC 62645:2019) models
1. System requirements
specification
2. NA Describe system using a top- Top-down structural view| of the
down approach, considering the | system architecture. The
global I&C architecture mathematical models arel used
to model relations betweg¢n 1&C
system components. Seq 9.6.

3. NA Security degree assignment To facilitate the security flegree
assignment using mathermatical
methods. See Annex E.

4. System specification System architecture The system architecture |s
partitioned into a number of
interconnected subsystems and
components which are
combined to logical zonep. That
arrangement complies with
Security degree assigned to

subsystems.

used to model relations

components.

See 9.7.

The mathematical models are

between I&C subsystem and
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Life cycle stage (as per
IEC 61513:2011)

Security tasks (as per
IEC 62645:2019)

Application of security
models

System detailed design and
implementation

The design phase shall
incorporate the objectives of
the plant design as a whole and
on the individual I&C
subsystem security degree
basis to address security
controls over:

physical and logical access to
the I&C system function,

use of the I&C system, and

The security model:

elaborates the possible data
communication paths

develops scenarios for physical
and logical access to 1&C
assets

identifies interfaces between
I&C system and plant devices

generates preliminary attack
scenarios used for risk

e : s ol ol
Uaila Cutmimmurmeatiorn Wit UtriceT

1&C systems.

The designer makes a complete
inventory of all I&C systems
and interfaces considering all
devices used within the plant,
including diagnostic,
maintenance or test devices.

Risk assessment at the design
phase is used to identify and
implement countermeasures
required to prevent or mitigate
the consequences of attacks
against plant 1&C system.

assessment.
identifies logical boundarfes

makes formal assignment of the
system and subsystem td
physical seeurity zones.

See 9798

System integration

Integration testing cofifirms that
the integrated security*controls
perform as requifed ‘and do not
adversely affect the system’s
ability to perform its required
functions.

The effectiveness of the
developed security models is
verified in accordance wifh the
implemented systems.

The models are used to ¢heck
that normal information paths
do not conflict with securjty

barriers.

See 9.8

System validation

Testing shall verify the I&C
security design of the hardware
architecture, external
communication devices and
configurations for unauthorized
pathways and system integrity.

Possible attack scenariog to
I&C system assets used for
system validation are
generated.

All parts of Clause 9.

System installation

At the end of the installation,
the system shall be tested in
the operational environment to
verify and validate the
correctness of the 1&C system
security features and the
incorporation into the system in
accordance with the design.

The effectiveness of the
developed security modejs is
verified against the installed
systems.

The check of installation
correctness includes usuplly a
reuse of attack scenario

identified and generated jon

previous stages.

All parts of Clause 9.
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N Life cycle stage (as per Security tasks (as per Application of security
IEC 61513:2011) IEC 62645:2019) models
9. Operation and maintenance During the operation and Generation of new attack

maintenance phase, the scenarios for ongoing risk

periodic security audits of assessments.

security features shall be )

performed. The seqquty models deyelope;d
and verified on the previous life

Prior to any system modification | cycle stages is used:

or maintenance, the affected .

components shall be evaluated | 10 @ssess the modification

to confirm that all protective effect on security prior to

feature and design elements applying them to the &C

will remain functional. system
to-imvestigate acuulity fmgidents
or identify vulnerabilities Jand
weakness and recommend
corrective actionsy
All parts of Clause 9.

10. Retirement activities NA Developing/the 1&C systdm
retirement’scenarios.
All‘parts of Clause 9.
6 Deéscription of a typical NPP I&C system
The I&C system is a distributed computerized system;'which provides the implementgtion of

basic :]v
e ce

tralized collection and data storage aboyt equipment’s state;

e pre

formation management and the NPP control.functions as:

sentation of information about the plant\to the operating personnel of the NPP;

e control of the NPP technological equipment.

Interac
and co
in the ¢

The co

e workstations (WSs);

e ser
e gat

e net

Vers;

work.equipment.

mponents of I&C systems are:

eways and controllers or field devices;

tion between the I&C systemand the NPP’s equipment is carried out through gateways
ntrollers connected to the LAN- The structural diagram of a typical I&C system congidered
ocument is presented in‘Figure 1.
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Servers
WSs ‘

WSs

OO

Network equipment

[ LAN

Gateways and controllers

IEC

Figure 1 — Structure of a typical I&C system

'he detailed structure of the real 1&C system can be“more complicated. The presented typical 1&(
blified and omitting details as low level measurement transformers, actuators to avoid unn

complicdtion in demonstration of the approach.

The W
specifi

Bs are implemented on the basis-af,graphical capable computers and are conng
b server(s) via LAN. WSs connected to the same server form a single domain

associated with a specific function being performed or a group of controlled equipment.

The servers process and archive the information received from the gateways. A serv

implem
flow.

The information about’ the NPP technological equipment is received from the ga
(controllers) in thesform of analogue or discrete variables characterizing the state
equipnjent. Reyerse flow of information from the server to the gateway forms flow of the
commgnds.

system
bcessary

cted to
that is

er also

ents automatic control algorithms that form operator-independent control insfruction

teways

of the
control

7 Seetrity requirements-and-security-architeettre—————————————————

71 General framework

Security policy is the starting point for understanding how various components involved in a
security architecture are related to each other. The security policy is built on the risk analysis
results and the level of risk tolerance held by the organization operating the nuclear facility.
The security policy defines system’s requirements to handle the cybersecurity goals inside and
beyond the system. The risk analysis results and organizational risk tolerance will provide a
bounding case for risk and help determine if the cybersecurity goals for the system are being
met. The requirements might specify:

o allowed and forbidden system states;

o safety classification and security degree assignment for assets;

e gro

uping the assets by logical zones;
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e referenced standards .

Therefore, the security requirements target the entire set of layers of the I&C system hierarchy:
system, subsystems, and lower level elements and components like software and hardware
elements, including but not limited to chips, standalone programs, and files. Security
requirements also affect the personnel dealing with the I&C system: operators, engineers,
security staff, contractors, etc. The security architecture depends heavily on appropriate
security requirements. The security requirement additions or changes are reflected in system
architecture.

A system designer establishes overall defensive security requirements where all identified
assets are labelled with a security degree and implement security controls commensurate with
the sedurity degree. The requirements for defensive architecture include, but are not limfited to,
formal Jogical or physical boundaries like the security zones in which the defensive'mgasures
are deployed.

To enspre the defensive architecture remains effective, data flow is properly._handled bgtween
security zones assigned to different security degrees and between individual I&C systéms on
the same security degree based on a risk informed approach.

During|the security design process the goals postulated by the(security policy are ppssibly
mixed pnd heterogeneous. Input data used in the process of«g0als identification is pfobably
weak dnd incomplete. That all makes the security requirepients identification procegs time
consuming, challenging and iterative.

Therefopre, even the existence of the right security requirements in system’s design specification
does npt guarantee that its realization in the 1&C system will maintain the security risk|for the
I&C system at an acceptable level. Furthermore;when security requirements are mapped into
security architecture the following problems arises:

o |If the security requirement is formulated in a natural language, then a non-formal dgfinition
of the security requirement itself enables various interpretations of its implementatign;

e Considerable complexity of the security requirements for I&C systems, involving g large
number of assets and relationships between them, cause some aspects of the decurity
requirements to be missed(when defining the security architecture.

One pdgssible solution to these problems is to set the security requirements in the form of formal
(analytjcal) description{ which allows mathematical verification. This formal represgntation
serves|as input for _other models describing components of the I&C security architecture. A
systemlatic approaechiought to be used to define requirements and trace though detailed|design
and info testing.<Failure Modes and Effects Analysis is recommended at the requirements
definitipn phase-while a requirements traceability matrix is recommended thereafter.

In the general case, formal models of the I&C system reveal security requirements and (dentify
important characteristics ol _environment at a sufiicient level of detail. This combines the
consideration of security issues with a common understanding of the context. The models used
for cybersecurity requirements and security architecture representation might be very different
and various but commonly all of them are known from computer system access control (DAC -
Discretionary Access Control, MAC — Mandatory Access Control, Trust models, etc.) or system
analysis (Markov networks, Petri nets, Failure trees, etc.) [8] through [15]. The DAC based
model will be considered in the work. The reasons for selecting a DAC model are: considerable
simplicity of the model and an existing well defined mathematical foundation and practice in
information security. The limitations of the model are: the lack of flexibility and fast growth of
the model size for large systems. In the case of I&C systems, the limitations are mitigated by
the reasonable size of real I&C systems and fixed structure and functionality of the I&C system.
The book by Bishop [11] gives more details of properties and algorithm behind the DAC model
and Annex H contains the brief introduction to the mathematical notations used below.
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7.2 Integrated security model

The mapping between security architecture and security requirements is provided by the
integrated cybersecurity model (ICM) framework. The NPP I&C system ICM is the set of

components ICM=(SLM,DM,R>, where DM describes a model of information exchange

between assets, the component SLM specifies general rules of access for the information, and
the operator R specifies rules of matching between these two models.

It is evident that information exchange flows ought to not violate information security rules in a
correctly designed system. Speaking in the model terms, the DM model ought to be in
accordance with the SLM model.

In this TR we define I&C security architecture synthesis as bringing a DM model to corfgspond
with a §LM model. How this can be done, the model properties, and the methods of\architecture
synthesis will be explained in detail below. Next, let us consider components/of.the miodel in
detail.

7.3 Basics of the information exchange model (DM)

The component DM represents system assets and information transfer rules between fhem.

Formally, it is described by the DAC type model: DM =<G*,OP>, where G =<{G,~ |i= 1,N}> are

all pospible system states characterized by security graph G; with assets as vertices |4 and
with edges representing the binary relation of directedinformation transfer between agsets in
the frame of system operation, OP is a set of security graph transformations corresponiding to
the mogel (we call it allowed transformations) Go= <A, {l-. ﬁ}>

The mpdel defines two types of the transfer (access) to the data: secure and simple. The
information transfer between two assets'is simple if there are no security barriers |on the
information path. The information transfer between two assets is secure if there is some gecurity
barrierfon the information path. This. barrier allows to achieve desired security property for an
example maintaining the integrity~of the asset.

The model does not specifysthe barrier internals because it depends on the implementation of
the 1&¢ system. There are*two types of vertices in the security graph: the first corresppnds to
objectg, the second carresponds to objects.

The defailed mathematical properties of the model are given in Annex A and [5].

7.4 Basics of the security model (SLM)

The security modelis defined as a collection of classes (security degrees), refations between
them and rules governing asset attribution to a degree.

Formally, it is described by the model SLM =(SC,—,®, ), where:

e SCis afinite linearly ordered set of security degrees consisting of Ny, elements;

e — is the “simple” relationship defined on a pair of security degrees;

e — is the “secure” relationship defined on a pair of security degrees;

e ®is the asset grouping operator.

Additionally, with the security degree, the notation of the security zone will also be used. A zone
is a subset on the set of vertices (assets) in the security graph that form a strongly connected

subgraph in the graph for the selected relation. All assets in the zone, respectively, belong to
the same security degree.
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The detailed properties of the used model are given in Annex B and [5].

7.5 Basic principles of the secure design

Secure by design is a method of the system software and hardware development that aims to
implement the system in such a way that its architecture minimizes system vulnerabilities and
reduces the size of the attack vector at each stage of the life cycle [4]. The principles of secure
by design include:

e early detection and elimination of security vulnerabilities in the I&C system security
architecture;

security

of the integrated security model. The criterion is defined as follows:

A systém described by an ICM model is cybersecure if the set of allowed-operations (OP) on
assets|cannot result in a situation where the information flow between/assets would violate the
relations fixed in the security model. We say that for 1&C system the'BM model corresppnds to
the SLM model or the two models are coherent.

The sufficient condition for that if after ordering and groupingythe assets into security degrees
using group operator we get bijection between the resulted graph and a sub-graph| of the
security degree lattice.

A morg¢ detailed justification of the secure by design principle is given in Annex C|and in
Clause| 8.

7.6 sset ranking and ordering

Asset fanking and classification is andmportant part of the secure by design approach when it
is necegssary to provide defence in depth. In general, asset consists of “item important to|safety”
and “it¢m not important to safety{from software aspect of viewpoint; when it comes to|secure
I&C arg¢hitecture design, information classification (grouped and ordered)) is an importgnt part
of designing a security framework that can protect sensitive data and assets from cyber threats.

The ordlering function R describes the process of asset ranking and the operator R anranges
the ranked assets in security degrees (classification) and builds information links betwgen the
degreeps according«athe rule: if all relations between system assets from two different degrees
are segure then the'relation between the corresponding vertices of A are secure. Vice versa,
if therelis a simple relation between system assets from two different degrees then the felation
betwegn the vertices is simple, too.

A detal ipti i i TS—gi ; —Practical
issues of the function P and the operator, methods of asset classification, are not discussed
in this subclause (see Annex E,and Annex G).

7.7 Information property of the asset

The ranking and classification processes use informational properties of the asset

0; :{Cj,lj,Tj}, where C;,1;,T; are a set of some parameters of confidentiality, integrity and

availability. In a simplified framework the properties related to confidentiality and availability
are omitted and Qj = {Ij}. The main reason to concentrate on the integrity is that precedence

order of these properties for I&C system (see [2]) as: availability integrity and confidentiality
listed from most to less important. The DAC model used for security analysis doesn’t work with
time characteristics of the system which is necessary for availability assessment. Some suitable
approaches for availability assessment can be found in works [26],[27],[28].
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NOTE 1 The detailed explanation of the integrity property is provided in Annex C.

NOTE 2 However, when considering characteristics of confidentiality the inverse nature of the models Biba and Bell
LaPadula permits using the same approach.

Based on the Biba model [8], let us assume that assets having access to a greater number of
other assets with respect to write are considered more important from the point of view of
security. Then the task of finding important assets is largely similar to the problem of finding a
leader (the most influential person) in social graphs (see, for example [12]) or using metrics of
cyclomatic complexity (branch points) for software engineering when assessing its reliability
when it is most critical [13].

For the system described by the security graph G, . we define the quantitative characteristic of
the infgrmation property of the asset for integrity as the output degree of the vertex co]nputed

on the fransitive closure of the graph G in the selected access relation (w).

In the general classification case other properties of assets, such as functionalhor technglogical
properiies, might be considered. The ranking function takes into account @sset involvement in
the peffformance of a particular safety function of the system when the safety classification is
known|(see Annex G).

7.8 $ecurity degrees concept and security architecture

The whole design approach of the security architecture is-based on a differentiated apjproach
when {legrees are assigned to the assets according to. the asset’s criticality for qecurity
provisipns [2]. Appropriate barriers are implemented between classified assets to prevent the
spread|of an attack if any asset is compromised.

The sefcurity model SLM and the ranking modéel R use the concept of security degrge. It is
necesgary to dwell in more detail on what meéaning is embedded in security degree in each
model.| The approach presented in the work is based on the methodology introduced |[n IEC
62443-3-3 [14], where three different types of degrees are defined:

e Target security degree for asset. It is determined by the hierarchy of SLM access| model
levgls. The target degree iis-assigned to the asset based on the results of the risk
assessment, taking into account the functions performed by the asset in the I&C dystem.
The target security degree ought to be changed only as a part of the redesign activity for
the|system.

o Achiieved (real) security degree of the asset. It is determined by the I&C system network
architecture, the.internal properties of the asset and the implemented security contrpls that
are|involved-t0-prevent security breaches. The achieved degree is a function of time and
extérnal conditions, under those the asset operates. It might change over time |due to
lowgring efficiency of security measures, the appearance of the new vulnerabilities and
evdglution of the security threats. The achieved security degree, as well as target degree,
assighed—to-the—asset-as—aresultof arisk—assessmenttakes—inte—ascountthe—fuhctions
performed by the asset and operating conditions for a real I&C system. The difference
between target security degree and achieved security degree is that the target degree is
determined at design stage while the achieved degree is determined based on operating
conditions in later life cycle stages.

e Potential security degree. The degree of the security for the asset that is uniquely
determined by the structure of information links existing in the system. The DM model and
information properties of the asset uniquely define the potential security degree (7.7).

If necessary, we will designate the target, achieved and potential degrees by the superscript ¢,
r, p, respectively in degrees definitions as: L,,, L, [?, where n is the number of a degree.
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7.9 Establishing a relation between the data model and the security model

Generally the term synthesis of security architecture means the process of bringing the model
DM into line with the model SLM .

After the security degrees are defined, it is possible to define more precisely the task of the
security architecture synthesis using the framework introduced in Clause 5.

The system described by the model ICM is secure if any sequence of permissible operations
(OP) on the assets in data model cannot lead to an information flow that will violate the relations
between security degrees defined by the security model. The violation means that no data flow

is posTﬂ&bﬂmﬁ.mﬁﬂa.mdﬂ.bﬂmgW@ui&gm&.ﬂhﬂm. is not
allowed between the same security degrees in the security model.

This means that securely designed I&C systems ought to have the following relations bgtween
the potential, actual and target degrees: I, (¢;) > L, (4;), L, (a;) > L} (a;), a; ¢'A~Simply|stated,

for any|asset the achieved security degree fulfils the security requirements_given by thg target
security degree. The potential security degree defines the upper limit for security degreg value
that caph be achieved according to security architecture integrity level,

NOTE Here the higher, more secure degree is expressed by a lower degreexnumber ( L ).

It is objvious that the potential security degree in such system ought not to be lower than the
target and actual degree.

One of|the problems that has to be solved during the-design of the security architecturg of the
NPP I&C system is to establish the correspondence between the actual (achieved) degree of
cybersecurity and the target degree with due(account for the restriction of capable decurity
degree|

In this fontext, two main subtasks can.be distinguished:

e codrdination of the target and actual degree of the system;

e codrdination of capable and target degrees.

The target degree for an.asset is most often set by experts at the initial stage of system|design
and is jnot reviewed anymore. The actual and potential degrees of the system depend|on the
information links of the-asset in the system (DM model) and can be changed during the|design
of the[system, modifications in the links between assets or the application of prqtective
measufes.

8 Prpcedure of I&C security modelling

8.1 General

The synthesis of the desired security architecture for the 1&C system consists of the following
steps.
a) Set the target security model: Set the type of target architecture as a security model.

b) Set the level of the detail: Define the level of detail for consideration (subsystems,
components, or components parts of I&C system).

c) Adopt the method of asset classification: Accept the method of asset classification.
d) ldentify the assets.

e) Define target security degrees I to the assets: Define ranking and classification (grouping)
of the assets and their assignment to one of the target security degrees. Optionally, along with
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the target degree, a security zone can be assigned to assets for the purpose of simplifying their
administration and management of the security.

f) Build the data model. Calculate the potential security degrees (I¥).

g) L'> I”: Compare the target and potential security degrees, if necessary, modify the
system architecture and change the DM model. If zones are defined for assets, then the
belonging of assets to certain security zones is also taken into account.

h) Modify the system: If the condition g) is not held necessary change properties of the system
as barriers or information path.

1) Asset reclassification: Classify assets and assign to them the real security degree (L"). This
propeaure can pbe COoNnsSiaerea as a repettion o the CIasSSIcation proceaure wnen a real
(mqdified) security architecture is used.

2) I'xI" > IP: Compare the target and actual security degrees. If the .result |is not
satisfactory, repeat steps d) through h) .

The pfocedures in items a) through c) are preparatory stages of thecsynthesis, steps d)
through h)are the main ones. The whole process is iterative in its nature, When the resulf of the
previoys steps can be reviewed and changed according to the resdlt of the execution|of any
next step Figure 2 provides the algorithm of the architecture synthesis.
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Figure 2 — Procedure of security architecture synthesis

IEC

The procedures of items a) through c) will be reviewed in a general form in Clauses 8.2-8.4
below, and the other steps will be analysed using a specific example (Clause 9).
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Some algorithmic aspects of the synthesis procedure are given in Annex F.

8.2 General approach to asset classification

The ordering function P describes the process of asset grading and the operator R arranges the
ranked assets in security degrees and builds information links between the degrees (Clause
7.6). But practical issues of the function P and the operator, which are methods of asset
classification, have not been discussed yet.

This document considers the asset classification problem as a clustering problem [15], that is,
identifying groups of objects to which the equal criterion could be applied. The presented
method takes into account the established practice of cybersecurity asset classification stated
in the fleld-specific publications [3] and IAEA [16].

The clyster analysis considers a cluster a part of the data, typically, a subset of'objectg which
are chpracterized by a subset of variables, separated from the set by some uniformity of
elemerts.

The prpblem can be divided into four sub-problems:

a) selection of the input data representation for the analysis;

b) determination of the cluster structure shape;

c) selection of the estimation criterion of the cluster structure;

d) selgction of the procedure for constructing the cluster/structure.

Annex E considers each of the sub-problems ciny*'the context of asset classificafion by
cybersecurity.

8.3 Pecurity degree assignment and the analysis of model conformance

The clystering technique allows the partitioning of a set of elements into a few groups ac¢ording
to giveln criterion of homogeneity of\elements, but the technique does not specify ap order
relation between the resulting clusters.

We suggest building the ordeér relation between the clusters empirically. First, select ap asset
4; e{A} in every clusteriand assign a rank to it. If needed, merge the ranked clustgrs into

security degrees. It is(expected that these actions will always be necessary, unless the pumber
of clusiers was equahto the number of degrees.

At this [point all:\the assets 4 have been partitioned into ranked clusters.

Next, tpe Jink transformation rules (see Annex D) is applied to the resulting ordered| set of
clustered assets and thus obtain a cybersecurity level graph /\(Z,D) for the calculated

partitioning. Finally, comparing graph /\(Z,D) with the security level lattice we get the answer

to the question about correspondence between DM and SLM models in accordance with the
conformance criterion stated in Clause 7.5 and Annex G.

Practically, the conformance means that the information workflow (DM model) does not violate
the allowed information paths between different security degrees i.e. SLM.

8.4 Classification in hierarchical systems

All the above arguments did not take into account the hierarchical structure of NPP I&C
systems. Real systems mostly consist of subsystems (the assets have its internal structure),
which, in turn, include further subdivisions, etc. If the system of interest has no subsystems (the
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assets are elementary or trivial) then the provided method gives a complete formal approach to
the cybersecurity asset classification.

This reasoning is illustrated with an example of a system having one nesting level. In case of
hierarchical systems, inductive method is used.

The structure of the subsystems is not developed yet at the design stage, but the set of
subsystems is identified and the information flows between them are already known. One can
build the security graph using the subsystems as assets and apply the presented formal method
to classify the subsystems according to security degrees. After that, a cybersecurity class is
assigned to each subsystem.

The deltvelopers of a subsystem face some issues. If a cybersecurity class is assigned to the
subsystem, does it mean that all the elements of the subsystem are protected according to this
class? [For example, if a subsystem with high security degree contains an auxiliarylelemgnt that
has little influence on the system’s functions is protected in the same way as thé-main elements
of the gystem?

Graph G (X, E)

Graph J (Y, H)

lff.-- ﬂ\ 3

= \ !

3 72

Figure 3 — I1&C information model with subsystem hierarchy (left) and without it (fright)

Let us |consider two secufity graphs: the left one, G(X,E), takes the structure of subsystems
into copsideration and_the second one, J(Y,H) isn’'t (see Figure 3). J is evidently a result of
graph fontraction, G J:F(G) that is not a one-to-one mapping. The formal classification

method generally gives different results on the graphs J(Y,H) and G(X,E). Moreovel, since

the order fanction is constructed on the transitive closure of the security graph, it leafls to a
paradojxical conclusion: a developer of a subsystem knows the structure of the whole pystem
and the—thformation ir—the—system—the—directimpticatior hre—format—c ffication
method does not give any practical results.

O atro oW

The paradox is eliminated, if note that classifying the subsystems of the graph J(Y,H) into

security degrees adds an additional constraint onto the subsystem elements in the initial graph
G(X,E): and limited the maximal security degree for the internal assets of subsystems.

Let us propose the following algorithm for the classification of systems with arbitrary number of
nesting degrees.

o First step: A system designer builds the security graph with subsystems as vertices and
carries out the asset classification for this graph. Then, every subsystem gets a security
degree. Optional barriers can be set between subsystems of the same degree; mandatory
barriers ought to be set between the subsystems of different classes, and, on the part of the
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system with a higher security degree. In the frame of the adopted model the installation of

the barrier means transformation relations of the type |- into the type —.

e Second step: Designers of subsystems build security graphs for their subsystems and

classify the assets with additional constraints: maximum cybersecurity assets d

egrees

within the subsystem equal to the subsystem security degree; the set of assets belonging
to the maximum-security degree is not empty. After the classification, the barriers between

asset groups are set as well: mandatory barriers if separated groups belong to d

ifferent

cybersecurity classes and optional barriers, if the groups belong to the same security

degree.

The designer of a second level subsystem (a subsystem inside another subsystem) classifies

its assets ar‘r‘nrding to the second step etc

9 Case study of I&C security architecture synthesis

9.1 Seneral

presenfed above. The security synthesis architecture proceduré. is demonstrated
subsystem of the typical NPP I&C system (Clause 6). The examplé uses the implement
I&C syistem based on a platform Operator [17]. To analys€<and synthesize the g
architefture, Omole security designer program [18] is used. Inithe example, the actual g
degree| is not considered separately and it is silently accepted that actual security de

equal tp the potential degree L, (q¢;)=L (a;), a; € A. Thi§ simplification is reasonable wh

~—"n

There [is a practical technique of security architecture synthesis based on the prIciples

not nedessary to consider the exact details of the implementation of the 1&C system. An e
of a mqre detailed account of the real characteristics of the system during classification i
in Anng¢x G and [5].

9.2 Definition of the security model

The sdcurity architecture defined in19] is selected as the security model. The gr
represe¢ntation of the architecture is shown in Figure 4. The architecture since the intro
has become de facto an international standard for the nuclear industry. Five degrees
computer (cyber-) security ar€,introduced in the model: 1 is the highest, 5 is the

Information flow from a higher to a lower degree is allowed without restrictions; data t
from lower degree is«allowed for the two lowest degrees only. The main goal
cybersecurity system that)is built on the architecture are to maintain the integrity of data
prevent the change of\information by low-degree systems in a top-degree system.

The sefurity anchitecture impose that I&C systems requiring the highest degree of secur
the mojst stringent security degree) is only connected to systems requiring lower deg
security (i\e) weaker security degrees) via fail-safe, deterministic, unidirectiona

for a
tion of
ecurity
ecurity
gree is
enitis
kKample
5 given

Aphical
juction
of the
owest.
ransfer
s of a
and to

ity (i.e.
rees of
| data
to the

commynication pathways. The direction of data pathways ought to be limited

transmission of data from devices requiring the most stringent security degree to the
assigned to weaker security degrees.

evices

The architecture includes series of concentric defensive degrees of security enhancements and

considers both hardware and software components. While implementing such archit

ecture,

designers limit the dynamic elements of both the composite networks and their individual

systems to increase the determinacy of their behaviour.

The security controls are implemented between I&C subsystems and components that have

different security degrees.

Data flow from a top degree to a low degree is determined by the written access rule (w) granted

by a subject of the top degree to a subject of the low degree.
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OO0

Figure 4 — Simplified information model of security.
(secure relation between degrees are shown by dashed lines)

In the framework of nuclear safety there is a limitation on the direct transfer of the information
between assets, whose classes of nuclear safety differ by more than one. Accordingly, a similar
principle is also applied to the exchange of information between assets classified by different

securit

9.3

In prac
have a

Theref
are cof
atomic
compo
inducti

9.4 |

Let us
typical

[ degrees.

Belecting the detail level in system analysis

lice, 1&C system is almost always constructed as a complex and has subsystems
n internal structure), which, in turn, include components, etc.

bre, it is necessary to set the level of consideration of the systém; or define assets

Thus, the 1&C system will be considered at the lev€l of software and te
nents. For hierarchical systems with a greater degree ‘of nesting, it is possible t
bn method and use the described methodology for ether levels of detail of the sy

Asset classification

consider the task of classifying assets and‘grouping them into security degres
clustering problem [25] by identifying groups of objects to which the same critsg

assets

b which

sidered atomic. For demonstration purposes, the assets listed in Table 2 are treated as

chnical

b apply
stem.

s as a
ria are

applicgble. In many cases, for small systems and with adroit specialists, clusteripg and

classifi

This ag
for nuc

In clus
subset
set by

The cld

cation can be done by experts.

proach fully takes into account'the current practice of cybersecurity assets classi
ear power plants [2].

er analysis, a cluster is usually understood as a part of the data, in a typical

he presence of some uniformity of elements.

stering task'can be divided into four subtasks:

o selection«ofithe data representation for analysis;

e det

brinination of the type of the desired cluster structure;

ication

ase, a

of objects characterized by a subset of variables, which is distinguished from th¢ entire

e sel

Clion cCriteria 10r evaluating the cluster structure,

e selection of a method for building a cluster structure.

The ¢

lassification method taking into account the asset’'s functional, informational,
technological, and other properties is given in Annex E.

The set of characteristics for describing each of the security properties can vary depending on

the pro

perties of the system being analysed.

In the example, we restrict ourselves to information properties of assets, i.e. characteristics
reflecting the connectivity of an asset and possible ways of spreading an attack in violation of
the integrity of information associated with an asset.
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We set the information property of an asset as the value of integrity level Ij with respect to the

write access relationship: P(7(4))={X :x,...xp }, M <M ,.

9.5 Identification and initial classification of assets

The input data for this stage is data from Clauses 9.3,9.4 and additional information as:
o a list of identified assets;

 an assigned target security degree for assets I, (q;), a; € A;

* a zpre-assighmen s s

2 35619 ora o egical or
physical closeness and separation).

The input data are summarized in Table 2. To keep the example clear, only software modules
are cofsidered in the list of assets. Therefore, the list of assets does not,contain apxiliary
compopents of a real I&C system: network equipment, computer hardware ‘or power sypplies,
physict access control devices, climate sensors, etc. The example alsoodoes not consider
possible existence of redundant elements, since redundancy policy isysystem-dependgnt and
tied to|a specific implementation of the system. However, while modelling a real systgm, the
redundancy of elements ought to be taken into account.

The aspets are classified by assigning a target security degree.

Table 2 - List of assets of a /typical control
system channel and IS target characteristics

Asset name Description Target security Zone( Sn)
degree (L7)
Workstption software
Operatpr A human 5 1
1z The module that provides a graphical 5 1
interfaee with an operator
Ab The module that provides a logical 5
interface with the operator
www Web browser with access to data 5
archive via a web server
OS W§ Operating system 4 2
Server|[software
DB Database server 3 3
Archdb| The part of the database that is - not set for assets of
responsibteforstorimgthedata typeobject
WWWServ Web server with access to the archive not lower than 4 4
of equipment status data
OS_SERV Server operating system 2 5
Gate Equipment controller 3 3

In the example only four of five possible security degrees are used.

9.6 Data model

The I&C subsystem implements the following procedure of interaction between components.

Operator, via the workstation human-machine interface (IZ and AB components), can change
control’s records in the server’s database (DB component).
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AB regularly requests the state of the equipment (reads the record to and from the database)
and displays it to the Operator via the computer graphical interface (12).

The server’s database asset (DB), when the state of the records changes, initiates the transfer
of commands to the controllers (Gate). In addition, DB queries the equipment status from the
controllers and stores them in the database (ArchDB asset).

The algorithm module (ES asset) implements automatic control procedures.

The Operator also has the ability to get the history of the equipment state using the Web-
interface for database access (WWW, WWWServer).

All asséts operate on computers under the control of an operating system (OS_SERV,)0%_WS).
All assets except ArchDB are subjects in the terms of the model.

The sepurity graph for the I&C subsystem is shown in Figure 5.

/ ey Work station

Key

Security zong
shd borders

—— Grant +4—»
——— Read -+

-== Write 4-+

%

1Z

Berver

CN LT N A

IEC

Figure 5 — General security graph for I&C subsystem without taking into account
security controls. The borders show boundaries for workstation server and gate
subsystem.

9.7 Analysis of the model and synthesis of architecture

The analysis starts with the calculation of the potential security degree for asset basing on their
information properties (Clause 7.8). In the initial architecture version (without the use of any
security controls), all assets (Figure 5) are at the same security degree and logically belong to
a single security zone, because all vertices in the security graph (assets) are strongly connected
by the following relation:
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So(a[), a; €A,

1
Lo(al-), a; €A.

It means that the data DM model does not match the SLM, and a synthesis of the cybersecurity
architecture needs to be carried out.

The procedure of the synthesis will start with allocating asset OS_WS in a separate security
zone in accordance with the security requirements defined by Table 2. To do that we will
consider the write relations to the direction of the asset (implicit reading) and separate the OS
from offrer-assets—Fominimizechanges—intheexistingcommunicationbetween—assets in the
system|, we will use the methods of the minimal edges cut-off [20]. The modified security graph
is shown in Figure 6.

Operator N,
Key

Security zong|
snd borders

—— Grant ——»
——— Read —|-»

——— Write 4-%»

/ oS

/, - ArchDB
‘Gate
IEC

Figuré/6— Changes in the security graph for I&C subsystem when OS_WS assagt is
targeti i i ini are

shown with bold lines.

Evidently, simply by breaking the write relation to the direction to OS_WS assets, we solve the
problem of allocating the asset in a separate zone, but, most likely, it makes the 1&C system
inoperable since the OS ought to receive information from application programs (I1Z, AB assets).
In order to enable OS assets to receive information from other assets in the computer but to
preserve the integrity of the OS asset, we change the simple read relations to secure. The
similar work is done with server OS assets. It means that we put a security barrier between the
OS and other assets. The barrier implementation is the developer decision. Some examples of
barriers are: access right hardening, resource isolation, containerization, etc. The resulting
security graph with security degree structure is shown in Figure 7.
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bl result of architecture synthesis is the separation of OS assets from others W
le security degree and zone.

next step of the security architecture synthesis, we will solve the problem of sep
ver's application assets (DB, WWW seérver) into their own security zone (see Table 2).
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into account all assigned security controls for the assets. The security d
fure is shown in a) and zone structure is shown)in b). The degrees and zon
shown in solid rectangle. The degrees are numbered.

ge is a monosystem where each_ identified asset has complete information ab
That architecture has no obvious ‘advantages in a sense of functionality but fr
y point of view it is extremely vilnerable. Any security violation of one asset, e.g.
hality of a software module, disrupts any function within the subsystem.

ts — dividing the system into security zones with the establishment of security |
n assets. The barriers and more generally security controls defined in zone tar

barriers_défend the assets inside zone from external threats;

zone encapsulates any compromised asset and prevents the spread of the conse

n attack out of zone. This assumption prerequisites that the attack is discove

Le 9 — General representation of the security graph-for practical 1&C subsyatem,

gree
s are

tial security architecture of the I1&C.subsystem from the point of view of infomation

but the
pm the
hacked

bre, one of the goal of the security architecture synthesis is reducing the risk ¢f such

arriers
jet two

juence
red by

itiomal means (security controls) implemented at boundaries or inside the zone. Just

encapsulation might not be enough.

In case of the “flat” system without security degree differentiation, the assets which have
different importance, value and functionality are equally protected and that can increase the
cost of designing and maintaining the system. A differentiated approach, in which the degree
of protection is correlated with the degree of importance of the function, can reduce the cost of
providing information security for real industrial control systems.

In the example, different target security degree has been assigned to the assets according to
their functions. This assignment is the input data for the architecture synthesis.

Finally, the obtained security architecture is the result of the coordination of the target
architecture defined by security model and the real information structure of the system; the
assets are separated into four security degrees and are located in five security zones. The OS
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assets are at the top security degree, the server assets are at the next (lower) degree, and the
application software (assets AB, I1Z, WWW) of the workstation are at the last security degree.

The synthesis ensured the alignment 1 (¢;) < L, (4;), 4; € A, and ensured the alignment of the

data and security models. For the asset “OS workstation” 2 (0S_WS) < L, (OS_WS), a direct

information exchange between the assets, belonging to the security degrees differing by more
than one is not allowed in the security model. To take that into account, the actual degree of

security L, (OS_WS)=3 ought to be assigned.

The initial and final security architecture properties, security degrees and zones are shown in
Table 3.
Table 3 — Information security characteristics for assets
in the architecture of a I&C subsystem
Asset hame t ! ' "
L}’l Lf; Lf’l] Sn Sn
Sn
The potential | The potential The security | The sqourity
security degree in | security degree in zone in initial | zone) in final
initial (not | final security (not modified) secyrity
modified) security | architecture. security architgcture
architecture. architecture.
4 5 1 5 1 1 1
AB 5 1 5
Www 5 1 5
OS_W3 4 1 2 2 2
DB 3 1 3 3 3
Archdb| - 1 -
wwwderv 3 1 3 4 4
0S_SHRV 2 1 2 5 5
Gate 3 1 3 3 3
(Gatewfy,
Repeater)
The evpluation(of a modified security architecture leads to the conclusion that it fully meets the
requirgmentsfor information security defined by target architecture, while pregerving
information\links required to perform system’s functions.

10 NPP cybersecurity simulation for security assessment of I&C systems

The cybersecurity problem has two different dimensions; one is information, the other is
technologically (physically)-oriented.

The use of integrated security model does not consider all security aspects completely. The
fact that pure digital models in many practical cases are not sufficient for precise evaluation of
the technological object characteristics and properties is well known [23]. The reason for that
is difficulties in emulation of analogue parts of the object with discrete digital means tools or in
nonlinear behaviour of the objects in specific operation modes. The solution for that the problem
seems to be in development of a “hybrid” digital twin as a model for real cyber-physical system
(CPS), which combines the pure digital simulation and real components [25]. The digital twin
co-evolves with the real 1&C system during the life cycle starting from a very high-level
representation and abstract approximate model to the very detailed representation and
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comprehensive, precise model. An example of a hybrid model which combines the real network
equipment with hardware-in-the-loop (HIL) components of the real object is the Asherah NPP
Simulator [24].

The scenarios and usage models of the digital twin also evolve during the life cycle.

A possible scenario of the digital twin application is shown in Figure 10. An assessment of the
impact of an external event imposed on the digital twin is used to investigate and test the
behaviour of the actual CPS without endangering the physical counterpart of the twin. Any
scenario of a cyber-attack which needs accurate reproduction of a compromised control system
performance or coupling dynamic effects of the plant equipment will require hybrid digital twin
with HIL_[24]

On the|other hand, the comparison and analysis of the real data from real CPS and obs€rvation
of the digital twin behaviour are able to improve estimation and prediction of the externa| stress
conseduences for the real CPS.

External External
stress stress
Digital twin of CPS PhysicahCPS
Cyber part ’Cglt;er part

(virtual controller,
compuiter-based HMI)

(controller, HMI,
\ engineering station)

Physical part
(process simulator,
equipment mock-up)

Physical part
(process, equipment)

LS &

Behavior, Data

.. oObservation _- S collection -
’ Ccc. pamoo

Figure 10,—General scenario of use of the digital twin for stress tests

IEC

The copsidered example shows a possible usage of digital twin in I&C system assessmgnt, but
the other crueial”part of the assessment of any object is the estimation of object’s perfofmance
and timingcharacteristics. The use of digital twins for cybersecurity is challenging. Thie main

¢ p

system (e g. software hardware, components, and networks). The problem arises not only for
the analogue part of the object but also for digital (computer) components. The difficulty for the
analogue part of the object is often caused by the lack of the system mathematical model, effect
of the time discretization in computer model or incomplete input data for the model. The problem
for the digital component is based on dependence of the model time characteristics on the
performance of the components of the computational system and the load balance for software
modules running on the same computer.

11 Conclusion

The solution of the problem of ensuring the secure design of the 1&C system architecture for
NPP is still under development. Allocating requirements as the part of a system specification
does not guarantee maintaining security in an actual commissioned I&C system while there are
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no strict procedure of reconciliation between security requirements and final architecture of the
I&C system and implementation of the security measures.

This document presents a method of verifying the conformance between the security
requirements and system architecture, if necessary, proposing changes in the system’s
architecture to meet the requirements.

The basis of the method is an integrated security model for NPP process control systems. The
model consists of two main components: the security model describes the security
requirements, and the DAC type data model describes the information exchange in the I&C
system, respectively.

The redlization of the integrated model provides the procedures for:

e asset classification,
e a mapping between data and security models,

e assfigning security barrier measures between assets.

The prpcedures can be used for verification and design of the 1&C/system’s architectyre that
meets pecurity requirements.

It is wgrth mentioning that reconciliation of models (synthesis,of the architecture) is, ggnerally
speaking, an ill-posed problem at least because the number of assets is usually greatger than
the number of degrees, and the systems differing in both asset number and relations bgtween
the asgets conform to the same model of access rules. Sometimes it occurs that the decurity
architefture synthesis problem for a system and given security requirements does not jhave a
solutiop.

Still, the integrated model, being a purely abstract approach, does not entirely solve the decurity
problem for the I&C system. For example, 4t does not take into account the dynamic behaviour
of the pystem or unsatisfactory implemeéntation of the security measures that could make the
system vulnerable. For the final stage of verification and assessment of the cybersecurfty, it is
necessary to use a full-size simulator of the system or digital twin of the system with elgments
of a reql system.
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Annex A
(informative)

Data model

Let us represent an information model of a system as a graph (security graph) reflecting the
real (physical) matter of the described I&C system. The properties of a graph of that sort are

shown in Table A.1. Denote a security graph as G = G(X,E) where X is the set of vertices, E is
the set of edges.

The medetworks—withthediscrete modetof rute plupagdiiun atsokmowmasthe “iakc-grant”
model [17]. It uses the graph theory to describe access relations between subjects and)pbjects
during [performing their functions. The variant of the “take-grant” model considered |in this
technidal report is based on the approach described in [18]: in the frame of the mofel the
security graph is a finite labelled directed weighted multigraph describing the system properties.

Table A.1 shows the correspondence between the properties of the |&Clsystem and gecurity
graph in DM . Some properties seem evident, but they are still presentedin the table for|clarity.

Table A.1 — Correspondence of the physical properties of I&C
systems with the properties of the security graph

Physical property of the system Property of the graph
The prgcesses of information transfer has a source The graph is directed.
and a recipient.
There are different types of assets (active and The vertices can correspond to both objects ang
passive). Subjects, therefore, in the general case, the verjices

are coloured.

There are different types of relationships between Edges can be of different types, for example: transfer
assets| of rights to control an object, transfer of informafion

between assets, receipt of control commands.
Therefore, the edges of the graph are generally

coloured.
In the general case, 1&C system is a_hierarchical There is a subset of vertices in the graph wherefan
system| It has various layers like dperators, order relation can be established.
subsysfems, elements of subsystems: computers,
equipment controllers, separate processes, files, etc.
in computers.
The pr¢sence of security*barriers to the transmission The graph, generally speaking, is not transitive,|i.e.
of information (software and hardware firewalls, data the existence of an order relation between the vlertices
diodes |etc.) in the I&C system does not mean that these vertices are connectefl by
an edge.
1&C sys$tem contains a finite number of elements. A graph is finite.
Duality,symmetry of retationmsbetweemassets: Themodetsupportsagrapihrwithrcycles:
In the general case, the I&C system can be changed The graph is dynamically updated.

as a result of repair, modification or reconfiguration.

Two types of vertices are presented in the graph: the first corresponds to subjects, the second
corresponds to objects.

An edge directed from the vertex a4 to the vertex a, shows that 4y has a right (or rights) on
ao . Normally the following rights are considered as typical ones: read (r), write (w) (with regard
to information transfer), take (t), grant (g) (with regard to right transfer). Relations dealing with
access rights transfer R={n,n,...,r,} U{t,g} are commonly called “de jure” relations, while R
={n,,....,1r,} U{w,r} are called “de facto” relations. To describe information transfer the model
introduces a number of atomic transformations (Post, Pass, Spy, Find) as well as graph
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modifications: adding and removing vertices and edges (Create, Delete). The advantage of the
“take-grant” model is its computational efficiency [11].

The initial security graph G, determined in the frame of a formal security model can be

transformed to a new graph G' by successive applications of the elementary rules (the
transformation is designated as Gy | > G'). The cybersecurity system is considered in the
context of the possibility that a subject can obtain access rights to a certain object (initially the
subject does not have the rights) after a co-operation of subjects by successive system state
change by the execution of elementary commands. Situations of authorized (i.e. “legal”)
acquisition of the access rights as well as “stealing” the rights are considered.

The puplication [17] states the conditions under which a subject can get access e e {r, w,t,} to

an asspt with the aforementioned set of the access rights and elementary rules of thg graph
transfofrmation.

In the TR, the main attention is paid to the application of the discretionary model to the analysis
of information security properties associated with the transfer in the form'cfreading and|writing
information between assets in a system (de facto relationships), rather‘than the rights tp it (de
jure rellations).

In the standard "take — grant" model all operations between the subjects [13] are inyersely
symmaetrical operations. The conjugate second part of such symmetrical relationships id called
implicif| relationships. In this model, the information can-be obtained in two ways: eithqgr if the
subjec{ a4 who is interested in the information contaiffed in subject a5, has a relationship of

type r yith the g, or if the a,has a relationship w withithe a4 .

Implici{ writing means that if the subject a;has a reading-to-subject relationship with ap, then
reading information from a,, can be considered as transmitting (writing) information from a, to
aq. Implicit reading is somewhat the same but more abstract. Let us illustrate it with the
following example: imagine that an asset a,does not contain any information before a writing
to it. Affter the writing to a, is.completed, it will contain only the information that hap been
transmitted to it from a4, sincesd; obviously knows that the info was transmitted, consequently,
aq willlhave full knowledge\ef the information in a,, as if it read it.

Sometimes it would be useful to break this feature, the rationale for this step will be given|below.
Let us|introduce~an' extension of the standard model with a new type of relationshfip with
antisymmetric transmission of information. In this extended model, the edges r, w in the pccess
graph belongtoone of two types: simple information transfer +— , and antisymmetric infofmation
transfef -\ _respectively.

We will call the read (L )and write (K) relations antisymmetric if «, W/ra2¢>a2 F/Wa1, in
- |- - |-

other words, if the write/read operation from a; to a,does not lead to the ability to read/write
ay from aq, such relations will be denoted by —.

The entry a|—>b means simple information transfer from the asset a to the asset b.

The entry a —b means secure information transfer from the asset a to the asset b. In that case

transfer of information between assets « and b belonging to different security degrees L° < i
does not violate integrity of the asset b.
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An example of a secure transmission is the replacement of data writing to b by the asset a by
data reading from a by the asset b, provided that some actions are taken to destroy the

symmetry of r and w operations.

NOTE a— b+ al—> b, andviceversa, a|> b =a— b, [ > I”, and al»> b+a— b I* <1V,
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Annex B
(informative)

Security model definition (SLM)

Access rules model is defined as a collection of classes (degrees of cybersecurity) and relations
between them and rules governing asset attribution to a degree:

SLM =(SC,®,—, »), where:

SC is alfinite linearly ordered set of security degrees consisting of Ng- elements.

Let us |[define that secure information transfer means that there are some security barrjers on
the infgrmation path between security degrees. If there are no barriers on the.informatign path
we will|call it simple information transfer.

Let us |jntroduce the following notations:

e — |is the relationship defined on a pair of security degrees; forany two degrees L; aind L,
: L{ — L, means that information could pass in a simple way'from L; to L, (subscrigt is the
sequence number of a degree).

e — |is the relationship defined on a pair of security-degrees; for any two degrees i n L,:
L, |» Ly means that information passes securely-from L, to L.

Note that the secure information transfer in this‘work will be understood in that sense that the
information on the transmission path has certain security controls in act. The security gontrols
prevent the violation of the normal system gperation. If the information received was determined
to be hprmful for the 1&C system it ought\to” be discarded. We do not specify the exact qecurity
controlg, as it depends on the implementation of the real 1&C system.

e The direction of transmission(of “secure information” in the model SLM is indicatdd L, »
Lyln =m.

e ® is the grouping operator.
Paper |10] shows that(elements SC,,v - compose a lattice of security degrees. It is conyenient

to depift the latticesas directed acyclic graphs Gg;y, = (SC,E).E = {eg,ep,....,} U{, »}.

Definitijon 1:-The security degree L is a set of vertices of a security graph G, such that for every
pair of thévertices in the set ¢;e A, a;e A i#] L/(a)=L(a;),l=consteSC.

The L,(q;), means that the asset a; € A belongs to a particular security degree n, ¢; e A. The
security degree is defined on a certain type of relationship R.

Definition 2: Security zone S is a set of vertices of a security graph G, for every pair of vertices
inthe set ¢; e A, a; €A i=] 3G q;|>aj,a; > q;.

The S, (ai) means that the asset 4; € A belongs to a particular security zone n, g; € A. The
security zone is defined on a certain type of relationship R.

NOTE The presented security zone definition clarifies the term "security zone" as defined by |EC 62645:2019
Clause 3.2.
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Annex C
(informative)

Justification of the secure by design principle

The symmetry of de facto relations in the DAC model leads to the fact that it is impossible to
organize the exchange of information between assets without violating the integrity of receiver
asset or writing data without violating confidentiality on source assets (Biba model and Bell-
LaPadula model, respectively, [8],[9]) if only subjects take part in the process of information
transfer.

In some cases, this restriction can be circumvented by introducing asymmetric relations.gr using
intermegdiate objects in the path. Further in this annex, we will carry out the discussjior within
the framework of the Biba model, since in general the security of I&C systemS‘is aimed at
mainta|ning integrity rather than confidentiality (see, for example, 5.2 of IEC TS®2443-141:2009
[21] fonl reason and justification).

An analysis of the Bell-LaPadula model can be carried out in @._similar way, wjith the
replacgment of integrity by confidentiality and write to read.

The Bilba model determines that an access graph is safe if an asset with a lower security [degree
cannot|write to an asset with a higher security degree and change information in it.

Accordjingly, if we need to maintain the integrity of ass€ts1ocated at the upper security degree,
then in[ the model, it is necessary to allow only relationships by write with asset on th¢ lower
degree] However, in real 1&C systems, often therétis also a reverse flow when it is nedessary
to trangfer information between assets from bottem to top (diagnostic signals, confirmations,
etc.). Tlo indicate such information in the model; we introduced a relation of “secure trangfer” of
the infprmation (see Annex A and Annex.B\). To understand the practical meaning| of the
introduced relationship, it is necessary<to discuss the meaning of the term “integrity”.
Histori¢ally, the most commonly used-definition of integrity in the context of industrial [control
systems is the definition given in IECTS 62443-1-1 [21]. The technical specification Has two
definitipns of the integrity:

The fir$t of them is: “data integrity property that data has not been changed, destroyed,| or lost
in an pbnauthorized or ,agcidental manner”. This definition, similar to the approach|of the
ISO 27000 standard f29], narrows the security problem to the issue of data integrity in
information systems. This assumption is reasonable for systems whose main functior is the
storagg and processing of data.

For control .systems of physical objects, the main function is to control the object itsglf. It is
advisable’tfo-extend the concept of integrity to equipment and methods. In this form, thlis term
is interpretéd in the second definition in IEC TS 62443-1-1 and more precisely in IEC 623443-3-
3 [14]: “property of protecting the accuracy and completeness of assets”.

Unlike the definition of “data integrity” IEC TS 62443-1-1, a definition of this kind extends the
concept of integrity to tangible assets, including their protective mechanisms and data
processing methods, which, unlike the data themselves, are internal properties of the protected
system, which allows the owner of the 1&C system to implement effective security measures to
preserve the integrity of methods. In this context simple data corruption is not critical, if it does
not violate the critical properties of the object.

The main property of 1&C systems is the system ability to perform its functions to control the
industrial objects. Suppose, for example, that a system receives corrupted data from a
compromised asset and as a result of this an incorrect control command is generated, but the
system remains in a physically safe state. Then, basically, from safety point of view this incident
might be considered as insignificant violation of information integrity. In the definition of “secure
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information” the word “secure” is interpreted as information the processing of which does not
lead to a breach of the safety of the NPP.

Therefore, in this "narrow" sense, information is considered "secure" if it does not violate the
integrity of the destination asset. The term integrity is interpreted in the above sense.

An example of the secure transfer of information is the replacement of a write of information by
asset a into asset b with a read operation by asset b from asset a, i.e. replacement of the
transfer initiator, provided that measures are taken to ensure that the symmetry of the r and w
operations becomes broken with respect to the required cybersecurity property.

Extendjrgthe e=—grantmodetwith—asymmetricatde S orships—atows—ts simulate
cases ¢f secure information transfer, provided that the priority is to maintain integrity’in a real
system|, when in addition to the main “direct” flow of commands between assets at’djfferent
security degrees in the “top to bottom” direction additional there are "reverse" data strgams in
the form of diagnostic information, acknowledgment signals, and so on.

We provide a rule connecting the types of relationship » and — in_models SLM anpd DM,
respectively.

Rule: The secure information transfer between security degrees’, L, - L,,,n <m is ordanized

using asymmetric access in security graph G', Gy |>G', ~Va; €L,, Va; €L, , a,a; €|4 and

a; — a}, or g;a; are not connected.
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Annex D
(informative)

Mapping of security and data model

To simplify asset ranking reasoning, suppose that the set of security graphs G  contains a
graph G; which is, at least weakly connected; that is, there are no isolated islands in the graph.

Let us introduce an ordering function on vertices of G :

p(c")

operatdr R performing the transformation

Here /|

{7}

The ex
G* to A

G* to the graph A with three vertices. Here the vertex a¥ maps to 11, and vertices a2, a3,

map tog
secure
the arc

aq

(X 1 _as AL ) AL H 1 £ n Tl Lok b !
—IA -.k'],...,./‘Mj, VI _IVIA, WIITITT IVIA IS TIUTrmucIr Ul d55C1S. TTICIT 1Sl US 1TTtrouy

R(P(67))=A(LD).

(Z,D) is a directed graph; M vertices of the graph correspond.to the points of

. Let the ordering function groups vertices of graph~G* into three degrees, and F
2. Since all the links between {a1} and {a2; a3, a4, a5} are secure then (I1,

link, too. On the other hand, since there is.d simple information transfer (a5, a
(12, 13) is simple.

G*(X, E)

WY

ay * !. >—

ce the

the set

bmple shown in Figure D.1 illustrates the rule of link-transformation for the mapping from

R maps
a4, a5
2) is a
5) then

IEC

Red and orange arrows mean secure information transfer, black arrows mean “common” information transfer.

Figure D.1 — Sketch of link transformation

Now we provide a rigorous description of the transformation rule.

Let us name vertices of graph G* that are mapped to the related vertices {L} of graph as “original
vertices”: a1l is the original vertex for 11; a2, a3, a4, a5 are the original vertices for the vertex 12
etc. Now we define the following rule(s): if information between all “original” vertices is
transferred securely then the related arc in graph L represents secure information transfer. And
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conversely, if there is at least one arc of simple information transfer between “original” vertices
then the related arc in the graph L represents simple information transfer.

Denote the sets of all assets that go to the vertices /, and [, of the graph A as 4, c 4 and
4,, < 4 respectively. Then the rules of edge composition are:

o if 3g;e4 anda; e4,: (al-aj) el (4) and P(q;) # P(aj) , then ([/,,)e

« ifV gedanda;ed, k+mqa;)ed the condition (aa,)e— is valid, then the edge

tJ

(Itl,,) of the graph A exists and also (1, )e -

If G b

R(P(G

Let us
N(1',D

The rapking (degree) of the new vertex derived as an aggregation of vertices Iy,l5,...,7, i

reaks down to a few domains of connectivity (see an example in Figure G.3).the
)) = UZ.R(P(G*i )) where G are the domains of connectivity.

Graph G*(X, E)

omain1 v Domain3 ..

..-'Domain'z_

X10

Ltj_f’ 3 _::: x13

-_I. xq \ . X12

IEC

Figure D.2 — Example of domains of connectivity in a graph —
Here the graph splits into three domains

define an operation of degree grouping, @, that shrinks the graph A(/,D) to &

) whose pumber of vertices does not exceed Ny .

graph

5 given

by the

Edges

e Ifa

pxXpression [ = haee 13 = inf({ll1 12 1’3 Il"} ) and

of the graph A'(/',D') are generated according to the rule:

&) ®

Il i, -1, and 1, —>I',, where I'. #I', and (/.l,)e @ fuffill the condition: (I,

p?

then the edge (l'p,l'q)e@ and (Z'p,l'q)e%.

e |If there are some [ —»/', and [, >/

then the edge (l'p,l'q)e@ and (Z

&) ®
p ’

'p,l'q) z— .

e .

where ', #/', and (/,l,)e @ for which (}l,)e ,
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Let us have some two models SLM and DM. The operator R(P(G*)) performs mapping

(surjection) of graph G vertices onto a set of graph A(1,D) vertices.

The sufficient condition that a DM model corresponds to a SLM is: if the graph obtained by
mapping R(P(G*)) is isomorphic, after applying the grouping operator @, to a minor Gg;,, of

@
the graph Gg;,,,i.e. 4(,D)—>A'(I',D') = Gg,,, then the DM model corresponds to the SLM.

//'*

AN
The prof Tollows from the definitions of the functions P and operators RkPk(r )} and ®, and

as welll from the above definition of cybersecurity for the ICM model.

In pragtice, the sufficient condition corresponds to the following statement:”if we have a
designed system then the information access rules between different degrees ought nofjto be
violatedl after the degree assignment to assets.

NOTE Additional conditions can be imposed on R(P(G )) and GSLM- Forexample, for nuclear safety pnsuring

direct trgnsfer of any information between assets whose nuclear security classes differ by more than one; p similar
approach is used for information exchange between assets classified by security degrees that imposes regtrictions

on adjoied assets in G .
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Annex E
(informative)

Formal approach to asset clustering and classification

Input data types and the choice of data representation for the analys

C 2023

is

We propose using the “asset—attribute” table to specify the relations between attributes and
assets. According to this method, assets are identified, the attribute values and measurement
scales are determined for the choice of the data representation. Different types of scales are

used fq
measu

The nu
attribu

a) Nu
safety
class is

we use
1,2 a

b) Af
having
depend
is to bg

c) Ass
links of

Note: Al

Asset ¢
in caseg
the as|
technidg

able properties), nominal scale (applied to qualitative properties)

S:

clear safety (NS) class of the object (from 1 to 3) to which the asset(elongs. The
Class assigned to a system appreciably determines the system’sdimportance beca
unequivocally related to the damage due to the system failure. To assign the a

the rank scale reduced to a quantitative one with the ordering function R1(x) :{

encies, power, water, spatial, environmentaly etc. For further calculations the p
reduced to a qualitative kind with the ordering function R, (x)={0,123,...};

an asset with other assets.
formulae and reasoning in this clausé are applicable to the arbitrary number of attributes.

ybersecurity information ptoperties are mostly determined by the impact on the
of violation of confidentiality, integrity and availability of the information associat
set. The classical .approach for information property estimation is expert

attribufes.

We wil
focus g

consider the’integrity only because according to the common approach [5] I&C s
n securing‘the integrity.

The tatrle of-properties are presented in Table E.1.

plied to

ber of attributes can be arbitrary but here, for clarity, we provide an example with three

huclear
Ise the
Itribute

1,2,3,4}

hd 3 are for the 1st, 2nd and 3rd safety classes respectively, and 4 is for unclgssified
assets).

inctional property (or properties) of the asset (the/asset is considered as a “gray box”
some intrinsic properties).The properties couldinclude, for example, physical links and

foperty

et informational properties (see Clause 7.6) are the attributes presenting infoflmation

system
ed with
anking

ue bringing them_to\fixed degrees [14]. We consider an analytical way to quantify the

ystems

Table E.1 — NPP I&C asset properties

Asset Functional Asset informational property

property

NS Class (properties)

E.2

Order relation on a security graph

The existence of an order relation on a subset of vertices implies that we can introduce an order
function R(x) on this subset. The value of asset order function can be used as a quantitative
characteristic of asset informational properties.
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