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INTERNATIONAL ELECTROTECHNICAL COMMISSION

INDUSTRIAL COMMUNICATION NETWORKS - PROFILES
Part 3: Functional safety fieldbuses — General rules and profile definitions

FOREWORD

1) The IntermationatEfectrotectmicat-Commrissio s—a-worRtwiteorgamizatiorfor-starardtzatiorepmprising
all ndtional electrotechnical committees (IEC National Committees). The object|of IEC\is”'to| promote
interngtional co-operation on all questions concerning standardization in the electgcal™and-electroqgic|fields. To
this ehd and in addition to other activities, IEC publishes International Standa Technicalh.Spegjfications,
Technjical Reports, Publicly Available Specifications (PAS) and Guides er referred to?s “IEC
Publidation(s)”). Their preparation is entrusted to technical committees; an Committee fhterested
in thg subject dealt with may participate in this preparatory work. Iy 2N ,Agovernmental jJand non-
gover mental organlzatlons Ilalsmg with the IEC also partlmpate in this repara iQ C collapbratgs closely

agreement between the two organizations.

2) The fdrmal decisions or agreements of IEC on technical matte S s possible, an intgrnational
consepsus of opinion on the relevant subjects since eac i representatiop from all
interested IEC National Committees.

3) IEC Publications have the form of recommseg i i i e ang are accepted by IEQ National
Comniittees in that sense. While all reasghable effg 6 & that the technical contgnt of IEC
Publidations is accurate, IEC cannot be K in which they are used dr for any
misinterpretation by any end user.

4) In order to promote international uniformi
transparently to the maximum extent pos
betwepen any IEC Publication agd the corres
the lafter.

, IEC Natigna ittees undertake to apply IEC Publications

ible heitAnational >and regional publications. Any djvergence
ondiona orxggional publication shall be clearly indicated in

5) IEC provides no markipng procedure to_indicate |ts app oval and cannot be rendered responsiblg for any

6) All users should uret e\atest editjon of this publication.
7) No liapility shall i i envployees, servants or agents including individual experts and

bational Committees for any personal injury, property damage or
ether direct or indirect, or for costs (including legal fees) and
se of, or reliance upon, this IEC Publication or any ¢ther IEC

other |[damage of
expenges arisin
Publidations.

8) Attent ive, references cited in this publication. Use of the referenced publications is

indisp ation of this publication
9) Attent sibility that some of the elements of this IEC Publication may be the subject of
patent held responsible for identifying any or all such patent rights.

The Interpational,'E trote hnical Commission (IEC) draws attention to the fact that it is claimed that compliance
with this document may iivolve the use of patents concerning functional safety communication profiles fqr families
1, 2, 3 anfd B.given in IEC 61784-3-1, IEC 61784-3-2, IEC 61784-3-3 and IEC 61784-3-6.

IEC takes no position concerning the evidence, validity and scope of these patent rights.The holders of these
patent rights have assured the IEC that they are willing to negotiate licences under reasonable and non-
discriminatory terms and conditions with applicants throughout the world. In this respect, the statements of the
holders of these patent rights are registered with IEC.

NOTE Patent details and corresponding contact information are provided in IEC 61784-3-1, IEC 61784-3-2, IEC
61784-3-3 and IEC 61784-3-6.

International Standard IEC 61784-3 has been prepared by subcommittee 65C: Industrial
networks, of IEC technical committee 65: Industrial process measurement, control and
automation.

This bilingual version (2012-12) corresponds to the monolingual English version, published in
2007-12.
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INTRODUCTION

The IEC 61158 fieldbus standard together with its companion standards IEC 61784-1 and
IEC 61784-2 defines a set of communication protocols that enable distributed control of
automation applications. Fieldbus technology is now considered well accepted and well
proven. Thus many fieldbus enhancements are emerging, addressing not yet standardized

areas such as real time, safety-related and security-related applications.

This standard explains the relevant principles for functional safety communications with
reference to IEC 61508 series and specifies several safety communication layers (profiles and

corresponding protocols) based on the communication profiles and protocol

layers of

IEC 61784-1, IEC 61784-2 and the IEC 61158 series. It does not cover elestrical safety and

intrinsic

Figure 1
standar

safety aspects.

shows the relationships between this standard and rel
is in a machinery environment.

geldbus

IE

(pry

C 61784-5
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IEC 61948
Installation guide
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Product standards
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IEC 61784-4 IEC 62443 sigr( of shfety-relatdd eléctd}:a ctronic and programmablg
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\ 4 v A 4
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of machinery
(SRPCS)

Non-electrica

)
rts

Electrical

IEC 62061
Functional safety
for machinery
(SRECS)
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ustrial environment)
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[ ] (vellow) safety-related standards
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J ! afety of electrical
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F t < :
E (2006)
\} P
IEC p115 s | !
IEC 61 2 IEC 61508 series [+—>
Field use in Functional safety i
industfiahcentrol systems (basic standard) : ind

Figure 1 — Relationships of IEC 61784-3 with other standards (machinery)
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Figure 2 shows the relationships between this standard and relevant safety and fieldbus
standards in a process environment.

Product standards
IEC 61496 IEC 61131-6 IEC 61800-5-2
Safety f. e.g. Safety for PLC Safety functions
light curtains | | (under consideration) for drives
IEC 61784-4 IEC 62443 L
Security Security
(profile-specific) (common part)

See safety standards for machinery

IEC 61784-5
Instpllation guide
(prdfile-specific)

IEC 61918

(common part)

Installation guide

| ||

IEC 61326-3-22

(Fgure—1)

EMC and i
IEC 61784-3 functional safety |
Fungtional safety "
communication '—I '
profiles <(3>
IEC 1158 series /
IEG 61784-1, -2 IEC 61508 seri >
Fielflbus for use in Functlonal fety
industnjal control systems

systems for the
0C€ss industry sector

“-- >

us
ISA-84.
(3 parts =1
IEC 61

00.01
hodified
611)

<« - - >

DE: VDI
Part

2180
-4

Safety

ellow) s
lue) fieldbus‘re

communication layers which are implemented as parts of safety-related

systems

according to TEC 61508 series provide the necessary confidence in the fransportation of
messages (information) between two or more participants on a fieldbus in a safety-related
system, or sufficient confidence of safe behaviour in the event of fieldbus errors or failures.

Safety communication layers specified in this standard do this in such a way that a fieldbus
can be used for applications requiring functional safety up to the Safety Integrity Level (SIL)

specified by its corresponding functional safety communication profile.

The resulting SIL claim of a system depends on the implementation of the selected functional
safety communication profile within this system — implementation of a functional safety
communication profile in a standard device is not sufficient to qualify it as a safety device.
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This standard describes:

— basic principles for implementing the requirements of IEC 61508 for safety-related data
communications, including possible transmission faults, remedial measures and
considerations affecting data integrity;

— individual description of functional safety profiles for several communication profile
families in IEC 61784-1 and IEC 61784-2;

— safety layer extensions to the communication service and protocols sections of the
IEC 61158 series.

@%
;
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INDUSTRIAL COMMUNICATION NETWORKS - PROFILES

Part 3: Functional safety fieldbuses — General rules and profile definitions

1 Scope

This part of the IEC 61784-3 series explains some common principles than can be used in the
transmission of safety-relevant messages among participants within a distributed network
using fieldbus technology in accordance with the requirements of IEC 61508 series for
functiong iptes b H—variots—nduste spfeattons—such as
process|control, manufacturing automation and machinery.

This part! and the IEC 61784-3-x parts specify several functiofal ication
profiles |based on the communication profiles and protocol layeps~of fi ologies
in [IEC §1784-1, IEC 61784-2 and the IEC 61158 series.

NOTE 1 |Other safety-related communication systems meeting the requ emeo E may exist
that are npt included in this standard.

NOTE 2 |It does not cover electrical safety and intrinsic safety| asplects. i safg Ards such
as electrig¢al shock. Intrinsic safety relates to hazards associate itk

All systems are exposed to unautho iditional
measure¢s need to be considered in an 5ystems
against |unauthorized access. IEC 62443 will ac uany of these issues; the relationship
with IEG 62443 is detailed in a dedicat -

NOTE 3 [Additional profile spesific re s fo 4-4 .

NOTE 4 [Implementation o ication profile according to this part in a dev|ce is not

sufficient to qualify it as a safetyvdevice ined i C 61508 series.
NOTE 5 |The resu perids on the implementation of the selected functiopal safety

communigation profile Wi

2 Noi
The foll ents are indispensable for the application of this document.
For datd the edition cited applies. For undated references, the latesf edition

of the rd

IEC 611[31-2,"Programmable controllers — Part 2: Equipment requirements and tests

IEC 61158 (all parts), Industrial communication networks — Fieldbus specifications

IEC 61326-3-1, Electrical equipment for measurement, control and laboratory use — EMC
requirements — Part 3-1: Immunity requirements for safety-related systems and for equipment
intended to perform safety-related functions (functional safety) — General industrial
applications?2

IEC 61326-3-2, Electrical equipment for measurement, control and laboratory use — EMC
requirements — Part 3-2: Immunity requirements for safety-related systems and for equipment
intended to perform safety-related functions (functional safety) — Industrial applications with
specified EM environment?

1 Inthe following pages of this standard, “this part” will be used for “this part of the IEC 61784-3 series”.
2 To be published.
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IEC 61508 (all parts), Functional safety of electrical/electronic/programmable electronic
safety-related systems

IEC 61508-1, Functional safety of electrical/electronic/programmable electronic safety-related
systems — Part 1: General requirements

IEC 61508-2, Functional safety of electrical/electronic/programmable electronic safety-related
systems — Part 2: Requirements for electrical/electronic/programmable electronic safety-
related systems

IEC 61784-1, Industrial communication networks — Profiles — Part 1: Fieldbus profiles

IEC 61784-2, Industrial communication networks — Profiles — Part 2: Additional fieldbus
profiles [forreal-time nmetworks based o 1ISO/TEC 8802-3

Profiles — Pz

IEC 61784-3-1, Industrial communication networks
fieldbuses — Additional specifications for CPF 1

| safety

IEC 617]84-3-2, Industrial communication networks
fieldbuses — Additional specifications for CPF 2

| safety

IEC 61784-3-3, Industrial communication networks
fieldbuses — Additional specifications for CPF 3

| safety

IEC 617]84-3-6, Industrial communicdtion
fieldbuses — Additional specifications fok CP¥

| safety

IEC 617
fieldbuses — Installation pro

ation of
IEC 61918, Industrial [c¢ L 9 yorks —/Installation of communication networks in

industrial premises

IEC 622
— Part 1|

Communication, signalling and processing systems
closed transmission systems

3 Ten initi bols, abbreviated terms and conventions
31 T

For the of this document, the following terms and definitions apply.
3.11

3.1.1.1

absolute time stamp

time stamp referenced to a global time which is common for a group of devices using a
fieldbus

[IEC 62280-2, modified]

3.1.1.2

availability

probability for an automated system that for a given period of time there are no unsatisfactory
system conditions such as loss of production

NOTE Availability depends on MTBF (mean time between failure) and MDT (mean down time):
Availability = MTBF / (MTBF + MDT).
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3.11.3

black channel

communication channel without available evidence of design or validation according to
IEC 61508 series

3.11.4
bridge
abstract device that connects multiple network segments along the data link layer

3.1.1.5
communication channel
logical connection between two end-points within a communication system

3.1.1.6
commuhpication system

arrangement of hardware, software and propagation media to allo
(ISO/IEC 7498 application layer) from one application to anothe

nsfeg o m%sages

3.1.1.7
connection
logical hinding between two application objects withi

3.1.1.8
Cyclic Redundancy Check (CRC)

<value>| redundant data derived from, of data
in order|to detect data corruption

<metho

NOTE 1 |Terms “CRC code” ed in this

standard to refer to the red

See also @2

NOTE 2

3.1.1.9
diversit

differen ed function

EXAMPLH
[IEC 61

dby different physical methods or different design approaches.

3.1.1.10
error
discrepanr‘y hetween a computed ohserved or measured value or condition and the true,

specified or theoretically correct value or condition

NOTE 1 An error can be caused by a faulty item, e.g. a computing error made by faulty computer equipment.

[IEV 191-05-24], [IEC 61508-4:1998], [IEC 61158]

NOTE 2 Errors may be due to design mistakes within hardware/software and/or corrupted information due to
electromagnetic interference and/or other effects.

NOTE 3 Errors do not necessarily result in a failure or a fault.

3.1.1.11
failure
termination of the ability of a functional unit to perform a required function

3 Figures in square brackets refer to the bibliography.
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NOTE 1 The definition in IEV 191-04-01 is the same, with additional notes.
[IEC 61508-4:1998], [ISO/IEC 2382-14.01.11]

NOTE 2 Failure may be due to an error (for example, problem with hardware/software design or message
disruption)

3.1.1.12

fault

abnormal condition that may cause a reduction in, or loss of, the capability of a functional unit
to perform a required function

NOTE IEV 191-05-01 defines “fault” as a state characterized by the inability to perform a required function,
excluding_the inability during preventative maintenance or other planned actions, or dae~tQ lack of external
resourcey.

[IEC 61508-4:1998], [ISO/IEC 2382-14.01.10]

3.1.1.13
fieldbus
communication system based on serial data transfer and
process|control applications

ation or

3.1.1.14
fieldbus system
system lsing a fieldbus with connected device

3.1.1.15§
frame
denigrated synonym for DLPDU

3.1.1.1¢4

Frame Check Sequence

redundgnt data derived fro W|th|n a DLPDU (frame), using a hash function,
and stofed or tr@ { ' tion

NOTE 1

NOTE 2

(mathematj t maps values from a (possibly very) large set of valueg into a
(usually) smaller-Fange of'values

NOTE 1 |Hash-functions can be used to detect data corruption.

NOTE 2 Common hash functions include parity, checksum or CRC.
[IEC 62210, modified]

3.1.1.18

hazard

state or set of conditions of a system that, together with other related conditions will inevitably
lead to harm to persons, property or environment

3.1.1.19

master

active communication entity able to initiate and schedule communication activities by other
stations which may be masters or slaves
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3.1.1.20

message

ordered series of octets intended to convey information
[ISO/IEC 2382-16.02.01, modified]

3.1.1.21

message sink

part of a communication system in which messages are considered to be received
[ISO/IEC 2382-16.02.03]

3.1.1.22
message source

part of 4 communication System from which messages are considered to |g|na\\

[ISO/IEC 2382-16.02.02]

3.1.1.23
nuisange trip
spurious trip with no harmful effect

NOTE Irfternal abnormal errors can be caused in communication
example By too many retries in the presence of interferences.

s transmigsion, for

3.1.1.24
protectjve extra-low-voltage (PELV)
electrical circuit in which the voltage €annet exceed a.c- .ms., 42,4 V peak or d.c. 60 V

in normal and single-fault condition, exce

NOTE A|PELV circuit is similar to an SELV cirguit t
[IEC 61131-2]

ested to,protective earth.

@o

redundancy
existenge of me@i iti which would be sufficient for a functiondl unit to
perform|a require S j

3.1.1.2

EXAMPLH Bncy.

NOTE 1

NOTE 2
[IEC 61

3.1.1.26
relative| time stamp
time stamp referenced to the local clock of an entity

NOTE In general, there is no relationship to clocks of other entities.

[IEC 62280-2, modified]

3.1.1.27

reliability

probability that an automated system can perform a required function under given conditions
for a given time interval (t1, t2)

NOTE 1 It is generally assumed that the automated system is in a state to perform this required function at the
beginning of the time interval.

NOTE 2 The term "reliability" is also used to denote the reliability performance quantified by this probability.
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NOTE 3 Within the MTBF or MTTF period of time, the probability that an automated system will perform a
required function under given conditions is decreasing.

NOTE 4 Reliability differs from availability.
[IEC 62059-11, modified]

3.1.1.28

risk

combination of the probability of occurrence of harm and the severity of that harm
[IEC 61508-4:1998]

3.1.1.29

TE~YaXIAY

Safety q i (o)
commuiication layer that includes all the necessary measures to ensuressafe transmission of

data in accordance with the requirements of IEC 61508

3.1.1.30
safety ¢onnection
connectjon that utilizes the safety protocol for communicatio

3.1.1.31
safety data
data trapsmitted across a safety network using a

NOTE T
safely.

ansmitted

3.1.1.32
safety device

device ¢lesigned in acco | safety
communication profile

3.1.1.33

safety extra-lo

electrical circuit in .c. 60 V

in normal and sin

NOTE A
[IEC 61

3.1.1.3
safety
function| to,be imptemented by an E/E/PE safety-related system, other technology| safety-
related kysfem or external risk reduction facilities, which is intended to achieve or mdintain a
safe state for the EUC, in respect of a specific hazardous event

[IEC 61508-4:1998]

3.1.1.35

safety function response time

worst case elapsed time following an actuation of a safety sensor connected to a fieldbus,
before the corresponding safe state of its safety actuator(s) is achieved in the presence of
errors or failures in the safety function channel

NOTE This concept is introduced in 5.2.4 and addressed by the functional safety communication profiles defined
in this part.

3.1.1.36

safety integrity level (SIL)

discrete level (one out of a possible four) for specifying the safety integrity requirements of
the safety functions to be allocated to the E/E/PE safety-related systems, where safety
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integrity level 4 has the highest level of safety integrity and safety integrity level 1 has the

lowest

NOTE The target failure measures for the four safety integrity levels are specified in Tables 2 and 3 of

IEC 61508-1.
[IEC 61508-4:1998]

3.1.1.37
safety measure

<this standard> measure to control possible communication errors that is designed and

implemented in compliance with the requirements of IEC 61508

NOTE 2 |Communication errors and related safety measures are detailed in 5.3 and 8.4,

NOTE 1 [In practice, several safety measures are combined to achieve the required safet integw

3.1.1.38
safety-felated application
programs designed in accordance with IEC 61508 to mg
applicatjon

3.1.1.39
safety-related system
system performing safety functions accg

3.1.1.40
slave
passive| communication entity able to r
another|communication entity which may b

3.1.1.41
spurioys trip

trip caused by t@fe

3.1.1.42
time st
time inf

out azprotess demand

mp

3.1.1.43
white ¢

communicat in which all relevant hardware and software compone

designed, implemented and validated according to IEC 61508

of the

bnse to

hts are

3.1.2 ePF4-Additionalterms-and-definitions

None required for this part.

3.1.3 CPF 2: Additional terms and definitions

None required for this part.

3.1.4 CPF 3: Additional terms and definitions

None required for this part.

3.1.5 CPF 6: Additional terms and definitions

None required for this part.
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3.2

3.21

cP
CPF
CRC
DLL
DLPDU
EMI
EUC
FAL
FCS
FSCP
HD
E/E/PE
NSR
PDU
PELV
PES
PFD
PFH
PhL
PLC
scL
SELV
SIL
SR

3.2.2
SIS

3.2.3

Cip™

3.2.4
DP

3.2.5

Symbols and abbreviated terms

Common symbols and abbreviated terms

Communication Profile [IEC 61784-1]
Communication Profile Family [IEC 61784-1]
Cyclic Redundancy Check

Data Link Layer [ISO/IEC 7498-1]
Data Link Protocol Data Unit

Electro-Magnetic Interference

Equipment Under Control [IEC 61508-4:1998]

Fieldbus Application Layer [IEC 61158-5]

Frame Check Sequence

Functional Safety Communication Profile
Hamming Distance
Electrical/Electronic/Programmable Electronic
Non Safety Relevant

Protocol Data Unit

Protective Extra Low Voltage

Programmable Electronic System

Average Probability of Failure on Bemand
Probability of Failure per Hour

Physical Layer [ISO/IEC 7498-1]

Programmable Logic Controller

Safety Intlgrity

[IEC 61508-4:1998]

bols and abbreviated terms

CPF 3: Additional symbols and abbreviated terms

Decentralized Peripherals

CPF 6: Additional symbols and abbreviated terms

None required for this part.
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4 Conformance

Each functional safety communication profile within this standard is based on communication

profiles

of IEC 61784-1 or IEC 61784-2 and protocol layers of the IEC 61158 series.

A statement of conformance to a Functional Safety Communication Profile (FSCP) of this
standard shall be stated as either

conformance to IEC 61784-3:200x FSCP n/m <Type>

or

conformance to IEC 61784-3 (Ed.1.0) FSCP n/m <Type>

where t

includeq.

Alternat

conf
or

conf

where N

Conformpance to a IEC 61784-3-N ps

corresp

Product
provisio

vely, a statement of conformance may be stated as eith

prmance to IEC 61784-3-N:200x

prmance to IEC 61784-3-N (Ed.1.0)

is the family number assigned to the co

bnding FSCP(s) for the particula

standards shall

hs), either nor than provisions for product

ne Type within the angle brackets < > is optional and the angle cketwot to be

of the

Assessment aspects (includjing QM

testing

Safety

The IE(Q fety functions. These safety functions can be decomposed to
parts that overall safety function (for example, Sensor(s) -
commurp

The commmunieati stém itself in this standard performs transmission of safety dat

of the

highly qcommen

aximum PFD or PFH of the target SIL for which the functional safety commun

profile is dcaigllcd (DCC Fiyun: 3).

EXAMPLE

In Figure 3, the PFH of the safety function is PFHsensor + PFHpes + PFHactuator + 2 X PFHsarety communication channel-

a. ltis

at the safety communication channel does not consume more than 1 %

ication
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Safety function
Safety Safety
communication communication
channel channel
Sensor PES Actuator
1% 1% <<
A\
PFD, PFH of a safety functio
Figure 3 — Safety communication as a ¢ ion

5.2 Communication system
5.2.1 General
The following information is used to uon understanding of technolq
terms.
NOTE M
Relevant
5.2.2
While | S
focuses
shows 3 use of functional safety communications with a fieldbu
on the b
When Usi d’fieldbus structures without modifications in the definition of
each cg all the measures necessary to implement transmission @
data in e requirements of IEC 61508 shall be performed by an aq

“safety

iditional
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__PE‘_/_iS_e_____ Y o __________ 61158 communications layers
i Safety oth Safety
! | Communication er Communication
Layer protocol Gateway Layer
; iaati Application
: Application - FAL
| Layer (optional) \ Layer (optional) . FAL
{|  DataLink Dal‘_t:y'-e':k DLL DLL
' -Layer
' Physical Physical

Layer Layer

5.2.3

IEC 615

define tfhe requirements

Internal
communication link

nnel” to
ether a

communication channel res are
accomplished with res

In this ¢ontext, fet rinel is defined to start at the top of the safety
commuiication | at the top of the safety communication [layer of
the sink|(see Figure

5.2.4 Safe

The saf e is the worst case elapsed time following an actuaﬂion of a
safety switch, pressure transmitter, light curtain) connected to a fieldbus,
before t afe state of its safety actuator(s) (for example relay, valve, fdrive) is
achieve resence of errors or failures in the safety function channel.

The derhand (actuation) on a safety function is caused either by an analogue signal ¢rossing

a threshold or a digital signal changing state.

Figure 5